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Foreword

ETAPS 2001 was the fourth instance of the European Joint Conferences on
Theory and Practice of Software. ETAPS is an annual federated conference that
was established in 1998 by combining a number of existing and new conferences.
This year it comprised five conferences (FOSSACS, FASE, ESOP, CC, TACAS),
ten satellite workshops (CMCS, ETI Day, JOSES, LDTA, MMAABS, PFM,
RelMiS, UNIGRA, WADT, WTUML), seven invited lectures, a debate, and ten
tutorials.

The events that comprise ETAPS address various aspects of the system deve-
lopment process, including specification, design, implementation, analysis, and
improvement. The languages, methodologies, and tools which support these ac-
tivities are all well within its scope. Different blends of theory and practice are
represented, with an inclination towards theory with a practical motivation on
one hand and soundly-based practice on the other. Many of the issues involved
in software design apply to systems in general, including hardware systems, and
the emphasis on software is not intended to be exclusive.

ETAPS is a loose confederation in which each event retains its own identity,
with a separate program committee and independent proceedings. Its format is
open-ended, allowing it to grow and evolve as time goes by. Contributed talks
and system demonstrations are in synchronized parallel sessions, with invited
lectures in plenary sessions. Two of the invited lectures are reserved for “unify-
ing” talks on topics of interest to the whole range of ETAPS attendees. The
aim of cramming all this activity into a single one-week meeting is to create a
strong magnet for academic and industrial researchers working on topics within
its scope, giving them the opportunity to learn about research in related areas,
and thereby to foster new and existing links between work in areas that were
formerly addressed in separate meetings.

ETAPS 2001 was hosted by the Dipartimento di Informatica e Scienze dell’In-
formazione (DISI) of the Università di Genova and was organized by the following
team:

Egidio Astesiano (General Chair)
Eugenio Moggi (Organization Chair)
Maura Cerioli (Satellite Events Chair)
Gianna Reggio (Publicity Chair)
Davide Ancona
Giorgio Delzanno
Maurizio Martelli

with the assistance of Convention Bureau Genova. Tutorials were organized by
Bernhard Rumpe (TU München). Overall planning for ETAPS conferences is the
responsibility of the ETAPS Steering Committee, whose current membership is:



VI Foreword

Egidio Astesiano (Genova), Ed Brinksma (Enschede), Pierpaolo Degano
(Pisa), Hartmut Ehrig (Berlin), José Fiadeiro (Lisbon), Marie-Claude
Gaudel (Paris), Susanne Graf (Grenoble), Furio Honsell (Udine), Nigel
Horspool (Victoria), Heinrich Hußmann (Dresden), Paul Klint (Amster-
dam), Daniel Le Métayer (Rennes), Tom Maibaum (London), Tiziana
Margaria (Dortmund), Ugo Montanari (Pisa), Mogens Nielsen (Aarhus),
Hanne Riis Nielson (Aarhus), Fernando Orejas (Barcelona), Andreas
Podelski (Saarbrücken), David Sands (Göteborg), Don Sannella (Edin-
burgh), Perdita Stevens (Edinburgh), Jerzy Tiuryn (Warsaw), David
Watt (Glasgow), Herbert Weber (Berlin), Reinhard Wilhelm (Saar-
brücken)

ETAPS 2001 was organized in cooperation with

the Association for Computing Machinery
the European Association for Programming Languages and Systems
the European Association of Software Science and Technology
the European Association for Theoretical Computer Science

and received generous sponsorship from:

ELSAG
Fondazione Cassa di Risparmio di Genova e Imperia
INDAM - Gruppo Nazionale per l’Informatica Matematica (GNIM)
Marconi
Microsoft Research
Telecom Italia
TXT e-solutions
Università di Genova

I would like to express my sincere gratitude to all of these people and organiza-
tions, the program committee chairs and PC members of the ETAPS conferen-
ces, the organizers of the satellite events, the speakers themselves, and finally
Springer-Verlag for agreeing to publish the ETAPS proceedings.

January 2001 Donald Sannella
ETAPS Steering Committee chairman



Preface

This volume contains the 28 papers presented at ESOP 2001, the Tenth Euro-
pean Symposium on Programming, which took place in Genova, Italy, April 4–6,
2001. The ESOP series began in 1986, and addresses both practical and theore-
tical issues in the design, specification, and analysis of programming languages
and systems.

The call for ESOP 2001 encouraged papers addressing (but not limited to)

– Programming paradigms (including functional, logic, concurrent, and object-
oriented) and their integration;

– Semantics with applications to the development of correct, secure, and effi-
cient software and systems;

– Advanced type systems, program analysis, program transformation.

The volume begins with two invited contributions. The first contribution belongs
to ETAPS as a whole, and accompanies the “unifying” ETAPS invited talk given
by Luca Cardelli. The second contribution is from the ESOP invited speaker,
John Mitchell. The remaining 26 papers were selected by the program committee
from the 76 submissions, and include one short paper which accompanied a tool-
demo presentation.

Each submission was reviewed by at least three referees, and papers were sel-
ected in the latter stages of a two week discussion phase. My thanks to the mem-
bers of the program committee and other referees for their hard work. Thanks
also to Christian Probst for help with the conference management software, and
to Don Sannella for steering the ETAPS ship so smoothly.

January 2001 David Sands
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A Query Language Based on the Ambient Logic

Luca Cardelli1 and Giorgio Ghelli2

1 Microsoft Research, 1 Guildhall Street, Cambridge, UK
2 Università di Pisa, Dipartimento di Informatica, Corso Italia 40, Pisa, Italy

Abstract. The ambient logic is a modal logic proposed to describe the
structural and computational properties of distributed and mobile com-
putation. The structural part of the ambient logic is, essentially, a logic
of labeled trees, hence it turns out to be a good foundation for query
languages for semistructured data, much in the same way as first order
logic is a fitting foundation for relational query languages. We define here
a query language for semistructured data that is based on the ambient
logic, and we outline an execution model for this language. The language
turns out to be quite expressive. Its strong foundations and the equiva-
lences that hold in the ambient logic are helpful in the definition of the
language semantics and execution model.

1 Introduction

This work arises from the unexpected convergence of studies in two different
fields: mobile computation and semistructured data.

Unstructured collections, or unstructured data, are collections that do not
respect a predefined schema, and hence need to carry a description of their own
structure. These are called semistructured when one can recognize in them some
degree of homogeneity. This partial regularity makes semistructured collections
amenable to be accessed through query languages, but not through query lan-
guages that have been designed to access fully structured databases. New lan-
guages are needed that are able to tolerate the data irregularity, and that can
be used to query, at the same time, both data and structure. Semistructured
collections are usually modeled in terms of labeled graphs, or labeled trees [3].

The ambient logic is a modal logic proposed to describe the structural and
computational properties of distributed and mobile computation [10]. The logic
comes equipped with a rich collection of logical implications and equivalences.
The structural part of the ambient logic is, essentially, a logic designed to describe
properties of labeled trees. It is therefore a good foundation for query languages
for semistructured data, much in the same way as first order logic is a fitting
foundation for relational query languages. First order logic is a logic of predicates
(i.e. relations) and therefore it is particularly suitable to describe relational data.
But, to describe tree-shaped data, we need a more suitable logic: a logic of trees
or graphs.

This is an invited paper.

D. Sands (Ed.): ESOP 2001, LNCS 2028, pp. 1–22, 2001.
c© Springer-Verlag Berlin Heidelberg 2001



2 L. Cardelli and G. Ghelli

Here we define a query language for semistructured data that is based on the
ambient logic, and we outline an execution model for this language. The language
turns out to be quite expressive. Its strong foundations and the equivalences that
hold in the ambient logic are helpful in the definition of the language semantics
and execution model.

The paper is structured as follows. In this section we present a preview of the
query language, and compare it with related proposals. In Section 2 we define
the tree data model. In Section 3 we present the logic, upon which the query
language, defined in Section 4, is defined. In Section 5 we present the evaluation
model. In Section 6 we draw some conclusions.

1.1 A Preview

Consider the following bibliography, expressed in the syntax of our language
TQL, which we explain in detail later. Informally, a[F] represents a piece of data
labeled a with contents F. The contents can be a collection of similar pieces of
data, separated by “|”. When the collection is empty, we can omit the brackets,
so that, for example, POPL[ ] can be written as POPL.

The bibliography below consists of a set of references all labeled article. Each
entry contains a number of author fields, a title field, and possibly other fields.

ARTICLES=

article[ author[Cardelli] | author[Gordon] | title[Anytime Anywhere]
| conference[POPL] | year[2000]
| keyword[Ambient Calculus] | keyword[Logic] ] |

article[ author[Cardelli] | title[Wide Area Computation]
| booktitle[ICALP] | year[1999] | pages[403-444] | publisher[SV] ] |

article[ author[Ghelli] | author[Pierce] | title[Bounded Existentials]
| journal[TCS] | year[1998] ]

Suppose we want to find all the papers in ARTICLES where one author is
Cardelli ; then we can write the following query:

from ARTICLES � .article[X]
X � .author[Cardelli]

select paper[X]

The query consists of a list of matching expressions contained between from
and select , and a reconstruction expression, following select . The matching ex-
pressions bind X with every piece of data that is reachable from the root
ARTICLES through an article path, and such that a path author goes from
X to Cardelli ; the answer is paper [author [Cardelli ] | author [Gordon] | . . .] |
paper [author [Cardelli ] | title[Wide Area Computation] | . . .], i.e. the first two
articles in the databases, with the outer article rewritten as paper .

This query language is characterized by the fact that a matching expression
is actually a logic expression combining matching and logical operators. For
example, the following query combines path expressions and logical implication
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(⇒) to retrieve papers with no other author then Cardelli. Informally, T matches
anything, hence the second condition says: if X is an author, then it is Cardelli.

from ARTICLES � .article[X]
X � .author[T] ⇒ .author[Cardelli]

select X

Moreover, queries can be nested, giving us the power to restructure the collection,
as we explain later.

1.2 Comparisons with Related Proposals

In this paper we describe a logic, a query language, and an abstract evaluation
mechanism.

The tree logic can be compared with standard first order formalizations of
labelled trees. Using the terminology of [3], we can encode a labeled tree with a
relation Ref(source:OID, label:Λ, destination:OID). The nodes of the tree are the
OIDs (Object IDentifiers) that appear in the source and destination columns,
and any tuple in the relation represents an edge, with label label. Of course,
such a relation can represent a graph as well as a tree. It represents a forest if
destination is a key for the relation, and if there exists an order relation on the
OIDs such that, in any tuple, the source strictly precedes the destination.

First order formulas defined over this relation already constitute a logical
language to describe tree properties. Trees are represented here by the OID of
their root. We can say that, for example, “the tree x is a[]” by saying:

∃y. Ref (x, a, y) ∧ (∀y′, y′′. ¬Ref (y, y′, y′′)) ∧ (∀x′, x′′. x′′ 6= y ⇒ ¬Ref (x, x′, x′′))

There are some differences with our approach. First, our logic is ‘modal’, which
means that a formula A is always about one specific ‘subject’, that is the part of
the database currently being matched against A. First order logic, instead, does
not have an implicit subject: one can, and must, name a subject. For example,
our modal formula a[] implicitly describes the ‘current tree’, while its translation
into first order logic, given above, gives a name x to the tree it describes.

Being ‘modal’ is neither a merit nor a fault, in itself; it is merely a difference.
Modality makes it easier to decribe just one tree and its structure, whereas it
makes it more difficult to describe a relationship between two different trees.

Apart from modality, another feature of the ambient logic is that its funda-
mental operators deal with one-step paths (a[A]) and with the composition of
trees (A | A′), whereas the first order approach describes everything in terms of
one-step paths (Ref (o1, a, o2)). Composition is a powerful operator, at least for
the following purposes:

– it makes it easy to describe record-like structures both partially (b[] | c[] | T
means: contains b[], c[], and possibly more fields) and completely (b[] | c[]
means: contains b[], c[] and only b[], c[]); complete descriptions are difficult in
the path based approach;

– it makes it possible to bind a variable to ‘the rest of the record’, as in ‘X is
everything but the title’: paper [title[T] | X ].
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The query language we described derives its essential from-select structure
from set-theoretics comprehension, in the SQL tradition, and this makes it sim-
ilar to other query languages for semistructured data, such as StruQL [14,15],
Lorel [5,18], XML-QL [13], Quilt [11], and, to some extent, YATL [12]. An in-
depth comparison between the XML-QL, YATL, and Lorel languages is carried
out in [16], based on the analysis of thirteen typical queries. In [17] we wrote
down those same queries in TQL; the result of this comparison is that, for the
thirteen queries in [16], their TQL expression is very similar to the correspond-
ing XML-QL, with a couple of exceptions. First, those XML-QL queries that,
in [16], are expressed using Skolem functions, have to be expressed in a different
way in TQL, since we do not have Skolem functions in the current version of
TQL. However, our Skolem-free version of these queries is not complex. Second,
XML-QL does not seem to have a general way of expressing universal quantifi-
cation, and this problem shows up in the query that asks for pairs of books with
the same set of authors; this is rather complex to express in XML-QL, but it is
not difficult in TQL. Another related class of queries that are simpler to express
using TQL are those related to the non-existence of paths, such as ‘find all the
papers with no title’ or ‘find all the papers whose only author, if any, is Ghelli’.
Lorel does not have these problems, since it allows universal quantification. Quilt
and XDuce [19] are Turing complete, hence are more expressive than the other
languages we cited here.

One important feature of TQL is that it has a clean semantic interpretation,
which pays off in several ways. First, the semantics should make it easier to
prove the correctness and completeness of a specific implementation. Moreover,
it simplifies the task of proving equivalences between different logic formulas or
queries. To our knowledge, no such formal semantics has been defined for YATL.
The semantics of Lorel has been defined, but looks quite involved, because of
their extensive use of coercions.

2 Information Trees

We represent semistructured data as information trees. In this section we first
define information trees, then we give a syntax to denote them, and finally we
define an equivalence relation that determines when two different expressions
denote the same information tree.

2.1 Information Trees

We represent labeled trees as nested multisets; this corresponds, of course, to
unordered trees. Ordered trees (e.g. XML data) could be represented as nested
lists. This option would have an impact on the logic, where the symmetric A | B
operator could be replaced by an asymmetric one, A;B. This change might
actually simplfy some aspects of the logic, but in this paper we stick to the
original notion of unordered trees from [10], which also matches some recent
directions in XML [1].

For a given set of labels Λ, we define the set IT of information trees, ranged
over by I, as the smallest collection such that:
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– the empty multiset, {}, is in IT ;
– if m is in Λ and I is in IT then the singleton multiset {〈m, I〉} is in IT ;
– IT is closed under multiset union

⊎
j∈J M(j), where J is an index set, and

M ∈ J → IT .

2.2 Information Terms

We denote finite information trees by the following syntax of information term
(info-terms), borrowed from the ambient calculus [9]. We define a function [[F ]]
mapping the info-term F to the denoted information tree. To this aim, we define
three operators, 0, m[ ] and |, on the domain of the information trees, which we
use to interpret the corresponding operations on info-terms.

Info-terms and their information tree meaning

F ::= info-term
0 denoting the empty multiset
m[F ] denoting the multiset {〈m, F 〉}
F | F denoting multiset union

[[0]] =def 0 =def {}
[[m[F ]]] =def m[[[F ]]] =def {〈m, [[F ]]〉}
[[F ′ | F ′′]] =def [[F ′]] | [[F ′′]] =def [[F ′]] ] [[F ′′]]

We use Π to denote the set of all terms generated by this grammar, also
using parentheses for precedence. We often abbreviate m[0] as m[], or as m. We
assume that Λ includes the disjoint union of each basic data type of interest
(integers, strings. . . ), hence 5[0], or 5, is a legitimate info-term. We assume that
“|” associates to the right, i.e. F | F ′ | F ′′ is read F | (F ′ | F ′′).

2.3 Congruence over Info-Terms

The interpretation of info-terms as information trees induces an equivalence
relation F ≡ F ′ on info-terms. This relation is called info-term congruence, and
it can be axiomatized as follows.

Congruence over info-terms

F ≡ F
F ′ ≡ F ⇒ F ≡ F ′

F ≡ F ′, F ′ ≡ F ′′ ⇒ F ≡ F ′′

F ≡ F ′ ⇒ m[F ] ≡ m[F ′]
F ≡ F ′ ⇒ F | F ′′ ≡ F ′ | F ′′

F | 0 ≡ F
F | F ′ ≡ F ′ | F
(F | F ′) | F ′′ ≡ F | (F ′ | F ′′)
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This axiomatization of congruence is sound and complete with respect to the
information tree semantics. That is, F ≡ F ′ if and only if F and F ′ represent
the same information tree.

2.4 Information Trees, OEM Trees, UnQL Trees

We can compare our information trees with two popular models for semistruc-
tured data: OEM data [24] and UnQL trees [6]. The first obvious difference is
that OEM and UnQL models can be used to represent both trees and graphs,
while here we focus only on trees. We are currently working on extending our
model to include labeled graphs as well, but we prefer to focus on the simpler
issue of trees, which is rich enough to warrant a separate study.

UnQL trees are characterized by the fact that they are considered modulo
bisimulation, which essentially means that information trees are seen as sets
instead of multisets. For example, m[n[] | n[]] is considered the same as m[n[]];
hence UnQL trees are more abstract, in the precise sense that they identify more
terms than we do.

On the other hand, information trees are more abstract than OEM data,
since OEM data can distinguish a DAG from its tree-unfolding.

3 The Tree Logic

In this section we present the tree logic. The tree logic is based on Cardelli and
Gordon’s modal ambient logic, defined with the aim of specifying spatial and
temporal properties of the mobile processes that can be described through the
ambient calculus [10]. The ambient logic is particularly attractive because it is
equipped with a large set of logical laws for tree-like structures, in particular
logical equivalences, that can provide a foundation for query rewriting rules and
query optimization.

We start here from a subset of the ambient logic as presented in [10], but we
enrich it with information tree variables, label comparison, and recursion.

3.1 Formulas

The syntax of the tree logic formulas is presented in the following table.
The symbol ∼, in the label comparison clause, stands for any label compar-

ison operator chosen in a predefined family Θ; we will assume that Θ at least
contains equality, the SQL string matching operator like, and their negations.
The positivity condition on the recursion variable ξ means that an even number
of negations must be traversed in the path that goes from each occurrence of ξ
to its binder.

Formulas:

η ::= label expression
n label constant
x label variable
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A,B ::= formula
0 empty tree
η[A] location
A | B composition
T true
¬A negation
A ∧ B conjunction
X tree variable
∃x.A quantification over label variables
∃X .A quantification over tree variables
η ∼ η′ label comparison
ξ recursion variable
µξ.A recursive formula (least fixpoint); ξ may appear only positively

The interpretation of a formula A is given by a semantic map [[A]]ρ, δ that maps
A to a set of information trees, with respect to the valuations ρ and δ. The
valuation ρ maps label variables x to labels (elements of Λ) and tree variables
X to information trees, while δ maps recursion variables ξ to sets of information
trees.

Formulas as sets of information trees

[[0]]ρ, δ =def {0}
[[η[A]]]ρ, δ =def {ρ(η)[I] | I ∈ [[A]]ρ, δ}
[[A | B]]ρ, δ =def {I | I ′ | I ∈ [[A]]ρ, δ, I

′ ∈ [[B]]ρ, δ}
[[T]]ρ, δ =def IT
[[¬A]]ρ, δ =def IT \ [[A]]ρ, δ

[[A ∧ B]]ρ, δ =def [[A]]ρ, δ ∩ [[B]]ρ, δ

[[X ]]ρ, δ =def {ρ(X )}
[[∃x.A]]ρ, δ =def

⋃
n∈Λ [[A]]ρ[x7→n], δ

[[∃X .A]]ρ, δ =def
⋃

I∈IT [[A]]ρ[X 7→I], δ

[[η ∼ η′]]ρ, δ =def if ρ(η) ∼ ρ(η′) then IT else ∅
[[µξ.A]]ρ, δ =def

⋂ {S ⊆ IT | S ⊇ [[A]]ρ, δ[ξ 7→S]}
[[ξ]]ρ, δ =def δ(ξ)

This style of semantics makes it easier to define the semantics of recursive
formulas. Some consequences of the semantic definition are detailed shortly.

[[0]]ρ, δ is the singleton {0}. [[η[A]]]ρ, δ contains the information tree m[I], if
m = ρ(η) and I is in [[A]]ρ, δ. (We assume that ρ maps any label in Λ to itself,
so that we can apply ρ to η even when η is not a variable.) For each I in [[A]]ρ, δ

and I ′ in [[B]]ρ, δ, [[A | B]]ρ, δ contains the information tree I | I ′. [[T]]ρ, δ is the set
of all information trees (while its negation F denotes the empty set). [[¬A]]ρ, δ is
the complement of [[A]]ρ, δ with respect to the set of all information trees IT . I
is in [[A ∧ B]]ρ, δ if it is in [[A]]ρ, δ and in [[B]]ρ, δ. I is in [[∃x.A]]ρ, δ if there exists
some value n for x such that I is in [[A]]ρ[x7→n], δ. Here ρ[x 7→ n] denotes the
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subtitution that maps x to n and otherwise coincides with ρ. [[η ∼ η′]]ρ, δ is the
set IT if the comparison holds, else it is the empty set. [[µξ.A]]ρ, δ is the least
fixpoint (with respect to set inclusion) of the monotonic function that maps any
set of information trees S to [[A]]ρ, δ[ξ 7→S].

The meaning of a variable X is given by the valuation ρ. Valuations connect
our logic to pattern matching; for example, [[m[n[0]]]] is in [[x[X ]]]ρ, δ if ρ maps x
to m and X to [[n[0]]]. The process of finding all possible ρ’s such that I∈ [[A]]ρ, δ

is our logic-based way of finding all possible answers to a query with respect to
a database I.

We say that F satisfies A under ρ, δ, when the information tree [[F ]] is in the
set [[A]]ρ, δ, and then we write F �ρ,δ A:

F �ρ,δ A =def [[F ]] ∈ [[A]]ρ, δ

Satisfaction enjoys the following properties, which are easily derived and help
making the above semantic definition more explicit. These properties may form
the basis of a matching algorithm of F against A.

Some properties of satisfaction

F �ρ,δ 0 ⇔ F ≡ 0
F �ρ,δ η[A] ⇔ ∃F ′. F ≡ ρ(η)[F ′] ∧ F ′ �ρ,δ A
F �ρ,δ A | B ⇔ ∃F ′, F ′′. F ≡ F ′ | F ′′ ∧ F ′ �ρ,δ A ∧ F ′′ �ρ,δ B
F �ρ,δ T
F �ρ,δ ¬A ⇔ ¬(F �ρ,δ A)
F �ρ,δ A ∧ B ⇔ F �ρ,δ A ∧ F �ρ,δ B
F �ρ,δ ∃x.A ⇔ ∃m∈Λ. F �ρ[x7→m],δ A
F �ρ,δ ∃X .A ⇔ ∃I∈IT . F �ρ[X 7→I],δ A
F �ρ,δ η ∼ η′ ⇔ ρ(η) ∼ ρ(η′)
F �ρ,δ µξ.A ⇔ F �ρ,δ A{ξ ← µξ.A}
F �ρ,δ X ⇔ [[F ]] = ρ(X )
F �ρ,δ ξ ⇔ [[F ]] ∈ δ(ξ)

3.2 Some Derived Formulas

As usual, negation allows us to define many useful derived operators, as described
in the following table.

Derived formulas:

η[⇒ A] =def ¬(η[¬A]) A || B =def ¬(¬A | ¬B)
F =def ¬T A ∨ B =def ¬(¬A ∧ ¬B)
∀x.A =def ¬(∃x.¬A) ∀X .A =def ¬(∃X .¬A)
νξ.A =def ¬(µξ.¬A{ξ ← ¬ξ})

F � m[⇒ A] means that ‘it is not true that, for some F ′, F ≡ m[F ′] and not
F ′ � A’, i.e. ‘if F has the shape m[F ′], then F ′ � A’. To appreciate the difference
between m[A] and its dual m[⇒ A], consider the following statements.
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– F is an article where Ghelli is an author: F � article[author [Ghelli ]|T]
– If F is an article, then Ghelli is an author: F � article[⇒ author [Ghelli ]|T]

F � A || B means that ‘it is not true that, for some F ′ and F ′′, F ≡ F ′ | F ′′

and F ′ � ¬A and F ′′ � ¬B’, which means: for every decomposition of F into
F ′ | F ′′, either F ′ � A or F ′′ � B. To appreciate the difference between the |
and the || operators, consider the following statements.

– There exists a composition of F into F ′ and F ′′, such that F ′ satisfies
article[A], and F ′′ satsfies T; i.e., there is an article inside F that satis-
fies A: F � article[A] | T

– For every decomposition of F into F ′ and F ′′, either F ′ satisfies article[⇒ A],
or F ′′ satisfies F; i.e., every article inside F satisfies A: F � article[⇒ A] || F

The dual of the least fixpoint operator µξ.A is the greatest fixpoint opera-
tor νξ.A. For example µξ.ξ is equivalent to F, while νξ.ξ is equivalent to T.
More interestingly, µξ.0 ∨ m[ξ] describes every information tree that matches
m[m[. . . m[]]], and, on finite trees, it is equivalent to νξ.0 ∨ m[ξ]. However,
if we consider infinite trees, the distinction between least and greatest fix-
point becomes more important. For example, the infinite tree m[m[. . .]] satisfies
νξ.0∨m[ξ], but does not satisfy µξ.0∨m[ξ]. When we consider only finite trees,
as we do here, the µ and ν operators are quite similar in practice, since most
interesting formulas have a single fixpoint.

Satisfaction over the derived operators enjoys the following properties, most
of which are easily derived from the definition, while others are more subtle.
For example, the properties of greatest fixpoints include a coinduction principle.
Again, these properties may form the basis for a matching algorithm.

Some properties of satisfaction for derived formulas

¬F �ρ,δ F
F �ρ,δ η[⇒ A]⇔ ∀F ′. (F ≡ ρ(η)[F ′] ⇒ F ′ �ρ,δ A)
F �ρ,δ A || B ⇔ ∀F ′, F ′′. F ≡ F ′ | F ′′ ⇒ (F ′ �ρ,δ A ∨ F ′′ �ρ,δ B)
F �ρ,δ A ∨ B ⇔ F �ρ,δ A ∨ F �ρ,δ B
F �ρ,δ ∀x.A ⇔ ∀m∈Λ. F �ρ[x7→m],δ A
F �ρ,δ ∀X .A ⇔ ∀I∈IT . F �ρ[X 7→I],δ A
F �ρ,δ νξ.A ⇔ F �ρ,δ A{ξ ← νξ.A}
F �ρ,δ νξ.A ⇔ ∃B. F �ρ,δ B ∧ ∀F ′. F ′ �ρ,δ B ⇒ F ′ �ρ,δ A{ξ ← B}

Many logical equivalences have been derived for the ambient logic, and are in-
herited by the tree logic. We list some of them here. These equivalences could
be exploited by a query logical optimizer.

Some equations

η[A] ⇔ η[T] ∧ η[⇒ A] η[⇒ A] ⇔ η[T] ⇒ η[A]
η[F] ⇔ F η[⇒ T] ⇔ T
η[A ∧A′] ⇔ η[A] ∧ η[A′] η[⇒ A∨A′] ⇔ η[⇒ A] ∨ η[⇒ A′]
η[A ∨A′] ⇔ η[A] ∨ η[A′] η[⇒ A∧A′] ⇔ η[⇒ A] ∧ η[⇒ A′]
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η[∃x.A] ⇔ ∃x.η[A] (x 6= η) η[⇒ ∀x.A] ⇔ ∀x.η[⇒ A] (x 6= η)
η[∀x.A] ⇔ ∀x.η[A] (x 6= η) η[⇒ ∃x.A] ⇔ ∃x.η[⇒ A] (x 6= η)
η[∃X .A] ⇔ ∃X .η[A] η[⇒ ∀X .A] ⇔ ∀X .η[⇒ A]
η[∀X .A] ⇔ ∀X .η[A] η[⇒ ∃X .A] ⇔ ∃X .η[⇒ A]
A | A′ ⇔ A′ | A A || A′ ⇔ A′ || A
(A | A′) | A′′ ⇔ A | (A′ | A′′) (A || A′) || A′′⇔ A || (A′ || A′′)
A | F ⇔ F A || T ⇔ T
T | T ⇔ T F || F ⇔ F
A | (A′ ∨ A′′)⇔ (A | A′) ∨ (A | A′′) A || (A′ ∧ A′′)⇔ (A || A′) ∧ (A || A′′)
A | ∃x.A′ ⇔ ∃x.A | A′ (x /∈FV(A)) A || ∀x.A′ ⇔ ∀x.A || A′ (x /∈FV(A))
A | ∀x.A′ ⇔ ∀x.A | A′ (x /∈FV(A)) A || ∃x.A′ ⇔ ∃x.A || A′ (x /∈FV(A))

3.3 Path Formulas

All query languages for semistructured data provide some way of retrieving all
data that is reachable through a path described by a regular expression. The tree
logic is powerful enough to express this kind of queries. We show this fact here
by defining a syntax for path expressions, and showing how these expressions
can be translated into the logic. This way, we obtain also a more compact and
readable way of expressing common queries, like those outlined in the previous
section.

Consider the following statement: X is some article found in the ARTICLES
collection, and some author of X is Cardelli . We can express it in the logic using
the m[A] | T pattern as:

ARTICLES � article[X ∧ (author [Cardelli ] | T)] | T
Using the special syntax of path expressions, we express the same condition as
follows.

ARTICLES � .article(X ).author [Cardelli ]

Our path expressions support also the following features:

– Universally quantified paths: X is an article and every author of X is
Cardelli.

ARTICLES � .article(X )!author [Cardelli ]
– Label negation: X is an article where Ghelli is the value of a field, but is not

the author.
ARTICLES � .article(X ).(¬author)[Ghelli ]

– Path disjunction: X is an article that either deals with SSD or cites some
paper Y that only deals with SSD.

ARTICLES � .article(X )(.keyword ∨ .cites.article(Y)!keyword)[SSD]

– Path iteration (Kleene star): X is an article that either deals with SSD, or
from which you can reach, through a chain of citations, an article that deals
with SSD.

ARTICLES � .article(X )(.cites.article)∗
.keyword[SSD]
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– Label matching: there exists a path through which you can reach some field
X whose label contains e and mail (% matches any substring).

ARTICLES � (.%)∗(.%e%mail%)[X ]

We now define the syntax of paths and its interpretation.

Path formulas:

α ::= label matching expression
η matches any n such that n like η

¬α matches whatever α does not match
β ::= path element

.α some edge matches α

!α each edge matches α

p, q ::= path
β elementary path
pq path concatenation
p∗ Kleene star
p ∨ q disjunction
p(X ) naming the tree at the end of the path

A path-based formula p[A] can be translated into the tree logic as shown below.
We first define the tree formula Matches(x, α) as follows:

Matches(x, η) =def x like η
Matches(x,¬α) =def ¬Matches(x, α)

Path elements are interpreted by a translation, [[ ]]p, into the logic, using the
patterns m[A] | T and m[⇒ A] || F that we have previously presented:

[[.α[A]]]p =def (∃x.Matches(x, α) ∧ x[[[A]]p]) | T
[[!α[A]]]p =def (∀x.Matches(x, α) ⇒ x[⇒ [[A]]p]) || F

General paths are interpreted as follows. p∗[A] is recursively interpreted as ‘either
A holds here, or p∗[A] holds after traversing p’. Target naming p(X )[A] means:
at the end of p you find X , and X satisfies A; hence it is interpreted using
logical conjunction. Formally, path interpretation is defined as shown below; path
interpretation translates all non-path operators as themselves, as exemplified for
T and |.

[[pq[A]]]p =def [[p[q[A]]]]p [[p∗[A]]]p =def µξ.A ∨ [[p[ξ]]]p

[[(p ∨ q)[A]]]p =def [[p[A]]]p ∨ [[q[A]]]p [[p(X )[A]]]p =def [[p[X ∧ A]]]p

[[T]]p =def T [[A | A′]]p =def [[A]]p | [[A′]]p
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3.4 Tree Logic and Schemas

Path formulas explore the vertical structure of trees. Our logic can also express
easily horizontal structure, as is common in schemas for semistructured data.
(E.g. in XML DTDs, XDuce [19] and XMLSchema [1]. However, the present
version of our logic deals directly only with unordered structures.)

For example, we can extract the following regular-expression-like sublan-
guage, inspired by XDuce types. Every expression of this language denotes a
set of information trees:

0 the empty tree
A | B an A next to a B
A ∨ B either an A or a B
n[A] an edge n leading to an A
A∗ =def µξ. 0 ∨ (A | ξ) a finite multiset of zero or more A’s
A+ =def A | A∗ a finite multiset of one or more A’s
A? =def 0 ∨ A optionally an A
In general, we believe that a number of proposals for describing the shape of

semistructured data can be embedded in our logic. Each such proposal usually
comes with an efficient algorithm for checking membership or other properties.
These efficient algorithms, of course, do not fall out automatically from a general
framework. Still, a general frameworks such as our logic can be used to compare
different proposals.

4 The Tree Query Language

In this section we build a full query language on top of the logic we have defined.

4.1 The Query Language

A query language should feature the following functionalities:

– binding and selection: a mechanism to select values from the database and
to bind them to variables;

– construction of the result: a mechanism to build a result starting from the
bindings collected during the previous stage.

Our Tree Query Language (TQL) uses the tree logic for binding and selection,
and tree building operations to construct the result. Logical formulas A are as
previously defined.

TQL queries:

Q ::= query
from Q � A select Q′ valuation-collecting query
X matching variable
0 empty result
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Q | Q composition of results
η[Q] nesting of result
f(Q) tree function, for any f in a fixed set Φ

We allow some tree functions f , chosen from a set Φ of functions of type
IT → IT , to appear in the query. For example:

– count(I), which yields a tree n[0], where n is the cardinality of the multiset
I;

– op(I), where op is a commutative, associative integer function with a neutral
element; if all the pairs in I have a shape n[I ′], where n is a natural number,
then op(I) combines all the n’s using the op operation obtaining the integer
r, and returns r[0].

In practice, these functions would include user-defined functions written in an
external programming language.

4.2 Query Semantics

The semantics of a query is defined in the following table. The interesting case
is the one for from Q � A select Q′. In this case, the subquery Q′ is evaluated
once for each valuation ρ′ that extends the input valuation ρ and such that
[[Q]]ρ ∈ [[A]]ρ′, ε; all the resulting trees are then combined using the | operator.
The notation ρ′V′ ⊇ ρV means that V′ ⊇ V and that ρ′V′

and ρV coincide
over V. For F ∈ RV → IT , we define ParρV∈RV F (ρV) =def

⊎
ρV∈RV F (ρV),

where ] is multiset union, namely the information tree operator that is used to
interpret |.
Query semantics

[[X ]]ρV = ρV(X )

[[0]]ρV = 0

[[Q | Q′]]ρV = [[Q]]ρV | [[Q′]]ρV

[[m[Q]]]ρV = m[[[Q]]ρV ]

[[x[Q]]]ρV = ρV(x)[[[Q]]ρV ]

[[f(Q)]]ρV = f([[Q]]ρV)
[[from Q � A select Q′]]ρV

= Parρ′V′ ∈{ρ′V′ | V′=V∪FV(A), ρ′V′ ⊇ ρV, [[Q]]ρV∈[[A]]
ρ′V′

, ε
} [[Q′]]ρ′V′

According to this semantics, the result of a query from Q′ � A select Q′′ can
be an infinite multiset. Therefore, in a nested query, the database Q′ can be
infinite, even if we start from a finite initial database. Obviously, one would not
like this to happen in practice. One possible solution is to syntactically restrict
Q′ to a variable X . Another solution is to have a static or dynamic check on the
finiteness of the result; one such option is dicussed in Section 4.4.
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4.3 Examples of Queries

We explain the query operators through examples. As in Section 1.1, we abbre-
viate a query

from Q � A select from Q′ � A′ select Q′′

as
from Q � A, Q′ � A′ select Q′′ .

The database ARTICLES is the one given in Section 1.1.
All papers whose only author (if any) is Cardelli can be retrieved by the

following query (where we use X ∧ . . . as an alternative to a nested binder
X � . . .):

from ARTICLES � .article[X ∧ !author [Cardelli ]] select X
We may use disjunction to find both e-mails and emails inside some author

field.

from ARTICLES � .article[.author [.e-mail [X ] ∨ .email [X ]]]
select e-mail [X ]

Using recursion, we look for e-mail at the current level or, recursively, at any
inner nesting level.1

from ARTICLES � µξ. .e-mail [X ] ∨ .email [X ] ∨ ∃x. .x[ξ]
select e-mail [X ]

The following query binds two label variables y and z to the label and the
content of a field y[z], where z is ‘like %Ghelli% ’ (like matches ’%’ to any
substring). Recursion may be used to look for such fields at any depth.

from ARTICLES � .article[.y[z] ∧ z like %Ghelli%]
select found [label[y] | content[z]]

Query nesting allows us to restructure data. For example, the following query
rearranges papers according to their year of publication: for each year X (outer
from), it collects all the papers of that year. The composition Year [X ] | Z binds
Z to all fields but the year; this way of collecting all the siblings except one is
impossible, or difficult, in most other query languages.

from ARTICLES � .article[.Year [X ]]
select publications by year [ Year [X ]

| (from ARTICLES � .article[Year [X ] | Z]
select article[Z] )

]

Relational-style join queries can be easily written in TQL either by matching
the two data sources with two logical expressions that share some variables (equi-
joins) or by exploiting the comparison operators. Universal quantification can be
expressed both on label and tree variables; more examples can be found in [17].
1 When every X is inside an m[] operator, like in this example, recursion is guaranteed

to terminate, but we still have enough flexibility to express complex queries, such as
queries that evaluate boolean circuits [22].
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4.4 Safe Queries

It is well-known that disjunction, negation, and universal quantification create
‘safety’ problems in logic-based query languages. The same problems appear in
our query language.

Consider for example the following query:

from db � (author [X ] ∨ autore[Y]) | T select author [X ] | autore[Y]

Intuitively, every entry in db that is an author binds X but not Y, and vice-
versa for autore entries. Formally, both situations generate an infinite amount
of valuations; for example, if ρ(db) = author [m[]], then {ρ′ | [[db]]ρ ∈ [[A]]ρ′, ε} is
the infinite set

{(db 7→author [m[]], X 7→m[], Y 7→I) | I ∈ IT } .

Negation creates a similar problem. Consider the following query.

from db � ¬author [X ] select notauthor [X ]

Its binder, with respect to the above input valuation, generates the following
infinite set of bindings:

{(db 7→author [m[]], X 7→I) | I ∈ IT , I 6= m[]}} ,

and the query has the following infinite result:

{notauthor [I] | I∈IT , I 6= m[]} .

These queries present two different, but related, problems:

– their semantics depends on the sets Λ and IT of all possible labels and
information trees;

– their semantics is infinite.

We say that a query is safe when its semantics is finite. Query safety is
known to be undecidable for the relational tuple calculus [4], and we suspect
it is undecidable for our calculus too. However, as in relational calculi, it is not
difficult to devise some sufficient syntactical conditions for safety, and to solve the
non-safety problem by restricting the language to the syntactically safe queries.
A different way to solve the problem is to allow unsafe queries, and to design
a query processor for them. Our semantics accounts for unsafe queries, since it
does not restrict the set of valuations generated by a binder to be finite, nor
does it restrict the query answer to be finite.

5 Query Evaluation

In this section we define a query evaluation procedure. This procedure is really
a refined semantics of queries, which is intermediate in abstraction between the
semantics of Section 4.2 and an implementation algorithm. It is based on an
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algebra of trees and tables that is suggestive of realistic implementations, and
may be seen as a specification of such implementations. In Pisa we have realized
one such implementation, which is described in [23,8].

The query evaluation procedure is based on the manipulation of sets of val-
uations. These sets, unfortunately, may be infinite. For a real implementation,
one must typically find a finite representation of infinite sets. Moreover, at the
level of query manipulations, one would like to push negation to the leaves, in-
troducing dualized logical operators as indicated in the first table in Section 3.2.
These dualized operators also become part of an implementation. We do not deal
here with the possible ways of finitely representing these infinite sets, or how to
implement operators over them. In [23,8], though, we describe a technique for
finitely representing sets of valuations in terms of a finite disjunction of a set of
conjunctive constraints over the valuations, in the style of [20,21].

Any practical implementation of a query language is based on the use of
particular efficiently implementable operators, such as relational join and union.
We write our query evaluation procedure in this style as much as possible, but
we naively use set complement to interpret negation, and we do not deal with
dualized operators.

Our query evaluation procedure shows how to directly evaluate a query to a
resulting set of trees. In database technology, instead, it is typical to translate
the query into an expression over algebraic operators (which, in [23,8] and in
XML Query Algebra [2], include also operators such as if-then-else, iteration
and fixpoint). These expressions are first syntactically manipulated to enhance
their performance, and finally evaluated. We ignore here issues of translation
and manipulation of intermediate representations.

The core of the query evaluation problem is binder evaluation. A binder
evaluation procedure takes an information tree I and a formula A, that is used
as a pattern for matching against I. The procedure takes also a valuation ρ and
returns the set of all the valuations for the free variables of A that are not in
the domain of ρ.

To describe the procedure, we first introduce an algebra over tables. Tables
are sets of valuations (here called rows). We then use this algebra to define the
evaluation procedure.

5.1 The Table Algebra

Let V = V1, ..., Vn be a finite set of variables, where each variable Vi is either an
information tree variable X , whose universe U (X ) is defined to be the set IT
of all information trees, or a label variable x, whose universe U (x) is defined to
be the set Λ of all labels.

A row with schema V is a function that maps each Vi to an element of U (Vi);
we use ρV as a meta-variable to range over rows with schema V (or just ρ when
V is clear from context). A table with schema V is a set of rows over V; we use
T V for the set of tables with schema V, and RV as a meta-variable to range
over T V. When V is the empty set, we have only one row over V, which we
denote with ε; hence we have only two tables with schema ∅, the empty one, ∅,
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and the singleton, {ε}. We use 1V to denote the largest table with schema V,
i.e. the set of all rows with schema V.

The table algebra is based on five primitive operators: union, complement,
product, projection, and restriction, each carrying schema information. They
correspond to the standard operations of relational algebra.

The operators of table algebra:

RV ∪V R′V =def RV ∪R′V ⊆ 1V

CoV(RV) =def 1V \RV ⊆ 1V

V′ ∩V = ∅ : RV ×V, V′
R′V′

=def {ρ; ρ′ | ρ ∈ RV, ρ′ ∈ R′V′} ⊆ 1V∪V′

V′ ⊆ V :
∏V

V′RV =def {ρ′ | ρ′∈1V′
, ∃ρ ∈ RV. ρ ⊇ ρ′} ⊆ 1V′

FV(η, η′) ⊆ V : σV
η∼η′RV =def {ρ | ρ ∈ RV, ρV

+(η) ∼ ρV
+(η′)} ⊆ 1V

The table union RV ∪V R′V is defined as the set-theoretic union of two tables
with the same schema V.

The table complement CoV(RV) is defined as the set-theoretic difference
1V \RV.

If RV and R′V′
are two tables whose schemas are disjoint, their table carte-

sian product RV ×V, V′
R′V′

is defined as the set containing all rows obtained
by concatenating each row of RV with each row of R′V′

. The result has schema
V ∪V′.

If V′ is a subset of V, the projection
∏V

V′RV is defined as the set of all rows
in RV restricted to the variables in V′.

Let ρV
+ be the function that coincides with ρV over V, and maps every η 6∈ V

to η. If FV(η, η′) ⊆ V, then the restriction σV
η∼η′RV is the set

{ρV | ρV ∈ RV and ρV
+(η) ∼ ρV

+(η′)} ,

where ∼ is a label comparison operator, as in Section 3.
We will also use some derived operators, defined in the following table.

Table algebra, derived operators:

V ⊆ V′ : ExtVV′(RV) =def RV ×V, V′\V 1V′\V ⊆ 1V′

RV ∩V R′V =def CoV(CoV(RV) ∪V CoV(R′V)) ⊆ 1V

RV 1V, V′
R′V′

=def ExtVV∪V′(RV) ∩V∪V′
ExtV

′
V∪V′(R′V′

) ⊆ 1V∪V′

RV ⊕V, V′
R′V′

=def ExtVV∪V′(RV) ∪V∪V′
ExtV

′
V∪V′(R′V′

) ⊆ 1V∪V′

V′ ⊆ V :
∐V

V′ RV =def CoV′
(
∏V

V′CoV(RV)) ⊆ 1V′

The operator RV 1V, V′
R′V′

is well-known in the database field. It is called
‘natural join’, and can be also defined as follows: the set containing all rows
obtained by concatenating each row ρ in RV with those rows ρ′ in R′V′

such
that ρ and ρ′ coincide over V ∩ V′. One important property of natural join
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is that it always yields finite tables when is applied to finite tables, even if its
definition uses the extension operator. Moreover, the optimization of join has
been extensively studied; for this reason we will use this operator, rather than
extension plus intersection, in the definition of our query evaluation procedure.

Outer union RV ⊕V, V′
R′V′

and co-projection
∐V

V′ RV are useful for treating
the dualized operators.

Outer union is dual to join, in the following sense:

RV ⊕V, V′
R′V′

= CoV∪V′
(CoV(RV) 1V, V′

CoV′
(R′V′

))

Projection and co-projection are both left-inverse of extension:

∏V′

V (ExtVV′(RV)) = RV

∐V′

V (ExtVV′(RV)) = RV

However, they represent two different ways of right-inverting extension:

∏V
V′RV =

⋂{R′V′ | ExtV
′

V (R′V′
) ⊇ RV}

∐V
V′ RV =

⋃{R′V′ | ExtV
′

V (R′V′
) ⊆ RV}

5.2 Query Evaluation

We specify here an evaluation procedure Q(Q)ρ that, given a query Q and a row
ρ that specifies a value for each free variable of Q, evaluates the corresponding
information tree. A closed query “from Q � A select Q′” is evaluated by first
evaluating Q to an information tree I. The pair I,A is then evaluated to yield
a table RV whose schema contains all the free variables in A. Finally, Q′ is
evaluated once for each row ρ of RV; all the resulting information trees are
combined using |, to obtain the query result. This process is expressed in the
last case of the table below.

The first part of the table describes how a quadruple I,A, ρV, γ is evaluated
by a binder evaluation procedure B to return a table with schema S(A,V, γ̂).
The schema function S is specified in the table that follows, and enjoys the
property that S(A,V, ε̂) = FV(A) \ V. Here γ is an environment that maps
recursion variables ξ to functions from information trees to tables. We assume
that γ is always given together with a schema γ̂ mapping recursion variables to
sets of variables V, such that γ(ξ) ∈ IT → T γ̂(ξ).

The notation {(x 7→ n)} represents a table that contains only the row that
maps x to n, and similarly for {(X 7→I)}.

Binder and query evaluation

B(I,0)ρV,γ = if I = 0 then {ε} else ∅
B(I, n[A])ρV,γ = if I = n[I ′] then B(I ′,A)ρV,γ else ∅
B(I, x[A])ρV,γ = B(I, ρV(x)[A])ρV,γ if x ∈ V
B(I, x[A])ρV,γ = if x 6∈ V
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if I = n[I ′] then {(x 7→n)} 1{x}, S(A,V,γ̂) B(I ′,A)ρV,γelse ∅
B(I,A | B)ρV,γ =

⋃S(A|B,V,γ̂)
I′,I′′∈{I′,I′′ | I′|I′′=I} (B(I ′,A)ρV,γ 1S(A,V,γ̂), S(B,V,γ̂) B(I ′′,B)ρV,γ)

B(I,T)ρV,γ = {ε}
B(I,¬A)ρV,γ = CoS(A,V,γ̂)(B(I,A)ρV,γ)
B(I,A ∧ B)ρV,γ = B(I,A)ρV,γ 1S(A,V,γ̂), S(B,V,γ̂) B(I,B)ρV,γ

B(I,X )ρV,γ = if I = ρV(X ) then {ε} else ∅ if X ∈ V
B(I,X )ρV,γ = {(X 7→I)} if X 6∈ V

B(I,∃X . A)ρV,γ =
∏S(A,V,γ̂)

S(A,V,γ̂)\{X}B(I,A)ρV,γ

B(I,∃x. A)ρV,γ =
∏S(A,V,γ̂)

S(A,V,γ̂)\{x}B(I,A)ρV,γ

B(I, η ∼ η′)ρV,γ = σ
S(η∼η′,V,γ̂)
ρV
+(η)∼ρV

+(η′)1
S(η∼η′,V,γ̂)

B(I, µξ.A)ρV,γ = Fix (λM ∈IT → T S(µξ.A,V,γ̂).λY.B(Y,A)ρV,γ[ξ 7→M ])(I)
B(I, ξ)ρV,γ = γ(ξ)(I)

Q(X )ρV = ρV(X )
Q(0)ρV = 0
Q(Q | Q′)ρV = Q(Q)ρV | Q(Q′)ρV

Q(m[Q])ρV = m[Q(Q)ρV ]
Q(x[Q])ρV = ρV(x)[Q(Q)ρV ]
Q(f(Q))ρV = f(Q(Q)ρV)
Q(from Q � A select Q′)ρV = let I = Q(Q)ρV and RFV(A)\V = B(I,A)ρV, ε

in Parρ′∈RFV(A)\V Q(Q′)(ρV;ρ′)

The schema function S
S(0,V, Γ ) = ∅
S(n[A],V, Γ ) = S(A,V, Γ )
S(x[A],V, Γ ) = S(A,V, Γ ) ∪ ({x} \V)
S(A | B,V, Γ ) = S(A,V, Γ ) ∪ S(B,V, Γ )
S(T,V, Γ ) = ∅
S(¬A,V, Γ ) = S(A,V, Γ )
S(A ∧ B,V, Γ ) = S(A,V, Γ ) ∪ S(B,V, Γ )
S(X ,V, Γ ) = {X} \V
S(∃X . A,V, Γ )= S(A,V, Γ ) \ {X}
S(∃x. A,V, Γ ) = S(A,V, Γ ) \ {x}
S(η ∼ η′,V, Γ ) = FV(η, η′) \V
S(µξ.A,V, Γ ) = S(A,V, Γ [ξ 7→ ∅])
S(ξ,V, Γ ) = Γ (ξ)
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Since the rule for comparisons η ∼ η′ is subtle, we expand here some special
cases.

Some special cases of comparison evaluation

B(I, x ∼ x′)ρV,γ = σ
{x,x′}
x∼x′ 1{x,x′} if x 6∈ V, x′ 6∈ V

B(I, x ∼ x′)ρV,γ = σ
{x}
x∼ρV(x′)1

{x} if x 6∈ V, x′ ∈ V

B(I, x ∼ x′)ρV,γ = σ∅
ρV(x)∼ρV(x′)1

∅ if x ∈ V, x′ ∈ V

B(I, x ∼ n)ρV,γ = σ
{x}
x∼n1{x} if x 6∈ V

B(I, n ∼ n′)ρV,γ = σ∅
n∼n′1∅ (i.e. if n ∼ n′ then {ε} else ∅)

Lemma 1.

S(µξ.A,V, γ̂) = S(A,V, γ̂[ξ 7→ S(µξ.A,V, γ̂)])

B(I,A)ρV,γ ∈ T S(A,V,γ̂).

Lemma 2. Let A be a formula, V be a set of variables, let Ξ be a set {ξi} i∈I of
recursion variables that includes those that are free in A, and let γ be a function
defined over Ξ such that, for every ξi, γ(ξi) ∈ IT → T γ̂(ξi), where γ̂(ξi) is
disjoint from V. then:

∀ρ ∈ 1V, I ∈ IT . B(I,A)ρ,γ = {ρ′ | ρ′ ∈ 1S(A,V,γ̂), I∈ [[A]](ρ′;ρ), γ̄(ρ′)}
where γ̄(ρ) = λξ :Ξ.{I | ρ ∈ γ(ξ)(I)} .

The following proposition states that the query evaluation procedure is equiv-
alent to the query semantics of Section 4.2. The proof uses Lemma 2 in the
from-select case.

Proposition 1. ∀Q, V ⊇ FV (Q), ρV. Q(Q)ρV = [[Q]]ρV

6 Conclusions and Future Directions

We have defined a query language that operates on information represented
as unordered trees. One can take different views of how information should be
represented. For example as ordered trees, as in XML, or as unordered graphs,
as in semistructured data. We believe that each choice of representation would
lead to a (slightly different) logic and a query language along the lines described
here. We are currently looking at some of these options.

There are currently many proposals for regular pattern languages for semi-
structured data, many having in common the desire to describe tree shapes and
not just linear paths. Given the expressive power of general recursive formulas
µξ.A, we believe we can capture many such proposals, even though an important
part of those proposals is to describe efficient matching techniques.
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In this study we have exploited a subset of the ambient logic. The ambi-
ent logic, and the calculus, also offer operators to specify and perform tree
updates [7]. Possible connections with semistructured data updates should be
explored.

An implementation of TQL is currently being carried out, based on the im-
plementation model we described. The current prototype can be used to query
XML documents accessible through files or through web servers.
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Abstract. We propose a formal framework for analyzing security proto-
cols. This framework, which differs from previous logical methods based
on the Dolev-Yao model, is based on a process calculus that captures
probabilistic polynomial time. Protocols are written in a restricted form
of π-calculus and security is expressed as a form or observational equiv-
alence, a standard relation from programming language theory that in-
volves quantifying over possible additional processes that might interact
with the protocol. Using an asymptotic notion of probabilistic equiva-
lence, we may relate observational equivalence to polynomial-time sta-
tistical tests. Several example protocols have been analyzed. We believe
that this framework offers the potential to codify and automate realistic
forms of protocol analysis. In addition, our work raises some foundational
problems for reasoning about probabilistic programs and systems.

1 Summary

This invited lecture for ESOP ′01 will describe an approach to security protocol
analysis based on a probabilistic polynomial-time process calculus and asymp-
totic observational equivalence. The work has been carried out in collaboration
with P. Lincoln, M. Mitchell, A. Scedrov, A. Ramanathan, and V. Teague. Some
of the basic ideas are described in [LMMS98], with a description of a simpli-
fied form of the process calculus appearing in [MMS98] and further example
protocols considered in [LMMS99]. The closest technical precursor is the Abadi
and Gordon spi-calculus [AG99,AG98] which uses observational equivalence and
channel abstraction but does not involve probability or computational complex-
ity bounds; subsequent related work is cited in [AF01], for example. Prior work
on CSP and security protocols, e.g., [Ros95,Sch96], also uses process calculus
and security specifications in the form of equivalence or related approximation
orderings on processes. Slides from this talk will be available on the author’s
web site at http://www.stanford.edu/˜jcm.

2 Protocols

Protocols based on cryptographic primitives are commonly used to protect access
to computer systems and to protect transactions over the Internet. Two well-
known examples are the Kerberos authentication scheme [KNT94,KN93], used
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to manage encrypted passwords, and the Secure Sockets Layer [FKK96], used
by Internet browsers and servers to carry out secure internet transactions. In
recent years, a variety of methods have developed for analyzing and reasoning
about such protocols. These approaches include specialized logics such as BAN
logic [BAN89], special-purpose tools designed for cryptographic protocol analysis
[KMM94], and theorem proving [Pau97a,Pau97b] and model-checking methods
using general purpose tools [Low96,Mea96,MMS97,Ros95,Sch96].

Although there are many differences among existing formal approaches, most
use the same basic model of adversary capabilities. This model, apparently de-
rived from [DY83] and views expressed in [NS78], treats cryptographic opera-
tions as “black-box” primitives. For example, encryption is generally considered
a primitive operation, with plaintext and ciphertext treated as atomic data that
cannot be decomposed into sequences of bits. In most uses of this model, as ex-
plained in [MMS97,Pau97a,Sch96], there are specific rules for how an adversary
can learn new information. For example, if the decryption key is sent over the
network “in the clear”, it can be learned by the adversary. However, it is not
possible for the adversary to learn the plaintext of an encrypted message unless
the entire decryption key has already been learned. Generally, the adversary is
treated as a nondeterministic process that may attempt any possible attack, and
a protocol is considered secure if no possible interleaving of actions results in a
security breach. The two basic assumptions of this model, perfect cryptography
and nondeterministic adversary, provide an idealized setting in which protocol
analysis becomes relatively tractable.

While there have been significant accomplishments using this model, the
assumptions inherent in the standard model also make it possible to “verify”
protocols that are in fact susceptible to attack. For example, the model does
not allow the adversary to learn a decryption key by guessing, since then some
nondeterministic execution would allow a correct guess, and all protocols relying
on encryption would be broken. However, in some real cases, adversaries can
learn some bits of a key by statistical analysis, and can then exhaustively search
the remaining (smaller) portion of the key space. Such an attack is simply not
considered by the model described above, since it requires both knowledge of the
particular encryption function involved and also the use of probabilistic methods.

Our goal is to develop an analysis framework that can be used to explore
interactions between protocols and cryptographic primitives. We are also in-
terested in devising specifications of cryptographic primitives such as oblivi-
ous transfer and selective decommittment. Our framework uses a language for
defining communicating probabilistic polynomial-time processes [MMS98]. We
restrict processes to probabilistic polynomial time since the adversary is rep-
resented by an arbitrary context, written in the process calculus. Limiting the
running time of an adversary allows us to lift other restrictions on the behavior of
an adversary. Specifically, an adversary may send randomly chosen messages, or
perform arbitrary probabilistic polynomial-time computation on messages over-
heard on the network. In addition, we treat messages as sequences of bits and
allow specific encryption functions such as RSA or DES to be written in full as
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part of a protocol. An important feature of this framework is that we can analyze
probabilistic as well as deterministic encryption functions and protocols. With-
out a probabilistic framework, it would not be possible to analyze an encryption
function such as ElGamal [ElG85], for example, for which a single plaintext may
have more than one ciphertext.

Security properties of a protocol P may be formulated by writing an idealized
protocol Q so that, intuitively, for any adversary M , the interactions between M
and P have the same observable behavior as the interactions between M and Q.
This intuitive description may be formalized by using observational equivalence
(also called observational congruence), a standard notion from the study of pro-
gramming languages. Namely, two processes (such as two protocols) P and Q
are observationally equivalent, written P ' Q, if any program C[P ] containing P
has the same observable behavior as the program C[Q] with Q replacing P . The
reason observational equivalence is applicable to security analysis is that it in-
volves quantifying over all possible adversaries, represented by the environments,
that might interact with the protocol participants. In our asymptotic formula-
tion, observational equivalence between probabilistic polynomial-time processes
coincides with the traditional notion of indistinguishability by polynomial-time
statistical tests [Lub96,Yao82], a standard way of characterizing cryptographi-
cally strong pseudo-random number generators.

The remainder of this short document presents the key definitions, as refer-
ence for the author’s invited talk.

3 Process Calculus

The protocol language consists of a set of terms, or sequential expressions that
do not perform any communication, and processes, which can communicate with
one another. The process portion of the language is a restriction of standard π-
calculus [MPW92]. All computation done by a process is expressed using terms.
Since our goal is to model probabilistic polynomial-time adversaries by quanti-
fying over processes definable in our language, it is essential that all functions
definable by terms lie in probabilistic polynomial time. Although we use pseudo-
code to write terms in this paper, we have developed an applied, simply-typed
lambda calculus which exactly captures the probabilistic polynomial-time terms
[MMS98].

The syntax of processes is given by the following grammar:

P ::= 0 (termination)
νcq(|n|) .(P ) (private channel)
cq(|n|)(x).P (input)
cq(|n|)〈T 〉 (output)
[T = T ].P (match)
P | P (parallel composition)
!q(|n|).P (q(|n|)-fold replication)

Polynomials appear explicitly in the syntax of processes in two places, in
channel names and in replication. In a channel name cq(|n|), the polynomial
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q(|n|) associated with the channel c indicates that for some value n of the security
parameter, channel c can carry values of q(|n|) bits or fewer. This restriction on
the size of natural numbers that are communicated from one process to another
is needed to maintain the polynomial-time restriction on process computations.
Replication !q(|n|).P results in q(|n|) copies of process P , where n is again the
security parameter. For simplicity, after fixing n when we evaluate a process
P , we replace all subexpressions of P of the form !q(|n|).R with q(|n|) copies of
R in parallel. We also assume that all channel names and variable names are
α-renamed apart.

The operational semantics of this process calculus is fairly intricate, due
to probabilistic considerations and the desire to keep communication on a pri-
vate channel from biasing the probabilities associated with externally observable
communication on public channels. In brief, executing a process step begins with
outer evaluation of any terms. In a process [T1 = T2].P , for example, we eval-
uate terms T1 and T2 before possibly performing any communication inside P .
Similarly, execution of cq(|n|)〈T 〉 begins with the evaluation of the term T , and
execution of P |Q with the outer-evaluation of both P and Q.

Once a process is outer-evaluated, a set of eligible communication pairs is
selected. The set of schedulable processes S(P ) is defined inductively by

S(0) = ∅
S(νcp(|n|) .(Q)) = S(Q)
S(cp(|n|)(x).Q) = {cp(|n|)(x).Q}
S(cp(|n|)〈T 〉) = {cp(|n|)〈T 〉}
S(Q1 | Q2) = S(Q1) ∪ S(Q2)

Since P is outer-evaluated prior to computing S(P ), we do not need to consider
the case P ≡ [T1 = T2].Q. Note that every process in S(P ) is either waiting for
input or ready to output. The set of communication triples C(P ) is

{〈P1, P2, QP1,P2 [ ]〉|Pi ∈ S(P ), P1 ≡ cp(|n|)〈a〉, P2 ≡ cp(|n|)(x).R, P ≡
QP1,P2 [P1, P2]}
and the set of eligible processes E(P ) is defined by

E(P ) =

{
C(P )|private channels if there is a possible private communication
C(P )|public channels otherwise .

The reason for this definition, explained intuitively in [LMMS99], is to keep
communication on a private channel from biasing the probabilities associated
with externally observable communication on public channels. Once a set of
eligible processes have been determined, a computation step of P proceeds by
selecting one communication triple from E(P ) at random and performing the
resulting communication step.
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4 Equivalence

An observation is a test on a specific public channel for a specific natural number.
More precisely, let Obs be the set of all pairs 〈i, cp(|n|)〉 where i is a natural num-
ber and cp(|n|) is a public channel. If, during an evaluation of process expression
P , the scheduler selects the communication triple

〈cp(|n|)〈i〉, cp(|n|)(x).P ′, Qcp(|n|)〈i〉,cp(|n|)(x).P ′〉

we will say that the observable 〈i, cp(|n|)〉 ∈ Obs occurs and write P ; 〈i, cp(|n|)〉.
A process P may contain the security parameter n, as described above. We

will write Pm to signify that the parameter n is assigned the natural number m.
A process family P is the set 〈Pi| i ∈ N〉. Since contexts may contain the process
parameter n, we can define the context family C[ ] analogously.

If P and Q are two process families, then P and Q are observationally equiv-
alent, written write that P ∼= Q, if

∀q(x).∀C[ ].∀o ∈ Obs.∃no.∀n > no :
∣
∣Prob(C[P ] ; o) − Prob(C[Q] ; o)

∣
∣ ≤ 1

q(n)

where C[ ] indicates a context family and q(x) an everywhere-positive polyno-
mial.

It is straightforward to check that ∼= is an equivalence relation. Moreover, we
believe that this formal definition reasonably models the ability to distinguish
two processes by feasible intervention and observation. If P = {Pn}n≥0 is a
scheme for generating pseudorandom sequences of bits, and Q = {Qn}n≥0 con-
sists of processes that generate truly random bits (e.g., by calls to our built-in
random-bit primitive), then our definition of observational equivalence corre-
sponds to a standard notion from the study of pseudorandomness and cryptog-
raphy (see, e.g., [Lub96,Yao82]). Specifically, P ' Q iff P and Q pass the same
polynomial-time statistical tests.

5 Applications and Future Directions

An example authentication protocol, proposed by Bellare and Rogaway [BR94],
is discussed in [LMMS99]. However, the proof of security of this protocol that
is presented in [LMMS99] is ad hoc, and relies on specific syntactic similarities
between the protocol and its specification. In the future, we hope to develop more
powerful systematic proof methods for observational congruence. Since there has
been little prior work on complexity-bounded probabilistic process formalisms
and asymptotic equivalence, one of our near-term goals is to better understand
the forms of probabilistic reasoning that would be needed to carry out more
rigorous protocol analysis.
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Abstract. The Java JDK 1.2 Security Architecture includes a dynamic
mechanism for enforcing access control checks, so-called stack inspec-
tion. This paper studies type systems which can statically guarantee the
success of these checks. We develop these systems using a new, system-
atic methodology: we show that the security-passing style translation,
proposed by Wallach and Felten as a dynamic implementation tech-
nique, also gives rise to static security-aware type systems, by compo-
sition with conventional type systems. To define the latter, we use the
general HM(X) framework, and easily construct several constraint- and
unification-based type systems. They offer significant improvements on
a previous type system for JDK access control, both in terms of expres-
siveness and in terms of readability of inferred type specifications.

1 Introduction

The Java Security Architecture [2], found in JDK 1.2 and later, includes mech-
anisms to protect systems from operations performed by untrusted code. These
access control decisions are enforced by dynamic checks. Our goal is to make
some or all of these decisions statically, by extensions to the type system. Thus,
access control violations will be caught at compile-time rather than run-time.
Furthermore, types (whether inferred or programmer-supplied) will constitute a
specification of the security policy.

A Brief Review of the JDK Security Architecture. For lack of space, we
cover the JDK security architecture in a cursory manner here; see [2,13,8] for
more detailed background. To use the access control system, the programmer
adds doPrivileged and checkPrivilege commands to the code. At run-time,
a doPrivileged command adds a flag to the current stack frame, enabling a
particular privileged operation. The flag is implicitly eliminated when the frame
is popped. When a privilege is checked via a checkPrivilege command, the
stack frames are searched most to least recent. If a frame is encountered with
the desired flag, the search stops and the check succeeds. Additionally, each stack
frame is annotated with its owner (the owner of the method being invoked), and
all stack frames searched by the above algorithm must be owned by some prin-
cipal authorized for the privilege being checked. This keeps illicit code, invoked
by the trusted codebase when doPrivileged is on the stack, from performing
the privileged operation.

D. Sands (Ed.): ESOP 2001, LNCS 2028, pp. 30–45, 2001.
c© Springer-Verlag Berlin Heidelberg 2001
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Our Framework. This paper follows up on an initial access control type system
presented by the last two authors in [8] and places emphasis on a more modular
approach to type system construction. The previous paper developed the security
type system ab initio. In this paper, we reduce the security typing problem to a
conventional typing problem using a translation-based method inspired by [5].
We use a standard language of row types [7] to describe sets of privileges. We also
re-use the HM(X) framework [3,9], which allows a wide variety of type systems
to be defined in a single stroke, saves some proof effort, and (most importantly)
shows that our custom type systems arise naturally out of a standard one.

In addition to these methodological enhancements, this paper improves upon
its predecessor in several other ways. In particular, [8] was based on subtyping
constraints, whereas one of the type systems presented here uses row unification
alone; this makes it more efficient and leads to more concise types. Also, the
calculus studied in this paper allows for dynamic test-and-branch on whether a
privilege is enabled. Lastly, because our new approach relies on HM(X), we can
easily provide let-polymorphism.

We begin by defining a simplified model of the Java JDK 1.2 security archi-
tecture. It is a λ-calculus, called λsec, equipped with a non-standard operational
semantics that includes a specification of stack inspection. In order to construct
a static type system for λsec, we translate it into a standard λ-calculus, called
λset. The translation is a security-passing style transformation [13]: it imple-
ments stack inspection by passing around sets of privileges at run-time. For this
purpose, λset is equipped with built-in notions of set and set operations.

Then, we define a type system for λset. Because λset is a standard λ-calculus,
we are able to define our type system as a simple instance of the HM(X) frame-
work [3]. In fact, by using this framework a whole family of type systems may be
succinctly defined, each with different costs and benefits. In order to give precise
types to λset’s built-in set operations, our instance uses set types, defined as a
simplification of Rémy’s record types [7].

Lastly, we show that any type system for λset gives rise through the transla-
tion to a type system for λsec. The latter’s correctness follows immediately from
the former’s, provided the translation itself is correct. This is quite easy to show,
since the property does not involve types at all.

2 The Source Language λsec

This section defines λsec, a simplified model of the JDK 1.2 security architecture.
It is a λ-calculus equipped with a notion of code ownership and with constructs
for enabling or checking privileges. Its grammar is given in Fig. 1.

We assume given notions of principals and resources (the latter also known
as privileges), taken from arbitrary sets P and R. We use p and r to range over
principals and resources, respectively, and P and R to range over sets thereof.

We assume given a fixed access credentials list A. It is a function which maps
every principal p ∈ P to a subset of R. We let A−1 denote its “inverse”, that is,
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p ∈ P, P ⊆ P principals
r ∈ R, R ⊆ R resources
A ∈ P → 2R access credentials

v ::= λx.f values
e ::= x | λx.f | e e | let x = e in e | letpriv r in e | expressions

checkpriv r for e | testpriv r then e else e | f
f ::= p.e signed expressions

E ::= [] | E e | v E | let x = E in e | evaluation contexts
letpriv r in E | p.E

Fig. 1. Grammar for λsec

the function which maps a resource r ∈ R to {p ∈ P | r ∈ A(p)}. Without loss of
generality, we assume the existence of a fixed principal p0 such that A(p0) = ∅.

A signed expression p.e behaves as the expression e endowed with the au-
thority of principal p. Notice how the body of every λ-abstraction is required to
be a signed expression – thus, every piece of code must be vouched for by some
principal. The construct letpriv r in e allows an authorized principal to enable the
use of a resource r within the expression e. The construct checkpriv r for e asserts
that the use of r is currently enabled. If r is indeed enabled, e is evaluated; oth-
erwise, execution fails. The construct testpriv r then e1 else e2 dynamically tests
whether r is enabled, branching to e1 or e2 if this holds or fails, respectively.

2.1 Stack Inspection

The JDK 1.2 determines whether a resource is enabled by literally examining the
runtime stack, hence the name stack inspection. We give a simple specification
of this process by noticing that stacks are implicitly contained in evaluation
contexts, whose grammar is defined in Fig. 1. Indeed, a context defines a path
from the term’s root down to its active redex, along which one finds exactly the
security annotations which the JDK 1.2 would maintain on the stack, that is,
code owners p and enabled resources r.

To formalize this idea, we associate a finite string of principals and resources,
called a stack, to every evaluation context E. The right-most letters in the string
correspond to the most recent stack frames.

stack([]) = ε stack(E e) = stack(E)
stack(v E) = stack(E) stack(let x = E in e) = stack(E)

stack(letpriv r inE) = r.stack(E) stack(p.E) = p.stack(E)

Then, Fig. 2 defines stack inspection, with S ` r meaning access to resource r is
allowed by stack S, and S ` P meaning some principal in P is the most recent
owner on S. This specification corresponds roughly to Wallach’s [13, p. 71]. We
write E ` r for stack(E) ` r.
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r ∈ A(p) S ` r

S.p ` r

S ` r

S.r′ ` r

S ` A−1(r)
S.r ` r

S ` P

S.r ` P

p ∈ P

S.p ` P

Fig. 2. Stack inspection algorithm

2.2 Operational Semantics for λsec

The operational semantics of λsec is defined by the following reduction rules:

E[(λx.f) v] → E[f [v/x]]
E[let x = v in e] → E[e[v/x]]

E[checkpriv r for e] → E[e] if E ` r
E[testpriv r then e1 else e2] → E[e1] if E ` r
E[testpriv r then e1 else e2] → E[e2] if ¬(E ` r)

E[letpriv r in v] → E[v]
E[p.v] → E[v]

The first two rules are standard. The next rule allows checkpriv r for e to
reduce into e only if stack inspection succeeds (as expressed by the side condi-
tion E ` r); otherwise, execution is blocked. The following two rules use stack
inspection in a similar way to determine how to reduce testpriv r then e1 else e2;
however, they never cause execution to fail. The last two rules state that secu-
rity annotations become unnecessary once the expression they enclose has been
reduced to a value. In a Java virtual machine, these rules would be implemented
simply by popping stack frames (and the security annotations they contain) after
executing a method.

This operational semantics constitutes a concise, formal description of Java
stack inspection in a higher-order setting. It is easy to check that every closed
term either is a value, or is reducible, or is of the form E[checkpriv r for e] where
¬(E ` r). Terms of the third category are stuck ; they represent access control
violations. An expression e is said to go wrong if and only if e →? e′, where e′ is
a stuck expression, holds.

3 The Target Calculus λset

We now define a standard calculus, λset, to be used as the target of our transla-
tion. It is a λ-calculus equipped with a number of constants which provide set
operations, and is given in Fig. 3. We will use e.r, e ∨ R and e ∧ R as syntactic
sugar for (.r e), (∨R e) and (∧R e), respectively.

The constant R represents a constant set. The construct e.r asserts that r
is an element of the set denoted by e; its execution fails if that is not the case.
The construct e∨R (resp. e∧R) allows computing the union (resp. intersection)
of the set denoted by e with a constant set R. Lastly, the expression ?r e f g
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e ::= x | v | e e | let x = e in e expressions
v ::= λx.e | R | .r | ?r | ∨R | ∧R values
E ::= [] | E e | v E | let x = E in e evaluation contexts

Fig. 3. Grammar for λset

dynamically tests whether r belongs to the set R denoted by e, and accordingly
invokes f or g, passing R to it. The operational semantics for λset is as follows:

(λx.e) v → e[v/x]
let x = v in e → e[v/x]

R.r → R if r ∈ R
?r R → λf.λg.(f R) if r ∈ R
?r R → λf.λg.(g R) if r 6∈ R

R1 ∨ R2 → R1 ∪ R2
R1 ∧ R2 → R1 ∩ R2

E[e] → E[e′] if e → e′

Again, an expression e is said to go wrong if and only if e →? e′, where e′ is a
stuck expression, holds.

4 Source-to-Target Translation

A translation of λsec into λset is defined in Fig. 4. The distinguished identifiers
s and are assumed not to appear in source expressions. Notice that s may ap-
pear free in translated expressions. Translating an (unsigned) expression requires
specifying the current principal p.

One will often wish to translate an expression under minimal hypotheses, i.e.
under the initial principal p0 and a void security context. To do so, we define
L e M = JeKp0 [∅/s]. Notice that s does not appear free in L e M. If e is closed, then
so is L e M.

JxKp = x
Jλx.fKp = λx.λs.JfK
Je1 e2Kp = Je1Kp Je2Kp s

Jlet x = e1 in e2Kp = let x = Je1Kp in Je2Kp

Jletpriv r in eKp = let s = s ∨ ({r} ∩ A(p)) in JeKp

Jcheckpriv r for eKp = let = s.r in JeKp

Jtestpriv r then e1 else e2Kp = ?r s (λs.Je1Kp) (λs.Je2Kp)
JfKp = JfK

Jp.eK = let s = s ∧ A(p) in JeKp

Fig. 4. Source-to-Target Translation
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The idea behind the translation is simple: the variable s is bound at all times
to the set of currently enabled resources. Every function accepts s as an extra pa-
rameter, because it must execute within its caller’s security context. As a result,
every function call has s as its second parameter. The constructs letpriv r in e
and p.e cause s to be locally bound to a new value, reflecting the new security
context; more specifically, the former enables r, while the latter disables all priv-
ileges not in A(p). The constructs checkpriv r for e and testpriv r then e1 else e2
are implemented simply by looking up the current value of s. In the latter, s is
re-bound, within each branch, to the same value. This may appear superfluous
at first sight, but has an important impact on typing, because it allows s to be
given a different (more precise) type within each branch.

This translation can be viewed as a generalization of Wallach’s security-
passing style transformation [13] to a higher-order setting. Whereas they advo-
cated this idea as an implementation technique, with efficiency in mind, we use
it only as a vehicle in the proof of our type systems. Here, efficiency is not at
stake. Our objective is only to define a correct translation, that is, to prove the
following:

Theorem 4.1. If e →? v, then L e M →? L v M. If e goes wrong, then L e M goes
wrong. If e diverges, then L e M diverges.

The proof is divided in two steps. First, we define a new stack inspection
algorithm, which walks the stack forward instead of backward, and computes,
at each step, the set of currently enabled resources. Then, we show that the
translation implements this algorithm, interleaved with the actual code. Both
proof steps are straightforward, and we omit them here for brevity.

5 Types for λset

We define a type system for the target calculus as an instance of the parametric
framework HM(X) [3,9]. HM(X) is a generic type system in the Hindley-Milner
tradition, parameterized by an abstract constraint system X. Sect. 5.1 briefly
recalls its definition. Sect. 5.2 defines a specific constraint system called SETS,
yielding the type system HM(SETS). Sect. 5.3 extends HM(SETS) to the entire
language λset by assigning types to its primitive operations. Sect. 5.4 states type
safety results and discusses a couple of choices.

5.1 The System HM(X)

The system HM(X) is parameterized by a sound term constraint system X, i.e.
by notions of types τ , constraints C, and constraint entailment 
, which must
satisfy a number of axioms [3].

Then, a type scheme is a triple of a set of quantifiers ᾱ, a constraint C, and
a type τ (which, in this paper, must be of kind Type; see Sect. 5.2), written
σ ::= ∀ᾱ[C].τ . A type environment Γ is a partial mapping of program variables
to type schemes. A judgement is a quadruple of a satisfiable constraint C, a
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Var
Γ (x) = ∀ᾱ[D].τ C 
 ∃ᾱ.D

C, Γ ` x : ∀ᾱ[D].τ

Sub
C, Γ ` e : τ C 
 τ ≤ τ ′

C, Γ ` e : τ ′

Abs
C, (Γ ; x : τ) ` e : τ ′

C, Γ ` λx.e : τ → τ ′

App
C, Γ ` e1 : τ2 → τ C, Γ ` e2 : τ2

C, Γ ` e1 e2 : τ

Let
C, Γ ` e1 : σ C, (Γ ; x : σ) ` e2 : τ

C, Γ ` let x = e1 in e2 : τ

∀ Intro
C ∧ D, Γ ` e : τ ᾱ ∩ fv(C, Γ ) = ∅

C ∧ ∃ᾱ.D, Γ ` e : ∀ᾱ[D].τ

∀ Elim
C, Γ ` e : ∀ᾱ[D].τ
C ∧ D, Γ ` e : τ

∃ Intro
C, Γ ` e : σ ᾱ ∩ fv(Γ, σ) = ∅

∃ᾱ.C, Γ ` e : σ

Fig. 5. The system HM(X)

τ ::= α, β, . . . | τ → τ | {τ} | r : τ ; τ | ∂τ | c types
c ::= NA | Pre | Abs | Either capabilities

C ::= true | C ∧ C | ∃α.C | τ = τ | τ ≤ τ | if c ≤ τ then τ ≤ τ constraints

Fig. 6. SETS Grammar

type environment Γ , an expression e and a type scheme σ, written C, Γ ` e : σ,
derivable using the rules of Fig. 5. These rules correspond to those given in [9].

The following type safety theorem is proven in [3] with respect to a denota-
tional presentation of the call-by-value λ-calculus with let. We have proved a
syntactic version of it, in the style of [14], which better suits our needs.

Theorem 5.1. If C, Γ ` e : σ holds, then e does not go wrong.

5.2 The Constraint System SETS

In order to give precise types to the primitive set operations in λset, we need
specific types and constraints. Together with their logical interpretation, which
defines their meaning, these form a constraint system called SETS.

The syntax of types and constraints is defined in Fig. 6. The type language
features a set type constructor {·}, the two standard row constructors [7], and
four capability constructors. Capabilities tell whether a given element may ap-
pear in a set (Pre), may not appear in it (Abs), may or may not appear in
it (Either), or whether this information is irrelevant, because the set itself is
unavailable (NA). For instance, the singleton set {r} will be one (and the only)
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α ∈ Vk

α : k

τ, τ ′ : Type
τ → τ ′ : Type

τ : Row∅

{τ} : Type

τ : Cap r 6∈ R
τ ′ : RowR∪{r}

(r : τ ; τ ′) : RowR

τ : Cap
∂τ : RowR

c : Cap ` true

` C1, C2

` C1 ∧ C2

` if C1 then C2

` C

` ∃α.C

τ, τ ′ : k

` τ = τ ′

` τ ≤ τ ′

Fig. 7. Kinding rules

value of type {r : Pre ; ∂Abs}. The constraint language offers standard equality
and subtyping constraints, as well as a form of conditional constraints. Sample
uses of these types and constraints will be shown in Sect. 5.3.

To ensure that only meaningful types and constraints can be built, we im-
mediately equip them with kinds, defined by k ::= Cap | RowR | Type, where R
ranges over finite subsets of R. For every kind k, we assume given a distinct, de-
numerable set of type variables Vk. We use α, β, γ, . . . to represent type variables.
From here on, we consider only well-kinded types and constraints, as defined in
Fig. 7. The purpose of these rules is to guarantee that every constraint has a
well-defined interpretation within our model, whose definition follows.

To every kind k, we associate a mathematical structure JkK. JCapK is the set
of all four capabilities. Given a finite set of resources R ⊆ R, JRowRK is the set
of total, almost constant functions from R \ R into JCapK. (A function is almost
constant if it is constant except on a finite number of inputs.) In short, RowR is
the kind of rows which do not carry the fields mentioned in R; Row∅ is the kind of
complete rows. JTypeK is the free algebra generated by the constructors →, with
signature JTypeK× JTypeK → JTypeK, and {·}, with signature JRow∅K → JTypeK.

Each of these structures is then equipped with an ordering. Here, a choice has
to be made. If we do not wish to allow subtyping, we merely define the ordering
on every JkK as equality. Otherwise, we proceed as follows. First, a lattice over
JCapK is defined, whose least (resp. greatest) element is NA (resp. Either), and
where Abs and Pre are incomparable. This ordering is then extended, point-
wise and covariantly, to every JRowRK. Finally, it is extended inductively to
JTypeK by viewing the constructor {·} as covariant, and the constructor → as
contravariant (resp. covariant) in its first (resp. second) argument.

We may now give the interpretation of types and constraints within the
model. It is parameterized by an assignment ρ, i.e. a function which, for every
kind k, maps Vk into JkK. The interpretation of types is obtained by extending
ρ so as to map every type of kind k to an element of JkK, as follows:

ρ(τ → τ ′) = ρ(τ) → ρ(τ ′) ρ({τ}) = {ρ(τ)}
ρ(r : τ ; τ ′)(r) = ρ(τ) ρ(r : τ ; τ ′)(r′) = ρ(τ ′)(r′) (r 6= r′)

ρ(∂τ)(r) = ρ(τ) ρ(c) = c
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ρ ` true

ρ ` C1 ρ ` C2

ρ ` C1 ∧ C2

ρ = ρ′ [α] ρ′ ` C

ρ ` ∃α.C

ρ(τ) = ρ(τ ′)
ρ ` τ = τ ′

ρ(τ) ≤ ρ(τ ′)
ρ ` τ ≤ τ ′

c ≤ ρ(τ) ⇒ ρ ` τ ′ ≤ τ ′′

ρ ` if c ≤ τ then τ ′ ≤ τ ′′

Fig. 8. Interpretation of constraints

Fig. 8 defines the constraint satisfaction predicate · ` ·, whose arguments are an
assignment ρ and a constraint C. (The notation ρ = ρ′ [α] means that ρ and ρ′

coincide except possibly on α.) Entailment is defined as usual: C 
 C ′ (read:
C entails C ′) holds iff, for every assignment ρ, ρ ` C implies ρ ` C ′.

We refer to the type and constraint logic, together with its interpretation,
as SETS. More precisely, we have defined two logics, where ≤ is interpreted as
either equality or as a non-trivial subtype ordering. We will refer to them as
SETS= and SETS≤, respectively. Both are sound term constraint systems [3].

5.3 Dealing with the Primitive Operations in λset

The typing rules of HM(X) cover only the λ-calculus with let. To extend
HM(SETS) to the whole language λset, we must assign types to its primitive
operations. Let us define an initial type environment Γ1 as follows:

R : {R : Pre ; ∂Abs}
.r : ∀β.{r : Pre ; β} → {r : Pre ; β}

∨R : ∀βγ̄.{R : γ̄ ; β} → {R : Pre ; β}
∧R : ∀βγ̄.{R : γ̄ ; β} → {R : γ̄ ; ∂Abs}
?r : ∀αβγ.{r : γ ; β} → ({r : Pre ; β} → α) → ({r : Abs ; β} → α) → α

Here, α, β, γ range over type variables of kind Type, Row?, Cap, respectively.
We abuse notation: if R is {r1, . . . , rn}, then R : c denotes r1 : c ; . . . ; rn : c,
and R : γ̄ denotes r1 : γ1 ; . . . ; rn : γn.

None of the type schemes in Γ1 carry constraints. If we wish to take advantage
of conditional constraints, we must refine the type of ?r. Let Γ2 be the initial
type environment obtained by replacing the last binding in Γ1 with

?r : ∀ᾱβ̄γ[C].{r : γ ; β} → ({r : Pre ; β1} → α1) → ({r : Abs ; β2} → α2) → α

where C = if Pre ≤ γ then β ≤ β1 ∧ if Abs ≤ γ then β ≤ β2

∧ if Pre ≤ γ then α1 ≤ α ∧ if Abs ≤ γ then α2 ≤ α

Here, the input and output of each branch (represented by βi and αi, respec-
tively) are linked to the input and output of the whole construct (represented
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by β and α) through conditional constraints. Intuitively, this means that the
security requirements and the return type of a branch may be entirely ignored
unless the branch seems liable to be taken. (For more background on conditional
constraints, the reader is referred to [1,4].)

5.4 The Type Systems Srel
i

Sect. 5.2 describes two constraint systems, SETS= and SETS≤. Sect. 5.3 defines
two initial typing environments, Γ1 and Γ2. These choices give rise to four related
type systems, which we refer to as Srel

i , where rel and i range over {=,≤} and
{1, 2}, respectively. Each of them offers a different compromise between accuracy,
readability and cost of analysis. In each case, Theorem 5.1 may be extended to
the entire language λset by proving a simple δ-typability [14] lemma, i.e. by
checking that Γi correctly describes the behavior of the primitive operations.
The proofs are straightforward and are not given here.

Despite sharing a common formalism, these systems may call for vastly dif-
ferent implementations. Indeed, every instance of HM(X) must come with a
constraint resolution algorithm. S=

1 is a simple extension of the Hindley-Milner
type system with rows, and may be implemented using unification [6]. S=

2 is sim-
ilar, but requires conditional (i.e. delayed) unification constraints, adding some
complexity to the implementation. S≤

1 and S≤
2 require maintaining subtyping

constraints, usually leading to complex implementations.
In the following, we lack the space to describe all four variants. Therefore,

we will focus on S=
1 . Because it is based on unification, it is efficient, easy to

implement, and yields readable types. We conjecture that, thanks to the power
of row polymorphism, it is flexible enough for many practical uses (see Sect. 7.3).

6 Types for λsec

6.1 Definition

Sect. 5 defined a type system, Srel
i , for λset. Sect. 4 defined a translation of

λsec into λset. Composing the two automatically gives rise to a type system
for λsec, also called Srel

i for simplicity, whose safety is a direct consequence of
Theorems 4.1 and 5.1.

Definition 6.1. Let e be a closed λsec expression. By definition, C, Γ ` e : σ
holds if and only if C, Γ ` L e M : σ holds.

Theorem 6.2. If C, Γ ` e : σ holds, then e does not go wrong.

Turning type safety into a trivial corollary was the main motivation for bas-
ing our approach on a translation. Indeed, because Theorem 4.1 concerns un-
typed terms, its proof is straightforward. (The δ-typability lemmas mentioned
in Sect. 5.3 do involve types, but are typically very simple.) A direct type safety
proof would be non-trivial and would duplicate most of the steps involved in
proving HM(X) correct.
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6.2 Reformulation: Derived Type Systems

Definition 6.1, although simple, is not a direct definition of typing for λsec.
We thus will give rules which allow typing λsec expressions without explicitly
translating them into λset. These so-called derived rules can be obtained in
a rather systematic way from the definition of Srel

i and the definition of the
translation. (In fact, it would be interesting to formally automate the process.)

In these rules, the symbols τ and ς range over types of kind Type; more specif-
ically, ς is used to represent some security context, i.e. a set of available resources.
The symbols ρ and ϕ range over types of kind Row? and Cap, respectively. The
? symbol in the rules indicates an irrelevant principal. In the source-to-target
translation, all functions are given an additional parameter, yielding types of
the form τ1 → ς2 → τ2. To recover the more familiar and appealing notation
proposed in [8], we define the macro τ1

ς2−→ τ2 =def τ1 → ς2 → τ2.
Fig. 9 gives derived rules for S=

1 , the simplest of our type systems. There, all

Var
Γ (x) = σ

p, ς, Γ ` x : σ

Abs
?, ς2, (Γ ; x : τ1) ` f : τ2

p, ς1, Γ ` λx.f : τ1
ς2−→ τ2

App
p, ς, Γ ` e1 : τ2

ς−→ τ p, ς, Γ ` e2 : τ2

p, ς, Γ ` e1 e2 : τ

Let
p, ς, Γ ` e1 : σ p, ς, (Γ ; x : σ) ` e2 : τ

p, ς, Γ ` let x = e1 in e2 : τ

∀ Intro
p, ς, Γ ` e : τ ᾱ ∩ fv(ς, Γ ) = ∅

p, ς, Γ ` e : ∀ᾱ.τ

∀ Elim
p, ς, Γ ` e : ∀ᾱ.τ

p, ς, Γ ` e : τ [τ̄ /ᾱ]

Letpriv−

p, {ρ}, Γ ` e : τ r 6∈ A(p)
p, {ρ}, Γ ` letpriv r in e : τ

Letpriv+

p, {r : Pre ; ρ}, Γ ` e : τ r ∈ A(p)
p, {r : ϕ ; ρ}, Γ ` letpriv r in e : τ

Checkpriv
p, {r : Pre ; ρ}, Γ ` e : τ

p, {r : Pre ; ρ}, Γ ` checkpriv r for e : τ

Testpriv
p, {r : Pre ; ρ}, Γ ` e1 : τ p, {r : Abs ; ρ}, Γ ` e2 : τ

p, {r : ϕ ; ρ}, Γ ` testpriv r then e1 else e2 : τ

Own
p, {r1 : ϕ1 ; . . . ; rn : ϕn ; ∂Abs}, Γ ` e : τ A(p) = {r1, . . . , rn}

?, {r1 : ϕ1 ; . . . ; rn : ϕn ; ρ}, Γ ` p.e : τ

Fig. 9. Typing rules for λsec derived from S=
1
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constraints are equations. As a result, all type information can be represented
in term form, rather than in constraint form [9]. We exploit this fact to give a
simple presentation of the derived rules. Type schemes have the form ∀ᾱ.τ , and
judgements have the form p, ς, Γ ` e : σ.

To check that these derived rules are correct, we prove the following lemmas:

Lemma 6.3. p, ς, Γ ` e : σ holds iff true, (Γ1; Γ ; s : ς) ` JeKp : σ holds.

Lemma 6.4. p0, {∂Abs}, Γ ` e : σ holds iff true, (Γ1; Γ ) ` L e M : σ holds.

Together, Theorem 6.2 and Lemma 6.4 show that, if a closed λsec expression
e is well-typed according to the rules of Fig. 9, under the initial principal p0 and
the empty security context {∂Abs}, then e cannot go wrong.

Derived rules for each member of the Srel
i family can be given in a similar

way. The same process can also be used to yield type inference rules, rather than
the logical typing rules shown here.

7 Examples

7.1 Basic Use of Security Checks

Imagine an operating system with two kinds of processes, root processes and user
processes. Killing a user process is always allowed, while killing a root process
requires the privilege killing. At least one distinguished principal root has this
privilege. The system functions which perform the killing are implemented by
root, as follows:

kill = λ(p : process).root.checkpriv killing for . . . () – kill the process
killIfUser = λ(p : process).root. . . . () – kill the process if it is user-level

In system S=
1 , these functions receive the following (most general) types:

kill : ∀β.process
{killing:Pre ; β}−−−−−−−−−−→ unit

killIfUser : ∀β.process
{β}−−→ unit

The first function can be called only if it can be statically proven that the
privilege killing is enabled. The second one, on the other hand, can be called at
any time, but will never kill a root process. To complement these functions, it
may be desirable to define a function which provides a “best attempt” given the
current (dynamic) security context. This may be done by dynamically checking
whether the privilege is enabled, then calling the appropriate function:

tryKill = λ(p : process).root.
testpriv killing then kill(p) else killIfUser(p)
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This function is well-typed in system S=
1 . Indeed, within the first branch of

the testpriv construct, it is statically known that the privilege killing must be
enabled; this is why the sub-expression kill(p) is well-typed. The inferred type
shows that tryKill does not have any security requirements:

tryKill : ∀β.process
{β}−−→ unit

7.2 Security Wrappers

A library writer often needs to surround numerous internal functions with “boil-
erplate” security code before making them accessible. To avoid redundancy, it
seems desirable to allow the definition of generic security wrappers. When applied
to a function, a wrapper returns a new function which has the same computa-
tional meaning but different security requirements.

Assume given a principal p such that A(p) = {r, s}. Here are two wrappers
likely to be of use to this principal:

enabler = λf.p.λx.p.letpriv r in f x

requirer = λf.p.λx.p.checkpriv r for f x

In system S=
1 , these wrappers receive the following (most general) types:

enabler : ∀ . . . .(α1
{r:Pre ; s:γ1 ; ∂Abs}−−−−−−−−−−−−−→ α2)

{β1}−−−→ (α1
{r:γ2 ; s:γ1 ; β2}−−−−−−−−−−→ α2)

requirer : ∀ . . . .(α1
{r:Pre ; s:γ1 ; ∂Abs}−−−−−−−−−−−−−→ α2)

{β1}−−−→ (α1
{r:Pre ; s:γ1 ; β2}−−−−−−−−−−−→ α2)

These types are very similar; they may be read as follows. Both wrappers expect
a function f which allows that r be enabled (r : Pre), i.e. one which either
requires r to be enabled, or doesn’t care about its status. (Indeed, as in ML,
the type of the actual argument may be more general than that of the formal.)
They return a new function with identical domain and codomain (α1, α2), which
works regardless of r’s status (enabler yields r : γ2) or requires r to be enabled
(requirer yields r : Pre). The new function retains f ’s expectations about s
(s : γ1). f must not require any further privileges (∂Abs), because it is invoked
by p, which enjoys privileges r and s only.

These polymorphic types are very expressive. Our main concern is that, even
though the privilege s is not mentioned in the code of these wrappers, it does
appear in their type. More generally, every privilege in A(p) may show up in
the type of a function written on behalf of principal p, which may lead to very
verbose types. An appropriate type abbreviation mechanism may be able to
address this problem; this is left as a subject for future work.

7.3 Advanced Examples

We lack space to cover numerous more subtle features of the type systems; let
us give only some brief comments.
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In Sect. 7.1, our use of testpriv was easily seen to be correct, because the
sensitive action kill(p) was performed within its lexical scope. Matters become
more delicate when testpriv is used to yield a function (or, in Java, an object),
whose security requirements depend on the test’s outcome, and which is later
invoked outside its scope. Conditional constraints are then required to track
the dependency and prove that the function invocation is safe. It is not clear
whether this idiom is a critical one to support in practice, and the question may
be answerable only through experiment.

In Sect. 7.2, we pointed out that it is legal to pass enabler a function f which
doesn’t care about the status of r, provided the type of f is polymorphic in r’s
status, as in

∀γ.α1
{r:γ ; β}−−−−−→ α2

If, on the other hand, it is monomorphic (because f is λ-bound rather than
let-bound), as in

α1
{r:Either ; β}−−−−−−−−−→ α2

then the application (enabler f) becomes well-typed only if subtyping is available,
i.e. if Pre is a subtype of Either. We expect this situation to be infrequent,
although this remains to be confirmed.

8 Discussion

Extension to a Full-Featured Language. Many features of the Java language or
environment are not addressed in this theoretical study. In particular, Java views
privileges as first-class objects, making static typing problematic. In our model,
privileges are identifiers, and expressions cannot compute privileges. In the case
of Java, it is an open question whether a completely static mechanism can be
devised. If not, it may be desirable to take a soft typing approach [1].

Related Work. The security-passing style translation described in Sect. 4 is
monadic. Monadic type systems have been used to analyze the use of impure
language features in otherwise pure languages [11]. However, as deplored in [11],
there is still “a need to create a new effect system for each new effect”. In other
words, we apparently cannot readily re-use the work on monadic type systems in
our setting. In fact, our work may be viewed as a systematic construction of an
“effect” type system adapted to our particular effectful programming language.

Several researchers have proposed ways of defining efficient, provably correct
compilation schemes for languages whose security policy is expressed by a se-
curity automaton. Walker [12] defines a source language, equipped with such a
security policy, then shows how to compile it into a dependently-typed target
language, whose type system, by encoding assertions about security states, guar-
antees that no run-time violations will occur. Walker first builds the target type
system, then defines a typed translation. On the opposite, our approach con-
sists in first defining an untyped translation, then letting the source type system
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arise from it. Thiemann’s approach to security automata [10] is conceptually
much closer to ours: he also starts with an untyped security-passing translation,
whose output he then feeds through a standard program specializer, in order to
automatically obtain an optimizing translation.

Our paper shares some motivations with these works; however, our aim was
not only to gain performance by eliminating many dynamic checks, but also to
define a programming discipline. This requires security types to be available not
only at the level of compiled code, as in Walker’s work, but also in the source
code itself.
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Abstract. Security-typed languages enforce secrecy or integrity policies
by type-checking. This paper investigates continuation-passing style as
a means of proving that such languages enforce non-interference and as
a first step towards understanding their compilation. We present a low-
level, secure calculus with higher-order, imperative features. Our type
system makes novel use of ordered linear continuations.

1 Introduction

Language based mechanisms for enforcing secrecy or integrity policies are attrac-
tive because, unlike ordinary access control, static information flow can enforce
end-to-end policies. These policies require that data be protected despite being
manipulated by programs with access to various covert channels. For exam-
ple, such a policy might prohibit a personal finance program from transmitting
credit card information over the Internet even though the program needs Inter-
net access to download stock market reports. To prevent the finance program
from illicitly transmitting the private information (perhaps cleverly encoded),
the compiler checks that the information flows in the program are admissible.

There has been much recent work on formulating Denning’s original lat-
tice model of information-flow control [9] in terms of type systems for static
program verification [1,16,20,21,25,26,27,30,32]. The desired security property is
non-interference [14], which states that high-security data is not observable by
low-security computation. Nevertheless, secure information flow in the context
of higher-order languages with imperative features is not well understood.

This paper proposes the use of continuation-passing style (CPS) transla-
tions [8,12,28] as a means of ensuring non-interference in imperative, higher-
order languages. There are two reasons for using CPS. First, CPS is a vehicle
for proving a non-interference result, generalizing previous work by Smith and
Volpano [30]. Second, CPS is useful for representing low-level programs [4,18],
which opens up the possibility of verifying the security of compiler output via
typed assembly language [18] or proof-carrying code [22].
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We observe that a naive approach to providing security types for an imper-
ative CPS language yields a system that is too conservative: secure programs
(in the non-interference sense) are rejected. To rectify this problem, we intro-
duce ordered linear continuations, which allow information flow control in the
CPS target language to be made more precise. The ordering property of linear
continuations is crucial to the non-interference argument, which is the first such
theorem for a higher-order, imperative language.

As with previous non-interference results for call-by-value languages [16,20],
the theorem holds only for programs that halt regardless of high-security data.
Consequently, termination channels can arise, but they leak at most one bit per
run on average, we consider them acceptable. There are other channels not cap-
tured by this notion of non-interference: high-security data can alter the running
time of the program or change its memory consumption. Non-interference holds
despite these apparent information leaks because the language itself provides no
means for observing these resources (for instance, access to the system clock).
Recent work attempts to address such covert channels [3].

The next section shows why a naive type system for secure information flow
is too restrictive for CPS and motivates the use of ordered linear continuations.
Section 3 presents the target language, its operational semantics, and the novel
features of its type system. The non-interference theorem is proved in Section 4,
and Section 5 demonstrates the viability of this language as a low-level calcu-
lus by showing how to CPS translate a higher-order, imperative language. We
conclude with some discussion and related work in Section 6.

2 CPS and Security

Type systems for secrecy or integrity are concerned with tracking dependencies
in a program [1]. One difficulty is implicit flows, which arise from the control
flow of the program. Consider the code fragment A in Figure 1. There is an
implicit flow between the value stored in x and the value stored in y, because
examining the contents of y after the program has run gives information about
the value in x. There is no information flow between x and z, however. This code
is secure even when x and y are high-security variables and z is low-security. (In
this paper, high security means “high secrecy” or “low integrity.” Dually, low
security means “low secrecy” or “high integrity.”)

Fragment B illustrates the problem with CPS translation. It shows the code
from A after control transfer has been made explicit. The variable k is bound to
the continuation of the if, and the jump is indicated by the application k 〈〉.
Because the invocation of k has been lifted into the branches of the conditional, a
naive type system for information flow will conservatively require that the body
of k not write to low-security memory locations: The value of x would apparently
be observable by low-security code. Program B is rejected because k writes to a
low-security variable, z.

However, this code is secure: There is no information flow between x and z in
B because the continuation k is invoked in both branches. As example C shows, if
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(A) if x then { y := 1; } else { y := 2; }
z := 3; halt;

(B) let k = (λ〈〉. z := 3; halt) in
if x then { y := 1; k 〈〉; } else { y := 2; k 〈〉; }

(C) let k = (λ〈〉. z := 3; halt) in
if x then { y := 1; k 〈〉; } else { y:= 2; halt; }

(D) letlin k = (λ〈〉. z := 3; halt) in
if x then { y := 1; k 〈〉; } else { y:= 2; k 〈〉; }

(E) letlin k0 = (λ〈〉. halt) in
letlin k1 = (λk. z := 1; k 〈〉) in
letlin k2 = (λk. z := 2; k 〈〉) in
if x then { letlin k = (λ〈〉. k1 k0) in k2 k }

else { letlin k = (λ〈〉. k2 k0) in k1 k }
Fig. 1. Examples of Information Flow in CPS

k is not used in one of the branches, then information about x can be learned by
observing z. Linear type systems [2,13,33,34] can express exactly the constraint
that k is used in both branches. By making k’s linearity explicit, the type system
can use the additional information to recover the precision of the source program
analysis. Fragment D illustrates our simple approach: In addition to a normal let
construct, we include letlin for introducing linear continuations. The program
D certifies as secure even when z is a low-security variable, whereas C does not.

Although linearity allows for more precise reasoning about information flow,
linearity alone is unsafe in the presence of first-class linear continuations. In
example E, continuations k0, k1, and k2 are all linear, but there is an implicit
flow from x to z because z lets us observe the order in which k1 and k2 are
invoked. It is thus necessary to regulate the ordering of linear continuations.

It is simpler to make information flow analysis precise for the source language
because the structure of the language limits control flow. For example, it is
known that both branches of a conditional return to a common merge point.
This knowledge can be exploited to obtain less conservative analysis of implicit
flows, but the standard CPS transformation loses this information by unifying all
forms of control to a single mechanism. In our approach, the target language still
has a single underlying control transfer mechanism (examples B and D execute
exactly the same code), but information flow can be analyzed with the same
precision as in the source.

3 The Secure CPS Calculus

The target is a call-by-value, imperative language similar to those found in the
work on Typed Assembly Language [6,18], although its type system is inspired
by previous language-based security research [16,20,32]. This section describes
the secure CPS language, its operational behavior, and its static semantics.
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Types Expressions
`, pc ∈ L e ::= let x = prim in e

τ ::= int | 1 | σ ref | [pc](σ, κ)→ 0 | let x = refσ
` v in e

σ ::= τ` | set v := v in e
κ ::= 1 | (σ, κ)→ 0 | letlin y = lv in e

| let 〈〉 = lv in e
Values and Primitive Operations | if0 v then e else e

bv ::= n | 〈〉 | Lσ | λ[pc]f(x :σ, y :κ). e | goto v v lv
v ::= x | bv` | lgoto lv v lv
lv ::= 〈〉 | y | λ〈pc〉(x :σ, y :κ). e | haltσ v

prim ::= v | v ⊕ v | deref(v)

Fig. 2. Syntax for the Secure CPS Language

3.1 Syntax

The syntax for the secure CPS language is given in Figure 2. Elements of the
lattice of security labels, L, are ranged over by meta-variables ` and pc. We
reserve the meta-variable pc to suggest that the security label corresponds to
information learned by observing the program counter. The v operator denotes
the lattice ordering, with the join operation given by t, and least element ⊥.

Types fall into two syntactic classes: security types, σ, and linear types,
κ. Security types are the types of ordinary values and consist of a base-type
component, τ , annotated with a security label, `. Base types consist of integers,
unit, references, and continuations (written [pc](σ, κ) → 0). Correspondingly,
base values, bv, include integers, n, a unit, 〈〉, type-annotated memory locations,
Lσ, and continuations, λ[pc]f(x :σ, y :κ). e. All computation occurs over secure
values, v, which are base values annotated with a security label. Variables, x,
range over values. We adopt the notation label(τ`) = `, and extend the join
operation to security types: τ` t `′ = τ(`t`′).

An ordinary continuation λ[pc]f(x :σ, y :κ). e is a piece of code (the expression
e) that accepts a non-linear argument of type σ and a linear argument of type
κ. Continuations may recursively invoke themselves using the variable f . The
notation [pc] indicates that this continuation may be called only from a context
in which the program counter carries information of security at most pc. To
avoid unsafe implicit flows, the body of the continuation may create effects only
observable by principals able to read data with label pc.

Linear values are either unit, variables, or linear continuations, which contain
code expressions parameterized by non-linear and linear arguments just like
ordinary continuations. Unlike ordinary continuations, linear continuations may
not be recursive1, but they may be invoked from any calling context; hence linear
types do not require any pc annotation. The syntax 〈pc〉 serves to distinguish

1 A linear continuation k may be discarded by a recursive ordinary continuation that
loops infinitely, passing itself k. Precise terminology for our “linear” continuations
would be “affine” to indicate that they may, in fact, never be invoked.
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linear continuation values from non-linear ones. As for ordinary continuations,
the label pc restricts the continuation’s effects.

The primitive operations include binary arithmetic (⊕), dereference, and a
means of copying secure values. Program expressions consist of a sequence of
let bindings for primitive operations, reference creation, and imperative up-
dates (via set). The letlin construct introduces a linear continuation, and the
expression let 〈〉 = lv in e, necessary for type-checking but operationally a
no-op, eliminates a linear unit before executing e. Straight-line code sequences
are terminated by conditional statements, non-local transfers of control via goto
(for ordinary continuations) or lgoto (for linear continuations), or halt.

3.2 Operational Semantics

The operational semantics (Figure 3) are given by a transition relation between
machine configurations of the form 〈M, pc, e〉. Memories, M , are finite partial
maps from typed locations to closed values. The notation M [Lσ ← v] denotes
the memory obtained from M by updating the location Lσ to contain the value v
of type σ. A memory is well-formed if it is closed under the dereference operation
and each value stored in the memory has the correct type. The notation e{v/x}
indicates capture-avoiding substitution of value v for variable x in expression e.

The label pc in a machine configuration represents the security level of infor-
mation that could be learned by observing the location of the program counter.
Instructions executed with a program-counter label of pc are restricted so that
they update only to memory locations with labels more secure than pc. For
example, [E3 ] shows that it is valid to store a value to a memory location of
type σ only if the security label of the data joined with the security labels of
the program counter and the reference itself is lower than label(σ), the security
clearance needed to read the data stored at that location. Rules [E6 ] and [E7 ]
show how the program-counter label changes after branching on data of security
level `. Observing which branch is taken reveals information about the condition
variable, and so the program counter must have the higher security label pct `.

As shown in rules [P1 ]–[P3 ], computed values are stamped with the pc label.
Checks like the one on [E3 ] prevent illegal information flows. The two let rules
([E1 ] and [E4 ]) substitute the bound value in the rest of the program.

Operationally, the rules for goto and lgoto are very similar—each causes
control to be transferred to the target continuation. They differ in their treat-
ment of the program-counter label, as seen in rules [E8 ] and [E9 ]. Ordinary
continuations require that the pc before the jump be bounded above by the label
associated with the body of the continuation, preventing implicit flows. Linear
continuations instead cause the program-counter label to be restored (potentially
lowered) to that of the context in which they were declared.

3.3 Static Semantics

The type system for the secure CPS language enforces the linearity and ordering
constraints on continuations and guarantees that security labels on values are re-
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[P1 ] 〈M, pc, bv`〉 ⇓ bv`tpc [P2 ] 〈M, pc, n` ⊕ n′
`′〉 ⇓ (n[[⊕]]n′)`t`′tpc

[P3 ]
M(Lσ) = bv`′

〈M, pc, deref(Lσ
` )〉 ⇓ bv`t`′tpc

[E1 ]
〈M, pc, prim〉 ⇓ v

〈M, pc, let x = prim in e〉 7−→ 〈M, pc, e{v/x}〉

[E2 ]
` t pc v label(σ) Lσ 6∈ Dom(M)

〈M, pc, let x = refσ
`′ bv` in e〉 7−→ 〈M [Lσ ← bv`tpc], pc, e{Lσ

`′tpc/x}〉

[E3 ]
` t `′ t pc v label(σ) Lσ ∈ Dom(M)

〈M, pc, set Lσ
` := bv`′ in e〉 7−→ 〈M [Lσ ← bv`t`′tpc], pc, e〉

[E4 ] 〈M, pc, letlin y = lv in e〉 7−→ 〈M, pc, e{lv/y}〉

[E5 ] 〈M, pc, let 〈〉 = 〈〉 in e〉 7−→ 〈M, pc, e〉

[E6 ] 〈M, pc, if0 0` then e1 else e2〉 7−→ 〈M, pc t `, e1〉

[E7 ] 〈M, pc, if0 n` then e1 else e2〉 7−→ 〈M, pc t `, e2〉 (n 6= 0)

[E8 ]

pc v pc′ v = (λ[pc′]f(x :σ, y :κ). e)` e′ = e{v/f}{bv`′tpc/x}{lv/y}
〈M, pc, goto (λ[pc′]f(x :σ, y :κ). e)` bv`′ lv〉 7−→ 〈M, pc′ t `, e′〉

[E9 ] 〈M, pc, lgoto (λ〈pc′〉(x :σ, y :κ). e) bv` lv〉 7−→ 〈M, pc′, e{bv`tpc/x}{lv/y}〉
Fig. 3. Expression Evaluation

spected. Together, these restrictions rule out illegal information flows and impose
enough structure on the language for us to prove a non-interference property.

As in other mixed linear–non-linear type systems [31], two separate type
contexts are used. Γ is a finite partial map from non-linear variables to security
types, whereas K is an ordered list (with concatenation denoted by “,”) mapping
linear variables to their types. The order in which continuations appear in K
defines the order in which they are invoked: Given K = •, (yn :κn), . . . , (y1 :κ1),
the continuations will be executed in the order y1 . . . yn. The context Γ admits
the usual weakening and exchange rules (which we omit), but K does not. The
two contexts are separated by ‖ in the judgments to make them more distinct,
and • denotes an empty context.

Figures 4 and 5 show the rules for type-checking. The judgment form Γ ` v : σ
says that ordinary value v has security type σ in context Γ. Linear values may
mention linear variables and so have judgments of the form Γ ‖ K ` lv : κ.
Primitive operations may not contain linear variables, but the security of the
value produced depends on the program-counter: Γ [pc] ` prim : σ says that
in context Γ where the program-counter label is bounded above by pc, prim
computes a value of type σ. Similarly, Γ ‖ K [pc] ` e means that expression e is
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[TV1 ] Γ ` n` : int`

[TV2 ] Γ ` 〈〉` : 1`

[TV3 ] Γ ` Lσ
` : σ ref`

[TV4 ] Γ ` x : σ
Γ(x) = σ

[TV5 ]

f, x 6∈ Dom(Γ)
σ′ = ([pc](σ, κ)→ 0)`

Γ, f :σ′, x :σ ‖ y :κ [pc] ` e

Γ ` (λ[pc]f(x :σ, y :κ). e)` : σ′

[TV6 ]
Γ ` v : σ ` σ ≤ σ′

Γ ` v : σ′

[S1 ]
pc′ v pc ` σ′ ≤ σ ` κ′ ≤ κ

` [pc](σ, κ)→ 0 ≤ [pc′](σ′, κ′)→ 0 [S2 ]
` τ ≤ τ ′ ` v `′

` τ` ≤ τ ′
`′

[TL1 ] Γ ‖ • ` 〈〉 : 1

[TL2 ] Γ ‖ y :κ ` y : κ [TL3 ]

x 6∈ Dom(Γ), y 6∈ Dom(K)
κ′ = (σ, κ)→ 0

Γ, x :σ ‖ y :κ, K [pc] ` e

Γ ‖ K ` λ〈pc〉(x :σ, y :κ). e : κ′

Fig. 4. Value and Linear Value Typing

type-safe and contains no illegal information flows in the type context Γ ‖ K,
when the program-counter label is at most pc. In the latter two forms, pc is a
conservative approximation to the information affecting the program counter.

The rules for checking ordinary values, [TV1 ]–[TV6 ] shown in Figure 4, are,
for the most part, standard. A value cannot contain free linear variables because
discarding (or copying) it would break linearity. A continuation type contains
the pc label used to check its body (rule [TV5 ]). The lattice ordering on security
labels lifts to a subtyping relationship on values (rule [S2 ]). Continuations exhibit
the expected contravariance (rule [S1 ]). We omit the obvious reflexivity and
transitivity rules. Reference types are invariant, as usual.

Linear values are checked using rules [TL1 ]–[TL3 ]. They may safely mention
free linear variables, but the variables must not be discarded or reordered. Thus,
unit checks only in the empty linear context (rule [TL1 ]), and a linear variable
checks only when it is alone in the context (rule [TL2 ]). In a linear continuation
(rule [TL3 ]), the linear argument, y, is the tail of the stack of continuations yet
to be invoked. Intuitively, this judgment says that the continuation body e must
invoke the continuations in K before jumping to y.

The rules for primitive operations ([TP1 ]–[TP3 ] in Figure 5) require that
the calculated value have security label at least as restrictive as the current pc,
reflecting the “label stamping” behavior of the operational semantics. Values
read through deref (rule [TP3 ]) pick up the label of the reference as well, which
prevents illegal information flows due to aliasing.

Rule [TE4 ] illustrates how the conservative bound on the security level of
the program-counter is propagated: The label used to check the branches is
the label before the test, pc, joined with the label on the data being tested,
`. The rule for goto, [TE8 ], restricts the program-counter label of the calling
context, pc, joined with the label on the continuation itself, `, to be less than
the program-counter label under which the body was checked, pc′. This prevents
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[TP1 ]
Γ ` v : σ pc v label(σ)

Γ [pc] ` v : σ [TP2 ]
Γ ` v : int` Γ ` v′ : int` pc v `

Γ [pc] ` v ⊕ v′ : int`

[TP3 ]
Γ ` v : σ ref` pc v label(σ t `)

Γ [pc] ` deref(v) : σ t `

[TE1 ]

Γ [pc] ` prim : σ
Γ, x :σ ‖ K [pc] ` e

Γ ‖ K [pc] ` let x = prim in e [TE2 ]

Γ ` v : σ pc v ` t label(σ)
Γ, x :σ ref` ‖ K [pc] ` e

Γ ‖ K [pc] ` let x = refσ
` v in e

[TE3 ]

Γ ` v : σ ref` Γ ‖ K [pc] ` e
Γ ` v′ : σ pc t ` v label(σ)

Γ ‖ K [pc] ` set v := v′ in e [TE4 ]
Γ ` v : int` Γ ‖ K [pc t `] ` ei

Γ ‖ K [pc] ` if0 v then e1 else e2

[TE5 ]

Γ ‖ K2 ` λ〈pc′〉(x :σ, y :κ). e′ : (σ, κ)→ 0
pc v pc′ Γ ‖ K1, y : (σ, κ)→ 0 [pc] ` e

Γ ‖ K1, K2 [pc] ` letlin y = λ〈pc′〉(x :σ, y :κ). e′ in e

[TE6 ]
Γ ` v : σ pc v label(σ)

Γ ‖ • [pc] ` haltσ v [TE7 ]
Γ ‖ K1 ` lv : 1 Γ ‖ K2 [pc] ` e

Γ ‖ K1, K2 [pc] ` let 〈〉 = lv in e

[TE8 ]

Γ ` v : ([pc′](σ, κ)→ 0)`

Γ ` v′ : σ Γ ‖ K ` lv : κ
pc t ` v pc′ pc v label(σ)

Γ ‖ K [pc] ` goto v v′ lv [TE9 ]

Γ ‖ K2 ` lv : (σ, κ)→ 0
Γ ` v : σ Γ ‖ K1 ` lv′ : κ

pc v label(σ)

Γ ‖ K1, K2 [pc] ` lgoto lv v lv′

Fig. 5. Primitive Operation and Expression Typing

implicit information flows from propagating into function bodies. Likewise, the
values passed to a continuation (linear or not) must pick up the calling context’s
pc (via the constraint pc v label(σ)) because they carry information about the
context in which the continuation was invoked.

The rule for halt, [TE6 ], requires an empty linear context, indicating that
the program consumes all linear continuations before stopping. The σ annotating
halt is the type of the final output of the program; its label should be constrained
by the security clearance of the user of the program.

The rules for letlin, [TE5 ], and lgoto, [TE9 ], manipulate the linear context
to enforce the ordering property on continuations. For letlin, the linear context
is split into K1 and K2. The body e is checked under the assumption that the
new continuation, y, is invoked before any continuation in K1. Because y invokes
the continuations in K2 before its linear argument (as described above for rule
[TL3 ]), the ordering K1, K2 in subsequent computation will be respected. The
rule for lgoto works similarly.

Linear continuations capture the pc (or a more restrictive label) of the con-
text in which they are introduced, as shown in rule [TE5 ]. Unlike the rule for
goto, the rule for lgoto does not constrain the pc, because the linear continu-
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ation restores the program-counter label to the one it captured. Because linear
continuations capture the pc of their introduction context, we make the mild
assumption that initial programs introduce all linear continuation values (not
variables) via letlin. During execution this constraint is not required, and pro-
grams in the image of the translation satisfy this property.

This type system is sound with respect to the operational semantics [36].
The proof is, for the most part, standard, following in the style of Wright and
Felleisen [35]. We simply state the lemmas necessary for the discussion of the
non-interference result of the next section.

Lemma 1 (Subject Reduction). If • ‖ K [pc] ` e and M is a well-formed
memory such that Loc(e) ⊆ Dom(M) and 〈M, pc, e〉 7−→ 〈M ′, pc′, e′〉, then
• ‖ K [pc′] ` e′ and M ′ is a well-formed memory such that Loc(e′) ⊆ Dom(M ′).

Lemma 2 (Progress). If • ‖ • [pc] ` e and M is well-formed and Loc(e) ⊆
Dom(M), then either e is of the form haltσ v or there exist M ′, pc′, and e′

such that 〈M, pc, e〉 7−→ 〈M ′, pc′, e′〉

Note that Subject Reduction holds for terms containing free occurrences of
linear variables. This fact is important for proving that the ordering on linear
continuations is respected. The Progress lemma (and hence Soundness) applies
only to closed programs, as usual.

4 Non-interference

This section proves a non-interference result for the secure CPS language, gen-
eralizing Smith and Volpano’s preservation-style argument [30]. A technical re-
port [36] gives a detailed account of our approach in a more expressive language.

Informally, the non-interference result shows that low-security computations
are not able to observe high-security data. Here, “low-security” refers to the set
of security labels v ζ, where ζ is an arbitrary point in L, and “high-security”
refers to labels 6v ζ. The proof shows that high-security data and computation
can be arbitrarily changed without affecting the value of any computed low-
security result. Furthermore, memory locations visible to low-security observers
(locations storing data labeled v ζ) are also unaffected by high-security values.

Non-interference reduces to showing that two programs are equivalent from
the low-security perspective. Given a program e1 that operates on high- and
low-security data, it suffices to show that e1 is low-equivalent to the program e2
that differs from e1 in its high-security computations.

How do we show that e1 and e2 behave the same from the low-security point
of view? If pc v ζ, meaning that e1 and e2 may perform actions visible to low
observers, they necessarily must perform the same computation on low-security
values. Yet e1 and e2 may differ in their behavior on high-security data and still
be equivalent from the low perspective. To show their equivalence, we should
find substitutions γ1 and γ2 containing the relevant high-security data such that
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e = γ1(e) and e2 = γ2(e)—both e1 and e2 look the same after factoring out the
high-security data.

On the other hand, when pc 6v ζ, no matter what e1 and e2 do their ac-
tions should not be visible from the low point of view; their computations are
irrelevant. The operational semantics guarantee that the program-counter label
is monotonically increasing except when a linear continuation is invoked. If e1
invokes a linear continuation causing pc to fall below ζ, e2 must follow suit;
otherwise the low-security observer can distinguish them. The ordering on linear
continuations forces e2 to invoke the same low-security continuation as e1.

The crucial invariant maintained by well-typed programs is that it is possible
to factor out (via substitutions) the relevant high-security values and those linear
continuations that reset the program-counter label to be v ζ.

Definition 1 (Substitutions). For context Γ, let γ |= Γ mean that γ is a finite
map from variables to closed values such that Dom(γ) = Dom(Γ) and for every
x ∈ Dom(γ) it is the case that • ` γ(x) : Γ(x).

For linear context K, write Γ ` k |= K to indicate that k is a finite map of
variables to linear values (with free variables from Γ) with the same domain as
K and such that for every y ∈ Dom(k) we have Γ ‖ • ` k(y) : K(y).

Substitution application, written γ(e), indicates the capture-avoiding substi-
tution of the value γ(x) for free occurrences of x in e, for each x in the domain
of γ (k(e) is defined similarly).

Linear continuations that set the pc label 6v ζ may appear in low-equivalent
programs, because, from the low-security point of view, they are not relevant.

Definition 2 (letlin Invariant). A term satisfies the letlin invariant if
every linear continuation expression λ〈pc〉(x :σ, y :κ). e appearing in the term is
either in the binding position of a letlin or satisfies pc 6v ζ.

If substitution k contains only low-security linear continuations and k(e) is a
closed term such that e satisfies the letlin invariant, then all the low-security
continuations not letlin-bound in e must be obtained from k. This invariant
ensures that k factors out all of the relevant continuations from k(e).

Extending these ideas to values, memories, and machine configurations we
obtain the definitions below:

Definition 3 (ζ-Equivalence).

Γ ` γ1 ≈ζ γ2 If γ1, γ2 |= Γ and for every x ∈ Dom(Γ) it is the case that
label(γi(x)) 6v ζ and γi(x) satisfies the letlin invariant.

Γ ‖ K ` k1 ≈ζ k2 If Γ ` k1, k2 |= K and for every y ∈ Dom(K) it is the case
that k1(y) ≡α k2(y) = λ〈pc〉(x :σ, y′ :κ). e such that pc v ζ
and e satisfies the letlin invariant.

v1 ≈ζ v2 : σ If there exist Γ, γ1, and γ2 plus terms v′
1 ≡α v′

2 such that
Γ ` γ1 ≈ζ γ2, and Γ ` v′

i : σ and vi = γi(v′
i) and each v′

i

satisfies the letlin invariant.
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M1 ≈ζ M2 If for all Lσ ∈ Dom(M1) ∪Dom(M2) if label(σ) v ζ, then
Lσ ∈ Dom(M1) ∩Dom(M2) and M1(Lσ) ≈ζ M2(Lσ) : σ.

Definition 4 (Non-Interference Invariant). The non-interference invariant
is a predicate on machine configurations, written Γ ‖ K ` 〈M1, pc1, e1〉 ≈ζ

〈M1, pc2, e2〉 that holds if the following conditions are all met:
(i) There exist substitutions γ1, γ2, k1, k2 and terms e′

1 and e′
2 such

that e1 = γ1(k1(e′
1)) and e2 = γ2(k2(e′

2)).
(ii) Either (a) pc1 = pc2 v ζ and e′

1 ≡α e′
2 or (b) Γ ‖ K [pc1] ` e′

1
and Γ ‖ K [pc2] ` e′

2 and pci 6v ζ.
(iii) Γ ` γ1 ≈ζ γ2 and Γ ‖ K ` k1 ≈ζ k2
(iv) Loc(e1) ⊆ Dom(M1) and Loc(e2) ⊆ Dom(M2) and M1 ≈ζ M2.
(v) Both e′

1 and e′
2 satisfy the letlin invariant.

Our proof is a preservation argument showing that the Non-Interference In-
variant holds after each transition. When the pc is low, equivalent configurations
execute in lock step (modulo high-security data). After the program branches
on high-security information (or jumps to a high-security continuation), the two
programs may temporarily get out of sync, but during that time they may affect
only high-security data. If the program counter drops low again (via a linear
continuation), both computations return to lock-step execution.

We first show that ζ-equivalent configuration evaluate in lock step as long as
the program counter has low security.

Lemma 3 (Low-pc Step). Suppose Γ ‖ K ` 〈M1, pc1, e1〉 ≈ζ 〈M2, pc2, e2〉,
pc1 v ζ and pc2 v ζ. If 〈M1, pc1, e1〉 7−→ 〈M ′

1, pc′
1, e′

1〉, then 〈M2, pc2, e2〉 7−→
〈M ′

2, pc′
2, e′

2〉 and there exist Γ′ and K′ such that Γ′ ‖ K′ ` 〈M ′
1, pc′

1, e′
1〉 ≈ζ

〈M ′
2, pc′

2, e′
2〉.

Proof. (Sketch) We omit the details due to space constraints. Reason by cases on
the security of the value used in the transition—if it’s label is v ζ, α-equivalence
implies both programs behave identically, otherwise, we extend the substitutions
corresponding to Γ’ to contain the differing high-security data. ut

Next, we prove that linear continuations do indeed get called in the order
described by the linear context.

Lemma 4 (Linear Continuation Ordering). Assume K = yn : κn, . . . , y1 :
κ1, each κi is a linear continuation type, and • ‖ K [pc] ` e. If • ` k |= K, then
in the evaluation starting from any well-formed configuration 〈M, pc, k(e)〉, the
continuation k(y1) will be invoked before any other k(yi).

Proof. The operational semantics and Subject Reduction are valid for open
terms. Progress, however, does not hold for open terms. Evaluate the open term
e in the configuration 〈M, pc, e〉. If the computation diverges, none of the yi’s
ever reach an active position, and hence are not invoked. Otherwise, the com-
putation must get stuck (it can’t halt because Subject Reduction implies that
all configurations are well-typed; the halt expression requires an empty linear
context). The stuck term must be of the form lgoto yi v lv, and because it is
well-typed, rule [TE9 ] implies that yi = y1. ut
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We use the ordering lemma to prove that equivalent high-security configura-
tions eventually return to equivalent low-security configurations.

Lemma 5 (High-pc Step). If Γ ‖ K ` 〈M1, pc1, e1〉 ≈ζ 〈M2, pc2, e2〉 and
pci 6v ζ, then 〈M1, pc1, e1〉 7−→ 〈M ′

1, pc′
1, e′

1〉 implies that either e2 diverges or
〈M2, pc2, e2〉 7−→∗ 〈M ′

2, pc′
2, e′

2〉 and there exist Γ′ and K′ such that Γ′ ‖ K′ `
〈M ′

1, pc′
1, e′

1〉 ≈ζ 〈M ′
2, pc′

2, e2〉.
Proof. (Sketch) By cases on the transition step of the first configuration. Because
pc1 6v ζ and all rules except [E9 ] increase the program-counter label, we may
choose zero steps for e2 and still show that ≈ζ is preserved. Condition (ii) holds
via part(b). The other invariants follow because all values computed and memory
locations written to must have labels higher than pc1 (and hence 6v ζ). Thus, the
only memory locations affected are high-security: M ′

1 ≈ζ M2 = M ′
2. Similarly,

[TE5 ] forces linear continuations introduced by e1 to have pc 6v ζ. Substituting
them in e1 maintains clause (vi) of the invariant.

Now consider the case for [E9 ]. Let e1 = γ1(k1(e′′
1)), then e′′

1 = lgoto lv v1 lv1
for some lv. If lv is not a variable, clause (vi) ensures that the program counter in
lv’s body is 6v ζ. Pick 0 steps for the second configuration as above. Otherwise,
if lv is a variable, y, then [TE9 ] guarantees that K = K′, y : κ. By assumption,
k1(y) = λ〈pc〉(x :σ, y′ :κ′). e, where pc v ζ. Assume e2 does not diverge. By the
ordering lemma, 〈M2, pc2, e2〉 7−→∗ 〈M ′

2, pc′
2, lgoto k2(y) v2 lv2〉. Simple in-

duction on the length of this transition sequence shows that M2 ≈ζ M ′
2, because

the program counter may not become v ζ. Thus, M ′
1 = M1 ≈ζ M2 ≈ζ M ′

2. By
invariant (iii), k2(y) ≡α k1(y). Furthermore, [TE9 ] requires that label(σ) 6v ζ.
Let Γ′ = Γ, x : σ, γ′

1 = γ1{x 7→ γ1(v1) t pc1}, γ′
2 = γ2{x 7→ γ2(v2) t pc2}; take

k′
1 and k′

2 to be the restrictions of k1 and k2 to the domain of K′, and choose
e′
1 = γ′

1(k
′
1(e)) and e′

2 = γ′
2(k

′
2(e)). All of the necessary conditions are satisfied

as is easily verified via the operational semantics. ut
Finally, we use the above lemmas to prove non-interference. Assume a pro-

gram that computes a low-security value has access to high-security data. Arbi-
trarily changing the high-security data does not affect the program’s result.

First, some convenient notation for the initial continuation: Let stop(τ`) :
κstop = λ〈⊥〉(x :τ`, y :1). let 〈〉 = y in haltτ` x where κstop = (τ`, 1)→ 0.

Theorem 1 (Non-interference). Suppose x : σ ‖ y : κstop [⊥] ` e for some
initial program e. Further suppose that label(σ) 6v ζ and • ` v1, v2 : σ. Then

〈∅, ⊥, e{v1/x}{stop(intζ)/y}〉 7−→∗ 〈M1, ζ, haltintζ n`1〉
and

〈∅, ⊥, e{v2/x}{stop(intζ)/y}〉 7−→∗ 〈M2, ζ, haltintζ m`2〉

implies that M1 ≈ζ M2 and n = m.

Proof. It is easy to verify that

x :σ ‖ y :κstop ` 〈∅, ⊥, e{v1/x}{stop(intζ)/y}〉 ≈ζ 〈∅, ⊥, e{v2/x}{stop(intζ)/y}〉
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by letting γ1 = {x 7→ v1}, γ2 = {x 7→ v2}, and k1 = k2 = {y 7→ stop(intζ)}.
Induction on the length of the first expression’s evaluation sequence, using the
Low- and High-pc Step lemmas plus the fact that the second evaluation sequence
terminates implies that Γ ‖K ` 〈M1, ζ, haltintζ n`1〉 ≈ζ 〈M2, ζ, haltintζ m`2〉.
Clause (iv) of the Non-interference Invariant implies that M1 ≈ζ M2. Soundness
implies that `1 v ζ and `2 v ζ. This means, because of clause (iii), that neither
n`1 nor m`2 are in the range of γ′

i. Thus, the integers present in the halt ex-
pressions do not arise from substitution. Because ζ v ζ, clause (ii) implies that
haltintζ n`1 ≡α haltintζ m`2 , from which we obtain n = m as desired. ut

5 Translation

This section presents a CPS translation for a secure, imperative, higher-order
language that includes only the features essential to demonstrating the transla-
tion. Its type system is adapted from the SLam calculus [16] to follow our “label
stamping” operational semantics. The judgment Γ `pc e : s shows that expres-
sion e has source type s under type context Γ, assuming the program-counter
label is bounded above by pc.

Source types are similar to those of the target, except that instead of contin-
uations there are functions. Function types are labeled with their latent effect,
a lower bound on the security level of memory locations that will be written to
by that function. The type translation, following previous work on typed CPS
conversion [15], is given in terms of three mutually recursive functions: (−)∗, for
base types, (−)+ for security types, and (−)− to linear continuation types:

int∗ = int (s ref)∗ = s+ ref (s1
`−→ s2)∗ = [`](s+

1 , s−
2 )→ 0

t+` = (t∗)` s− = (s+, 1)→ 0

Figure 6 shows the term translation as a type-directed map from source typ-
ing derivations to target terms. For simplicity, we present an un-optimizing CPS
translation, although we expect that first-class linear continuations will support
more sophisticated translations, such as tail-call optimization [8]. To obtain the
full translation of a closed term e of type s, we use the initial continuation from
Section 4: letlin stop = stop(s+) in [[∅ `` e : s]]stop.

The basic lemma for establishing correctness of the translation is proved by
induction on the typing derivation of the source term. This result also shows
that the CPS language is at least as precise as the source.

Lemma 6 (Type Translation). Γ `` e : s ⇒ Γ+ ‖ y :s− [`] ` [[Γ `` e : s]]y.

6 Related Work

The constraints imposed by linearity can be seen as a form of resource manage-
ment [13], in this case limiting the set of possible future computations. Linear
continuations have been studied in terms of their category theoretic seman-
tics [11] and also as a computational interpretation of classical logic [5]. Polakow
and Pfenning have investigated the connections between ordered linear-logic,
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[[Γ, x :s′ `pc x : s′ t pc]]y ⇒ lgoto y x 〈〉
[[

Γ, f :s, x :s1 `pc′ e : s2

Γ `pc (µf(x :s1). e)` : s t pc

]]

y ⇒
{
lgoto y (λ[pc′]f(x :s+

1 , y′ :s−
2 ).

[[Γ, f :s, x :s1 `pc′ e : s2]]y′)` 〈〉













Γ `pc e : s
Γ `pc e′ : s1

` v pc′ u label(s1)

Γ `pc (e e′) : s2











y ⇒






letlin k1 = λ〈pc〉(f :s+, y1 :1).
let 〈〉 = y1 in
letlin k2=λ〈pc〉(x :s+

1 , y2 :1).
let 〈〉= y2 in
goto f x y

in [[Γ `pc e′ : s1]]k2

in [[Γ `pc e : s]]k1

















Γ `pc e : int`

Γ `pc′ ei : s′

` v pc′

Γ `pc if0 e then
e1 else e2 : s′
















y ⇒






letlin k1 = λ〈pc〉(x : int+` , y1 :1).
let 〈〉 = y1 in
if0 x then [[Γ `pc′ e1 : s′]]y

else [[Γ `pc′ e2 : s′]]y
in [[Γ `pc e : int`]]k1













Γ `pc e : s′ ref`

Γ `pc e′ : s′

` v label(s′)

Γ `pc e := e′ : s′











y ⇒






letlin k1 = λ〈pc〉(x1 :s′ ref+` , y1 :1).
let 〈〉 = y1 in
letlin k2=λ〈pc〉(x2 :s′+, y2 :1).

let 〈〉 = y2 in
set x1 := x2 in
lgoto y x2 〈〉

in [[Γ `pc e′ : s′]]k2

in [[Γ `pc e : s′ ref`]]k1

Fig. 6. CPS Translation (Here s = (s1
pc′
−→ s2)`, and the ki’s and yi’s are fresh.)

stack-based abstract machines, and CPS [24]. Linearity also plays a role in se-
curity types for process calculi such as the π-calculus [17]. Because the usual
translation of the λ-calculus into the π-calculus can be seen as a form of CPS
translation, it might be enlightening to investigate the connections between se-
curity in process calculi and low-level code.

CPS translation has been studied in the context of program analysis [10,23].
Sabry and Felleisen observed that increased precision in some CPS data flow
analyses is due to duplication of analysis along different execution paths [29].
They also note that some analyses “confuse continuations” when applied to
CPS programs. Our type system distinguishes linear from non-linear continu-
ations to avoid confusing “calls” with “returns.” More recently, Damian and
Danvy showed that CPS translation can improve binding-time analysis in the
λ-calculus [7], suggesting that the connection between binding-time analysis and
security [1] warrants more investigation.

Linear continuations appear to be a higher-order analog to post-dominators
in a control-flow graph. Algorithms for determining post-dominators (see Much-
nick’s text [19]) might yield inference techniques for linear continuation types.
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Conversely, linear continuations might yield a type-theoretic basis for correctness
proofs of optimizations based on post-dominators.

Understanding secure information flow in low-level programs is essential to
providing secrecy of private data. We have shown that explicit ordering of con-
tinuations can improve the precision of security types. Ordered linear continu-
ations constrain the uses of continuations so that implicit flows of information
can be controlled more accurately. These constraints also make possible our non-
interference proof, the first of its kind for a higher-order, imperative language.

Many thanks to James Cheney, Dan Grossman, François Pottier, Stephanie
Weirich, and Lantian Zheng for their comments on drafts of this paper. Thanks
also to Jon Riecke for many interesting discussions about the SLam calculus.
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Abstract. Type specialization can serve as a powerful tool in enforcing
safety properties on foreign code. Using the specification of a monitoring
interpreter, polyvariant type specialization can produce compiled code
that is guaranteed to obey a specified safety policy. It propagates a secu-
rity state at compile-time and generates code for each different security
state. The resulting code contains virtually no run-time operations on
the security state, at the price of some code duplication. A novel ex-
tension of type specialization by intersection types limits the amount of
code duplication considerably, thus making the approach practical.

A few years back, mobile code was merely an exciting research subject. Mean-
while, the situation has changed dramatically and mobile code is about to invade
our everyday lives. Many applications load parts of their code —or even third-
party extension modules— from the network and run it on the local computer.
Web browsers are the most prominent of these applications, but many others
(e.g., mobile agents) are gaining importance quickly.

The advent of these applications and related incidents has brought an in-
creasing awareness of the problems involved in executing foreign and potentially
hostile programs. Clearly, it should be guaranteed that foreign code does not
compromise the hosting computer, by crashing the computer (data integrity),
by accessing/modifying data that it is not supposed to access (memory integrity)
or —more generally— by using resources that it is not supposed to use. A gen-
erally accepted way of giving this guarantee is to execute the code in a sand
box. Conceptually, a sand box performs monitored execution. It tracks the exe-
cution of foreign code and stops it if it attempts an illegal sequence of actions.
A property that can be enforced in this way is called a safety property.

Such sand box environments have been conceived and implemented with
widely different degrees of sophistication. The obvious approach to such a sand
box is to perform monitoring by interpreting the code. However, while the ap-
proach is highly flexible it involves a large interpretation overhead. Another
approach, taken by the JDK [14], is to equip strategic functions in a library with
calls to a security manager. A user-provided instantiation of the security man-
ager is then responsible to keep track of the actions and to prevent unwanted
actions. The latter approach is less flexible, but more efficient. Java solves the
problem of data and memory integrity statically by subjecting all programs to
a bytecode verification process [18].

D. Sands (Ed.): ESOP 2001, LNCS 2028, pp. 62–76, 2001.
c© Springer-Verlag Berlin Heidelberg 2001
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Related Work

The Omniware approach [35, 1, 19] guarantees memory integrity by imposing a
simple program transformation on programs in assembly language. The trans-
formation confines a foreign module to its own private data and code segment.
The approach is very efficient, but of limited expressiveness.

Schneider [31] shows that all and only safety properties can be decided by
keeping track of the execution history. The history is abstracted into a (not
necessarily finite) state automaton. The SASI project implemented this idea [17]
for x86-assembly language and for JVM bytecode. Both allow for a separate
specification of a state automaton and rely on an ad-hoc code transformation to
integrate the propagation of the state with the execution of the program.

Evans and Twyman [8] have constructed an impressive system that takes a
specification of a safety policy and generates a transformed version of the Java
run-time classes. Any program that uses the transformed classes is guaranteed
to obey the specified safety policy.

Necula and Lee [23, 25, 22, 24] have developed a framework in which com-
piled machine programs can be combined with an encoding of a proof that the
program obeys certain properties (for example, a safety policy). The resulting
proof-carrying code is sent to a remote machine, which can check the proof lo-
cally against the code, to make sure that it obeys the safety policy. This has
been pursued further by Appel and others [20,2].

Kozen [16] has developed a very light-weight version of proof-carrying code.
He has built a compiler that includes hints to the structure of the compiled pro-
gram in the code. A receiver of such instrumented code can verify the structural
hints and thus obtain confidence that the program preserves memory integrity.

Typed assembly language (TAL) [21] provides another avenue to generating
high-level invariants for low-level code. Using TAL can guarantee type safety
and memory integrity. TAL programs include extensive type annotations that
enable the receiver to perform type checking effectively.

Wallach and Felten [37] coined the term security-passing style for a trans-
formation that makes explicit the systematic extension of functions by an extra
parameter encoding a security property. This idea has been pursued by a number
of works, including the present one.

Colcombet and Fradet [4] propose to transform code received from a foreign
principal, guided by a safety policy. The transformed code propagates a run-time
encoding of a security state which is checked at run-time to avoid illegal actions.

Walker [36] presents a sophisticated type system that can encode the pass-
ing of the security state on the type-level. The type system enables powerful
optimizations. However, a separate transformation system must be implemented
and lemmas about the security policy must be proven separately and fed into
the system to enable optimizing transformations.

Pottier and others [28] use a transformation to security-passing style as a
starting point to generate a security-aware type system from a standard type
system. They do not consider the implementation of the transformation.

Implementing program transformations by program specialization has been
proposed by Turchin and Glück [34,9] and put into practice by Glück, Jørgensen,
and others [11,10,32].
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Syntax

Exp 3 e ::= v | (if e e e) | O(e . . . e) | e@(e . . . e)
Value 3 v ::= x | a | fix x(x . . . x)e
evaluation contexts C ::= (if [ ] e e) | O(v. . .[ ] e. . .) | [ ]@(e. . .e) | v@(v. . .[ ] e. . .)
security states σ ∈ Σ
base-type constants a ∈ Base
primitive operators O ∈ Op
types τ ::= BaseType | (τ, . . . , τ) → τ

Operational semantics

σ, (if true e1 e2) → σ, e1

σ, (if false e1 e2) → σ, e2

σ, O(a1 . . . an) → δ(O)(σ, a1 . . . an), v if v = JOK(a1, . . . , an) is defined
σ, (fix x0(x1 . . . xn)e)@(v1 . . . vn) → σ, e[x0 7→ fix x0(x1 . . . xn)e, xi 7→ vi]

If σ, e → σ′, e′ then σ, C[e] → σ′, C[e′].

Fig. 1. The source language

Contributions. The present work demonstrates that previous ad-hoc ap-
proaches to enforcing safety properties by program transformation can be ex-
pressed uniformly using partial evaluation. This simplifies their theoretical de-
velopment and their implementation considerably since partial evaluation tech-
nology is reused.

After introducing the source language, security automata, and type special-
ization, Section 2 gives a naive implementation of monitored execution using an
instrumented interpreter for a simply-typed call-by-value lambda calculus.

In Section 3, we define a translation into a two-level lambda calculus. Type
specialization [12] of the resulting two-level terms can remove (in certain cases)
all run-time operations on the security state. Specialization creates variants of
user code tailored to particular security states. They must be drawn from a finite
set for our approach to work.

In Section 4, we introduce a novel extension of type specialization by intersec-
tion types and subtyping. It avoids unnecessary code duplication, thus making
our approach practical. Our prototype implementation automatically performs
all example optimizations from Walker’s paper [36].

Technical results are the correctness proofs of the translation and the non-
standard compilation performed by type specialization. They guarantee the
safety of the translated and the compiled code. We have proved correct our ex-
tension of type specialization, which amounts to proving subject reduction [13].

1 Prerequisites

The source language. is a simply-typed call-by-value lambda calculus with
constants, conditionals, and primitive operations on base types (see Fig. 1).
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Each primitive operation, O, can change the current security state. The value
of fix x0(x1 . . . xn)e is a recursively defined function. Write λ(x1 . . . xn)e if x0
does not appear in e, and let x = e1 in e2 for (λ(x)e2)@(e1). The typing rules
defining the judgement Γ ` e : τ are standard.

Each primitive operation, O : BaseTypen → BaseType, comes with a partial
semantic function JOK ∈ BaseTypen ↪→ BaseType and a total state transition
function, δ : Op → Σ × BaseTypen → Σ, which models the change of the
(security-) state on application of the operation. The semantics of the language
is given in structural operational style. It maps a pair of a (security-) state, σ,
and a closed term to a new state and closed term.

Each reduction sequence σ0, e0 → σ1, e1,→ . . . gives rise to a potentially
infinite sequence σ = (σ0, σ1, . . .) of states (a trace). Write σ0, e0 ↓ σ′, v if there
is a finite sequence of reductions, σ0, e0 → σ1, e1 → . . . → σ′, v.

Eta-value conversion is the reflexive, transitive, symmetric, and compatible
closure of eta-value reduction: fix x0(x1, . . . , xn)v@(x1, . . . , xn) →ηv v where
x0, x1, . . . , xn are distinct variables not occurring free in v.

A security automaton. is a tuple S = (Σ,Op,Value, δ, σ0, bad) [36] where

– Σ is a countable set of states;
– Op is a finite set of operation symbols;
– Value is a countable set of values;
– δ : Op → Σ × Value∗ → Σ is a total function with δ(O)(bad, x1 . . . xn) = bad

(state transition function);
– σ0 ∈ Σ is the initial state; and
– bad ∈ Σ is the sink state with σ0 6= bad.

A safety policy is a set of finite and infinite traces that obeys certain restric-
tions [31]. A reduction sequence is acceptable if its associated trace is contained
in the policy. Schneider [31] has shown that all safety policies can be modeled
by a security automaton.

A closed term e0 is safe with respect to S and some σ0 ∈ Σ \ {bad} if either
there exist σ′ ∈ Σ and v ∈ Value such that σ0, e0 ↓ σ′, v and σ′ 6= bad or the
trace of σ0, e0 is infinite. It is safe with respect to S if it is safe with respect to
the initial state σ0.

A typical example is the policy that no network send operation happens
after a read operation from a local file. The transition functions are the identity
functions for all primitive operations except send and read.

Σ = {before-read, after-read, bad} σ0 = before-read
σ δ(read)(σ,file) δ(send)(σ, data) δ(O)(σ, y1 . . . yn)
before-read after-read before-read before-read
after-read after-read bad after-read
bad bad bad bad

The program (λ(x)read(file))@(send(data)) is safe (with respect to σ0) due
to the trace (before-read, before-read, after-read). It is not safe with respect to
after-read : the corresponding trace is (after-read, bad, bad).

The program (λ(x)send(data))@(read(file)) is not safe with respect to any
state: it generates the unacceptable traces (before-read, after-read, bad) and
(after-read, after-read, bad).
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Type specialization. [12] transforms a source expression into a specialized
expression and its specialized type. The type contains all the compile-time in-
formation. If there is no run-time information left then the specialized expression
becomes trivial, indicated by •, and can be discarded.

In contrast, traditional partial evaluation techniques [15] rely on non-
standard interpretation or evaluation of a source program to perform as many
operations on compile-time data as possible. They propagate compile-time data
using compile-time values. Once a traditional specializer generates a special-
ized expression, it loses all further information about it. This leads to the well-
formedness restriction in binding-time analysis: if a function is classified as a
run-time value, then so are its arguments and results.

Since type specialization relies on type inference, there is no well-formedness
restriction: compile-time and run-time data may be arbitrarily mixed.

Figure 2 defines type specialization as a judgement Γ ` e ; e′ : τ ′, that is,
in typing context Γ the two-level term e specializes to specialized term e′ with
specialized type τ ′. In a two-level term, constants are always compile-time values,
variables may be bound to compile-time or run-time values, lift converts a
compile-time constant into a run-time constant, and poly and spec control
polyvariance (see below). The operation e1+e2 is an example primitive operation.
For simplicity, we formalize only single-argument functions.

Here is an example specialization of the term (λx.lift x)@4:

x ; x′ : S{4} ` x ; x′ : S{4}
x ; x′ : S{4} ` lift x ; 4 : Int

∅ ` λx.lift x ; λx′.4 : S{4} → Int ∅ ` 4 ; • : S{4}
∅ ` (λx.lift x)@4 ; (λx′.4)@• : Int

The typing expresses the compile-time value 4 as a singleton type, S{4}.
There are two significant changes with respect to Hughes’s presentation [12].

First, Hughes’s two-level terms obey a simple type discipline. It ensures that
the specializer never confuses compile-time and run-time values. However, it
does not guarantee that the two-level term specializes successfully. Moreover,
the specializer discovers errors of this kind anyway while inferring specialized
types. Therefore, we have dropped this set of typing rules.

Second, Hughes’s presentation hardwires the processing of singleton types
into the rule for compile-time addition. Instead, we have formalized compile-
time addition through conversion rules for singleton types. This choice simplifies
the specification of extensions considerably, as demonstrated in Sec. 4.

For brevity, our formalization does not include compile-time functions, which
are expanded at compile-time before their specialized type is inferred. Their
addition is exactly as in Hughes’s work [12,13] and is orthogonal to the problems
discussed in the present paper.

The poly and spec constructs [12] introduce and eliminate polyvariant val-
ues. A polyvariant value is a set of specialized terms indexed by their specialized
types. The type specializer employs a numeric encoding of the index in its out-
put. It implements the rules using backtracking.



Enforcing Safety Properties Using Type Specialization 67

Syntax of two-level language

Terms e ::= x | n | e+e | if e then e else e | fix x(x)e | e@e | poly e |
lift e | e+e | if e then e else e | fix x(x)e | e@e | spec e

Specialized terms e′ ::= • | x | n | e′+e′ | if e′ then e′ else e′ |
e′@e′ | fix x(x)e′ | (e′, . . . , e′) | πi(e′)

Specialized types τ ′ ::= S{n} | Int | τ ′ → τ ′ | τ ′+τ ′ | τ ′ × . . . × τ ′

Typing contexts Γ ::= ∅ | Γ, x ; e′ : τ ′

Equality on specialized types

τ ′ = τ ′ τ ′
1 = τ ′

2 τ ′
2 = τ ′

3

τ ′
1 = τ ′

3

τ ′
1 = τ ′

2

τ ′
2 = τ ′

1

τ ′
1 = τ ′

2 τ ′
3 = τ ′

4

τ ′
1 → τ ′

3 = τ ′
2 → τ ′

4

τ ′
1 = τ ′

2 τ ′
3 = τ ′

4

τ ′
1+τ

′
3 = τ ′

2+τ
′
4

S{n1}+S{n2} = S{n1 + n2}

Inference rules of type specialization

Γ, x ; e′ : τ ′, Γ ′ ` x ; e′ : τ ′ Γ ` n ; • : S{n} Γ ` e ; e′ : S{n}
Γ ` lift e ; n : Int

Γ ` e1 ; e′
1 : τ ′

1

Γ ` e2 ; e′
2 : τ ′

2

Γ ` e1+e2 ; • : τ ′
1+τ

′
2

Γ ` e1 ; e′
1 : Int

Γ ` e2 ; e′
2 : Int

Γ ` e1+e2 ; e′
1+e

′
2 : Int

Γ ` e0 ; e′
0 : S{0} Γ ` e1 ; e′

1 : τ ′

Γ ` if e0 then e1 else e2 ; e′
1 : τ ′

Γ ` e0 ; e′
0 : S{1} Γ ` e2 ; e′

2 : τ ′

Γ ` if e0 then e1 else e2 ; e′
2 : τ ′

Γ ` e0 ; e′
0 : Int Γ ` e1 ; e′

1 : τ ′ Γ ` e2 ; e′
2 : τ ′

Γ ` if e0 then e1 else e2 ; if e′
0 then e′

1 else e′
2 : τ ′

Γ, x0 ; x′
0 : τ ′

2 → τ ′
1, x1 ; x′

1 : τ ′
2 ` e ; e′ : τ ′

1

Γ ` fix x0(x1)e ; fix x′
0(x′

1)e′ : τ ′
2 → τ ′

1

Γ ` e1 ; e′
1 : τ ′

2 → τ ′
1 Γ ` e2 ; e′

2 : τ ′
2

Γ ` e1@e2 ; e′
1@e′

2 : τ ′
1

Γ ` e ; e′ : τ ′
1 τ ′

1 = τ ′
2

Γ ` e ; e′ : τ ′
2

(∀1 ≤ i ≤ n)Γ ` e ; e′
i : τ ′

i

Γ ` poly e ; (e′
1, . . . , e

′
n) : τ ′

1 × . . . × τ ′
n

Γ ` e ; e′ : τ ′
1 × . . . × τ ′

n

Γ ` spec e ; πi(e′) : τ ′
i

Fig. 2. Standard type specialization

Hughes [13] has proved the correctness of type specialization by specifying
two reduction relations, one for two-level terms, →tt, and one for specialized
terms, →sp, (see Fig. 3) and then proving a result like this:

Proposition 1 (Simulation). If Γ ` e1 ; e′
1 : τ ′ and e1 →tt e2 then there

exists e′
2 such that Γ ` e2 ; e′

2 : τ ′ and e′
1

∗→sp e′
2.

As in Hughes’s paper [13], the proof relies on a number of substitution lemmas
(see Section 4), which are all easy to prove.
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Reduction for two-level terms Reduction for specialized terms
n1+n2 →tt (n1 + n2)
if 0 then e1 else e2 →tt e1

if 1 then e1 else e2 →tt e2

(fix f(x)e1)@e2 →tt

e1[f 7→ fix f(x)e1, x 7→ e2]
spec (poly e) →tt e
lift n1+lift n2 →tt lift (n1 + n2)
if 0 then e1 else e2 →tt e1

if 1 then e1 else e2 →tt e2

(fix x0(x1)e1)@e2 →tt

e1[x0 7→ fix x0(x1)e1, x1 7→ e2]

n1+n2 →sp (n1 + n2)
if 0 then e′

1 else e′
2 →sp e′

1

if 1 then e′
1 else e′

2 →sp e′
2

(fix x0(x1)e′
1)@e′

2 →sp

e′
1[x0 7→ fix x0(x1)e′

1, x1 7→ e′
2]

πi(e′
1, . . . , e

′
n) →sp e′

i

Fig. 3. Notions of reduction

||BaseType|| = BaseType
||(τ1, . . . , τn) → τ || = (Σ, ||τ1||, . . . , ||τn||, (Σ, ||τ ||) → Ans) → Ans
|τ | = (Σ, (Σ, ||τ ||) → Ans) → Ans

||∅|| = ∅
||Γ, x : τ || = ||Γ ||, x : ||τ ||

||x|| = x
||a|| = a
||fix x0(x1 . . . xn)e|| = fix x0(σ, x1, . . . , xn, xn+1)|e|(σ, xn+1)

|v|(σ, c) = c(σ, ||v||)
|(if e1 e2 e3)|(σ, c) = |e1|(σ, λ(σ1, y1).if y1 then |e2|(σ1, c) else |e3|(σ1, c))
|O(e1 . . . en)|(σ, c) = |e1|(σ, λ(σ1, y1). . . . |en|(σn−1, λ(σn, yn).

let σ′ = δ(O)(σn, y1 . . . yn) in
if σ′ = bad then halt() else c(σ′, O(y1, . . . , yn))) . . .)

|e0@(e1 . . . en)|(σ, c) = |e0|(σ, λ(σ0, y0).|e1|(σ0, λ(σ1, y1). . . . |en|(σn−1, λ(σn, yn).
y0@(σn, y1, . . . , yn, c)) . . .))

Fig. 4. Translation that enforces a security policy

2 Enforcing a Policy by Interpretation

A simple way to enforce safe execution is to incorporate a security automaton
into an interpreter or a translation. Before attempting a primitive operation, a
translated program steps the security state and checks whether the result is bad.

Figure 4 shows a translation to continuation-passing and state-passing style
[30], augmented by stepping and testing of the security state. The translation
makes explicit the flow of control and of the current security state. Using Ans as
the type of answers, the translation acts on types as follows.

Proposition 2. If Γ ` e : τ then ||Γ || ` |e| : |τ |.
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The translated program never violates the security policy if the operations
δ(O) on the explicit state do not affect the state component in the operational
semantics. Formally, let S ′ = (Σ,Op′,Value, δ′, σ0, bad) with Op′ = Op ∪ {δ(O) |
O ∈ Op} ∪ {halt} (regarding δ(O) as the name of a new primitive) and, for all
O ∈ Op, δ′(O) = δ(O) and δ′(δ(O))(vσ, v1 . . . vn) = vσ. Let JhaltK() = a, a fixed
constant signaling an error.

A translated expression is safe with respect to S ′ and arbitrary σ.

Proposition 3. If σ, |e|(σ, λ(σ, y)y) ↓ σ′, v′ then σ′ 6= bad.

If the original term delivers a result without entering a bad state then so
does the translated term.

Proposition 4. Suppose σ, e ↓ σ′, v. If σ′ 6= bad then σ, |e|(σ, λ(σ, y)y) ↓
σ′, ||v||.

If evaluation of the translated term leads to non-termination or to an unde-
fined primitive operation then so does evaluation of the source term.

Proposition 5. If there exist no σ′ and v′ such that σ, |e|(σ, λ(σ, y)y) ↓ σ′, v′

then there exist no σ′ and v′ such that σ, e ↓ σ′, v′.

Using this naive translation yields inefficient programs because every use of
a primitive operation is preceded by a run-time check of the security state.

3 Compiling Policies by Type Specialization

To submit the translation to a specializer, we retarget it to a two-level language,
indicating compile-time by overlining and run-time by underlining. Type spe-
cialization [12] of the translated terms can remove the state component, σ, and
the corresponding run-time checks completely, in certain cases.

We consider the two-level translation as an interpreter and specialize it with
respect to a source program. The specialized program can be shown to be safe in
two steps: Prove that translated programs are safe, and appeal to the correctness
of the specializer (Prop. 1) to see that the specialized programs are safe.

3.1 First Steps

Specialization potentially generates code variants for each different security
state. Hence, it is only applicable if the set of states is finite. For further sim-
plification, we initially assume that the transition function does not depend on
the arguments but only on the name of the primitives. Hence, the compile-time
transition function, δ, is well-defined and gives the full information:

– δ(O)(σ) := σ′ if ∀y1 . . . yn.δ(O)(σ, y1, . . . , yn) = σ′,
– δ(O)(σ) := bad if ∀σ′.∃y1 . . . yn.δ(O)(σ, y1, . . . , yn) 6= σ′.

Hence, the state becomes a compile-time value and all operations thereon
can be computed at compile-time. Figure 5 defines the translation. It follows
the basic strategy of Danvy and Filinski’s one-pass translation to continuation-
passing style [7, 6]. It avoids introducing administrative redexes by converting
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||BaseType||e = BaseType
||(τ1, . . . , τn) → τ ||e = poly (Σ, ||τ1||e, . . . , ||τn||e, poly (Σ, ||τ ||e)→Ans)→Ans
|τ |e = (Σ, (Σ, ||τ ||e)→Ans)→Ans

||∅||e = ∅
||Γ, x : τ ||e = ||Γ ||e, x : ||τ ||e
||x||e = x
||a||e = a
||fix x0(x1 . . . xn)e||e = poly fix x0(σ, x1, . . . , xn, xn+1)

|e|e@(σ, λ(σ, y).spec xn+1@(σ, y))

|v|e(σ, c) = c@(σ, ||v||e)
|(if e1 e2 e3)|e(σ, c) = |e1|e@(σ, λ(σ1, y1).

if y1 then |e2|e@(σ1, c) else |e3|e@(σ1, c))
|O(e1 . . . en)|e(σ0, c) = |e1|e(σ0, λ(σ1, y1). . . . |en|e(σn−1, λ(σn, yn).

let σ′ = δ(O)(σn) in
if σ′ = bad then halt() else

let y = O(y1, . . . , yn) in c@(σ′, y)) . . .)
|e0@(e1 . . . en)|e(σ, c) = |e0|e@(σ, λ(σ0, y0).

|e1|e@(σ0, λ(σ1, y1). . . . |en|e@(σn−1, λ(σn, yn).
spec y0@(σn, y1, . . . , yn, poly λ(σ, y).c@(σ, y))) . . .))

Fig. 5. Two-level translation

λ(σ,file, c).
let σ′ = δ(read)(σ) in
if =(σ′, bad) then HALT() else
let y1 = read(file) in
c@(σ′, y1)

(1)

poly λ(σ,file, c).
let σ′ = δ(read)(σ) in
if =(σ′, bad) then HALT() else
let y1 = read(file) in
spec (c)@(σ′, y1)

(2)

Fig. 6. Translated example

compile-time continuations to run-time ones, and vice versa, using eta-value
expansion. The relevant terms are in the translation of fix and application:
λ(σ, y).c@(σ, y) converts the compile-time continuation c to a run-time value
and λ(σ, y).spec xn+1@(σ, y) converts the run-time continuation xn+1 into a
compile-time one.

Both the terms for fix and for application contain subterms of the form
λ(σ, x, . . .). . . . where a run-time function has a compile-time parameter, σ. This
violates the well-formedness restriction of traditional partial evaluation [15] and
is the motivation for using type specialization altogether.
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3.2 Polyvariance Matters

To see, why the poly and spec annotations in the translation are required,
consider a simple example term

λ(file)read(file) (3)

and its translation (1) in Fig. 6. It has specialized type

(S{before-read}, BaseType, (S{after-read}, BaseType)→Ans)→Ans

when called in state before-read and type

(S{after-read}, BaseType, (S{after-read}, BaseType)→Ans)→Ans

when called in state after-read. Since the types are different, the function cannot
be used at both types at once.

To overcome this restriction, Hughes introduced polyvariance. A polyvariant
expression gives rise to a tuple of specializations, one for every different type of
use. Hence the translation uses poly λ(σ, x, . . .). . . . which has specialized type
((S{σ1}, BaseType, . . .) → τ ′

1)× . . .×((S{σn}, BaseType, . . .) → τ ′
n), for distinct

σ1, . . . , σn. The set {σ1, . . . , σn} contains only those states that actually reach
a use of the polyvariant type. The specializer determines this set dynamically
during specialization. A term spec . . . indicates an elimination point for a tuple
introduced by poly . It selects a component of the tuple, based on the required
type (i.e., the state at the elimination point).
Using poly in the translation of (3) yields (2) in Fig. 6 with specialized type

((S{before-read}, BaseType, (S{after-read}, BaseType)→Ans)→Ans)
× ((S{after-read}, BaseType, (S{after-read}, BaseType)→Ans)→Ans) (4)

and specialized code

(λ(file, c)let y1 = read(file) in c@(y1)
, λ(file, c)let y1 = read(file) in c@(y1)).

(5)

3.3 Properties of the Translation

The translation preserves typing.

Proposition 6. If Γ ` e : τ then ||Γ ||e ` |e|e : |τ |e.
We state the relation to the naive translation (Fig. 4) using the function

erase(). It maps a two-level term to a standard term by erasing all overlining
and underlining annotations as well as erase(lift e) = erase(e), erase(poly e) =
erase(e), and erase(spec e) = erase(e).

Proposition 7. σ, |e|(σ, λ(σ, y)y) ↓ σ′, ||v|| if and only if
σ, erase(|e|e)(σ, λ(σ, y)y) ↓ σ′, erase(||v||e).
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|O(e1 . . . en)|′1(σ0, c)
= |e1|′1(σ0, λ(σ1, y1). . . . |en|′1(σn−1, λ(σn, yn).

let σ′ = δ(O)(σn) in
if σ′ 6= bad then c@(σ′, O(y1, . . . , yn)) else
let σ = δ(O)(lift σn, y1, . . . , yn) in
if σ=lift bad then halt() else

let {σ′
1, . . . , σ

′
r} = ∆(O)(σ′) in

let y = O(y1, . . . , yn) in
if σ=lift σ′

1 then c@(σ′
1, y) else

if σ=lift σ′
2 then c@(σ′

2, y) else
. . . c@(σ′

r, y)) . . .)

Fig. 7. Revised heterogeneous treatment of primitive operators

To relate to the compiled/specialized program, we invoke the correctness of
the underlying specializer and conclude the safety of the compiled program.

Proposition 8. Suppose ∅ ` trans e (σ0, λ(σ, y).y) ; e′ : τ ′ where trans is
the program text defining | |e. The compiled program e′ is safe wrt. σ0 ∈ Σ.

Technically, Hughes’s correctness proof applies to type specialization for a call-
by-name lambda calculus. This does not pose problems in our case, because we
are only specializing programs in continuation-passing style.

3.4 Achieving Generality

Up to now, the state transition function did not depend on the arguments to
the primitives. This restriction can be removed using the revised treatment of
primitive operators in Fig. 7.

The code first evaluates and checks the arguments of the operation. If it
can predict a potential security violation from the pre-computed security state,
σ′, then it generates a run-time test using an implementation, δ, of the state
transition function applied to the run-time constant, lift σn, and the actual
arguments. The resulting run-time security state, σ, is tested against bad at
run-time. Finally, it extracts a compile-time state from σ using

∆(O)(σ) = {δ(O)(σ, y1, . . . , yn) | y1, . . . , yn ∈ Base} \ {bad}

to estimate the set of possible non-bad outcomes of the run-time state transition
δ(O) on the compile-time state σ. Using this set, the code recovers the compile-
time value from the run-time outcome of the state transition by testing the latter
against all possible values and using the compile-time value in the continuation.
This is essentially “The Trick” [15], a standard binding-time improving trans-
formation. It is a further source of code duplication because the continuation c
is processed for each possible outcome.



Enforcing Safety Properties Using Type Specialization 73

Specialized types (revised)
τ ′ ::= . . . |

∧ [
τ ′ . . . τ ′]

Kinding

S{n} : INT
τ ′
1 : INT τ ′

2 : INT
τ ′
1+τ

′
2 : INT

τ ′ : INT τ ′′ : INT
τ ′ ∼ τ ′′ : ∗ Int ∼ Int : ∗ τ ′

1 ∼ τ ′′
1 : ∗ τ ′

2 ∼ τ ′′
2 : ∗

τ ′
1 → τ ′

2 ∼ τ ′′
1 → τ ′′

2 : ∗
(∀1 ≤ i, j ≤ n)τ ′

i ∼ τ ′
j : ∗∧

[τ ′
1 . . . τ ′

n] : ∗
τ ′ ∼ τ ′′ : ∗

τ ′ : ∗
Equality relation (additional rules)

τ ′
1 = τ ′′

1 . . . τ ′
n = τ ′′

n∧
[τ ′

1, . . . , τ
′
n] =

∧
[τ ′′

1 , . . . , τ ′′
n ]

Subtyping relation (extending equality)
i ∈ {1, . . . , n}∧
[τ ′

1, . . . , τ
′
n] ≤ τ ′

i

(∀1 ≤ i ≤ n)τ ′ ≤ τ ′
i

τ ′ ≤ ∧
[τ ′

1, . . . , τ
′
n]

τ ′′
2 ≤ τ ′

2 τ ′
1 ≤ τ ′′

1

τ ′
2 → τ ′

1 ≤ τ ′′
2 → τ ′′

1

Additional specialization rules

Γ ` e ; e′ : τ ′ τ ′ ≤ τ ′′

Γ ` e ; e′ : τ ′′

(∀1 ≤ i ≤ n)Γ ` e1 ; e′
1 : τ ′

i

Γ, x ; x′ :
∧

[τ ′
i | 1 ≤ i ≤ n] ` e2 ; e′

2 : τ ′

Γ ` let x = e1 in e2 ; let x′ = e′
1 in e′

2 : τ ′

Fig. 8. Type specialization with intersections and subtyping

4 Compiling Policies Using Intersection Types

The code generated from the translation (Fig. 5) can contain many identically
specialized versions of a single function. This section proposes a remedy against
this useless code growth.

For a concrete example, let’s look again at the translation of λ(file)read(file)
in Fig. 6, (1), its specialized types in (4) and terms in (5). Despite the difference
in the specialization types, the code is identical. It turns out that the function
has an intersection type [5, 3, 26,27]:

∧ [
(S{before-read}, BaseType, (S{after-read}, BaseType) → Ans) → Ans,
(S{after-read}, BaseType, (S{after-read}, BaseType) → Ans) → Ans

]

(6)
This observation suggests an extension of type specialization with a restricted
notion of intersection types and subtyping. The restriction is that intersection
types can only be formed from structurally isomorphic types that differ in sin-
gleton types, as formalized in Fig. 8 with the judgement τ ′ ∼ τ ′′ : ∗.

In the running example, specialization with intersection types generates the
same term λ(file, c)let y1 = read(file) in c@(y1) with type (6).

The extended syntax of specialized types contains finite intersections of types.
The rules defining τ ′ = τ ′′ make equality compatible with intersection. Subtyping
extends equality with the usual rules for intersection and function subtyping [26].
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The additional specialization rules include the standard subsumption rule,
which eliminates intersection types where required. The introduction rule for
intersection types requires a special let x = e1 in e2 construct because its
implementation incurs considerable expense. The type specializer processes the
term e1 for each demanded type τ ′

i and checks that the resulting specialized term
e′
1 is identical for each τ ′

i . If that is not possible, we must revert to polyvariance
and generate a new variant. Many functions are polymorphic with respect to the
security state. In this case, the intersection typing generates exactly one variant.

Finally, we have to extend the simulation result (Prop. 1) to the enriched
language. Since there are no new reductions, it is sufficient to extend the proofs
of the substitution lemmas [13]:

Lemma 1 (Source substitution). If Γ ` e1 ; e′
1 : τ ′

1 and Γ, x1 ; e′
1 : τ ′

1 `
e2 ; e′

2 : τ ′
2 then Γ ` e2[x1 7→ e1] ; e′

2 : τ ′
2.

Lemma 2 (Specialized substitution). Let θ be a substitution that maps
variables in specialized terms to specialized terms. If Γ ` e ; e′ : τ ′ then
θ(Γ ) ` e ; θ(e′) : τ ′.

5 Conclusions

We have shown that partial evaluation techniques are well-suited to translate
programs into safe programs that observe security policies specified by security
automata. We have exhibited a heterogeneous approach that eliminates most
run-time security checks, but can result in code duplication.

We have extended the type specializer by intersection types to avoid excessive
code duplication in this approach. This refined approach automatically achieves
all optimizations mentioned in Walker’s work [36]. A prototype implementation,
which has been used to validate the examples in this paper, can be obtained
from the author.

In future work we plan to address the restriction to finite sets of security
states by splitting them into compile-time and run-time components and to
integrate the translation with our earlier work on run-time code generation [33].
The resulting framework will provide just-in-time enforcing compilation and it
will serve for experiments with mobile code.
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Abstract. This paper presents a definition of secure information flow.
It is not based on noninterference, but on computational indistinguisha-
bility of the secret inputs, when the public outputs are observed. This
definition allows cryptographic primitives to be handled. This paper also
presents a Denning-style information-flow analysis for programs that use
encryption as a primitive operation. The proof of the correctness of the
analysis is sketched.

1 Introduction

When is a program safe to run? One aspect of safety is confidentiality, which
arises when the inputs and outputs of the program are partitioned into several
different security classes. The typical classification of data is into public and con-
fidential (of course, more complex classifications are also possible); for example,
data that is received from or sent to a network may be treated as public, and
data that is local to the site executing the program, as confidential. Our goal is
to verify that an attacker who can observe the public outputs of the program
cannot learn anything about the confidential inputs. In this case we say, that
the program has secure information flow.

What does it mean that an attacker can or cannot learn anything? There
exists quite a large body of literature studying different instances of secure
information flow, e.g., [3,4,5,7,10,11,12,13,14,15,16]. With the notable excep-
tion of [15,16], security is defined through noninterference, i.e., it is required
that the public outputs of the program do not contain any information (in the
information-theoretic sense) about the confidential inputs. This corresponds to
an all-powerful attacker who, in his quest to obtain confidential information, has
no bounds on the resources (time and space), that it can use. Furthermore, in
these definitions an “attacker” is represented by an arbitrary function, which
does not even have to be a computable function; the attacker is permitted es-
sentially arbitrary power.

The approach of defining the concept of “secure information flow” by means
of an all-powerful adversary does not allow for cryptographic primitives to be
treated easily, as they are usually only computationally secure, but not informa-
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tion-theoretically. Also, realistic adversaries are resource-bounded; hence this
should be reflected in our definitions, especially if we can show that more pro-
grams are secure by this means.

The contributions of this paper are as follows:

– A definition of secure information flow that corresponds to an adversary
working in probabilistic polynomial time (in the following abridged as PPT ;
where “polynomial” means polynomial in a suitable security parameter1).
Our definition of secure information flow is stated in terms of program’s
inputs and outputs only, in this sense it is similar to that of Leino and Joshi
[10].

– A program analysis that allows us to certify that the flow of information in
the program is secure in the aforementioned sense. The programming lan-
guage contains a binary operator “encrypt message x under the key k”2. The
analysis reflects that finding the message from the cryptotext is infeasible
without knowing the key.

2 Related Work

The use of program analysis to determine information flow was pioneered by
Denning [4,5]. She instrumented the semantics of programs with annotations
that expressed which program variables were dependent on which other program
variables. The definition of secure information flow was given in terms of these
instrumentations [5]. Also, she gave an accompanying program analysis.

Volpano et al. [14] gave a definition of secure information flow without using
any instrumentations. They define a program to be secure if there exists a sim-
ulation of the program that operates only on the public variables and delivers
the same public outputs. They also give a type system for certifying programs
for secure information flow.

Leino and Joshi [10] give a definition of secure information flow that makes
use of programs’ inputs and outputs only. They define the program to be secure
if the values of its secret inputs cannot be observed from its public outputs.
Sabelfeld and Sands [13] and Abadi et al. [1] have given generalisations of this
idea. However, none of these papers describes an accompanying mechanical ver-
ification tool.

Recently, Volpano and Smith [15,16] have weakened the security definition a
bit (it is no longer noninterference) to handle cryptographic primitives, namely
one-way functions. However, there are two ways in which their definition might
be considered unsatisfactory:

– It is too restrictive in allowing the use of constructs that violate the nonin-
terference condition.

– The notion of security is too lax (in [16] Volpano allows the adversary to
find out partial information about the confidential input value).

1 by encryption, the security parameter is related to (and often defined to be equal
to) the key length

2 also contains a nullary operator “generate a new key”
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Work has also been done to define and handle the integrity properties of data
(e.g. [7,11]). These questions are outside the scope of this paper.

Another work, which is not about secure information flow, but which has
influenced the current paper, is that of Abadi and Rogaway [2]. They provide a
computational justification of one part of the formal approach to cryptography
— namely to the construction of messages from simpler ones by tupling and
encryption. The construction of messages could be viewed as a straight-line
program; actually, if one only considers straight-line programs, then their results
subsume ours. Because of our treatment of control flow, we have seemingly more
restrictions on programs than they have.

3 Syntax and Semantics

The programming language that we consider is a simple imperative programming
language (the While-language). Given a set Var of variables and a set Op of
arithmetic, relational, boolean etc. operators, the syntax of the programs is given
by the following grammar:

P ::= x := o(x1, . . . , xk)
| P1; P2

| if b then P1 else P2
| while b do P1,

where b, x, x1, . . . , xk range over Var, o ranges over Op and P1,P2 range over
programs. We assume that there are two distinguished elements in the set Op
— a binary operator Enc (Enc(k, x) is the encryption of the message x under
the key k) and a nullary operator Gen (generating a new key).

We also make use of flowcharts as the program representation. Each node of
the flowchart contains either an assignment statement or a test. Additionally, we
add an extra start- and an extra end -node to the flowchart. It should be clear,
how a program P is converted to a flowchart.

The semantics that we give for the programming language, is denotational
in style. If State is the set of all possible internal states of the program, then
the denotational semantics usually has the type State→State⊥, i.e. it maps
the initial state of the program to its final state. State⊥ := State]{⊥}, where
⊥ denotes non-termination. Moreover, one usually defines State := Var→Val,
where Val is the set of all possible values that the variables can take. The set
Val is usually not specified any further.

Furthermore, for defining the semantics of programs one requires that for
each operator o ∈ Op of arity k its semantics [[o]] : Valk→Val has already been
defined. We want that [[Enc]] and [[Gen]] satisfy certain cryptographic definitions,
namely the following:
Definition 1 (from [2]). An encryption scheme (Gen,Enc) 3 is which-key and
repetition concealing, if for every PPT algorithm with two oracles A(·),(·), the
following difference of probabilities is negligible in n:
3 This tuple should also have the third component — the decryption algorithm, but

we do not need it for that definition
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Pr
[
k, k′ ← Gen(1n) : AEnc(1n,k,·),Enc(1n,k′,·)(1n) = 1

]−
Pr

[
k ← Gen(1n) : AEnc(1n,k,0|·|),Enc(1n,k,0|·|)(1n) = 1

]
.

Here `(n) ∈ Z[n] is a suitable length polynomial. An encryption system is thus
which-key and repetition concealing, if no (polynomially bounded) adversary can
distinguish the following two situations: There are two black boxes.

1. Given a bitstring as the input, the boxes encrypt it and return the result.
They use different encryption keys.

2. The black boxes throw away their input and return the encryption of a fixed
bit-string 0`(n). Both boxes use the same encryption key.

From this definition we see, that the structure of the semantics has to be
more complicated than just having the type State→State⊥. The issues are:

– According to Def. 1, Enc and Gen are not functions, but are families of
functions, indexed by the security parameter n ∈ N. Hence the semantics
also has to be a family of functions, mapping a program’s inputs to its
outputs. For each n we have to define a set Staten and the n-th component
of semantics would map each element of Staten to Staten⊥.

– The algorithms Enc and Gen operate over bit-strings4. Therefore we specify
Staten := Var→Valn and Valn := {0, 1}`(n).

– Clearly no family of deterministic functions satisfies Def. 1; the families
of functions Gen and Enc have to be probabilistic. Thus the semantics of
programs has to be probabilistic, too. Its n-th component maps each element
of Staten to a probability distribution over Staten⊥. We denote the set of
probability distributions over a set X by D(X).

There is one more issue. We are not interested in program runs that take
too much time. The encryption scheme is defined to be secure only against
polynomially bounded adversaries. Thus we are interested in only “polynomially
long” program runs (i.e. the set of interesting runs may be different for different
values of the security parameter). We support this discrimination by defining a
previously described family of functions mapping inputs to outputs for each path
in the flowchart from the start- to the end -node. Also, the (intuitive) meaning
of ⊥ changes. Instead of denoting non-termination it now means “control flow
does not follow that path”.

To sum it all up, the semantics [[P]]Path of a program P has the type
Path→∏

n∈N
(Staten→D(Staten⊥)), where Path denotes all paths in the

flowchart of P from start to end . Also

– for each operator o ∈ Op of arity k the semantics of o is a family of (possibly
probabilistic) functions [[o]] :

∏
n∈N

(Valkn→D(Valn));
– ([[Gen]], [[Enc]]) is a which-key and repetition concealing encryption scheme.

4 this is not so explicit in the above definition, but it is the standard in complexity-
theoretic definitions of cryptographic primitives
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b = FlipCoin
b = FlipCoin

b = true

x = x + 1

if b

true

end

start

false

Fig. 1. Example for the semantics of paths

To explain the semantics of the program at a certain path, look at the pro-
gram P in Fig. 1. Suppose that the semantics of the operator FlipCoin is such,
that it returns either true or false with equal probability. Let the marked path
be P . For each xinit, binit ∈ Valn we have

[[P]]Path(P )(
{
x 7→xinit
b 7→ binit

}

) =






{
x 7→xinit + 2
b 7→ true

}

7→ 1
8

{
x 7→xinit + 2
b 7→ false

}

7→ 1
8

⊥ 7→ 3
4






.

It should be clear from this example, how [[P]]Path is calculated. We omit the
further specifications from this paper.

4 Confidentiality Definition

The confidentiality definition expresses that something holds for all (long
enough) polynomially long computations. This needs an exact definition of a
polynomially long computation.

Definition 2. A function S : N→P(Path) is a polynomially long path-set, iff
there exists a polynomial q ∈ Z[n], such that for all n, the length of the elements
(paths) of S(n) is not greater than q(n).
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We denote the set of all polynomially long path-sets by PLP. The set PLP is
ordered by pointwise inclusion.

Given a program P and a polynomially long path-set S, we can define, how
P behaves on S.

[[P]] :PLP→
∏

n∈N

(Staten→D(Staten⊥))

[[P]](S)(Sn,s) =






Sn 7→
∑

P∈S(n)
[[P]]Path(P )(Sn,s)(Sn)

⊥ 7→ 1− ∑

Sn∈Staten

[[P]](S)(Sn,s)(Sn)





,

where n ∈ N, Sn,s, Sn ∈ Staten. Thus the behaviour of P on a path-set is the
“sum” of its behaviours on the elements of this path-set. The probability, that
a final state Sn is reached over S is the sum of probabilities that this state is
reached over the elements of S(n). ⊥ means, that the control flow does not follow
any path in S(n).

We are going to define, what it means, that certain outputs of the program
do reveal something about a part (the confidential part) of the input to the
program. What kind of object is this “part of the input”? In most general case
it is just a family of functions c = {cn}n∈N, cn : Staten→{0, 1}∗. For example,
if the set of variables has been partitioned into public and confidential variables,
then cn(Sn) would return a tuple consisting of the values of all confidential
variables in the state Sn. As we are going to define computational security, we
require, that c is polynomial-time computable, i.e. there exists an algorithm C
that works in polynomial time and C(1n, Sn) = cn(Sn).

Definition 3. A part c = {cn}n∈N of the input, given to program P is recover-
able from the final values of the variables in Y ⊆ Var, given that the input to P
is distributed accordingly to Ds = {Dn,s}n∈N, Dn,s ∈ D(Staten), iff there exists
a polynomial-time computable predicate B = {Bn}n∈N, Bn : {0, 1}∗→{0, 1} and
a polynomially long path-set S0 ∈ PLP, such that for all polynomially long path-
sets S ∈ PLP, where S ≥ S0, there exists a PPT algorithm A, such that for all
PPT algorithms B the following difference is not negligible in n:

Pr
[
Sn,s ← Dn,s, Sn ← [[P]](S)(Sn,s) : A(1n, Sn|Y ) = Bn(cn(Sn,s))

]−
Pr

[
Sn,s ← Dn,s : B(1n) = Bn(cn(Sn,s))

]
.

Let us explain some points of this definition a bit:

– We demand that after the program has run for long enough (but still poly-
nomial!) time (∃S0 ∀S ≥ S0), its behaviour “stabilises” in the sense that
nothing more will become or cease to be recoverable.

– We demand that after this stabilisation, a property that is similar to the
notion of semantic security (more exactly, to its negation) of encryption
systems must hold for [[P]](S), with regard to c and Y . We require, that the
final values of the variables in Y tell us something about c, that we did not
know before. See [6, Sec. 5] (and also references therein) for the discussion
of semantic security.
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– The probability distribution of the inputs to the program has been made
explicit in our definition. It has not usually been the case in earlier works
(for example [4,11,14]), where one has implicitly assumed, that the input
variables are independent of each other.

– The definition of recoverability is termination-sensitive, as the value Sn that
is picked accordingly to [[P]](S)(Sn,s) may also be ⊥ (in this case define the
contraction of ⊥ to Y to be ⊥, too). However, it is not sensitive to timing.

We say, that the program P is secure for the initial distribution Ds, if the
secret part of its input is not recoverable from the final values of the set of the
public variables of P.

5 Program Analysis

We suppose that we have a fixed program P, the secret part of the input c that
is calculated by the algorithm C in polynomial time, and the initial probabil-
ity distribution Ds. Before we present our analysis, let us state some further
constraints to the programs and to the details of the semantics, that we have
not stated before, because they had been unnecessary to give the definition of
recoverability. For some of these constraints it is intuitively clear that they must
be obeyed, if we talk about computational security. Some other constraints are
really the shortcomings of our quite simple analysis (comparable in its power to
the one in [5]) and removal of them should be the subject of further work.

– For each operator o ∈ Op, the semantics of o must be computable in poly-
nomial time, i.e. there must exist a polynomial-time algorithm O, such that
[[o]]n(·) = O(1n, ·) for all n. Otherwise we could have an atomic operation
“crack the key” in our programming language . . . . Thus the necessity of this
constraint should be obvious.

– The probability distribution Ds must be polynomial-time constructible, i.e.
there must be a PPT algorithm D, such that the random variables Dn,s and
D(1n) have identical distribution for each n. Without this requirement it
might be possible to use the initial distribution as an oracle of some sort and
thus answer questions that a PPT algorithm should be unable to answer.

– Keys and non-keys must not be mixed, i.e., each variable in Var should have
a type of either “key” or “data” and it is not allowed to substitute one for
another. The output of Gen and the first input (the key) of Enc have the type
“key”, everything else has the type “data”. This has several consequences:
• One may not use data as keys. This is an obvious constraint, because it

just means that the used keys must be good ones, i.e. created by Gen. An
extra constraint is that the initial values of the variables of type “key”
must be good keys, too.

• One may not use keys as data. This is a shortcoming of our analysis,
that for example [2] (almost) does not have. We believe that using their
techniques it is possible to get rid of that constraint.

• There is no decryption operator. Also a shortcoming. We believe that
by building definition-use chains between encryption and decryption op-
erators it is possible to keep track, what could be calculated from the
encrypted data, and to remove the shortcoming that way.
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Fig. 2. Auxiliary nodes to separate control dependency regions

– At each program point, it must be statically known, which keys are equal
and which are not. This is probably the biggest shortcoming of our analysis.
We defer its discussion to Sec. 7. For each node N of the flowchart and each
variable k with type “key”, we let E(N, k) ⊆ Var denote the set of keys that
are equal to k at the node N . If the program satisfies this requirement, then
one can compute E easily by using the methods of alias analysis, see, for
example [9, Sec. 4.2.1 and 4.2.2]. Note that this requirement also generates
a constraint on Ds, similar to the case of requiring good keys.

– The program P must run in expected polynomial time. Although our security
definition is termination sensitive, our analysis is not.

To handle the implicit flows more comfortably, we add dummy nodes (we call
them merge-nodes) to the flowchart in those places where the control dependency
regions end. Figure 2 explains adding merge-nodes to branches and while-loops.
In this way the starts and ends of the control dependency regions are marked
in the flowchart (starts with if , ends with merge) and we do not have to treat
the edges going from one control dependency region to another differently from
those that start and end inside the same region.

The type of the analysis W is Node→PU(P(Ṽar)), where Node is the set of
the nodes in the flowchart and Ṽar = Var ∪ Nodeif , where Nodeif ⊂ Node is
the set of all if -nodes. Here PU(X), where X is a partially ordered set, denotes
the set of all such subsets of X that are upper closed. We will also make use of
an operator clU(·) which, when applied to a subset of a partially ordered set,
returns its upper closure.

Y ∈ W(N), where N ∈ Node and Y ⊆ Ṽar means that the analysis has
determined that at node N the secret part of the input of the program may
be recoverable from the values of the variables in Y ∩ Var, if one also takes
into account that at the nodes in Y ∩ Nodeif the branch leading to the node
N was chosen. Actually the if -nodes in Y are used to track the implicit flow
from the boolean variables that guard them. A better explanation can be given
after presenting the transfer functions for if - and merge-nodes. The analysis may
erroneously report that the secret part of the input is recoverable from Y , when
in reality it isn’t. However, the analysis may not err to the other side.
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We continue with presenting the transfer functions [[N ]]abstr, where
N ∈ Node. The type of these functions is obviously PU(P(Ṽar))→PU(P(Ṽar)).
We start by giving two auxiliary functions (of the same type). Let x ∈ Ṽar,
X,Y ⊆ Ṽar, X ∈ PU(P(Ṽar)).

kill
[
x
]
(X) = clU({Z |Z ∈ X, x 6∈ Z})

flow
[
X ⇒ Y

]
(X) = clU(X ∪ {

(Z\X) ∪ {v} |Z ∈ X, v ∈ Y }
)

The meaning of the function kill
[
x
]

should be obvious. The function
flow

[
X ⇒ Y

]
describes the flow of information from the variables in X to the

variables in Y . It says, that if an adversary can find something from the values
of the variables in the set Z, then after the information has flown, the properties
of the values of the variables in Z ∩ X, that the adversary makes use of, may
also be derivable from the value of some variable in Y .

– The node N is labeled with x := o(x1, . . . , xk), where o 6= Enc. Assume
w.l.o.g. that x is different from x1, . . . , xk.

[[N ]]abstr = flow
[{x1, . . . , xk} ⇒ {x}

] ◦ kill
[
x
]

– The node N is labeled with x := Enc(k, y). We again assume that x 6= y.
Let K ⊆ Var, such that all variables in K have the type “key”. Define one
more auxiliary function

flow
[
X

K⇒ Y
]
(X) = clU(X ∪ {

(Z\X) ∪ {v, k} |Z ∈ X, v ∈ Y, k ∈ K}
),

which describes the flow of information fromX to Y , during which it becomes
encrypted with some key from the set K.

[[N ]]abstr = flow
[{y} E(N,k)⇒ {x}] ◦ kill

[
x
]

– The node N is labeled with if b.

[[N ]]abstr = flow
[{b} ⇒ {N}]

– The node N is a merge-node. Let the corresponding if -node be Nif . Let
Varasgn ⊆ Var be the set of variables that are assigned to somewhere be-
tween Nif and N .

[[N ]]abstr = kill
[
Nif

] ◦ flow
[{Nif} ⇒ Varasgn

]

Here we see how the implicit flow from a boolean variable to those variables,
assigning to which it controls, is taken care of. (b⇒ Nif ⇒ Varasgn)

– The transfer function for the end -node is the identity function.
– The node N is the start-node. What should be our initial analysis infor-

mation? It must describe the initial probability distribution Ds. For ex-
ample, if the secret part c of the input is just the values of the variables
from the set Varconf and according to Ds, all input variables are inde-
pendent of each other, the initial analysis information must be at least
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clU({{x} |x ∈ Varconf}). In general case (and formally), if Y1, . . . , Yl ⊆ Var
and there exist a polynomial-time computable predicate B = {Bn}n∈N and
a PPT algorithm with an oracle A(·), such that for each PPT algorithm B
there exists an i, 1 ≤ i ≤ l, such that

Pr
[
Sn,s ← Dn,s : AB(1n)(1n, i, Sn,s|Yi

) = B(cn(Sn,s))
]−

Pr
[
Sn,s ← Dn,s : B(1n) = B(cn(Sn,s))

]

is not negligible in n, then at least one of the sets Y1, . . . , Yl must be an
element of the initial analysis information.

The set PU(P(Ṽar)) is obviously ordered by inclusion and the least upper bound
is the set union. This completes the specification of the data flow analysis.

6 Proof of Correctness

Theorem 1. Let P be a program in the While-language, let Var be its set of
variables and Nend be the node labeled with end in its flowchart. Let c be the
secret part of the input to P, let Ds be the probability distribution of the input,
let Y ⊆ Var. Let the requirements in the beginning of Sec. 5 be satisfied and
let W be the program analysis for P, c and Ds. If c is recoverable from the final
values of the variables in Y , given that the input to P is distributed accordingly
to Ds, then Y ∈W(Nend).

The theorem thus says that if one can find out something about the secret in-
put when observing certain outputs, then the analysis reports that these outputs
give away secret information.

We define some auxiliary notions to present a technical lemma. Let W :
P(Var)→PU(P(Var)) be such, that W(X), where X ⊆ Var, equals W(Nend)
if we take W(Nstart) to be equal to clU({X}) and calculate W(Nend) by the
analysis given in the previous section. Thus W(X) is the set of sets of variables
that are “caused to be” in the analysis result forNend by the presence ofX in the
initial analysis information. For Y ⊆ Var let M(Y ) := {X ⊆ Var |Y ∈ W(X)}
and let M(Y ) be the set of all maximal elements of M(Y ).

Lemma 1. Let P be a program. Let its flowchart be annotated with the assump-
tions about the equality of keys (i.e. let E be fixed). Let q ∈ Z[n] and let S ∈ PLP
be such, that a path P belongs to S(n) iff |P | ≤ q(n).

There exist PPT algorithms {AX}X⊆Var, such that

– the input of AX(1n, ·) is a function of type X→Valn;
– the output of AX(1n, ·) is either ⊥ or a set Z ⊆ Var and a function f :
Z→Valn.
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For all initial probability distributions Ds = {Dn,s}n∈N, which satisfies the
annotations of the program and for which the expected running time of the pro-
gram is bounded by the polynomial q, for all subsets Y ⊆ Var and all PPT
algorithms D the following difference is negligible in n:

( ∑

X∈M(Y )

Pr
[
Sn,s ← Dn,s, (Z, f)← AX(1n, Sn,s|X) :

Y ⊆ Z ∧D(1n, Sn,s, f |Y ) = 1
])−

Pr
[
Sn,s ← Dn,s, Sn ← [[P]](S)(Sn,s) : D(1n, Sn,s, Sn|Y ) = 1

]
.

The lemma is proved by induction over the syntax of the While-language.
The above lemma states an indistinguishability result ([6, Sec. 5] discusses the

relationship between semantic security and indistinguishability). Intuitively, the
lemma claims that if we know only some of the program’s input variables, then
we can still simulate the run of the program, by computing only the values of
the variables that only depend on the values of known input variables. The final
set of variables, whose values the algorithm knows at the end of the program,
may depend on the chosen branches at if -nodes. Also, the lemma claims that the
sets Z that the algorithms AX output, are in average not too small — for each
Y ⊆ Var there are sets X ⊆ Var, for which AX outputs Z ⊇ Y with significant
probability. Moreover, we can recreate the distribution (Sn,s, Sn|Y ), where Sn,s

is the initial and Sn the corresponding final state of the program, with the help
of the algorithms AX (at least for a computationally bounded observer).

AX works by executing the program (by following its flowchart). If the next
statement is x = o(x1, . . . , xk) and the algorithm currently knows x1, . . . , xk,
then it will also know x, otherwise it will forget x, except for encryptions, where
the algorithm randomly generates unknown inputs. At statement if b, if AX

currently knows b, then it will enter the right branch, otherwise it will jump
directly to the corresponding merge and forget the variables in Varasgn.
Proof (of the theorem). Suppose that the secret part c is recoverable from the fi-
nal values of Y . According to the definition of recoverability, there exists an algo-
rithm A that does that. The lemma provides us with the algorithms {AX}X⊆Var.
For each X ⊆ Var we construct an algorithm A′(·)

X as follows: on input (1n, f0)
we first run AX on the same input, which gives us a set Z and a function
f : Z→Valn. We then check whether Y ⊆ Z and

– if true, return A(1n, f |Y );
– if false, invoke the oracle and return whatever it returns.

Let {Y1, . . . , Yl} be the set M(Y ). Let A′(·) be an algorithm, that on input
(1n, i, f0), where 1 ≤ i ≤ l runs the algorithm A′(·)

Yi
on (1n, f0). Let B be any

PPT algorithm. We now claim that the following difference is negligible in n:
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( l∑

i=1

Pr
[
Sn,s ← Dn,s : A′(·)(1n, i, Sn,s|Yi) = B(cn(Sn,s))

])−
(
Pr

[
Sn,s ← Dn,s, Sn ← [[P]](S)(Sn,s) : A(1n, Sn|Y ) = Bn(cn(Sn,s))

]
+

(l − 1)Pr
[
Sn,s ← Dn,s : B(1n) = Bn(cn(Sn,s))

])
.

Thus there exists an i that Pr
[
Sn,s ← Dn,s : AB(1n)(1n, i, Sn,s|Yi) =

B(cn(Sn,s))
]

is greater or equal or only negligibly less than

1
l
Pr

[
Sn,s ← Dn,s, Sn ← [[P]](S)(Sn,s) : A(1n, Sn|Y ) = Bn(cn(Sn,s))

]
+

l − 1
l

Pr
[
Sn,s ← Dn,s : B(1n) = Bn(cn(Sn,s))

]

but this is significantly greater than Pr
[
Sn,s ← Dn,s : B(1n) = B(cn(Sn,s))

]
.

Thus there exists a j, such that Yj is in the initial analysis information. But
Y ∈W(Yj) and thus Y ∈W(Nend).

The claim follows from

l∑

i=1

Pr
[
Sn,s ← Dn,s : A′(·)(1n, i, Sn,s|Yi) = B(cn(Sn,s))

]
=

∑

X∈M(Y )

Pr
[
Sn,s ← Dn,s, (Z, f)← AX(1n, Sn,s|X) :

Y ⊆ Z ∧A(1n, f |Y ) = B(cn(Sn,s))
]
+

∑

X∈M(Y )

Pr
[
Sn,s←Dn,s,(Z, f)←AX(1n, Sn,s|X) : Y 6⊆Z∧B(1n)=B(cn(Sn,s))

]
.

The lemma gives that the first summand is only negligibly different from

Pr
[
Sn,s ← Dn,s, Sn ← [[P]](S)(Sn,s) : A(1n, Sn|Y ) = Bn(cn(Sn,s))

]
.

The second summand equals

∑

X∈M(Y )

Pr
[
Sn,s ← Dn,s : B(1n) = B(cn(Sn,s))

]−
∑

X∈M(Y )

Pr
[
Sn,s←Dn,s, (Z, f)←AX(1n, Sn,s|X) : Y ⊆Z∧B(1n)=B(cn(Sn,s))

]
,

where, according to the lemma, the second sum differs only negligibly from
Pr

[
Sn,s ← Dn,s : B(1n) = B(cn(Sn,s))

]
(and the first is |M(Y )| = l times that).
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k1 := gen_key()
if b then

k2 := k1
else

k2 := gen_key()
x := enc(k1, y)

Knowing the equality of keys

k1 := gen_key()
if b then

k2 := k1
else

k2 := gen_key()
x1 := enc(k1, y1)
x2 := enc(k2, y2)

Knowing, which key was used

Fig. 3. Example programs

7 Discussion

We have presented an analysis that, for a certain class of programs, can decide
whether these programs have computationally secure information flow. As an
example consider the program consisting of a single statement x := enc(k, y).
Suppose that the variables k and y are secret and x is public. In this case, our
analysis finds that the initial value of y can be recovered from the final value of
y or from the final values of x and k. However, both of these possibilities require
the knowledge of some secret output, and thus the program does not leak the
value of y.

Our analysis reports, that nothing about the initial value of y can be found
from the final value of x. On the other hand, the initial value of y obviously
interferes with the final value of x and thus an analysis using non-interference
as its security criterion must reject this program.

Statically knowing which keys are equal. We require that at all program
points we can statically answer the question “Which variables of type ‘key’ are
equal?” The reason for this requirement is that, by having a cryptotext and a
key, it is usually possible to determine whether this cryptotext was produced
with this key, because the encryption usually involves padding the message in a
certain way, see, for example, [8]. At least our definitions allow this determination
to be possible. As an example of using this information, see the program in the
left of the Fig. 3. In this case, the adversary can find the initial value of b from the
final values of x and k2, which our analysis does not reflect. The adversary has to
check whether x was generated by encrypting with k2 or not. The requirement
placed on E guarantees that this extra information is already statically known.

Intuitively, it may seem that as k2 is assigned to at statements whose execu-
tion is controlled by b, the variable k2 should be recorded to be dependent on
b after the if-then-else-statement. Actually k2 is just a newly generated key
at this place, thus, according to our semantics, it is not dependent on anything.
On the other hand, the pair 〈k1, k2〉 depends on b. Unfortunately we are not yet
able to handle such dependencies.

Still, we believe that even the class of programs satisfying all the constraints
given in the beginning of Sec. 5 is interesting enough — and moreover, big enough
— to contain realistic programs.
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Requiring which-key and repetition concealedness. The question nat-
urally arises, why do we require such properties from the cryptosystem that we
use. The example in the right of Fig. 3 shows that which-key concealedness is
indeed necessary (at least when we use the analysis presented in Sec. 5). If the
encryption was not which-key concealing, then the adversary might be able to
determine whether x1 and x2 were encrypted under the same key or not. This
allows him to find the initial value of b. The analysis does not account for this. A
similar example would show the necessity of repetition-concealedness. Although
Abadi and Rogaway [2] show that which-key concealedness is not hard to achieve,
it would be interesting to study what could be done (how should the analysis
look like) with weaker encryption primitives — especially with ones that are not
repetition-concealing.

Modeling secure information flow with noninterference. It is easy to
write down an information-theoretic analogue to the definition of recoverabil-
ity — it would look similar to Cohen’s [3] strong dependency, especially to its
deductive viewpoint. One can also give similar program analysis and prove the
corresponding correctness result. The analysis WNI would look identical to W;
the only difference would be the absence of the special handling of encryption.
The correctness proof would actually be simpler than the one presented in Sec.
6 — the lemma 1 would be easier to state, because the entities AX , X ⊆ Var,
would not be constrained to be PPT algorithms.

Comparison to Denning’s and Myers’s abstract semantics. Observing
the analysis WNI, we see that the minimal elements of WNI(N) ∈ PU(P(Ṽar))
are all one-element sets. Thus, we could replace the set PU(P(Ṽar)) with
P(Ṽar) (by identifying the set clU({{x1}, . . . , {xk}}) ∈ PU(P(Ṽar)) with the set
{x1, . . . , xk} ∈ P(Ṽar)). We continue by replacing P(Ṽar) with Ṽar→{L,H}
by considering the characteristic functions X{x1,... ,xk} : Ṽar→{0, 1} and identi-
fying 0 ≡ L, 1 ≡ H. This gives us Denning’s and Denning’s [5] information flow
analysis for the two-element lattice of security classes, also stated in their terms.

On covert flows. Our analysis is not termination-sensitive — it does not
detect that a program’s secret inputs may affect whether it terminates. Actually,
termination is an issue if the security of the information flow is defined through
noninterference. When using our definition, one needs to detect whether the pro-
gram runs in polynomial time or not. Reitman and Andrews [12] have presented
an axiomatic approach for checking the security of information flow, their method
is termination sensitive and the way it has been made termination-sensitive is
very explicit. Thus we should be able to apply their ideas to our analysis to
make it termination-sensitive (or “superpolynomial-running-time-sensitive”) as
well. Another possible covert channel that we do not address is how long the
program runs and what can be detected from its timing behaviour.

Acknowledgements. We are thankful to Reinhard Wilhelm and Thomas W.
Reps. Their comments have certainly made this paper more readable.
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Abstract. Languages for intensional type analysis permit ad-hoc poly-
morphism, or run-time analysis of types. However, such languages re-
quire complex, specialized constructs to support this operation, which
hinder optimization and complicate the meta-theory of these languages.
In this paper, we observe that such specialized operators need not be
intrinsic to the language, and in fact, their operation may be simulated
through standard encodings of iteration in the polymorphic lambda cal-
culus. Therefore, we may more easily add intensional analysis operators
to complicated languages via translation, instead of language extension.

1 Introduction

Consider a well-known inductive datatype (presented in Standard ML syntax [14]
augmented with explicit polymorphism):

datatype Tree = Leaf | Node of Tree * Tree
Treerec : ∀a. Tree -> a -> ( a * a -> a ) -> a

Leaf and Node are introduction forms, used to create elements of type Tree.
The function Treerec is an elimination form, iterating computation over an
element of type Tree, creating a fold or a catamorphism. It accepts a base case
(of type a) for the leaves and an inductive case (of type a * a -> a) for the
nodes . For example, we may use Treerec to define a function to display a Tree.
First, we explicitly instantiate the return type a with [string]. For the leaves,
we provide the string "Leaf", and for the nodes we concatenate (with the infix
operator ˆ) the strings of the subtrees.

val showTree = fn x : Tree =>
Treerec [string] x

"Leaf"
(fn (s1:string, s2:string) => "Node(" ˆ s1 ˆ "," ˆ s2 ")")
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As Tree is an inductive datatype, it is well known how to encode it in the
polymorphic lambda calculus [1]. The basic idea is to encode a Tree as its
elimination form — a function that iterates over the tree. In other words, a Leaf
is a function that accepts a base case and an inductive case and returns the
base case. Because we do not wish to constrain the return type of iteration, we
abstract it, explicitly binding it with Λa.

val Leaf = Λa. fn base:a => fn ind:a * a -> a => base

Likewise, a Node, with two subtrees x and y, selects the inductive case, passing
it the result of continuing the iteration through the two subtrees.

val Node (x:Tree) (y:Tree) =
Λa. fn base:a => fn ind:a * a -> a =>

ind (Treerec [a] x base ind) (Treerec [a] y base ind)

However, as all of the iteration is encoded into the data structure itself, the
elimination form only needs to pass it on.

val Treerec = Λa. fn x : Tree => fn base : a =>
fn ind : a * a -> a => x [a] base ind

Consequently, we may write Node more simply as

val Node (x:Tree) (y:Tree) =
Λa. fn base:a => fn ind:a * a -> a =>

ind (x [a] base ind) (y [a] base ind)

Now consider another inductive datatype:

datatype Type = Int | Arrow of Type * Type
Typerec : ∀a. Type -> a -> ( a * a -> a ) -> a

Ok, so we just changed the names. However, this datatype (or at least the in-
troductory forms of it) is quite common in typed programming languages. It is
the inductive definition of the types of the simply-typed lambda calculus.

τ ::= int | τ → τ

Just as we may write functions in ML to create and manipulate Trees, in
some languages, we may write functions (or type constructors) that create and
manipulate Types. These functions over Types must themselves be typed (we
use the word kind for the types of types). If we use Type (notated by Ω) as the
base kind, we get what is starting to look like the syntax of the kinds and type
constructors of Girard’s language Fω [8].

(kinds) κ ::= Ω | κ → κ
(type constructors) τ ::= int | τ → τ | α | λα:κ.τ | ττ

The language λML
i [9] adds the elimination form Typerec to this type con-

structor language. Because Typerec may determine the structure of an abstract
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(kinds) κ ::= Ω | κ1 → κ2

(type constructors) c, τ ::= α | λα:κ.c | c1c2 | int | τ1 → τ2 |
| Typerec[κ] τ ci c→

(types) σ ::= T (τ) | R(τ) | σ1 → σ2 | ∀α:κ.σ

(terms) e ::= i | x | λx:σ.e | e1e2

| Λα:κ.e | e[c] | Ri | R→
| typerec[c] e ei e→

Fig. 1. Syntax of of the source language, λR

type, its operation is called intensional analysis. Furthermore, λML
i also allows

the definition of a fold over a Type to create a term, with the special term
typerec. With this term, λML

i supports run-time type analysis, as the identities
of type constructors affect run-time execution. For example, just as we defined
a function to print out trees, we can define a function to print out types at run
time.

val showType = Λa:Ω.
typerec [string] a

"int"
(fn (s1:string, s2:string) => "(" ˆ s1 ˆ " -> " ˆ s2 ˆ ")"

Even though the type constructor Typerec and the term typerec are very
specialized operators in λML

i , they are just folds over an inductive data struc-
ture. And just as we can encode folds over Trees in the polymorphic lambda
calculus, we can encode folds over Types. Note that to encode the type construc-
tor Typerec, we will need to add kind polymorphism to the type constructor
language.

In the rest of this paper, we will demonstrate how to encode a language
with intensional type analysis operators into a variant of Fω augmented with
kind polymorphism. The fact that such an encoding exists means that the spe-
cialized operators typerec and Typerec do not need to be an intrinsic part of a
programming language for it to support intensional type analysis. Therefore, we
may more easily add these operators to complicated languages via a translation
semantics, instead of through language extension.

The rest of the paper is organized as follows. Formal descriptions of the
source and target languages appear in Section 2, and we present the embedding
between them in Section 3. Section 4 describes the limitations of the translation
and discusses when one might want an explicit iteration operator in the target
language. Section 5 discusses related work and concludes.
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Constructor Typerec Term typerec

Formation Formation

∆ ` τ : Ω
∆ ` ci : κ

∆ ` c→ : κ → κ → κ

∆ ` Typerec[κ] τ ci c→ : κ

∆; Γ ` c : Ω → Ω
∆; Γ ` e : R(τ)

∆; Γ ` ei : T (c(int))
∆; Γ ` e→ : ∀α:Ω.∀β:Ω.T (cα → cβ → c(α → β))

∆; Γ ` typerec[c] e ei e→ : T (cτ)

Constructor equivalence Operational semantics

∆ ` Typerec[κ] int ci c→ = ci : k typerec[c] Ri ei e→ 7→ ei

∆ ` Typerec[κ](τ1 → τ2) ci c→ =
c→ (Typerec[κ] τ1 ci c→)

(Typerec[κ] τ2 ci c→) : k

typerec[c] (R→[τ1][τ2] v1 v2) ei e→ 7→
e→ [τ1][τ2] (typerec[c] v1 ei e→)

(typerec[c] v2 ei e→)

Fig. 2. Typerec and typerec

2 The Languages

Instead of directly presenting a translation of λML
i , we instead choose as the

source language Crary et al .’s λR [5]. Because we will define two elimination
forms, typerec and Typerec, we will need to separate type information used at
the term level for run-time type analysis from that used at the type constructor
level for static type checking. The language λR exhibits this separation by using
terms that represent type constructors for analysis at run time, reserving type
constructors for type-level analysis. A translation from λML

i into λR provides term
representations (suitable for typerec) for each type constructor abstracted by the
source program.

To avoid analyzing quantified types, the core of λR is a predicative variant of
Fω. The quantifier ∀α:κ.σ ranges only over “small” types which do not include
the quantified types. Therefore, the syntax (Figure 1) is divided into four syn-
tactic categories: type constructors described by kinds, and terms described by
types. By convention we use the meta-variable τ for constructors of kind Ω (those
equivalent to unquantified types) and c for arbitrary constructors. A constructor
τ of kind Ω may be explicitly coerced to a type with T (τ).

The semantics of λR includes judgments for type constructor formation ∆ `
c : k, type constructor equality ∆ ` c1 = c2 : k, type formation ∆ ` σ, type
equality ∆ ` σ1 = σ2, term formation ∆; Γ ` e : σ and small-step operational
semantics e 7→ e′. In these judgments, ∆ and Γ are contexts describing the kinds
and types of the free constructor and term variables.

The semantics of the type constructor Typerec and term typerec appears in
Figure 2. Unlike λML

i , the argument to typerec is a term representing a type
constructor, not the type constructor itself. The type R(τ) describes such a



96 S. Weirich

term representing τ . The type is singular; for any τ , only one term inhabits
R(τ). Therefore, once the identity of a term of type R(τ) is determined, so is
the identity of τ . For example, if x : R(α) and x matches the representation of
the type int , denoted Ri , then we know α must be int .

Arrow types in λR are represented by the R→ term. This term requires the
two types of the subcomponents of the arrow type and the two terms representing
those types.

R→ : ∀α:Ω.∀β:Ω.R(α) → R(β) → R(α → β)

For example, the type int → int is represented by the term

R→[int ][int ]Ri Ri

One extremely useful property of typerec not illustrated by the showType
example from Section 1, is that the types of the ei and e→ branches to typerec
may depend on the identity of the analyzed type. If the argument to typerec is
a term of type R(τ), the result type of the expression is T (cτ), where c may
be an arbitrary type constructor. (The typerec term is annotated by c to permit
syntax-directed type checking.) However, instead of requiring that the ei be of
type T (cτ), it may be of type T (c int), reflecting the fact that in ei branch we
know τ is int . Likewise, the return type of the e→ is T (c(α → β)), for some α
and β.

There are several differences between λR presented in this paper and the
language of Crary et al . [5]. To simplify presentation, this version is call-by-
name instead of call-by-value. Also, here the result of typerec is annotated with
a type constructor, instead of a type. However, we make two essential changes to
support the embedding presented in this paper. First, we prevent R-types from
appearing as an argument to typerec or Typerec, by making R a part of the type
language, and not a type constructor. We discuss in the next section why this
restriction is necessary.

Second, although typerec and Typerec usually define a primitive recursive fold
over kind Ω (also called a paramorphism [12,11]), in this language we replace
these operators with their iterative cousins (which define catamorphisms). The
difference between iteration and primitive recursion is apparent in the kind of
c→ and the type of e→. With primitive recursion, the arrow branch receives four
arguments: the two subcomponents of the arrow constructor and two results
of continuing the fold through these subcomponents. In iteration, on the other
hand, the arrow branch receives only two arguments, the results of the continued
fold.1 We discuss this restriction further in Section 4.1.

The remainder of the static and operational semantics for this language, and
for the primitive recursive versions, typerecpr and Typerecpr, appear in Appen-
dices A.1 and B. For space reasons, we omit the formation rules for types and
type constructors, as they may be inferred from the rules for equality.
1 Because we cannot separate type constructors passed for static type checking, from

those passed for dynamic type analysis in λML
i , we must provide the subcomponents

of the arrow type to the arrow branch of typerec. Therefore, we cannot define an
iterative version of typerec for that language.
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(kinds) κ :: = Ω | κ1 → κ2 | χ | ∀χ.κ

(con′s) c, τ :: = α | λα:κ.c | c1c2 | Λχ.c | c[κ]
| int | τ1 → τ2 | ∀α:κ.τ

(terms) e :: = i | x | λx:τ.e | e1e2

| Λα:κ.e | e[c]

Fig. 3. Syntax of the target language, λU−

The target language of the translation is λU−, the language Fω augmented
with kind polymorphism at the type constructor level (Figure 3). As the target
language is impredicative, both types and type constructors are in the same
syntactic class. In Section 4.2 we discuss why we might want alternate target
languages not based on impredicative polymorphism. The static and operational
semantics of λU− appear in Appendices A.2 and C.

3 The Translation

The translation of λR into λU− can be thought of as two separate translations:
A translation of the kinds and constructors of λR into the kinds and constructors
of λU− and a translation of the types and terms of λR into the constructors and
terms of λU−. For reference, the complete translation appears in Figure 4.

3.1 Defining Iteration

To define the translation of Typerec we use the traditional encoding of inductive
datatypes in impredicative polymorphism. As before, we encode τ , of kind Ω as
its elimination form: a function that chooses between two given branches — one
for ci , one for c→. Then Typerec[κ] τ ci c→ can be implemented with

[[τ ]][[[κ]]] [[ci ]] [[c→]]

As τ is of kind type, we define [[Ω]] to reflect the fact that [[τ ]] must accept
an arbitrary kind and the two branches.

[[Ω]] = ∀χ.χ → (χ → χ → χ) → χ

Accordingly, the encoding of the type constructor int just returns its first argu-
ment (the kinds of the arguments have been elided)

[[int ]] = (Λχ.λι.λα.ι)

Now consider the constructor equality rule when the argument to Typerec is
an arrow type. The translation of the arrow type constructor →, should apply
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the second argument (the c→ branch) to the result of continuing the recursion
through the two subcomponents.

[[τ1 → τ2]] = Λχ.λι.λα.α([[τ1]][χ] ι α)([[τ2]][χ] ι α)

A critical property of this translation is that it preserve the equivalences that
exist in the source language. For example, one equivalence we must preserve from
the source language is that

[[Typerec[κ] (τ1 → τ2) ci c→]] = [[c→(Typerec[κ] τ1 ci c→)(Typerec[κ] τ2 ci c→)]]

If we expand the left side, we get

(Λχ.λι.λα.α([[τ1]][χ] ι α)([[τ2]][χ] ι α)) [[[κ]]] [[ci ]] [[c→]]

This term is then β-equivalent to the expansion of the right hand side.

[[c→]] ([[τ1]][[[κ]]][[ci ]][[c→]]) ([[τ2]][[[κ]]][[ci ]][[c→]])

Because type constructors are a separate syntactic class from types, we must
define [[T (τ)]], the coercion between them. We convert [[τ ]] of kind [[Ω]] into a
λU− constructor of kind Ω using the iteration built into [[τ ]].

[[T (τ)]] = [[τ ]] [Ω] int (λα:Ω.λβ:Ω.α → β)

For example,

[[T (int)]] = [[int ]][Ω] int (λα:Ω.λβ:Ω.α → β)
= (Λχ.λι.λα.ι)[Ω] int (λα:Ω.λβ:Ω.α → β)
=β int

We use a very similar encoding for typerec at the term level, as we do for
Typerec. Again, we wish to apply the translation of the argument to the trans-
lation of the branches, and let the argument select between them.

[[typerec[c]e ei e→]] as [[e]] [[[c]]] [[ei ]] [[e→]]

The translations of Ri and R→ are analogous to those of the type con-
structors int and →. However, there is a subtle point about the definition of
R(τ), the type of the argument to typerec. To preserve typing, we define [[R(τ)]]
as:

∀γ:[[Ω → Ω]].[[T (γ int)]]
→ [[∀α:Ω.∀β:Ω.T (γα) → T (γβ) → T (γ(α → β))]]
→ [[T (γτ)]]

Here we see why R cannot be a type constructor; if it were, we would have
an additional branch for it in the translation of T mapping the R constructor
to the R type. So the definition would be

[[T (τ)]] = [[τ ]] [Ω] int (λα:Ω.λβ:Ω.α → β) (λα:Ω.R(α)) (WRONG)

causing the definition of [[R(τ)]] to be recursive.
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Kind Translation

[[Ω]] = ∀χ.χ → (χ → χ → χ) → χ
[[κ1 → κ2]] = [[κ1]] → [[κ2]]

Constructor Translation

[[α]] = α
[[λα:κ.c]] = λα:[[κ]].[[c]]
[[c1c2]] = [[c1]][[c2]]
[[int ]] = Λχ.λι:χ.λα:χ → χ → χ.ι
[[τ1 → τ2]] = Λχ.λι:χ.λα:χ → χ → χ.

α ([[τ1]] [χ] ι α) ([[τ2]] [χ] ι α)
[[Typerec[κ] τ ci c→]] = [[τ ]] [[[κ]]] [[ci ]] [[c→]]

Type Translation

[[T (τ)]] = [[τ ]] [Ω] int (λα:Ω.λβ:Ω.α → β)
[[R(τ)]] = ∀γ:[[Ω → Ω]].[[T (γ int)]]

→ [[∀α:Ω.∀β:Ω.T (γα) → T (γβ) → T (γ(α → β))]]
→ [[T (γτ)]]

[[int ]] = int
[[σ1 → σ2]] = [[σ1]] → [[σ2]]
[[∀α:κ.σ]] = ∀α:[[κ]].[[σ]]

Term Translation

[[x]] = x
[[λx:σ.e]] = λx:[[σ]].[[e]]
[[e1e2]] = [[e1]][[e2]]
[[Λα:κ.e]] = Λα:[[κ]].[[e]]
[[e[c]]] = [[e]][[[c]]]
[[Ri ]] = (Λγ:[[Ω → Ω]].λi:[[T (γ int)]].

λa:[[∀α:Ω.∀β:Ω.T (γα) → T (γβ) → T (γ(α → β))]].i)
[[R→]] = Λα:[[Ω]].Λβ:[[Ω]].λx1:[[R(α)]].λx2:[[R(β)]]

(Λγ:[[Ω → Ω]].λi:[[T (γ int)]].
λa:[[∀α:Ω.∀β:Ω.T (γα) → T (γβ) → T (γ(α → β))]].

a [α][β](x1[γ] i a) (x2[γ] i a))
[[typerec[c] e ei e→]] = [[e]][[[c]]][[ei ]] [[e→]]

Fig. 4. Translation of λR into λU−
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3.2 Properties of the Embedding

The translation presented above enjoys the following properties. Define [[∆]] as
{α:[[∆(α)]] | α ∈ Dom(∆)} and [[Γ ]] as {x:[[Γ (x)]] | x ∈ Dom(Γ )}.

Theorem 1 (Static Correctness).

1. ∅ ` [[κ]]
2. If ∆ ` c : κ then [[∆]] ` [[c]] : [[κ]].
3. If ∆ ` c = c′ : κ then [[∆]] ` [[c]] = [[c′]] : [[κ]].
4. If ∆ ` σ then [[∆]] ` [[σ]] : Ω.
5. If ∆ ` σ = σ′ then [[∆]] ` [[σ]] = [[σ′]] : Ω
6. If ∆; Γ ` e : σ then [[∆; Γ ]] ` [[e]] : [[σ]].

Proof is by induction on the appropriate derivation.

Theorem 2 (Dynamic Correctness). If ∅ ` e : σ and e 7→ e′ then [[e]] 7→∗

[[e′]].

Proof is by induction on ∅ ` e : σ.

4 Discussion

Despite the simplicity and elegance of this encoding, it falls short for two reasons,
which we discuss in this section.

4.1 Extension to Primitive Recursion

At the term level we could extend the previous definition of typerec to a primitive
recursive version typerecpr by providing terms of type R(α) and R(β) to e→. In
that case, [[R(τ)]] must be a recursive definition:

∀γ:[[Ω → Ω]].[[T (γ int)]]
→ [[∀α:Ω.∀β:Ω.R(α) → R(β) → T (γα) → T (γβ) → T (γ(α → β))]]
→ [[T (γτ)]]

We have defined [[R(τ)]] in terms of [[R(α)]] and [[R(β)]]. We might expect that
a realistic term language include parameterized recursive types. In that case, the
definition of typerecpr is no more difficult than that of typerec; just supply the
extra arguments to the arrow branch. In other words,

[[R→]] = Λα:[[Ω]].Λβ:[[Ω]].λx1:[[R(α)]].λx2:[[R(β)]].
Λγ:[[Ω → Ω]].λi.λa.

a[α][β] x1 x2 (x1[γ]ia)(x2[γ]ia)

However, we cannot add recursive kinds to implement primitive recursion at
the type constructor level without losing decidable type checking. Even with-
out resorting to recursive types, there is a well known technique for encoding
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primitive recursion in terms of iteration, by pairing the argument with the result
in the iteration.2 Unfortunately, this pairing trick only works for closed expres-
sions, and only produces terms that are βη−equivalent in the target language.
Therefore, at the term level, our strong notion of dynamic correctness does not
hold. Using this technique, we must weaken it to:

If ∅ ` e : σ and e 7→ e′ then [[e]] is βη-convertible with [[e′]].
At the type-constructor level, βη-equivalence is sufficient. However, for type

checking, we need the equivalence to extend to constructors with free-variables.
The reason that this trick does not work is that λU− can encode iteration over
datatypes only weakly; there is no induction principle for this encoding provable
in λU−. Therefore, we cannot derive a proof of equality in the equational theory
of the target language that relies on induction. This weakness has been encoun-
tered before. In fact, it is conjectured that it is impossible to encode primitive
recursion in System F using βη-equality [22]. A stronger equational theory for
λU−, perhaps one incorporating a parametricity principle [19], might solve this
problem. However, a simpler way to support primitive recursion would be to
include an operator for primitive recursion directly in the language [13,18,3,4].

4.2 Impredicativity and Non-termination

Another issue with this encoding is that the target language must have impred-
icative polymorphism at the type and kind level. In practice, this property is
acceptable in the target language. Although, impredicativity at the kind level
destroys strong-normalization [2],3 intensional polymorphism was designed for
typed-compilation of Turing-complete language [9], and impredicativity at the
type level is vital for such transformations as typed closure conversion. Further-
more, Trifonov et al . show that impredicative kind polymorphism allows the
analysis of quantified types [23]. Allowing such impredicativity in the source lan-
guage does not prevent this encoding; we can similarly encode the type-erasure
version of their language [21].

However, the source language of this paper, λR, is predicative and strongly-
normalizing, and the fact that this encoding destroys these properties is unsat-
isfactory. It seems reasonable, then, to look at methods of encoding iteration
within predicative languages [16,7]. In adding iteration to the kind level, strict
positivity (the recursively bound variable may not appear to the left of an arrow)
may be required [3], to prevent the definition of an equivalent paradox.

5 Related Work and Conclusions

Böhm and Berarducci [1] showed how to to encode any covariant datatype in
the polymorphic lambda calculus. A variant of this idea, called dictionary pass-
ing, was used to implement ad-hoc polymorphism in the language Haskell [17]
2 See the tutorials in Meertens [11] and Mitchell [15] Section 9.3
3 Coquand [2] originally derived a looping term by formalizing a paradox along the

lines of Reynolds’ theorem [20], forming an isomorphism between a set and its double
power set. Hurkens [10] simplified this argument and developed a shorter looping
term, using a related paradox.
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through type classes [24]. In Standard ML [14], Yang [25] similarly used it to
encode type-specialized functions (such as type-directed partial evaluation [6]).
Because core ML does not support higher-order polymorphism, he presented his
encoding within the ML module system.

At the type constructor level, Crary and Weirich [4] encoded the Typerec
construct with a language supporting product, sum and inductive kinds. Their
aim was to support type analysis in type-preserving compilation. Because various
intermediate languages do not share the same type system, they needed some
way to express the analysis of source-level types within the target language.

In this paper we demonstrate that all of these encodings are related, and
have the implementation of iteration at their core. While intensional type anal-
ysis seems to require highly specialized operators, here we observe that it is no
more complicated to include than iteration over inductive datatypes. Though we
have implemented such iteration via the standard encoding into the polymorphic
lambda calculus, other constructs supporting iteration suffice. In fact, alterna-
tive operations for iteration may be necessary in situations where impredicative
polymorphism is not desirable.
Acknowledgments. Thanks to Robert Harper, Bratin Saha, Karl Crary and
Greg Morrisett for much helpful discussion.
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9. Robert Harper and Greg Morrisett. Compiling polymorphism using intensional
type analysis. In Twenty-Second ACM Symposium on Principles of Programming
Languages, pages 130–141, San Francisco, January 1995.



Encoding Intensional Type Analysis 103

10. A. J. C. Hurkens. A simplification of girard’s paradox. In Mariangiola Dezani-
Ciancaglini and Gordon Plotkin, editors, Second International Conference on Typed
Lambda Calculi and Applications, TLCA ’95, volume 902 of Lecture Notes in Com-
puter Science, Edinburgh, United Kingdom, April 1995. Springer-Verlag.

11. Lambert G. L. T. Meertens. Paramorphisms. Formal Aspects of Computing,
4(5):413–424, 1992.

12. E. Meijer, M.M. Fokkinga, and R. Paterson. Functional programming with ba-
nanas, lenses, envelopes and barbed wire. In FPCA91: Functional Programming
Languages and Computer Architecture, volume 523 of Lecture Notes in Computer
Science, pages 124–144. Springer-Verlag, 1991.

13. Paul Francis Mendler. Inductive Definition in Type Theory. PhD thesis, Depart-
ment of Computer Science, Cornell University, Ithaca, New York, September 1987.

14. Robin Milner, Mads Tofte, Robert Harper, and David MacQueen. The Definition
of Standard ML (Revised). The MIT Press, Cambridge, Massachusetts, 1997.

15. John C. Mitchell. Foundations for Programming Languages. The MIT Press, 1996.
16. C. Paulin-Mohring. Inductive definitions in the system Coq - rules and properties.

In M. Bezem and J.-F. Groote, editors, Proceedings of the conference Typed Lambda
Calculi and Applications, number 664 in Lecture Notes in Computer Science, 1993.
LIP research report 92-49.

17. Simon L. Peyton Jones and J. Hughes (editors). Report on the programming
language Haskell 98, a non-strict purely functional language. Technical Report
YALEU/DCS/RR-1106, Yale University, Department of Computer Science, Febru-
ary 1999. Available from http://www.haskell.org/definition/.

18. F. Pfenning and C. Paulin-Mohring. Inductively defined types in the Calculus
of Constructions. In Proceedings of Mathematical Foundations of Programming
Semantics, volume 442 of Lecture Notes in Computer Science. Springer-Verlag,
1990.

19. Gordon Plotkin and Mart́ın Abadi. A logic for parametric polymorphism. In
International Conference on Typed Lambda Calculi and Applications, pages 361–
375, 1993.

20. John C. Reynolds. Polymorphism is not set-theoretic. In Proceedings of the Inter-
national Symposium on Semantics of Data Types, volume 173 of Lecture Notes in
Computer Science. Springer-Verlag, 1984.

21. Bratin Saha, Valery Trifonov, and Zhong Shao. Fully reflexive intensional type
analysis in type erasure semantics. In Third Workshop on Types in Compilation,
Montreal, September 2000.

22. Zdzis law Sp lawski and Pawe l Urzyczyn. Type fixpoints: Iteration vs. recursion. In
Fourth ACM International Conference on Functional Programming, pages 102–113,
Paris, France, September 1999.

23. Valery Trifonov, Bratin Saha, and Zhong Shao. Fully reflexive intensional type
analysis. In Fifth ACM International Conference on Functional Programming,
pages 82–93, Montreal, September 2000. Extended version is YALEU/DCS/TR-
1194.

24. Philip Wadler and Stephen Blott. How to make ad-hoc polymorphism less ad-hoc.
In Sixteenth ACM Symposium on Principles of Programming Languages, pages
60–76. ACM, 1989.

25. Zhe Yang. Encoding types in ML-like languages. In 1998 ACM International
Conference on Functional Programming, volume 34 of ACM SIGPLAN Notices,
pages 289 – 300, Baltimore, MD, September 1998.



104 S. Weirich

A Operational Semantics

A.1 λR

(λα:x.e)e′ 7→ e[e′/x]

(Λα:κ.e)[c] 7→ (e[c/α])

e1 7→ e′
1

e1e2 7→ e′
1e2

e 7→ e′

e[c] 7→ e′[c]

typerecpr[c] Ri ei e→ 7→ ei

typerecpr[c] (R→[τ1][τ2]e1 e2) ei e→ 7→
e→[τ1][τ2] e1 e2

(typerecpr[c] e1 ei e→)
(typerecpr[c] e2 ei e→)

e 7→ e′

typerecpr[c] e ei e→ 7→
typerecpr[c] e′ ei e→

A.2 λU−

(λx:c.e)e′ 7→ e[e′/x]

e1 7→ e′
1

e1e2 7→ e′
1e2

(Λα:κ.e)[c] 7→ (e[c/α])

e 7→ e′

e[c] 7→ e′[c]
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B Static Semantics of λR

B.1 Constructor Equivalence

∆ ` c1 = c2 : κ

∆, α:κ′ ` c1 : κ ∆ ` c2 : κ′

α 6∈ Dom(∆)

∆ ` (λα:κ′.c1)c2 = c1[c2/α] : κ

∆ ` c : κ1 → κ2

α 6∈ Dom(∆)

∆ ` λα:κ1.c α = c : κ1 → κ2

∆, α:κ ` c = c′ : κ′

∆ ` λα:κ.c = λα:κ.c′ : κ → κ′

∆ ` c1 = c′
1 : κ′ → κ ∆ ` c2 = c′

2 : κ′

∆ ` c1c2 = c′
1c

′
2 : κ

∆ ` c1 = c′
1 : κ′ → κ ∆ ` c2 = c′

2 : κ′

∆ ` c1 → c2 = c′
1 → c′

2 : Ω

∆ ` c : κ
∆ ` c = c : κ

∆ ` c′ = c : κ

∆ ` c = c′ : κ

∆ ` c = c′ : κ ∆ ` c′ = c′′ : κ

∆ ` c = c′′ : κ

∆ ` ci : κ
∆ ` c→ : Ω → Ω → κ → κ → κ

∆ ` Typerecpr[κ](int) (ci , c→) = ci : κ

∆ ` c1 : Ω ∆ ` c2 : Ω ∆ ` ci : κ
∆ ` c→ : Ω → Ω → κ → κ → κ

∆ ` Typerecpr[κ](c1 → c2) (ci , c→) =
c→ c1 c2 (Typerecpr[κ]c1 (ci , c→))

(Typerecpr[κ]c2 (ci , c→)) : κ

∆ ` c = c′ : Ω
∆ ` ci = c′

i : κ
∆ ` c→ = c′

→ : Ω → Ω → κ → κ → κ

∆ ` Typerecpr[κ] c (ci , c→) =
Typerecpr[κ] c′ (c′

i , c
′
→) : κ

B.2 Type Equivalence

∆ ` σ1 = σ2

∆ ` c1 = c2 : κ

∆ ` T (c1) = T (c2)

∆ ` c1 = c2 : κ

∆ ` R(c1) = R(c2)

∆ ` σ1 = σ′
1 ∆ ` σ2 = σ′

2

∆ ` σ1 → σ2 = σ′
1 → σ′

2

∆ ` T (int) = int

∆ ` σ1 = T (c1) ∆ ` σ2 = T (c2)
∆ ` σ1 → σ2 = T (c1 → c2)

∆, α:κ ` σ = σ′

∆ ` ∀α:κ.σ = ∀α:κ.σ′

∆ ` σ
∆ ` σ = σ

∆ ` σ′ = σ

∆ ` σ = σ′

∆ ` σ = σ′ ∆ ` σ′ = σ′′

∆ ` σ = σ′′

B.3 Term Formation

∆; Γ ` e : σ

∆; Γ ` i : int

Γ (x) = σ

∆; Γ ` x : σ

∆; Γ, x:σ2 ` e : σ1

∆; Γ ` σ2 x 6∈ Dom(Γ )

∆; Γ ` λx:σ2.e : σ2 → σ1

∆; Γ ` e1 : σ2 → σ1 ∆; Γ ` e2 : σ2

∆; Γ ` e1e2 : σ1

∆; Γ ` e : ∀α:κ.σ ∆; Γ ` c : κ

∆; Γ ` e[c] : σ[c/α]

∆; Γ, α:κ ` e : σ x 6∈ Dom(Γ )
∆; Γ ` Λα:κ.e : ∀α:κ.σ

∆; Γ ` e : σ2 ∆; Γ ` σ1 = σ2

∆; Γ ` e : σ1

∆; Γ ` Ri : R(int)
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∆; Γ ` R→ : ∀α:Ω.∀β:Ω.

R(α) → R(β) → R(α → β)

∆; Γ ` c : Ω → Ω
∆; Γ ` e : R(τ)

∆; Γ ` ei : T (c(int))
∆; Γ ` e→ : ∀α:Ω.∀β:Ω.R(α) → R(β)

→ T (c(α) → c(β) → c(β → γ))

∆; Γ ` typerecpr[c] e ei e→ : T (cτ)

C Static Semantics of λU−

C.1 Kind Formation

E ` κ

E, χ ` χ

E ` Ω

E ` κ1 E ` κ2

E ` κ1 → κ2

E, χ ` κ

E ` ∀χ.κ

C.2 Constructor Equivalence

E; ∆ ` c = c′ : κ

E; ∆, α:κ′ ` c1 : κ
E; ∆ ` c2 : κ′

α 6∈ Dom(∆)

E; ∆ ` (λα:κ′.c1)c2 = c1[c2/α] : κ

E; ∆ ` c : κ1 → κ2α 6∈ Dom(∆)
E; ∆ ` λα:κ1.c α = c : κ1 → κ2

E; ∆, α:κ ` c = c′ : κ′

E; ∆ ` λα:κ.c = λα:κ.c′ : κ → κ′

E; ∆ ` c1 = c′
1 : κ′ → κ

E; ∆ ` c2 = c′
2 : κ′

E; ∆ ` c1c2 = c′
1c

′
2 : κ

E, χ; ∆ ` c : κ′

E; ∆ ` Λχ.c[κ] = c[κ/χ] : κ′[κ/χ]

E; ∆ ` c : ∀χ′.κ

E; ∆ ` Λχ.c[χ] = c : ∀χ′.κ

E, χ; ∆ ` c = c′ : κ

E; ∆ ` Λχ.c = Λχ.c′ : ∀χ.κ

E; ∆ ` c = c′ : ∀χ.κ

E; ∆ ` c[κ] = c′[κ] : κ′[κ/χ]

E; ∆ ` c1 = c′
1 : κ′ → κ

E; ∆ ` c2 = c′
2 : κ′

E; ∆ ` c1 → c2 = c′
1 → c′

2 : Ω

E; ∆, α:κ ` σ = σ′

E; ∆ ` ∀α:κ.σ = ∀α:κ.σ′

E; ∆ ` c : κ

E; ∆ ` c = c : κ

E; ∆ ` c′ = c : κ

E; ∆ ` c = c′ : κ

E; ∆ ` c = c′ : κ E; ∆ ` c′ = c′′ : κ

E; ∆ ` c = c′′ : κ

C.3 Term Formation

∆; Γ ` e : σ

∆; Γ ` i : int

Γ (x) = σ

∆; Γ ` x : σ

∆; Γ, x:σ2 ` e : σ1

∆; Γ ` σ2 x 6∈ Dom(Γ )

∆; Γ ` λx:σ2.e : σ2 → σ1

∆; Γ ` e1 : σ2 → σ1 ∆; Γ ` e2 : σ2

∆; Γ ` e1e2 : σ1

∆; Γ ` e : ∀α:κ.σ ∆; Γ ` c : κ

∆; Γ ` e[c] : σ[c/α]

∆; Γ, α:κ ` e : σ x 6∈ Dom(Γ )
∆; Γ ` Λα:κ.e : ∀α:κ.σ

∆; Γ ` e : σ2 ·; ∆ ` σ1 = σ2 : Ω

∆; Γ ` e : σ1
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Abstract. Many functions on context-free languages can be expressed
in the form of the least fixed point of a function whose definition mimics
the grammar of the given language. This paper presents the basic theory
that explains when a function on a context-free language can be defined
in this way. The contributions are: a novel definition of a regular algebra
capturing division properties, several theorems showing how complex
regular algebras are built from simpler ones, and the application of fixed
point theory and Galois connections to practical programming problems.

1 Introduction

A common technique for solving programming problems is to express the prob-
lem in terms of solving a system of mutually recursive equations. Having done so,
a number of techniques can be used for solving the equations, ranging from sim-
ple iterative techniques to more sophisticated but more specialised elimination
techniques.

A relatively straightforward and well-known example is the problem of finding
shortest paths through a graph. The distances to any one node from the nodes
in a graph can be expressed as a set of simultaneous equations, which equations
can be solved using for example Dijkstra’s shortest path algorithm [Dij59]. An-
other, similar but much less straightforward, problem is that of finding the edit
distance between a word and a (context-free) language — the minimum num-
ber of edit operations required to edit the given word into a word in the given
language. In the case that the language is defined by a context-free grammar,
the problem can be solved by constructing a system of equations in the edit
distances between each segment of the given word and each nonterminal in the
given grammar [AP72]. This set of equations can then be solved using a simple
iterative technique or Knuth’s generalisation [Knu77] of Dijkstra’s shortest path
algorithm.

A stumbling block for the use of recursive equations is that there is often a
very big leap from a problem’s specification to the algorithm for constructing the
system of simultaneous equations; the justification for the leap almost invariably
involves a post hoc verification of the construction. Thus, whereas methods for
solving the equations, once constructed, are well-known and understood, the
process of constructing the equations is not. The example of edit distances just
given is a good example. Indeed, the theory of context-free languages offers
many examples [JS94,JS95] — determining whether the language generated by
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a given grammar is empty or not, determining the length of a shortest word in a
context-free language, determining the FIRST set of each of the nonterminals
in a grammar, and so on.

In this paper we present a general theorem which expresses when the solution
to a problem can be expressed as solving a system of simultaneous equations. We
give several examples of the theorem together with several non-examples (that
is, examples where the theorem is not directly applicable). The non-examples
serve two functions. They highlight the gap between specification and recursive
equations —we show in several cases how a small change in the specification
leads to a breakdown in the solution by recursive equations— and they inform
the development of a methodology for the construction of recursive equations.

Section 2 summarises the mathematical theory underlying this paper — the
theory of Galois connections and fixed point calculus. The novel contribution
begins in section 3. We propose a novel definition of a regular algebra, chosen
so that we can encompass within one theorem many examples of programming
problems, including ones involving computations on context-free grammars as
well as the standard examples on finite graphs. Several theorems are presented
showing how complex regular algebras can be constructed from simpler ones.
Section 4 introduces the notion of a regular homomorphism and specialises the
fusion theorem of section 2 in the context of regular algebras. Section 5 is about
extending “measures” on the elements of a monoid to measures on the elements
of a regular algebra. A measure is some function that imposes a (possibly partial)
ordering on the elements of its domain. In order to apply the fusion theorem of
section 4 we require that measures preserve the regular algebra structure. The
main theorem in section 5 provides a simple test for when this is indeed the
case for the proposed extension mechanism. The section is concluded by several
non-trivial examples of measures on languages.

For space reasons, proofs, further examples and extensive references have
been omitted; see http://www.cs.nott.ac.uk/˜rcb/papers instead.

2 Galois Connections and Fixed Points

This section summarises the (standard) mathematical theory needed to under-
stand the later sections. The notation we use follows the recommendations of
Dijkstra and Scholten [DS90]. In particular, angle brackets delimit the scope of
bound variables so that 〈x:R:E〉 denotes the function that maps a value x in
the range given by predicate R to the value denoted by expression E . Also,
function application is denoted by an infix dot.

2.1 Galois Connections and Fixed Points

Definition 1 (Galois Connection). Suppose A=(A,v) and B=(B,�)
are partially ordered sets and suppose F ∈A←B and G∈B←A . Then ( F ,G )
is a Galois connection between A and B iff, for all x∈B and y∈A ,

F.xv y ≡ x�G.y .

We refer to F as the lower adjoint and to G as the upper adjoint.
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The concept of a Galois connection was introduced by Oystein Ore in 1944
[Ore44] and was first used in computing science in 1964 [HS64]. The concept
is now widely known particularly in the field of abstract interpretation [CC77,
CC79]. Elementary examples of functions having Galois adjoints include negation
of boolean values, the floor and ceiling functions, the maximum and minimum
operators on sets of numbers, and weakest liberal preconditions.

We assume familiarity with the notion of supremum and infimum of a (mono-
tonic) function. Following the tradition in regular algebra to denote binary
suprema by the symbol “+”, we use Σf to denote the supremum of f .

The following existence theorem is often used to determine that a function
is indeed a lower adjoint.

Theorem 1 (Fundamental Theorem). Suppose that B is a poset and A
is a complete poset. Then a monotonic function F ∈A←B is a lower adjoint in
a Galois connection equivales F is supremum-preserving.

The next theorem on Galois connections is described by Lambek and Scott
[LS86] as “the most interesting consequence of a Galois correspondence”.

Theorem 2 (Unity of Opposites). Suppose F ∈A←B and G∈B←A are
Galois connected functions, F being the lower adjoint and G being the upper
adjoint. Then F.B and G.A are isomorphic posets. Moreover, if one of A or
B is complete then F.B and G.A are also complete.

Suppose A=(A,v) is a partially ordered set. Assuming A is complete, we
denote the least prefix point of f by µf .

Theorem 3 ( µ -fusion). Suppose f ∈A←B is the lower adjoint in a Galois
connection between the complete posets (A, v) and (B , �) . Suppose also that
g∈ (B , �)← (B , �) and h∈ (A, v)← (A, v) are monotonic functions. Then

f.µg = µh ⇐ f◦g =h◦f .

We call this theorem µ -“fusion” because it states when application of func-
tion, f , can be “fused” with a fixed point, µg , to form a fixed point, µh . The
fusion rule is the basis of so-called “loop fusion” techniques in programming: the
combination of two loops, one executed after the other, into a single loop. The
theorem also plays a central role in the abstract interpretation of programs —
see [CC77,CC79].

2.2 Applying Fusion: Example and Non-example

This section discusses two related examples. The first is an example of how the
fusion theorem is applied; the second illustrates how the fusion theorem need not
be directly applicable. Later we return to the second example and show how it
can be generalised in such a way that the fusion theorem does become applicable.

Both examples are concerned with membership of a set. So, let us consider
an arbitrary set U . For each x in U the predicate ( x∈ ) maps a subset P
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of U to the boolean value true if x is an element of P and otherwise to
false . The predicate ( x∈ ) preserves set union. That is, for all bags S of subsets
of U , x∈∪S ≡ ∃〈P :P∈S:x∈P 〉 . According to the fundamental theorem, the
predicate ( x∈ ) thus has an upper adjoint. Indeed, we have, for all booleans b ,

x∈S⇒ b ≡ S ⊆ if b → U 2¬b → U\{x} fi .

Now suppose f is a monotonic function on sets. Let µf denote its least fixed
point. The fact that ( x∈ ) is a lower adjoint means that we may be able to apply
the fusion theorem to reduce a test for membership in µf to solving a recursive
equation. Specifically

(x∈µf ≡ µg) ⇐ ∀〈S:: x ∈ f.S ≡ g.(x∈S)〉 .

That is, the recursive equation with underlying endofunction f is replaced by
the equation with underlying endofunction g (mapping booleans to booleans)
if we can establish the property ∀〈S:: x ∈ f.S ≡ g.(x∈S)〉 . An example of
where this is always possible is testing whether the empty word is in the language
defined by a context-free grammar. For concreteness, consider the grammar with
just one nonterminal S and productions

S ::= aS | SS | ε

Then the function f maps set X to {a}·X ∪ X·X ∪ {ε} and the function g
maps boolean b to (ε∈{a} ∧ b) ∨ (b∧ b) ∨ ε∈{ε} . Note how the definition of
g has the same structure as the definition of f . Effectively set union has been
replaced by disjunction and concatenation has been replaced by conjunction. Of
course, g can be simplified further (to the constant function true ) but that
would miss the point of the example.

Now suppose that instead of taking x to be the empty word we consider any
word other than the empty word. Then, the use of the fusion theorem breaks
down. This is because the empty word is the only word x that satisfies the
property x ∈ X·Y ≡ x∈X ∧ x∈Y for all X and Y . Indeed, taking x to be
a for illustration purposes, we have

a ∈ µ〈X:: {a}·X ∪ X·X ∪ {ε}〉 ≡ true , but

µ〈b:: (a∈{a} ∧ b) ∨ (b∧ b) ∨ a∈{ε}〉 ≡ false .

This second example emphasises that the conclusion of µ -fusion demands
two properties of f , g and h , namely that f be a lower adjoint, and that
f◦g =h◦f . The rule is nevertheless very versatile since being a lower adjoint is far
from being uncommon, and many algebraic properties take the form f◦g =h◦f
for some functions f , g and h . In cases when the rule is not immediately
applicable we have to seek generalisations of f and/or g that do satisfy both
properties. Example 9 shows how this is done in the case of the general mem-
bership test for context-free languages.
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3 Regular Algebra

In this section we propose a novel definition of a regular algebra, motivated by
a desire to exploit to the full the calculational properties of Galois connections.
We give several examples of regular algebras and theorems showing how more
regular algebras can be built up from simpler algebras.

Our view of a regular algebra is that it is the combination of a monoid (the
algebra of composition) and a complete poset (the algebra of choice), with an in-
terface between the two structures. The interface is that composition distributes
through choice in all circumstances; in other words, the product operator of the
monoid structure admits left and right “division” or “factorisation” operators.

Various axiomatisations of regular algebra have been given in the past, in par-
ticular several by Conway[Con71]. Conway introduced (left and right) factors in
the context of regular languages, exploiting implicitly the fact that concatena-
tion functions ( L· ) and ( ·L ), for given language L , are both lower adjoints.
Some remarkable results in his book make significant use of the existence of
factors. However, Conway did not base any of his axiomatisations on this fact.
Other axiomatisations (for example, Kozen [Koz91]) are too weak to encompass
all the applications considered in this paper.

3.1 Definition and Examples

Our definition of a regular algebra is a combination of a monoid and a complete,
universally distributive lattice.

Definition 2 (Regular Algebra). Suppose A=(A,�) is a complete lat-
tice. (This means that the suprema and infima of all monotonic functions exist,
whatever the shape set.) Denote the binary supremum operator on A by ⊕ .
Then A is said to be universally distributive if, for all a∈A , the endofunction
(⊕a ) is the upper adjoint in a Galois connection of the poset A with itself.

A regular algebra is a 5-tuple ( A, ⊗ , ⊕ , � ,0 ,1 ) where

(a) ( A, ⊗ ,1 ) is a monoid,
(b) ( A, � , ⊕ ,0 ) is a complete, universally distributive lattice with least

element 0 and binary supremum operator ⊕ ,
(c) for all a∈A , the endofunctions ( a⊗ ) and (⊗a ) are both lower adjoints in

Galois connections between ( A, � ) and itself.

The standard example of a complete, universally distributive lattice is a
power set lattice — the set of subsets of a given set ordered by set inclusion.
The main application of universal distributivity is predicting uniqueness of fixed
points. This however will not be an issue in this paper.

Where necessary, we use the notation ( a\ ) and ( /a ) for the upper adjoints of
the functions ( a⊗ ) and (⊗a ), respectively. Thus the rules are: for all x and y ,
a⊗x� y ≡ x�a\y and x⊗a� y ≡ x� y/a . The operators \ and / are called
division operators, and we often paraphrase requirement 2(c) as product admits
(left and right) division.
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Example 1 (Bool). The set IB containing the boolean values true and false
is the carrier of a regular algebra. The ordering is implication, summation is
disjoint sum and product is conjunction. The zero of product is false and its
unit is true . This algebra forms the basis of decision problems. Although very
simple, we shall see in example 5 that this is not a primitive regular algebra.

Example 2 (Min Cost Algebra). A regular algebra that occurs frequently in
problems involving some cost function has carrier the set of all positive real
numbers, IR≥ 0 , augmented with a largest element, ∞ . (That is, the carrier is
IR≥ 0 ∪{∞} .) This set forms a monoid where the product operation is defined
by

x⊗y = if x=∞∨ y =∞ → ∞
2 x 6=∞∧ y 6=∞ → x+y

fi

and the unit of product is 0 . Ordering its elements by the at-least relation, where
by definition ∞≥x for all x , the set forms a complete, universally distributive
lattice. The supremum is minimum. Henceforth, we denote the minimum of x
and y by x↓y and their maximum by x↑y . Moreover, the product operation
admits division. The upper adjoint of (⊗y ) is given by

z/y = if y =∞ → 0

2 y 6=∞∧ z 6=∞ → (z−y) ↑ 0

2 y 6=∞∧ z =∞ → ∞
fi .

Example 3 (Bottleneck Algebra). Bottleneck problems are problems with a
max-min requirement. For example, if it is required to drive a high load under
a number of low bridges, we want to find the maximum over all different routes
of the minimum height bridge on the route. A regular algebra fundamental to
bottleneck problems has carrier the set of all real numbers, augmented with
largest and smallest values, ∞ and −∞ respectively. The addition operator is
maximum (so that the ordering relation is at-most) and the product operator is
minimum. The minimum operator is easily seen to satisfy the property

x↓y ≤ z ≡ x ≤ z/y , where

z/y = if y≤ z → ∞ 2 y >z → z fi

That is, the product operator in the algebra admits division.
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3.2 All Solutions

When solving optimisation problems, where we are not just interested in the
optimum value of the cost function, but in determining some value in the domain
of solutions that optimises the cost function, we consider an algebra of pairs,
where the first element is the cost and the second element is a set of values that
have that cost. An algebra of pairs is also appropriate for decision problems,
where a simple yes/no answer is insufficient, and when two criteria for optimality
are combined. For example, we may wish to determine among all least-cost
solutions to a given problem, a solution that optimises some other criterion, like
size or weight. Theorem 4 is the basis for the use of regular algebra in such
circumstances. The theorem details the construction of an algebra of pairs in
which the pairs are ordered lexicographically. In general, it is not possible to
combine arbitrary regular algebras in this way; the first algebra in the pair is
assumed to be a cost algebra, as defined below.

Definition 3. A cost algebra is a regular algebra with the property that the
ordering on elements is total and, for all y 6=0 ,

(x·y)/y = x/y · y = x = y · y\x = y\(y·x) .

It is easy to verify that the algebras of examples 1 and 2 are cost algebras.

Theorem 4 (Cost Algebras). Suppose R1 and R2 are both regular al-
gebras. Suppose further that R1 is a cost algebra. Define the set P to be the
set of ordered pairs (x, r) where x∈R1 , r∈R2 and x=01⇒ r =02 . Order P
lexicographically; specifically, let

(x, r)� (y, s) ≡ x<y ∨ (x= y ∧ rv s)

where ≤ is the ordering in algebra R1 , v is the ordering in algebra R2 ,
and � is the ordering in P . Define the product operation on elements of P
coordinatewise:

(x, r)⊗ (y, s) = (x·y , r◦s)

the products x·y and r◦s being the products in the appropriate algebra. Define
addition by

(x, r)⊕ (y, s) = if x<y → (x , r)

2 x= y → (x , r+s)

2 y <x → (y , s)

fi .

Then ( P ,⊗ ,⊕ ,� , (01,02) , (11,12) ) is a regular algebra.

Example 4. Suppose we consider a network of cities connected by a number
of roads. Each road has a certain length and along each road there is a low
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bridge. It is required to drive a high load from one of the cities to another by an
“optimum” route (a route being a sequence of connecting roads).

One criterion of optimality is that we choose, among the shortest routes, a
route that maximises the minimum height of bridge along the route. A second
criterion of optimality is that, among the routes that maximise the minimum
height of bridge along the route, we choose a shortest route.

The construction of theorem 4 is applicable to the first criterion of optimality.
The elements of the algebra are ordered pairs ( distance , height ). A route with
“cost” ( d , h ) is better than a route with “cost” ( e , k ) if d<e or d= e and
h≥k . As this is a regular algebra, it is possible to apply the standard all-pairs
path-finding algorithm to determine, for all pairs of cities, the cost of a best
route between the cities.

The construction of theorem 4 is not applicable to the second criterion of opti-
mality; an attempt to embed the lexicographical ordering on ( height , distance )
pairs in a regular algebra fails because product does not distribute through ad-
dition and optimal routes may be composed of suboptimal parts.

3.3 Vector Algebras

Recursive equations typically involve several unknowns, possibly even an infinite
set of unknowns. This situation is modelled in a straightforward and standard
way. We consider a collection of equations in a collection of unknowns as a
single equation in a single unknown, that unknown being a vector of values.
And a vector is just a function with range the carrier set of a regular algebra.
The set of functions with domain some arbitrary, fixed set and range a regular
algebra forms a regular algebra if we extend the operators in the range algebra
pointwise.

Theorem 5 (Vector Algebras). Suppose A = (A,× ,+ ,≤ ,0 ,1) is a reg-
ular algebra and suppose B=(B,v) is an arbitrary poset. Then A←B =
(A←B , ×̇ , +̇ , ≤̇ , 0̇ , 1̇) is a regular algebra, where product, addition and or-
dering are defined pointwise and 0̇ and 1̇ are the constant functions returning
0 and 1 , respectively.

3.4 From Monoids to Regular Algebras

Some important examples of regular algebras are power set algebras. These are
introduced in this section.

Lemma 1. Every monoid can be extended to a power set regular algebra in
the obvious way: monoid ( A, · ,1 ) is extended to a regular algebra with carrier
set 2A , partial ordering the subset relation, and multiplication extended to sets
in the usual way with {1} as the unit.

Example 5 (Bool). The simplest possible example of a monoid has carrier
{1} . The subsets of this set are the empty set and the set itself. The power set
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regular algebra is clearly isomorphic to the booleans. Choosing to map the empty
set to false and {1} to true , the product operation of the regular algebra is
conjunction, and the addition operator is disjunction. This is example 1 discussed
earlier.

Example 6. A language over alphabet T is a set of words, i.e. a subset of T ∗ .
The power set regular algebra constructed from the monoid ( T ∗ , · , ε ), where
the infix dot denotes concatention of words and ε denotes the empty word, has
carrier the set of all languages over alphabet T .

3.5 Graph Algebras

If regular algebra is to be applied to path-finding problems then it is vital that
the property of being a regular algebra can be extended to graphs/matrices1

[BC75].
Often, graphs are supposed to have finite dimensions. In the present circum-

stances —the assumption of a complete lattice— there is no need to impose this
as a requirement. Indeed if we are to include the algebra of binary relations over
some given, possibly infinite, set in the class of regular algebras then we certainly
should not require graphs to have finite dimension. Other applications demand
a very general definition of a graph. In the following, a binary relation is just a
set of pairs.

Definition 4. Suppose r is a binary relation and suppose A is a set. A
(labelled) graph of dimension r over A is a function f with domain r and
range A . Elements of relation r are called edges.

We will use MrA to denote the class of all labelled graphs of dimension r
over A . If f is a graph and the pair (i, j) is an element of r , then i〈f〉j will
be used to denote the application of f to the pair (i, j) .

Definition 5 (Addition and Product). Suppose R=(A,× , + ,≤ ,0 ,1)
is a regular algebra. Then zero and the addition and product operators of R
can be extended to graphs as follows. Two graphs f and g of the same di-
mension r can be ordered according to the rule: for all pairs (i, j) in r ,
f ≤̇ g ≡ ∀〈i, j:: i〈f〉j ≤ i〈g〉j〉 . The supremum ordering is just pointwise. In
particular, f and g of the same dimension r are added according to the rule:
for all pairs (i, j) in r , i〈f+̇g〉j = i〈f〉j + i〈g〉j . Two graphs f and g of di-
mensions r and s can be multiplied to form a graph of dimension r◦s according
to the rule: for all pairs (i, j) in r◦s ,

i〈f×̇g〉j = Σ〈k: (i, k)∈ r ∧ (k, j)∈ s: i〈f〉k × k〈g〉j〉 .

Finally, the zero graph, denoted by 0 , is defined by: for all pairs (i, j) in r ,
i〈0〉j = 0 .
1 For us, the words graph and matrix are interchangeable. In some applications

“graph” is the word that is traditionally used, in others “matrix” is more conven-
tional. For consistency we use “graph” everywhere throughout this paper.
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Henceforth, we use MrA to denote the class of all graphs of dimension r
over A .

Theorem 6 (Graph Algebras). Suppose R=(A,× , + ,≤ ,0 ,1) is a reg-
ular algebra with carrier A , and suppose r is a reflexive, transitive relation.
Define an ordering, addition and product operators as in definition 5. Define the
unit graph, denoted by 1 , by

i〈1〉j = if i= j → 1 2 i 6= j → 0 fi .

(Note that MrA is closed under the product operation and contains 1 on
account of the assumptions that r is transitive and reflexive, respectively.) Then
the algebra MrR = (MrA, ×̇ , +̇ , ≤̇ ,0 ,1) so defined is a regular algebra.

There are several important examples of graph regular algebras. The binary
relations on some set A is one example. The underlying regular algebra is the
booleans IB , and the edge relation is the cartesian product A×A . The relation
represented by graph f is the set of pairs (i, k) such that i〈f〉k . Graph addition
corresponds to the union of relations, and graph product corresponds to the
composition of relations. The divisions f/g and f\g are called residuals [Dil39]
in the mathematics literature and weakest pre and post specifications [HH86] in
the computing science literature.

Path problems on finite graphs provide additional examples of graph algebras.
The standard example is shortest paths: the underlying algebra is the minimum
cost algebra introduced in definition 2.

4 Regular Homomorphisms and the Main Theorem

In this section we specialise the fusion theorem of section 2 to systems of equa-
tions with the structure of a context-free grammar.

Definition 6 (Regular Homomorphism). Let R = (R , ◦ ,1R) and S =
(S , · ,1S) be monoids. Suppose m is a function with domain R and range S .
Then m is said to be compositional if m.(x·y) = m.x ◦ m.y , for all x and
y in R . Also, m is said to be a monoid homomorphism from R to S if m
is compositional and preserves units: m.1R = 1S . Now let R = (R , ◦ , ⊕ , �
,0R ,1R) and S = (S , · , + , ≤ , 0S , 1S) be regular algebras. Suppose m

is a function with domain R and range S . Then m is said to be a regular
homomorphism if m is a monoid homomorphism (from ( R , ◦ ,1R ) to ( S , · ,1S ))
and it is a lower adjoint in a Galois connection between the two orderings.

For m to be a regular homomorphism it must be compositional and pre-
serve the unit of R . However, the latter requirement is redundant if we re-
strict attention to the values in the image of R under m . After all, we have
m.x = m.(x◦1R) = m.x ·m.1R and, similarly, m.y = m.(1R◦y) = m.1R ·m.y
so that ( m.R , · ,m.1R ) is a monoid, where m.R denotes the image of the set
R under m . In more complicated applications this observation becomes impor-
tant. Formally, we combine the observation with the unity-of-opposites theorem
in the following theorem.
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Theorem 7 (Range Algebras). Let R = (R , ◦ , ⊕ , � ,0R ,1R) and S
= (S , · , + , ≤ , 0S , 1S) be regular algebras. Suppose m is a function with
domain R and range S that is compositional and is a lower adjoint in a Galois
connection between the orderings. Let m.R be the image of R under m and
let m] denote its upper adjoint. Then m.R = (m.R , · , � , ≤ , 0S , m.1R)
is a regular algebra, where x�y = m.(m].x ⊕ m].y) . Moreover, m is a regular
homomorphism from R to m.R .

Regular homomorphisms are lower adjoints and are compositional. These
are exactly the conditions we need to apply the fusion theorem to systems of
equations with the structure of a context-free grammar.

Theorem 8 (Fusion on Languages). Suppose G is a context-free gram-
mar, and R and S are regular algebras. Suppose also that m is a regular
homomorphism from R to S . Suppose g is the endofunction obtained in the
obvious way from G by interpreting concatenation and choice by the product
and addition operators of R , and by giving suitable interpretations to the sym-
bols of the alphabet. Suppose h is obtained in the same way using S instead
of R . (See section 2.2 for an example.) Then m.µg = µh .

5 Measures

On its own, theorem 8 is difficult to use because the requirement of being a
regular homomorphism is quite strong. However, the sort of functions m that
we usually consider are defined by extending a function on words to a function
on languages. We call such functions “measures”. The sort of measures we have
in mind are the length of a word, the first k symbols in a word, and the edit
distance of a word from some given word. For example the length function on
words is extended to the length-of-a-shortest-word function on languages.

In this section we show that the standard mechanism for extending a mea-
sure to a set results in a homomorphism of regular algebras, the only condition
being that we start with a measure that is compositional. This makes theorem
8 relatively easy to use.

Theorem 9 (Monoidal Extensions). Suppose that ( M , · ,1M ) is a monoid
and that R = (R , · , + , ≤ , 0R , 1R) is a regular algebra. Suppose m is a
function with domain M and range R . Consider the power set algebra ( 2M , · ,∪
, ⊆ , φ , {1M} ) as defined in theorem 1. Define measure , the extension of

m to subsets of M (elements of 2M ), by measure.S = Σ〈x:x∈S:m.x〉 . Then
measure is a regular homomorphism if m is compositional.

We consider several examples.

Example 7 (Test for Empty). Suppose we wish to determine whether a lan-
guage is empty or not. Consider the regular algebra IB (definition 1). Define
the measure m of a word to be true . Then the extension measure of m to
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sets of words tests whether a language is empty or not. Specifically, by defini-
tion measure.S ≡ ∃〈u:u∈S: true〉 . That is, measure.S ≡ S 6=φ . The measure
m is clearly compositional and so measure is a regular homomorphism, and
theorem 8 can be applied.

Example 8 (Membership). We return to the membership problem discussed
in section 2.2. Consider the regular algebra IB (definition 1). Given a word X ,
define the measure m of a word u to be u=X . Then the extension, measure ,
of m to sets of words tests for membership of x in the set. Specifically, by
definition measure.S ≡ ∃〈u:u∈S:u=X〉 . That is, measure.S ≡ X∈S . This
measure is a regular homomorphism if measure m is compositional. But m is
compositional equivales ε=X . So the only example of a membership test on
sets of words that is a regular homomorphism is the so-called nullability test:
the test whether the empty word is in the set. So only in this case can theorem
8 be applied directly.

The next two examples involve graph algebras. Note how example 9 gener-
alises example 8.

Example 9 (General Context-Free Parsing). The general parsing algorithm
invented by Cocke, Younger and Kasami exploits a regular homomorphism. (See
[AU72, p332] for references to the origin of the Cocke-Younger-Kasami parsing
algorithm.)

Let X be a given word and let N be the length of X . The motivating
problem is to determine whether X —the input string— is in a language L
given by some context-free grammar.

We use X to define a measure on words and then we extend the measure to
sets and then to vectors of sets. The measure of word u is a graph of Booleans
that determines which segments of X are equal to u . Specifically, let us index
the symbols of X from 0 onwards. The edge relation of the graph is the set of
pairs ( i , j ) such that 0≤ i≤ j≤N and will be denoted by seg . Note that this
is a reflexive, transitive relation. For brevity we omit this constraint on i and
j from now on.

Now, with i and j satisfying 0≤ i≤ j≤N , let X [ i .. j ) denote the segment
of word X beginning at index i and ending at index j−1 . (So X [ i .. i ) is the
empty word.) Now define2 m.u = 〈i, j:: X[i..j)=u〉 . This defines m.u to be
a boolean graph with dimension the set of pairs ( i , j ) satisfying 0≤ i≤ j≤N .
The extension of the measure m to sets is

measure.S = 〈i, j:: ∃〈u:u∈S:X[i..j)=u〉〉
so that

0〈measure.S〉N ≡ X∈S .

Crucial to the correctness of the Cocke-Younger-Kasami algorithm is that m is
compositional. This is proved as follows.
2 Recall that 〈i, j:: X [ i .. j ) = u〉 denotes a function mapping pair ( i , j ) (implicitly)

satisfying 0 ≤ i≤ j ≤ N to the boolean value X [ i .. j ) = u .



Fusion on Languages 119

m.u×m.v

= { definition of m }
〈i, j:: X [ i .. j ) =u〉 × 〈i, j:: X [ i .. j ) = v〉

= { definition of graph product in algebra MsegIB }
〈i, j:: ∃〈k:: X [ i .. k ) =u ∧ X [ k .. j ) = v〉〉

= { word calculus }
〈i, j:: X [ i .. j ) =u·v〉

= { definition of m }
m.(u·v) .

We conclude that theorem 8 can be applied. Thus testing whether X is an
element of the language generated by a context-free grammar G involves solving
a system of order N2×k equations where k is the number of nonterminals in
the grammar.

The final example is the most complicated, and requires a more complicated
justification.

Example 10 (Error Repair). A general technique for error repair when parsing
languages is to compute the minimum number of edit operations required to
edit the input string into a string in the language being recognised [AP72].
The technique involves a generalisation of the Cocke-Younger-Kasami algorithm,
similar to the generalisation that is made when going from Warshall’s transitive
closure algorithm to Floyd’s all-shortest-paths algorithm.

Let X be a given word (the input string) and let N be the length of X . As
in example 9, we use X to define a measure on words and then we extend the
measure to sets. The measure of word u is a triangular graph of numbers that
determines how many edit operations are required to transform each segment of
X to the word u .

Transforming one word to another involves a sequence of primitive edit op-
erations. Initially the input index, i , is set to 0 ; the edit operations scan the
input string from left to right, transforming it to the output string. The allowed
edit operations and their effect on the input string are

– Insert(a) . Insert symbol a after the current symbol in the output string.
– Delete . Increment the index i .
– ChangeTo(a) . Increment the index i and add symbol a to the end of the

output string.
– OK . Copy the symbol at index i of the input to the output. Then increment

i .

(We will see that the choice of allowed edit operations is crucial to the correctness
of the generalised algorithm.)
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Let dist(u,v) denote the minimum number of non-OK edit operations needed
to transform word u into word v using a sequence of the above edit operations.
Now define

m.u = 〈i, j:: dist(X[i..j) , u)〉 .

This defines m.u to be a graph of numbers. The numbers, augmented by ∞ ,
form the min-cost regular algebra discussed in example 2. Thus graphs over num-
bers also form a regular algebra. Taking this as the range algebra, the extension
of the measure m to sets is

measure.S = 〈i, j:: ↓ 〈u:u∈S:dist(X[i..j) , u)〉〉
so that 0〈measure.S〉N is the minimum number of edit operations required to
repair the word X to a word in S .

Crucial to the correctness of the generalised Cocke-Younger-Kasami algo-
rithm is that m is compositional. This follows from

dist(X[i..j) , u·v) = ↓ 〈k::dist(X[i..k) , u)+dist(X[k..j) , v)〉
which is a non-trivial property of the chosen collection of edit operations

To see that the property is non-trivial, suppose we extend the set of edit
operations to allow the transposition of two adjacent characters. (Transposing
characters is a very common error when using a keyboard.) Then the edit dis-
tance function is not compositional as, for example, dist (“ab”,“ba”) is 1 —it
takes one transposition to transform the word “ab” to the word “ba”— but this is
not equal to the minimum of dist (“ab”,“b”) + dist(ε ,“a”) and dist (“a”,“b”)
+ dist (“b”,“a”) and dist(ε ,“b”) + dist (“ab”,“a”) —which it should be if the
function m were to be compositional. Indeed, computing minimal edit distances
for context-free languages is very difficult if the possibility of transpositions is
included in the analysis.

This is the first example where m is compositional but not a monoid ho-
momorphism. In an algebra of graphs with underlying algebra minimum costs
the ( i,j )th entry in the unit graph is ∞ whenever i 6= j . The ( i,j )th entry in
m.ε , on the other hand, is the cost of deleting all the symbols of X [ i .. j ). This
is an instance where theorem 7 is really needed. The extension measure of m
is indeed a regular homomorphism; its domain is the algebra over languages and
its range is the algebra of graphs in the image set of measure .
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Abstract. Many modern programs provide operating system-style ser-
vices to extension modules. A Web server, for instance, behaves like a
simple OS kernel. It invokes programs that dynamically generate Web
pages and manages their resource consumption. Most Web servers, how-
ever, rely on conventional operating systems to provide these services.
As a result, the solutions are inefficient, and impose a serious overhead
on the programmer of dynamic extensions.
In this paper, we show that a Web server implemented in a suitably ex-
tended high-level programming language overcomes all these problems.
First, building a server in such a language is straightforward. Second,
the server delivers static content at performance levels comparable to a
conventional server. Third, the Web server delivers dynamic content at
a much higher rate than a conventional server, which is important be-
cause a significant portion of Web content is now dynamically generated.
Finally, the server provides programming mechanisms for the dynamic
generation of Web content that are difficult to support in a conventional
server architecture.

1 Web Servers and High-Level Operating Systems

A Web server provides operating system-style services. Like an operating system,
a server runs programs (e.g., CGI scripts). Like an operating system, a server
protects these programs from each other. And, like an operating system, a server
manages resources (e.g., network connections) for the programs it runs.

Some existing Web servers rely on the underlying operating system to im-
plement these services. Others fail to provide services due to shortcomings of
the implementation languages. In this paper, we show that implementing a Web
server in a suitably extended functional programming language is straightfor-
ward and satisfies three major properties. First, the server delivers static con-
tent at a performance level comparable to a conventional server. Second, the Web
server delivers dynamic content at five times the rate of a conventional server.
Considering the explosive growth of dynamically created Web pages [7], this
performance improvement is important. Finally, our server provides program-
ming mechanisms for the dynamic generation of Web content that are difficult
to support in a conventional server architecture.
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The basis of our experiment is MrEd [11], an extension of Scheme [15]. The
implementation of the server heavily exploits four extensions: first-class mod-
ules, which help structure the server and represent server programs; preemptive
threads; which are needed to execute server programs; custodians, which man-
age the resource consumption of server programs; and parameters, which control
stateful attributes of threads. The server programs also rely on Scheme’s ca-
pabilities for manipulating continuations as first-class values. The paper shows
which role each construct plays in the construction of the server.

The following section is a brief introduction to MrEd. Section 3 explains the
core of our server implementation. In section 4 we show how the server can be
extended to support Scheme CGI scripts and illustrate how programming in the
extended Scheme language facilitates the implementation of scripts. Sections 3
and 4 also present performance results. Section 5 discusses related work. The
final section summarizes our ideas and presents areas for future work.

2 MrEd: A High-Level Operating System

MrEd [11] is a safe implementation of Scheme [15]; it is one of the fastest existing
Scheme interpreters. Following the tradition of functional languages, a Scheme
program specifies a computation in terms of values and legitimate primitive
operations on values (creation, selection, mutation, predicative tests). The im-
plementation of the server exploits traditional functional language features, such
as closures and standard data structures, and also Scheme’s ability to capture
and restore continuations, possibly multiple times.

MrEd extends Scheme with structures, exceptions, and modules. The module
system [10] permits programmers to specify atomic units and compound units.
An atomic unit is a closed collection of definitions. Each unit has an import and
an export signature. The import signature specifies what names the module ex-
pects as imports; the export signature specifies which of the locally defined names
will become visible to the rest of the world. Units are first-class values. There
are two operations on unit values: invocation and linking. A unit is invoked via
the invoke-unit/sig special form, which must supply the relevant imports from
the lexical scope. MrEd permits units to be loaded and invoked at run-time. A
unit is linked—or compounded—via the compound-unit/sig mechanism. Pro-
grammers compound units by specifying a (possibly cyclic) graph of connections
among units, including references to the import signature; the result is a unit.

The extended language also supports the creation of threads and thread
synchronization. Figure 1 specifies the relevant primitives. Threads are created
from 0-ary procedures (thunks); they synchronize via counting semaphores. For
communication between parent and child threads, however, synchronization via
semaphores is too complex. For this purpose, MrEd provides (thread) parame-
ters. The form

(parameterize ([parameter1 value1]...) body1...)
sets parameter1 to value1 for the dynamic extent of the computation body1

...; when this computation ends, the parameter is reset to its original value. New
threads inherit copies of their parent’s parameter bindings, though the parame-
ter values themselves are not copied. That is, when a child sets a parameter, it
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Fig. 1. MrEd’s TCP, thread and custodian primitives

does not affect a parent; when it mutates the state of a parameter, the change
is globally visible. The server deals with only two of MrEd’s standard parame-
ters: current-custodian and exit-handler. The default exit-handler halts the entire
runtime system. Setting this parameter to another function can cause conditions
that would normally exit to raise an exception or perform clean up operations.

Finally, MrEd provides a mechanism for managing resources, such as threads
(with associated parameter bindings), TCP listeners, file ports, and so on. When
a resource is allocated, it is placed in the care of the current custodian, the value
of the current-custodian parameter. Figure 1 specifies the only relevant opera-
tion on custodians: custodian-shutdown-all. It accepts a custodian and reaps the
associated resources: it kills the threads in its custody, closes the ports, reclaims
the TCP listeners, and recursively shuts down all child custodians.

3 Serving Static Content

A basic web server satisfies HTTP requests by reading Web pages from files.
High-level languages ease the implementation of such a server, while retaining
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efficiency comparable to widely used servers. The first subsection explains the
core of our server implementation. The second subsection compares performance
figures of our server to Apache [2], a widely-used, commercially-deployed server.

3.1 Implementation of the Web Server’s Core

The core of a web server is a wait-serve loop. It waits for requests on a particular
TCP port. For each request, it creates a thread that serves the request. Then
the server recurs:1

For each request, the server parses the first line and the optional headers:

A dispatcher uses this information to find the correct file corresponding to
the given URL. If it can find and open the file, the dispatcher writes the file’s
contents to the output port; otherwise it writes an error message. In either case,
it closes the ports before returning.2

3.2 Performance

It is easy to write compact implementations of systems with high-level con-
structs, but we must demonstrate that we don’t sacrifice performance for ab-
straction. More precisely, we would like our server to serve content from files
at about the same rate as Apache [2]. We believed that this goal was within
1 let-values binds names to the values returned by multiple-valued computations such

as tcp-accept, which returns input and output ports.
2 The server may actually loop to handle multiple requests per connection. Our paper

does not explore this possibility further.



126 P. Graunke et al.

Fig. 2. Performance for static content server

reach because most of the computational work involves parsing HTTP requests,
reading data from disk, and copying bytes to a (network) port.3

To verify this conjecture, we compared our server’s performance to that of
Apache on files of three different sizes. For each test, the client requested a
single file repeatedly. This minimized the impact of disk speed; the underlying
buffer cache should keep small files in memory. Requests for different files would
even out the performance numbers according to Amdahl’s law because the total
response time would include an extra disk access component that would be
similar for both servers.

The results in figure 2 show that we have essentially achieved our goal. The
results were obtained using the S-client measuring technology [5]. For the his-
torically most common case [4]—files between six and thirteen kB—our server
performs at a rate of 60% to 80% of Apache. For larger files, which are now
more common due to increased uses of multimedia documents, the two servers
perform at the same rate. In particular, for one and ten kB files, more than four
pending requests caused both servers to consume all available CPU cycles. For
the larger 100 kB files, both servers drove the network card at full capacity.

4 Dynamic Content Generation

Over the past few years, the Web’s content has become increasingly dynamic.
USA Today, for instance, finds that as of the year 2000, more than half of the
Web’s content is generated dynamically [7]. Servers no longer retrieve plain files
3 This assumes that the server does not have a large in-memory cache for frequently-

accessed documents.
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from disk but use auxiliary programs to generate a document in response to a
request. These Web programs often interact with the user and with databases.
This section explains how small changes to the code of section 3 accommodate
dynamic extensions, that the performance of the revised server is superior to
that of Apache,4 and that it supports a new programming paradigm that is
highly useful in the context of dynamic Web content generation.

4.1 Simple Dynamic Content Generation

Since a single server satisfies different requests with different content generators,
we implement a generator as a module that is dynamically invoked and linked
into the server context. More specifically, a CGI program in our world is a unit:

It exports nothing; it imports the names specified in the cgiˆ signature. The
result of its final expression (and of the unit invocation) is an HTML page.5

Here is a trivial CGI program using quasiquote [22] to create an HTML
page with unquote (a comma) allowing references to the TITLE definition.

The script defines a title and produces a simple Web page containing a mes-
sage.

The imports of a content generator supply the request method, the URL, the
optional headers, and the bindings:

To add dynamic content generation to our server, we modify the dispatch
function from section 3 to redirect requests for URLs starting with “/cgi-bin/”.
More concretely, instead of responding with the contents of a file, dispatch loads
a unit from the specified location in the file system. Before invoking the unit,
the function installs a new current-custodian and a new exit-handler via a pa-
rameterize expression:
4 Apache outperforms most other servers for CGI-based content generation [1].
5 To be precise, it generates an X-expression, which is an S-expression representation

of an XML document. The server handles other media types also; we do not discuss
these in this paper.
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The newly installed custodian is shut down on termination of the CGI script.
This halts child threads, closes ports, and reaps the script’s resources. The new
exit-handler is necessary so that erronious content generators shut down only
the custodian instead of the entire server.

4.2 Content Generators Are First-Class Values

Since units are first-class values in MrEd, the server can store content generators
in a cache. Introducing a cache avoids some I/O overhead but, more importantly,
it introduces new programming capabilities. In particular, a content generator
can now maintain local state across invocations. Here is an example:

This generator maintains a local count that is incremented each time the
unit is invoked to satisfy an HTTP request. Its output is an HTML page that
contains the current value of count.

4.3 Exchanging Values between Content Generators

In addition to maintaining persistent state across invocations, content generators
may also need to interact with each other. Conventional servers force server
programs to communicate via the file system or other mechanisms based on
character streams. This requires marshaling and unmarshaling data, a complex
and error prone process. In our server architecture, dynamic content generators
can naturally exchange high-level forms of data through the common heap.

Our dynamic content generation model features a simple extension that per-
mits multiple generators to be defined within a single lexical scope. The current
unit of granularity in the implementation is a file. That is, one file may yield an
expression that contains multiple generators. The expression may perform arbi-
trary operations to define and initialize the shared scope. To distinguish between
the generators, the server’s interface requires that the file return an association
list of type

(listof (cons Symbol Content-generator))
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For instance, a file contain two content generators:

This yields two generators that share a lock to a common file. The distin-
guishing name in the association is treated as part of the URL in a CGI request.

4.4 Interactive Generation of Content

In a recent ICFP article [23], Christian Queinnec suggested that Web brows-
ing in the presence of dynamic Web content generation can be understood as
the process of capturing and resuming continuations.6 For example, a user can
bookmark a generated page that contains a form and (try to) complete it sev-
eral times. This action corresponds to the resumption of the content generator’s
computation after the generation of the first form.

Ordinarily, programming this style of computation is a complex task. Each
time the computation requires interaction (responses to queries, inspection of
intermediate results, and so forth) from the user, the programmer must split
the program into two fragments. The first generates the request for interaction,
typically as a form whose processor is the remainder of the computation. The first
program must store its intermediate results externally so the second program can
access and use them. The staging and marshaling are cumbersome, error-prone,
slow, and inhibit the reuse of existing non-CGI programs that are being refitted
with Web-based interfaces. To support this common programming paradigm,
our server links content generators to the three additional primitives in figure 3.

Fig. 3. Additional content generator primitives

The send/suspend function allows the content generator to send an HTML
form to the client for further input. The function captures the continuation and
suspends the computation of the content generator. When the user responds,
the server resumes the continuation with four values: the request method, the
URL, the optional headers, and the form bindings.
6 This idea also appears in Hughes’s paper on arrows [14].
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To implement this functionality, send/suspend consumes a function of one
argument. This function, in turn, consumes a unique URL and generates a form
whose action attribute refers to the URL. When the user submits the form,
the suspended continuation is resumed. Consider figure 4, which presents a sim-
ple example of an interactive content generator. This script implements curried
multiplication, asking for one number with one HTML page at a time. The two
underlined expressions represent the intermediate stops where the script displays
a page and waits for the next set of user inputs. Once both sets of inputs are
available it produces a page with the product.

Fig. 4. An interactive CGI program

In general, this paradigm produces programs that naturally correspond to
the flow of information between client and server. These programs are easier
to match to specifications, to validate, and to maintain. The paradigm also
causes problems, however. The first problem, as Queinnec points out, concerns
garbage collection of the suspended continuations. By invoking send/suspend, a
content generator hands out a reference to its current continuation. Although
these references to continuations are symbolic links in the form of unique URLs,
they are nevertheless references to values in the server’s heap. Without further
restrictions, garbage collection cannot be based on reachability. To make matters



Programming the Web with High-Level Programming Languages 131

worse, these continuations also hold on to resources, such as open files or TCP
connections, which the server may need for other programs.

Giving the user the flexibility to bookmark intermediate continuations and
explore various choices creates another problem. Once the program finishes in-
teracting with the user, it records the final outcome by updating persistent state
on the server. These updates must happen at most once to prevent catastrophes
such as double billing or shipping too many items.

Based on this analysis, our server implements the following policy. When the
content generator returns or calls the send/finish primitive, all the continuations
associated with this generator computation are released. Generators that wish
to keep the continuations active can suspend instead. When a user attempts to
access a reclaimed continuation, a page directs them to restart the computation.
Furthermore, each instance of a content generator has a predetermined lifetime
after which continuations are disposed. Each use of a continuation updates this
lifetime. A running continuation may also change this amount by calling adjust-
timeout. This mechanism for shutting down the generator only works because the
reaper and the content generator’s thread share the same custodian. This illus-
trates why custodians, or resource management in general, cannot be identified
with individual threads.

4.5 Implementing Interactive Generation of Content

The implementation of the interactive CGI policy is complicated by the (natural)
MrEd restriction that capturing a continuation is local to a thread and that a
continuation can only be resumed by its original thread. To comply with this
restriction, send/suspend captures a continuation, stores it in a table indexed
by the current content generator, and causes the thread to wait for input on a
channel. When a new request shows up on the channel, the thread looks up the
matching continuation in its table and resumes it with the request information
in an appropriate manner. A typical continuation URL looks like this:

http://www/cgi-bin/send-test.ss;id38,k3-839800468

This URL has two principle pieces of information for resuming computation: the
thread (id38) and the continuation itself (k3). The random number at the end
serves as a password preventing other users from guessing continuation URLs.

The table for managing the continuations associated with a content generator
actually has two tiers. The first tier associates instance identifiers for content
generators with a channel and a continuation table. This continuation table
associates continuation identifiers with continuations. Here is a rough sketch:
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generator instance table
instance-id channel × continuations-table

...
...

instance-id channel × continuations-table
r

-r

continuations table
continuation-id continuation

...
...

continuation-id continuation

When a thread processes a request to resume its generator’s continuation, it looks
up the content generator in one table, and extracts the channel and continuation
table for that generator. The server then looks up the desired continuation in
this second table and passes it along with the request information and the ports
for the current connection.

The two-tier structure of the tables also facilitates clean-up. When the time
limit for an instance of a content generator expires or when the content generator
computation terminates, the instance is removed from the generator instance
table. This step, in turn, makes the continuation instance table inaccessible and
thus available for garbage collection.

4.6 Performance

We expect higher performance from our Web server than from conventional
servers that use the Common Gateway Interface (CGI) [19]. A conventional
server starts a separate OS process for each incoming request, creating a new
address space, loading code, etc. Our server eliminates these costs by avoiding
the use of OS process boundaries and by caching CGI programs.

Our experiments confirm that our server handles more connections per second
than CGI programs written in C. For example, for the comparison in figure 5,
we clock a C program’s binary in CGI and FastCGI against a Scheme script
producing the same data. The table does not contain performance figures for
responses of 100 kB and larger because for those sizes the network bandwidth
becomes the dominant factor just as with static files.

The table also indicates that both the standard CGI implementation and our
server scale much better relative to response size than FastCGI does. We con-
jecture that this is because FastCGI copies the response twice, and is thus much
more sensitive to the response size. Of course, as computations become more
intensive, the comparison becomes one of compilers and interpreters rather than
of servers and their protocols. We are continuing to conduct experiments, and
intend to present the additional performance measurements in a future edition
of this paper.

4.7 Modularity of the Server

Web servers must not only be able to load web programs (e.g., CGI scripts) but
also load new modules in order to extend their capabilities. For example, requir-
ing password authentication to access particular URLs affects serving content
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Fig. 5. Performance for dynamic content generation

from files and from all dynamic content generators. In order to facilitate billing
various groups hosted by the server, the administrator may find it helpful to
produce separate log files for each client instead of a monolithic one. A flexi-
bly structured server will split key tasks into separate modules, which can be
replaced at link time with alternate implementations.

Apache’s module system [25] allows the builder of the Web server to replace
pieces of the server’s response process, such as those outlined above, with with
their own code. The builder installs structures with function pointers into a
Chain of Command pattern [13]. Using this pattern provides the necessary ex-
tensibility but it imposes a complex protocol on the extension programmer, and
it fails to provide static guarantees about program composition.

In contrast, our server is constructed in a completely modular fashion using
the unit system [10]. This provides the flexibility of the Apache module system
in a less ad hoc, more hierarchical manner. To replace part of how the server
responds to requests, the server builder writes a compound unit that links the
provided units and the replacement units together, forming an extended server.
Naturally, the replacement units may link to the original units and delegate to
them as desired.

Using units instead of dynamic protocols has several benefits. First, the server
doesn’t need to traverse chains of structures, checking for a module that wants
to handle the request. Second, the newly linked server and all the replacement
units are subject to the same level of static analysis as the original server. (Our
soft-typing tool [9] revealed several easily corrected premature end-of-file bugs
in the original server.)

5 Related Work

The performance problems of the CGI interface has led others to develop higher-
speed alternatives [20,25]. In fact, one of the driving motivations behind the
Microsoft .NET initiative [17] appears to be the need to improve Web server
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performance, partially by eliminating process boundaries.7 Apache provides a
module interface that allows programmers to link code into the server that,
among other things, generates content dynamically for given URLs. However,
circumventing the underlying operating system’s protection mechanisms without
providing an alternative within the server opens the process for catastrophic
failures.

FastCGI [20] provides a safer alternative by placing each content generator
in its own process. Unlike traditional CGI, FastCGI processes handle multiple
requests, avoiding the process creation overhead. The use of a separate pro-
cess, however, generates bi-directional inter-process communication cost, and
introduces coherence problems in the presence of state. It also complicates the
creation of CGI protocols that communicate higher-order data, such as that of
section 4.4.

IO-Lite [21] demonstrates the performance advantages to programs that are
modified to share immutable buffers instead of copying mutable buffers across
protection domains. Since the underlying memory model of MrEd provides safety
and immutable string buffers, our server automatically provides this memory
model without the need to alter programming styles or APIs.

The problem of managing resources in long-running applications has been
identified before in the Apache module system [25], in work on resource con-
tainers [6], and elsewhere. The Apache system provides a pool-based mechanism
for freeing both memory and file descriptors en masse. Resource containers pro-
vide an API for separating the ownership of resources from traditional process
boundaries. The custodians in MrEd provide similar functionality with a simpler
API than those mentioned.

Like our server programs, Java servlets [8] are content generating code that
runs in the same runtime system as the server. Passing information from one
request to the processing of the next request cannot rely on storing information
in instance variables since the servlet may be unloaded and re-loaded by the
server. Passing values through static variables does not solve the problem either,
since in some cases the server may instantiate multiple instances of the servlet
on the same JVM or on different ones. Instead they provide session objects that
assist the programmer with the task of manually marshaling state into and out
of re-written urls, cookies, or secure socket layer connections.

The Java servlet interface allows implementations to distribute requests to
multiple JVMs for automatic load balancing purposes. Lacking the subprocess
management facilities of MrEd’s custodians, they rely on an explicit delete
method in the servlet to shut the subprocess down cooperatively. While this
provides more flexibility by allowing arbitrary clean-up code, the servlet isn’t
guaranteed to comply.

Finally, the J-Server [24] runs atop Java extended with operating systems
features. The J-Server team identified and addressed the server’s need to prevent
dynamic content generators from shutting down the entire server, while allowing
the server to shutdown the content generators reliably. They too identified the
need for generators to communicate with each other, but their solution employs

7 Jim Miller, personal communication.
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remote method invocation (which introduces both cost and coherence concerns)
instead of shared lexical scope. Their work addresses issues of resource accounting
and quality of service, which is outside the scope of this paper. Their version of
Java lacks a powerful module system and first-class continuations.

6 Conclusion and Future Work

The content of the Web is becoming more dynamic. The next generation of
Web servers must therefore tightly integrate and support the construction of
extensible and verifiable dynamic content generators. Furthermore, they must
allow programmers to write interactive, dynamic scripts in a more natural fashion
than engendered by current Web scripting facilities. Finally, the servers must
themselves become more extensible and customizable.

Our paper demonstrates that all these programming problems can be solved
with a high-level programming language, provided it offers OS-style services
in a safe manner. Our server accommodates both kinds of extensibility found
in traditional servers—applications, which serve data, and extensions, which
adapt the behavior of the server itself—by exploiting its underlying module
system. All these features are available on the wide variety of platforms that run
MrEd (both traditional operating systems and experimental kernels such as the
OS/Kit [12]). The result is a well-performing Web server that accommodates
natural and flexible programming paradigms without burdening programmers
with platform-specific facilities or complex, error-prone dynamic protocols. We
have deployed this server for our book’s widely accessed web site.

Two major areas of future work involve type systems and interoperability. Re-
search should explore how the essential additions to Scheme—dynamically link-
able modules that are first-class values, threads, custodians, and parameters—
can be integrated in typed functional languages such as ML and how the type
system can be exploited to provide even more safety guarantees. While MrEd
already permits programmers to interoperate with C programs through a foreign-
function interface, we are studying the addition of and interoperation between
multiple safe languages in our operating system, so programmers can use the
language of their choice and reuse existing applications [16].

Acknowledgments. We thank Matthew Flatt and Darren Sanders for their
assistance.
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Abstract. In POPL’00, Cousot and Cousot introduced and studied a
novel general temporal specification language, called

x?
µ -calculus, in par-

ticular featuring a natural and rich time-symmetric trace-based seman-
tics. The classical state-based model checking of the

x?
µ -calculus is an

abstract interpretation of its trace-based semantics, which, surprisingly,
turns out to be incomplete, even for finite systems. Cousot and Cousot
identified the temporal connectives causing such incompleteness. In this
paper, we first characterize the least, i.e. least informative, refinements of
the state-based model checking abstraction which are complete relatively
to any incomplete temporal connective. On the basis of this analysis, we
show that the least refinement of the state-based model checking seman-
tics of (a slight and natural monotone restriction of) the

x?
µ -calculus which

is complete w.r.t. the trace-based semantics does exist, and it is essen-
tially the trace-based semantics itself. This result can be read as stating
that any model checking algorithm for the

x?
µ -calculus abstracting away

from sets of traces will be necessarily incomplete.

1 Introduction

The classical semantics of standard temporal specification languages for model
checking, like CTL, µ-calculus and variations thereof, are state-based and time-
asymmetric [3,6,11,12]. State-based means that, given a transition system mod-
elling some reactive system, the semantics of a temporal formula φ is given by
the set of states of the transition system satisfying φ, possibly w.r.t. some en-
vironment whenever φ contains free variables. Time-asymmetry refers to the
asymmetric nature of the classical notion of trace in transition systems, since
traces are commonly indexed on natural numbers and therefore have a finite past
and an infinite future. Recently, Cousot and Cousot [6] introduced a novel gen-
eral temporal specification language, called

x?
µ -calculus, inspired from Kozen’s [9]

µ-calculus and featuring a time-symmetric trace-based semantics. In the
x?
µ -cal-

culus semantics, traces are indexed over integer numbers, i.e. both past and
future are infinite, and a time reversal operator allows a uniform symmetric
treatment of past and future. Traces record the present time, and hence the
present state as well, by an integer number, and temporal formulae are therefore
interpreted as sets of traces. The generality of the

x?
µ -calculus stems from mixing

linear and branching time modalities, and this allows to recover most standard

D. Sands (Ed.): ESOP 2001, LNCS 2028, pp. 137–154, 2001.
c© Springer-Verlag Berlin Heidelberg 2001
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specification languages like CTL, CTL∗ and Kozen’s µ-calculus as suitable frag-
ments.

The most relevant feature in Cousot and Cousot’s [6] work is in the appli-
cation of the abstract interpretation methodology [4,5] to the

x?
µ -calculus. In

particular, it is shown how to derive standard state-based model checking by
abstract interpretation from the trace-based semantics of the

x?
µ -calculus. This is

performed exploiting a so-called universal checking abstraction map α∀
M : given

a model to check M (i.e., the set of traces generated by some transition system),
α∀

M abstracts a trace-interpreted
x?
µ -calculus temporal formula φ to the set of

present states s of M such that any (here we are considering the universal case:
dually, in the existential checking abstraction “any” becomes “some”) execution
of M departing from the state s satisfies φ. Thus, the abstract domain consists
of sets of states, since α∀

M abstracts sets of traces to sets of states. In particular,
α∀

M (φ) encodes a classical state-based interpretation like {s ∈ States |M, s |= φ},
and therefore the state-based local model-checking problem of determining if a
given state s in M satisfies φ amounts to checking whether s ∈ α∀

M (φ). This
abstraction map from sets of traces to sets of states compositionally induces a
state-based abstract semantics [[·]]state for the

x?
µ -calculus, which, by construction

through the abstract interpretation technique, is sound w.r.t. the trace-based se-
mantics: for any formula φ, α∀

M ([[φ]]trace) ⊇ [[φ]]state .
Completeness for the abstract state-based semantics in general does not hold,

i.e. the containment above may be strict, even for finite systems (see [6, Coun-
terexample (60)]). This means that trace-based and state-based model checking
for the

x?
µ -calculus, in general, are not equivalent: there exist some formula φ

and state s such that M, s |=trace φ, while M, s6|=stateφ. The consequence of
such incompleteness is that in order to deal with general temporal specifications
of the

x?
µ -calculus, model checking algorithms should handle sets of traces instead

of sets of traces, and this is evidently infeasible. Moreover, Cousot and Cousot
single out the sources of such incompleteness, that is, the temporal connectives
of the

x?
µ -calculus which are incomplete for the universal checking abstraction:

these are the predecessor, shifting the present time one step in the past, the dis-
junction, and the reversal, exchanging past and future w.r.t. the present time.

Giacobazzi et al. [8] observed that completeness for an abstract interpreta-
tion, i.e. abstract domains plus abstract operations, only depends on the un-
derlying abstract domains. Hence, this opens up the key question of making an
abstract interpretation complete by minimally extending the underlying abstract
domain. Following the terminology in [8], we call complete shell of an abstract
domain A the most abstract, i.e. containing the least amount of information,
domain, when this exists, which extends A and is complete for some operation
or (fixpoint) semantics. The relevance of such concept should be clear: the com-
plete shell of an abstract domain A characterizes exactly the least amount of
information which must be added to A in order to get completeness, when this
can be done. It is shown in [8] that complete shells relative to sets of concrete
operations, the so-called absolute complete shells, exist under weak and reason-
able hypotheses, and some constructive methods to characterize them are given.
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On the other hand, for complete shells relative to fixpoint operators, it is argued
that no general result of existence can be given, even under very restrictive hy-
potheses.

This paper analyzes the incompleteness of state-based model checking within
the Cousot and Cousot [6] framework described above from the perspective of
minimally making an abstract intepretation complete. We first characterize the
absolute complete shells of the universal checking abstraction α∀

M — namely, the
abstract domain of sets of states approximating the domain of sets of traces —
relatively to each incomplete temporal connective, namely predecessor, disjunc-
tion and reversal. The results are quite illuminating. Completeness w.r.t. the
predecessor leads to an absolute complete shell which refines sets of states to a
domain of sequences indexed over natural numbers (intended to represent the
past time) of sets of states. The least refinement of α∀

M which is complete for
the reversal operator is simply a domain consisting of pairs of sets of states,
where the meaning is as follows: if xM denotes the reversal of the model M , a
trace-interpreted formula φ is abstracted to the pair 〈α∀

M (φ), α∀
x

M (φ)〉. Hence,
as expected, completeness for the reversal requires an additional component tak-
ing into account the universal checking abstraction for the reversed model xM .
Finally, disjunction is, somehow, the more demanding connective: the abstract
domain of the corresponding absolute complete shell consists of sets of traces be-
longing to the model to check M , and therefore this amounts to an abstraction
which essentially is the identity. Morever, this abstraction is complete for the
predecessor too, and hence more concrete than its absolute complete shell men-
tioned above. Globally, we also characterize the absolute complete shell of α∀

M

relatively to all1 the temporal connectives involved by the
x?
µ -calculus. Hence,

this abstract domain must be complete both for disjunction and reversal. Actu-
ally, we show that this global absolute complete shell consists of sets of traces
belonging to M or to its reversal. Thus, this abstract domain is even more close
to the concrete domain of sets of generic traces.

Finally and more importantly, we faced the problem of characterizing the
complete shell of the universal checking abstraction relatively to the whole trace-
based concrete semantics of the

x?
µ -calculus. In other terms, we are seeking to

characterize the most abstract domain As extending the universal checking ab-
stract domain of sets of states and inducing a complete abstract semantics, i.e.,
such that for any formula φ, αAs([[φ]]trace) = [[φ]]A

s

. In this case, since the
x?
µ -

calculus involves (least and greatest) fixpoints, as recalled above, it should be
remarked that no general result in [8] ensures the existence of such complete
abstract domain. Nevertheless, it turns out that this complete shell does exist,
and it coincides with the absolute complete shell relative to all the temporal
connectives, namely the identity on sets of traces in M or its reversal. This
complete shell therefore induces an abstract semantics which essentially is the
trace-based semantics itself. Thus, the intuitive interpretation of this important

1 There is a technical detail here: abstract interpretation requires concrete operations
to be monotone or antitone. Thus, in the paper we consider a standard monotone
restriction of the new general universal state quantification introduced in [6].
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result is as follows: any semantic refinement of the state-based model checking
which aims at being trace-complete for the

x?
µ -calculus ineluctably leads to the

trace-based semantics itself. Otherwise stated, any model checking algorithm for
the

x?
µ -calculus abstracting away from sets of traces will be necessarily incom-

plete.

2 Abstract Interpretation and Completeness

Notation. Let us first introduce some basic notation that will be used throughout
the paper. Conditionals are denoted by (b ∈ Bool ? x ¿ y), evaluating to x when
b is true and to y when b is false. Let X and Y be sets. X r Y denotes set-
difference, X ( Y denotes strict inclusion, and X → Y denotes the set of total
functions from X to Y . If X plays the role of some “universe” and Y ⊆ X then
¬Y def= X r Y . Given a sequence σ ∈ Z → X, for any i ∈ Z, σi ∈ X stands for
σ(i). Given f : X → X, the i-th power of f , where i ∈ N, is inductively defined as
follows: f0 def= λx.x; f i+1 def= λx.f(f i(x)). lfp(f) and gfp(f) denote, respectively,
the least and greatest fixpoint, when they exist, of an operator f on a poset.
Sometimes, a poset 〈P,≤〉 will be denoted more compactly by P≤. Given a poset
P≤, the set of functions X → P becomes a poset for the pointwise ordering ≤̇,
where f≤̇g iff ∀x ∈ X.f(x) ≤ g(x).

Closure Operators. The structure 〈uco(C),v,t,u, λx.>, λx.x〉 denotes the com-
plete lattice of all (upper) closure operators (shortly closures) on a complete
lattice 〈C,≤,∨,∧,>,⊥〉, where ρ v η iff ∀x ∈ C. ρ(x) ≤ η(x). Throughout
the paper, for any ρ ∈ uco(C), we follow a standard notation by denoting the
image ρ(C) simply by ρ itself: This does not give rise to ambiguity, since one
can readily distinguish the use of ρ as function or set according to the context.
Let us recall that (i) each closure ρ ∈ uco(C) is uniquely determined by the set
of its fixpoints, which coincides with its image, i.e. ρ = {x ∈ C | ρ(x) = x},
(ii) ρ v η iff η ⊆ ρ, and (iii) a subset X ⊆ C is the set of fixpoints of a closure
iff X = M(X) def= {∧Y | Y ⊆ X} (M(X) is called the Moore-closure of X; note
that > = ∧∅ ∈ M(X); sometimes, we will write MC(X) to emphasize the un-
derlying complete lattice). Hence, note that, given any X ⊆ C, M(X) is the (set
of fixpoints of the) greatest (w.r.t. v) closure whose set of fixpoints contains X.

Abstract Domains. It is well known that within the standard Cousot and Cousot
framework, abstract domains can be equivalently specified either by Galois con-
nections/insertions (GCs/GIs) or by closure operators [5]. In the first case, con-
crete and abstract domains C and A — for simplicity, these are assumed to be
complete lattices — are related by a pair of adjoint functions α : C → A and
γ : A → C, compactly denoted by (α,C,A, γ), and therefore C and A may
consist of objects having different representations. In the second case, instead,
an abstract domain is specified as a closure operator on the concrete domain
C (and this closure could be also given by means of its set of fixpoints). Thus,
the closure operator approach is particularly convenient when reasoning about
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properties of abstract domains independently from the representation of their
objects. Given a concrete domain C, we will identify uco(C) with the so-called
complete lattice LC of abstract interpretations of C (cf. [4, Section 7] and [5,
Section 8]). The ordering on uco(C) corresponds precisely to the standard order
used in abstract interpretation to compare abstract domains with regard to their
precision: A1 is more precise (or concrete) than A2 iff A1 v A2 in uco(C). Thus,
lub’s t and glb’s u on LC give, respectively, the most precise abstraction and
the most abstract concretization of a family of abstract domains.

Complete Abstract Interpretations. Let us succinctly recall the basic notions
concerning completeness in abstract interpretation. Let f : C → C be a mono-
tone or antitone concrete semantic function2 occurring in some complex semantic
specification, and let f ] : A → A be a corresponding abstract function, where
A ∈ LC . The concept of soundness is standard and well known: 〈A, f ]〉 is a
sound abstract interpretation — or f ] is a correct approximation of f relatively
to A — when αC,A ◦ f ≤̇A f

] ◦ αC,A. On the other hand, 〈A, f ]〉 is complete
when equality holds, i.e. αC,A ◦ f = f ] ◦ αC,A. Thus, in abstract interpretation,
completeness means that the abstract semantics equals the abstraction of the
concrete semantics, or, otherwise stated, that abstract computations accumulate
no loss of information.

Completeness is a Domain Property. Any abstract domain A ∈ LC induces the
so-called canonical best correct approximation fA : A → A of f : C → C,
defined by fA def= αC,A ◦ f ◦ γA.C . This terminology is justified by the fact that
any f ] : A → A is a correct approximation of f iff fA v f ]. Consequently, any
abstract domain always induces an (automatically) sound abstract interpreta-
tion. Of course, this is not in general true for completeness: not every abstract
domain induces a complete abstract interpretation. However, whenever a com-
plete abstract operation exists then the best correct approximation is complete
as well. This therefore means that completeness is a property which depends
on the underlying abstract domain only. As a consequence, whenever abstract
domains are specified by closure operators, an abstract domain ρ ∈ LC is de-
fined to be complete for f if ρ ◦ f ◦ ρ = ρ ◦ f . More in general, this definition
of completeness can be naturally extended to a set F of semantic functions by
requiring completeness for each f ∈ F . Throughout the paper, we will adopt the
following useful notation: Γ (C, f) def= {ρ ∈ LC | ρ is complete for f}. Hence, for
a set F , Γ (C,F ) = ∩f∈FΓ (C, f).

Making Abstract Interpretations Complete. The fact that completeness is an
abstract domain property opens the key question of making an abstract inter-
pretation complete by minimally extending (or, dually, restricting: we will not
touch this issue here, see [8]) the underlying abstract domain. Following [8], given
a concrete interpretation 〈C, f〉 and an abstract domain A ∈ LC , the absolute
2 For simplicity, we consider unary functions with the same domain and co-domain,

since the extension to the general case is straightforward.
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complete shell3 of A for f , when it exists, is the most abstract domain As ∈ LC

which extends, viz. is more precise than, A and is complete for f . In other words,
the absolute complete shell of A characterizes the least amount of information
to be added to A in order to get completeness, when this can be done. Let us
succinctly recall the solution to this completeness problem recently given in [8].

Let us fix the following standard notation: if X ⊆ C then max(X) def= {x ∈
X | ∀y ∈ X. x ≤ y ⇒ x = y}. Given a set of monotone semantic functions
F ⊆ C → C, the abstract domain transformer RF : LC → LC is defined as
follows:

RF (η) def= M(∪f∈F,y∈η max({x ∈ C | f(x) ≤ y})).

Theorem 2.1 ([8, Theorem 5.10, p. 388]). Let F ⊆ C → C and ρ ∈ LC .
If F is a set of continuous (i.e., preserving lub’s of directed subsets) functions
then the absolute complete shell of ρ for F exists, and it is given by gfp(λη ∈
uco(C).ρ uRF (η)).

This therefore is a constructive result of existence for absolute complete
shells. It turns out that λη.ρ u RF (η) : uco(C) → uco(C) is itself continuous
[8, Lemma 5.11], and therefore its greatest fixpoint can be constructively ob-
tained as ω-limit of the Kleene’s iteration sequence.

3 Temporal Abstract Interpretation

In this section, we recall the key notions and definitions of Cousot and Cousot’s
[6] abstract interpretation-based approach to model checking.

Basic Notions. S is a given, possibly infinite, set of states. Discrete time is
modeled by the whole set of integers and therefore paths of states are time-
symmetric, in particular are infinite also in the past. Thus, P

def= Z → S is the set
of paths. An execution with an initial state s can then be encoded by repeating
forever in the past the state s. A trace must keep track of the present time, and
hence T

def= Z × P is the set of traces. Finally, a (temporal) model is simply a set
of traces: M

def= ℘(T) is the set of temporal models. The semantics of a temporal
logic formula φ will be a temporal model, that, intuitively, will be the set of all
and only the traces making φ true.

Models to check will be generated by transition systems, encoding some re-
active system. The transition relation τ ⊆ S × S is assumed to be total, i.e.,
∀s ∈ S.∃s′ ∈ S. 〈s, s′〉 ∈ τ and ∀s′ ∈ S.∃s ∈ S. 〈s, s′〉 ∈ τ . This is not restrictive,
since any transition relation can be lifted to a total transition relation simply by
adding transitions 〈s, s〉 for any state s which is not reachable or which cannot
reach any state. The model generated by the transition system 〈S, τ〉 is therefore
defined as Mτ

def= {〈i, σ〉 ∈ T | i ∈ Z, ∀k ∈ Z. 〈σk, σk+1〉 ∈ τ}.
3 [8] also introduces the concept of relative complete shell, and this explains the use

of the adjective absolute.
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3.1 Syntax and Semantics of the
x?
µ-Calculus

The reversible
x?
µ -calculus has been introduced by Cousot and Cousot [6] inspired

by Kozen’s [9] propositional µ-calculus. Actually, the
x?
µ -calculus is a generaliza-

tion of the µ-calculus, with new reversal and abstraction modalities and with
a trace-based semantics. Throughout the paper, X will denote an infinite set of
logical variables.

Definition 3.1 ([6, Definition 13]). Formulae φ of the reversible
x?
µ -calculus

are inductively defined as follows:

φ ::= σS | πt | X | ⊕ φ | φx | φ1 ∨ φ2 | ¬φ | µX.φ | νX.φ | ∀φ1 : φ2

where the quantifications are as follows: S ∈ ℘(S), t ∈ ℘(S × S), and X ∈ X.
Lx?

µ
denotes the set of

x?
µ -calculus formulae. 2

In order to give the trace-interpreted semantics of the
x?
µ -calculus, we prelim-

inarly recall the necessary temporal model transformers.

Definition 3.2 ([6, Section 3]).

– For any S ∈ ℘(S), σ{|S|}
def= {〈i, σ〉 ∈ T | σi ∈ S} ∈ M is the S-state model,

i.e., the set of traces whose current state is in S.
– For any t ∈ ℘(S × S), π{|t|}

def= {〈i, σ〉 ∈ T | (σi, σi+1) ∈ t} ∈ M is the t-
transition model, i.e., the set of traces whose next step is a t-transition.

– ⊕ : M → M is the predecessor transformer:
⊕(X) def= {〈i− 1, σ〉 ∈ T | 〈i, σ〉 ∈ X} = {〈i, σ〉 ∈ T | 〈i+ 1, σ〉 ∈ X}.

– x : M → M is the reversal transformer:
x(X) def= {〈−i, λk.σ−k〉 ∈ T | 〈i, σ〉 ∈ X}.

– ¬ : M → M is the complement transformer:
¬X def= M rX.

– Given s ∈ S, (·)↓s : M → M is the state projection operator:
X↓s

def= {〈i, σ〉 ∈ X | σi = s}.
– ∀ : M × M → M is the universal state closure transformer:

∀(X,Y ) def= {〈i, σ〉 ∈ X | X↓σi
⊆ Y }. 2

It is worth to recall that reversal and negation allow to define a number of
interesting dual transformers. For example, the successor transformer is defined
by 	 def= x ◦ ⊕ ◦ x, and the existential transformer by ∃ def= λ(X,Y ).¬∀(X,¬Y ).

The
x?
µ -calculus trace-based semantics goes as follows. Of course, the intuition

is that a closed formula φ is interpreted as the set of traces which make φ true.

Definition 3.3 ([6, Definition 13]). E
def= X → M is the set of environments

over X. Given ξ ∈ E, X ∈ X and N ∈ M, ξ[X/N ] ∈ E is defined to be the
environment acting as ξ in X r {X} and mapping X to N . The

x?
µ -calculus
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semantics [[·]] : Lx?
µ

→ E → M is inductively and partially (because least or
greatest fixpoints could not exist) defined as follows:

[[σS ]]ξ def= σ{|S|} [[φ1 ∨ φ2]]ξ
def= [[φ1]]ξ ∪ [[φ2]]ξ

[[πt]]ξ
def= π{|t|} [[¬φ]]ξ def= ¬([[φ]]ξ)

[[X]]ξ def= ξ(X) [[µX.φ]]ξ def= lfp(λN ∈ M.[[φ]]ξ[X/N ])

[[⊕φ]]ξ def= ⊕ ([[φ]]ξ) [[νX.φ]]ξ def= gfp(λN ∈ M.[[φ]]ξ[X/N ])

[[φx]]ξ def= x([[φ]]ξ) [[∀φ1 : φ2]]ξ
def= ∀([[φ1]]ξ, [[φ2]]ξ)

2

Forward/Backward/State-Closed Formulae. Intuitively, a
x?
µ -calculus formula φ

is defined to be forward/backward/state-closed when the future/past/present
only matters, that is, for all ξ ∈ E, the past/future/paste&future of any trace in
the semantics [[φ]]ξ can be arbitrarily perturbated without affecting the seman-
tics. This is formalized as follows.

Definition 3.4 ([6, Section 7.2]). If σ, β ∈ P and i ∈ Z, then

– β[iσ
def= λk ∈ Z.(k < i ? βk ¿ σk) is the prolongation of β at time i;

– βi]σ
def= λk ∈ Z.(k ≤ i ? βk ¿ σk) is the prolongation of β after time i.

The following operators of type M → M are defined:

Fd
def= λX.{〈i, β[iσ〉 ∈ T | 〈i, σ〉 ∈ X, β ∈ P} is the forward closure;

Bd
def= λX.{〈i, βi]σ〉 ∈ T | 〈i, σ〉 ∈ X, β ∈ P} is the backward closure;

St
def= λX.Fd(X) ∪ Bd(X) = λX.{〈i, β[iσi]β′〉 ∈ T | 〈i, σ〉 ∈ X, β, β′ ∈ P} is the

state closure. 2

It is easy to see that these actually are closure operators, i.e., Fd,Bd, St ∈
uco(M⊆). Thus, φ ∈ Lx?

µ
is called a forward/backward/state formula whenever,

for all ξ ∈ E, [[φ]]ξ = Fd/Bd/St([[φ]]ξ).
The state-closed formulae actually are the classical state-formulae of CTL-

like logics [3]. Moreover, path-formulae of CTL-like logics are, in this terminology,
forward-closed. Actually, Cousot and Cousot [6] isolate the following fragment
of the

x?
µ -calculus called CTL?

+:

φ ::= σS | πt | ⊕ φ | φ1 ∨ φ2 | ¬φ | φ1Uφ2 | ∀φ

where φ1Uφ2
def= µX.φ2 ∨ (φ1 ∧ ⊕X) and ∀φ def= ∀�± (πτ ) : φ, with [[�± (πτ )]]∅ =

Mτ (see [6, Section 5] for the details). It is then showed [6, Lemma (18)] that
any CTL?

+ formula is forward-closed, while formulae generated by

ψ ::= σS | ψ1 ∨ ψ2 | ¬ψ | ∀φ

actually are state-closed.
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3.2 Trace-Based Model Checking

It is straightforward to formulate the model checking problem within the trace-
based Cousot and Cousot’s framework [6]. A closed temporal specification φ ∈
Lx?

µ
is identified by its semantics, namely by the temporal model [[φ]]∅ ∈ M. Thus,

the universal model checking of a system Mτ against a specification φ amounts
to check whether Mτ ⊆ [[φ]]∅. It is also useful to distinguish a dual existential
model checking, where the goal is that of checking whether [[φ]]∅ ∩ Mτ 6= ∅.

3.3 State-Based Model Checking Abstractions

The classical state-based model checking can then be understood as an abstract
interpretation, roughly abstracting traces to states.

Universal Checking Abstraction. Given a model (to check) M ∈ M, the uni-
versal checking abstraction map α∀

M : M → ℘(S) abstracts a trace-interpreted
temporal specification φ ∈ M to the set of possible (present) states s of M which
universally satisfy φ, that is, such that if the present state of M is s then φ holds.
The intuition is that α∀

M (φ) encodes a standard state-based interpretation like
{s ∈ S | M, s |= φ}.

The universal checking abstraction is therefore encoded by the following def-
inition [6, Definition 45]:

α∀
M (φ) def= {s ∈ S | M↓s ⊆ φ}.

Following the terminology by Müller-Olm et al. [12]: (i) the state-based global
model checking problem of determining the set of present states in M that satisfy
φ simply amounts to determining α∀

M (φ), and (ii) the state-based local model
checking problem of checking if a given state s in M satisfies φ amounts to
checking whether s ∈ α∀

M (φ).
In this context, the superset relation between states provides the right notion

of approximation: if S ⊆ α∀
M (φ) then each state in S satisfies φ, and therefore

if S ⊆ T then T can be thought of as more precise than S. Actually, α∀
M gives

rise to an adjunction between 〈℘(S),⊇〉 and 〈M,⊇〉, where the concretization
map γ∀

M : ℘(S) → M is defined by: γ∀
M (S) def= {〈i, σ〉 ∈ T | 〈i, σ〉 ∈ M, σi ∈ S}.

When dealing with a model Mτ generated by a transition system, by the totality
hypothesis on the transition relation τ , we have that for any s ∈ S, Mτ ↓s 6= ∅.
This implies that γ∀

Mτ
is 1-1, and therefore (α∀

Mτ
, 〈M,⊇〉, 〈℘(S),⊇〉, γ∀

Mτ
) is a GI

[6, (48)]. Thus, this GI induces the following closure operator on models ordered
by the superset inclusion.

Definition 3.5. ρ∀
M

def= γ∀
M ◦ α∀

M ∈ uco(〈M,⊇〉) is the universal checking closure
relative to a model M ∈ M. Hence, ρ∀

M = λX.{〈i, σ〉 ∈ M | M↓σi
⊆ X}. 2

Notice that for any X ∈ M, ρ∀
M (X) ⊆ X ∩ M , and that ρ∀

M (X) gives the
least set of traces whose α∀

M -abstraction is α∀
M (X). The intuition is that ρ∀

M (X)
throws away from X all those traces 〈i, σ〉 either which are not in M — these
traces “do not matter”, since α∀

M (¬M) = ∅ — or which are in M but whose
present state σi does not universally satisfy X.
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Existential Checking Abstraction. Dually, the existential checking abstraction
map α∃

M : M → ℘(S) abstracts a given trace-interpreted temporal specification
φ ∈ M to the set of possible (present) states s of the model M which existentially
satisfy φ, that is, for which there exists at least a trace of M which satisfies φ and
whose present state is s. This leads to the following definition [6, Definition 49]:

α∃
M (φ) def= {s ∈ S | M↓s ∩ φ 6= ∅}.

In this case, the subset relation formalizes the notion of approximation: if
α∃

M (φ) ⊆ S then each s 6∈ S is such that if M is in state s then φ surely does not
hold, and therefore any T ⊇ S has to be understood as less precise than S. Thus,
it can be roughly said that the existential checking abstraction is ideally useful
for checking so-called safety properties of reactive systems, i.e., “bad things do
not happen during executions”. It turns out that α∃

M gives rise to an adjunction
between 〈℘(S),⊆〉 and 〈M,⊆〉, where the concretization map γ∃

M : ℘(S) → M is
given by γ∃

M (S) def= {〈i, σ〉 ∈ T | 〈i, σ〉 ∈ M ⇒ σi ∈ S}. As above, for a model Mτ

generated by a transition system, by the totality hypothesis, α∃
Mτ

is onto, and
hence (α∃

Mτ
, 〈M,⊆〉, 〈℘(S),⊆〉, γ∃

Mτ
) is a GI [6, (50)]. Here, we get the following

closure.

Definition 3.6. ρ∃
M

def= γ∃
M ◦ α∃

M ∈ uco(〈M,⊆〉) is the existential checking clo-
sure relative to a model M ∈ M. Hence, ρ∃

M = λX.{〈i, σ〉 ∈ T | 〈i, σ〉 ∈ M ⇒
M↓σi

∩X 6= ∅} = λX.{〈i, σ〉 ∈ M | M↓σi
∩X 6= ∅} ∪ ¬M . 2

Here, we have that, for any X ∈ M, X ∪¬M ⊆ ρ∃
M (X). The intuition is that

ρ∃
M adds toX any trace which is not inM — these can be considered meaningless

as far as the existential checking of M is concerned, since α∃
M (¬M) = ∅ — plus

any trace in M whose present state existentially satisfies X.

Classical State-Based (Abstract) Semantics. Given a total transition system
〈S, τ〉 and its associated model Mτ , the classical state-based semantics of a tem-
poral formula is calculationally designed as the abstract semantics induced by
the model checking abstractions seen above. This is an instance of the very
general abstract interpretation scheme introduced by Cousot and Cousot in [6,
Section 8] in order to be language-, semantics- and abstraction-independent and
to handle monotone and antitone semantic functions simultaneously. Basically,
this process amounts to abstract any model transformer of Definition 3.2 by
the corresponding best correct approximation induced by the checking abstrac-
tion. For example, the predecessor transformer ⊕ : M → M is abstracted to
α∀

Mτ
◦ ⊕ ◦ γ∀

Mτ
: ℘(S) → ℘(S), where α∀

Mτ
◦ ⊕ ◦ γ∀

Mτ
= p̃re[τ ] def= λS ∈ ℘(S).{s ∈

S | ∀s′ ∈ S. (s τ→ s′) ⇒ s′ ∈ S} (cf. [6, Section 11.2]) is the best correct approxi-
mation of ⊕ for the GI (α∀

Mτ
, 〈M,⊇〉,〈℘(S),⊇〉,γ∀

Mτ
).

The general scenario is as follows. E
s def= X → ℘(S) is the set of state envi-

ronments. The checking abstractions α∀
M and α∃

M are extended pointwise to
environments: α̇∀

M , α̇∃
M : E → E

s, where, e.g., α̇∀
M (ξ) def= λX ∈ X.α∀

M (ξ(X)). The
process of abstraction then compositionally leads to the following abstract state-
based semantics for the

x?
µ -calculus: [[·]]∀τ , [[·]]∃τ : Lx?

µ
→ E

s → ℘(S). These are in-
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ductively defined as one expects, following the lines of Definition 3.3. Thus, [[φ]]∀τ
corresponds to the classical state interpretation of a temporal formula φ.

Soundness of the abstract state-based semantics is by construction: for any
φ ∈ Lx?

µ
and ξ ∈ E, α∀

Mτ
([[φ]]ξ) ⊇ [[φ]]∀τ α̇

∀
Mτ

(ξ) and α∃
Mτ

([[φ]]ξ) ⊆ [[φ]]∀τ α̇
∃
Mτ

(ξ).

3.4 Completeness Issues

In general, completeness does not hold, even when the set of states is finite,
i.e., the containments above may well be strict (see the finite counterexample
given in [6, Counterexample (60)]). This means, for example, that there exist a
closed formula φ ∈ Lx?

µ
and a state s ∈ S such that s ∈ α∀

Mτ
([[φ]]∅) r [[φ]]∀τ ∅, and

therefore trace-based and state-based model checking for φ are not equivalent:
Mτ , s |=trace φ (viz., Mτ ↓s ⊆ [[φ]]∅), while Mτ , s6|=stateφ (viz., s 6∈ [[φ]]∀τ ∅). Intu-
itively, incompleteness states that in order to deal with temporal specifications
of the

x?
µ -calculus, model checking algorithms should handle sets of traces instead

that sets of traces, and this is evidently infeasible.
Cousot and Cousot [6] identified the model transformers causing such in-

completeness and provided some sufficient conditions ensuring completeness. In
view of Section 2, in the following, we will mostly adopt the convenient closure
operator approach to abstract domains.

The first incomplete transformer for the universal checking abstraction is
the predecessor operator ⊕, as shown in [6, Section 11.2]. In this case, the
following sufficient condition holds: for all X ∈ M, if X = Fd(X) then
ρ∀

Mτ
(⊕(ρ∀

Mτ
(X))) = ρ∀

Mτ
(⊕(X)). In other words, the predecessor transformer

is complete for any forward-closed formula to check. Of course, dually, the suc-
cessor model transformer 	 is incomplete as well.

Disjunction, namely set union, is the second incomplete model transformer, as
observed in [6, Section 11.6]. Here, we have that for any X,Y ∈ M, if X = St(X)
or Y = St(Y ) then ρ∀

Mτ
(ρ∀

Mτ
(X) ∪ ρ∀

Mτ
(Y )) = ρ∀

Mτ
(X ∪ Y ). This means that

disjunction on at least one state-closed formula turns out to be complete.
The above sufficient conditions allow to identify some meaningful complete

fragments of the
x?
µ -calculus. This is the case, for example, of the µ∀

+-calculus
considered in [6, Section 13], which is complete for the universal checking ab-
straction and subsumes the classical ∀CTL logic.

Finally, the reversal model transformer x is also incomplete, as shown by the
following example, although this is not explicitly mentioned in [6, Section 11].

Example 3.7. We follow the lines of [6, Counterexample (56)]. Let S
def= {◦, •}

and τ def= {〈◦, ◦〉, 〈•, •〉, 〈•, ◦〉}. We have that Mτ = {〈i, λk.◦〉}i∈Z∪{〈i, λk.•〉}i∈Z∪
{〈i, λk.(k < m ? • ¿ ◦)〉}i,m∈Z. Let X def= {〈i, σ〉 | ∀k ≥ i.σk = •}, and therefore
x(X) = {〈i, σ〉 | ∀k ≤ i.σk = •}. Since Mτ ↓◦ 6⊆ X and Mτ ↓• = {〈i, λk.•〉}i∈Z ∪
{〈i, λk.(k < m ? • ¿ ◦)〉}i,m∈Z,i<m 6⊆ X, we have that ρ∀

Mτ
(X) = ∅, and hence

ρ∀
Mτ

(x(ρ∀
Mτ

(X))) = ∅. Instead, it turns out that ρ∀
Mτ

(x(X)) = Mτ ↓•. 2

Of course, a dual reasoning can be made for the existential checking ab-
straction: here, the incomplete model transformers are predecessor, successor,
conjunction and reversal.
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4 Absolute Complete Shells for Model Transformers

In this section we characterize the absolute complete shells of the checking clo-
sures for the incomplete model transformers identified in Section 3.4.

In the following, we will consider checking closures parameterized w.r.t. a
generic model M ∈ M satisfying the following hypothesis.

Hypothesis 4.1. For any universal and existential state closure, respectively
ρ∀

M and ρ∃
M , the model M ∈ M is such that ⊕(M) =M = 	(M) and ⊕(x(M)) =

x(M) = 	(x(M)).

This therefore means that M and its reversal xM are closed for forward and
backward time progresses. This is obviously satisfied by any model generated by
a transition system.

Remark 4.2. Any model Mτ ∈ M generated by a transition system 〈S, τ〉 sat-
isfies the Hypothesis 4.1.

Predecessor. Let us first characterize the absolute complete shell of the universal
checking closure for the predecessor model transformer. Since the predecessor
operator is additive, this complete shell actually exists in view of Theorem 2.1,
and its set of fixpoints turns out to be as follows.

Theorem 4.3. The absolute complete shell S⊕
∀M

of ρ∀
M for ⊕ exists and it is

characterized by the following set of fixpoints: MM⊇({	n(X) | n ∈ N, X ∈ ρ∀
M}).

Thus, each arbitrary union (that is Moore-closure in 〈M,⊇〉) of arbitrary
powers of the successor transformer applied to fixpoints of the universal check-
ing closure turns out to be a fixpoint of the closure S⊕

∀M
∈ uco(〈M,⊇〉). In other

terms, in order to minimally refine the checking closure ρ∀
M to a complete clo-

sure for the predecessor transformer, one must close the image of ρ∀
M under the

application of the inverse of the predecessor transformer, i.e., the successor.
We also provide an interesting characterization of the absolute complete shell

S⊕
∀M

as a mapping on models. First, we need to introduce the following notion.

Definition 4.4. Given 〈i, σ〉 ∈ T, M ∈ M and k ∈ N, the projection M−k
↓〈i,σ〉 of

M at the k-th past state of 〈i, σ〉 is defined as follows:

M−k
↓〈i,σ〉

def= {〈j, β〉 ∈ M | βj−k = σi−k}.

2

The k-th past state projection of a model is therefore a generalization of the
(current) state projection, since M↓σi

= M0
↓〈i,σ〉. The following result holds.

Theorem 4.5. The absolute complete shell S⊕
∀M

of ρ∀
M for ⊕ can be character-

ized as follows: S⊕
∀M

= λX.{〈i, σ〉 ∈ M | ∃k ∈ N. M−k
↓〈i,σ〉 ⊆ X}.
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Thus, for any X ∈ M, S⊕
∀M

(X) throws away from X all those traces either
which are not in M or which are in M but any past or current state of the
trace does not universally satisfy X. S⊕

∀M
(X) is actually a refinement of ρ∀

M (X),
since ρ∀

M (X) ⊆ S⊕
∀M

(X) ⊆ X ∩M , and it characterizes exactly the least amount
of information that must be added to ρ∀

M (X) in order to be complete for the
predecessor. The intuition is that while ρ∀

M considers present states only (i.e.,
M↓σi

⊆ X), as expected, completeness for the predecessor forces to take into
account any past state (i.e., ∃k ∈ N. M−k

↓〈i,σ〉 ⊆ X). Thus, the basic idea is “to
prolong the abstract domain ℘(S) in the past”. This leads to design the following
abstract domain.

Definition 4.6. Define ℘(S)C def= Z≤0 → ℘(S), where Z≤0 is the set of nonpos-
itive integers. ℘(S)C is endowed with standard pointwise orderings ⊆̇ and ⊇̇,
making it a complete lattice.
Given z ∈ Z≤0, s ∈ S and M ∈ M, define Mz

↓s
def= {〈i, σ〉 ∈ M | σi+z = s}.

The mappings α⊕
∀M

: M → ℘(S)C and γ⊕
∀M

: ℘(S)C → M are defined as follows:

α⊕
∀M

(X) def= λz ∈ Z≤0. {s ∈ S | Mz
↓s ⊆ X};

γ⊕
∀M

(Σ) def= {〈i, σ〉 ∈ M | ∃k ∈ N. σi−k ∈ Σ−k}. 2

Corollary 4.7. (α⊕
∀M
,M⊇, ℘(S)C⊇̇ , γ

⊕
∀M

) is a GC, and additionally a GI when
M = Mτ for some transition system 〈S, τ〉, inducing the closure S⊕

∀M
∈ uco(M⊇).

Hence, the above result provides a concrete representation for one possible
and simple abstract domain for the closure S⊕

∀M
. The abstract domain ℘(S)⊇ of

the universal checking abstraction α∀
M is refined to a domain of infinite sequences

of sets of states. Such sequences are indexed over Z≤0, and this aims at recalling
that for any Σ ∈ ℘(S)C and i ∈ N, Σ−i ∈ ℘(S) is a set of states at time −i ∈ Z≤0.
Basically, α⊕

∀M
can be viewed as the most natural “prolongation” of α∀

M in the
past.

Example 4.8. The example [6, Counterexample (56)] has been used to show
that, in general, α∀

M is not complete for ⊕. The setting has been already recalled
in Example 3.7. Let X def= {〈i, σ〉 | i ∈ Z, ∀j < i. σj = •}. It is observed in [6,
Counterexample (56)] that ∅ = ρ∀

Mτ
(⊕(ρ∀

Mτ
(X))) ( ρ∀

Mτ
(⊕(X)). Instead, it is

not hard to check that for S⊕
∀Mτ

completeness does hold:
S⊕

∀Mτ
(⊕(X)) =

= Mτ ↓• = {〈i, λk.•〉 | i ∈ Z} ∪ {〈i, λk.(k < m ? • ¿ ◦)〉 | i,m ∈ Z, i < m} =
= S⊕

∀Mτ
(⊕(S⊕

∀Mτ
(X))). 2

Disjunction. Let us turn to disjunction, i.e. union ∪, the second incomplete
model transformer. Here again, the absolute complete shell of ρ∀

M for (finite)
disjunction exists by Theorem 2.1, because union on M⊇ is trivially additive.

Theorem 4.9. The absolute complete shell S∪
∀M

of ρ∀
M for ∪ exists and it is

characterized as follows:
(1) The set of fixpoints of S∪

∀M
is {X ∈ M | X ⊆ M};
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(2) S∪
∀M

= λX.X ∩M ;
(3) S∪

∀M
is the closure induced by the GI (α∪

∀M
,M⊇, ℘(M)⊇, γ∪

∀M
), where α∪

∀M

def=
λX.X ∩M and γ∪

∀M

def= λX.X.

Thus, this shows that the absolute complete shell S∪
∀M

of the universal check-
ing closure for the union of models is essentially the identity mapping. More
precisely, given the model to check M , one simple (actually, in a natural sense,
it could be termed the simplest) abstract domain equivalent to the closure S∪

∀M

is ℘(M)⊇ endowed with the abstraction map λX.X ∩M which merely removes
those traces which are not in M . This can be read as stating that completeness
for disjunction requires all the traces in M .

Example 4.10. [6, Counterexample (58)] shows that, in general, α∀
M is not com-

plete for ∪. The setting is still that of Example 3.7. Let X1
def= {〈i, σ〉 | i ∈ Z, ∃k ≥

i.∀j ≥ k. σj = ◦} and X2
def= {〈i, σ〉 | i ∈ Z, ∀k ≥ i. σk = •}. [6, Counterexam-

ple (58)] observes incompleteness: ρ∀
Mτ

(ρ∀
Mτ

(X1) ∪ ρ∀
Mτ

(X2)) ( ρ∀
Mτ

(X1 ∪X2).
For the absolute complete shell S∪

∀Mτ
, instead, we have that:

S∪
∀Mτ

(X1) = X1 ∩ Mτ = {〈i, λk.◦〉 | i ∈ Z} ∪ {〈i, λk.(k < m ? • ¿ ◦)〉 | i,m ∈
Z, i ≤ m},
S∪

∀Mτ
(X2) = X2 ∩ Mτ = {〈i, λk.•〉 | i ∈ Z},

S∪
∀Mτ

(X1 ∪X2) = S∪
∀Mτ

(X1) ∪ S∪
∀Mτ

(X2),

and this easily implies that S∪
∀Mτ

(S∪
∀Mτ

(X1) ∪ S∪
∀Mτ

(X2)) = S∪
∀Mτ

(X1 ∪X2). 2

Reversal. Let us consider reversal, the last incomplete model transformer. Again,
the absolute complete shell of ρ∀

M for the reversal exists by Theorem 2.1, because
the reversal operator x on M⊇ is obviously additive.

Theorem 4.11. The absolute complete shell Sx

∀M
of ρ∀

M for x exists and it is
characterized as follows:
(1) The set of fixpoints of Sx

∀M
is MM⊇(ρ∀

M ∪ {x(X) ∈ M | X ∈ ρ∀
M});

(2) Sx

∀M
= λX.ρ∀

M (X) ∪ x(ρ∀
M (x(X)));

(3) Sx

∀M
is the closure operator induced by the GC (αx

∀M
,M⊇, ℘(S)2⊇, γ

x

∀M
), where

αx

∀M

def= λX.〈α∀
M (X), α∀

x
M (X)〉 and γx

∀M

def= λ〈X1, X2〉.γ∀
M (X1) ∪ γ∀

x
M (X2).

The above result tells us that the complete shell Sx

∀M
simply refines ℘(S) to

℘(S)2, where a model X is abstracted to the pair 〈α∀
M (X), α∀

x
M (X)〉. Hence,

completeness for the reversal requires an additional component taking into ac-
count the universal checking abstraction for the reversed model x(M). Also,
notice that the GC (αx

∀M
,M⊇, ℘(S)2⊇, γ

x

∀M
) can be also viewed as the direct (not

reduced) product (see [5]) of (α∀
M ,M⊇, ℘(S)⊇, γ∀

M ) and (α∀
x

M ,M⊇, ℘(S)⊇, γ∀
x

M ).

All the Model Transformers. To conclude our analysis, we characterize the ab-
solute complete shell of ρ∀

M for the set of all the model transformers of Defini-
tion 3.2. This exists by Theorem 2.1 because all the operations are continuous,
taking care of the following technicality. As far as the universal state closure
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transformer ∀ is concerned, the following restriction is needed. We just con-
sider the unary restrictions λX.∀(N,X) : M → M, where N ⊆ M ∪ x(M), of
the universal state closure transformer, because from the abstract interpreta-
tion viewpoint the binary transformer ∀ : M × M → M is problematic. In fact,
the binary operation ∀ is neither monotone nor antitone in its first argument,
and therefore it does not give rise to a concrete binary operation suitable to
abstract interpretation. On the other hand, given any N ∈ M, the unary restric-
tion λX.∀(N,X) is monotone. As seen at the end of Section 3.1, this is enough
to recover the standard universal state quantification. In the sequel, we will use
the following compact notation: M∗ def= M ∪x(M). We have the following result.

Theorem 4.12. The absolute complete shell S∀M
of ρ∀

M for {σS}S∈℘(S) ∪
{πt}t∈℘(S2) ∪ {⊕,∩,∪,¬,x}∪{λX.∀(N,X)}N⊆M∗ exists and it is characterized
as follows:
(1) The set of fixpoints of S∀M

is {X ∈ M | X ⊆ M∗};
(2) S∀M

= λX.X ∩M∗;
(3) S∀M

is the closure induced by the GI (α∀M
,M⊇, ℘(M∗)⊇, γ∀M

), where α∀M

def=
λX.X ∩M∗ and γ∀M

def= λX.X;
(4) S∀M

= S∪
∀M

u Sx

∀M
.

This shell must be complete both for disjunction and reversal, and therefore
S∀M

results to be more concrete than the corresponding shells S∪
∀M

and Sx

∀M
seen

above. Actually, it turns out that S∀M
is precisely the glb in uco(M⊇) of these

two shells. Thus, this globally complete abstract domain is even more close to
the concrete domain of sets of generic traces, since the corresponding abstraction
is just “something less” than the identity.

It is also interesting to observe that when we leave out the reversal operator,
as expected, the complete shell becomes S∪

∀M
, as stated by the following result.

Theorem 4.13. S∪
∀M

is the absolute complete shell of ρ∀
M for {σS}S∈℘(S) ∪

{πt}t∈℘(S2) ∪ {⊕,∩,∪,¬} ∪ {λX.∀(N,X)}N⊆M .

Existential Checking Closure. The scenario for the existential checking closure is
dual to the universal case. The following statement collects the most important
characterizations.

Theorem 4.14.
(1) S⊕

∃M

def= λX.{〈i, σ〉 ∈ T | 〈i, σ〉 ∈ M ⇒ (∀k ∈ N. M−k
↓〈i,σ〉 ∩X 6= ∅)} is the ab-

solute complete shell of ρ∃
M for ⊕;

(2) S∩
∃M

def= λX.X ∪ ¬M is the absolute complete shell of ρ∃
M for ∩;

(3) Sx

∃M

def= λX.ρ∃
M (X) ∪ x(ρ∃

M (xX)) is the absolute complete shell of ρ∃
M for x;

(4) S∃M

def= λX.X ∪ ¬M∗ is the absolute complete shell of ρ∃
M for {σS}S∈℘(S) ∪

{πt}t∈℘(S2) ∪ {⊕,∩,∪,¬,x} ∪ {λX.∀(N,X)}N⊆M∗ .
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5 Completeness of Temporal Calculi

As already observed in Section 4, from the abstract interpretation viewpoint,
the universal state closure connective ∀ of the full

x?
µ -calculus is somehow prob-

lematic, because, according to Cousot and Cousot’s [6] Definition 3.1, the binary
connective ∀ can be applied without any restriction, while its semantic counter-
part, the universal state closure transformer ∀ : M × M → M, is neither mono-
tone nor antitone in its first argument. On the other hand, given any N ∈ M,
the unary restriction λX.∀(N,X) : M → M is monotone, and this is enough
in order to have the standard universal state quantification: ∀φ def= ∀�± (πτ ) : φ.
This naturally leads to the following slight “monotone” restriction, which we call
x?
µ --calculus, of the

x?
µ -calculus.

Definition 5.1. Formulae φ of the
x?
µ --calculus are inductively defined as fol-

lows:

φ ::= σS | πt | X | ⊕ φ | φx | φ1 ∨ φ2 | ¬φ | µX.φ | νX.φ | ∀φ

where S ∈ ℘(S), t ∈ ℘(S × S), and X ∈ X. Lx?
µ- denotes the set of

x?
µ --calculus

formulae. 2

Of course, the trace-semantics for the
x?
µ --calculus is completely identical to

that of the
x?
µ -calculus given in Definition 3.3, but for the universal connective:

[[∀φ]]ξ def= ∀(Mτ , [[φ]]ξ).
The main result of this section is then stated for the

x?
µ --calculus. The scenario

is as follows. As seen in Section 3.3 for the universal and existential checking
abstractions, any abstraction of the domain M of concrete temporal models,
ordered by the superset or subset relation, induces an abstract semantics for
the

x?
µ -calculus, and therefore for the

x?
µ --calculus. More in detail, for the uni-

versal case, given a model to check M ∈ M — which is supposed to be gener-
ated by a transition system 〈S, τ〉 — any closure operator, i.e. abstract domain,
ρ ∈ uco(M⊇), induces the set of abstract environments E

ρ def= X → ρ, and the
corresponding abstract semantics [[·]]ρ : Lx?

µ- → E
ρ → ρ. Given an environment

ξ ∈ E, ρ̇(ξ) def= λX.ρ(ξ(X)) ∈ E
ρ is the corresponding abstract environment in-

duced by ρ. Soundness, i.e., ∀φ ∈ Lx?
µ- .∀ξ ∈ E. ρ([[φ]]ξ) ⊇ [[φ]]ρρ̇(ξ), holds by

construction (cf. [6, Theorem (40)]), while completeness for ρ means that equal-
ity always holds. We therefore have the following theorem.

Theorem 5.2. S∀M
is the least (w.r.t. subset image containment) closure op-

erator on M⊇ (1) complete for the
x?
µ --calculus and (2) containing the universal

checking closure ρ∀
M .

It is important to stress that since the
x?
µ --calculus involves (least and great-

est) fixpoints, no general result in [8] ensures the existence of the above complete
abstract domain. Nevertheless, the above result shows that this complete shell
does exist, and it coincides with the absolute complete shell S∀M

relative to all
the temporal connectives seen in Theorem 4.12, namely the identity on sets of
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traces in M or its reversal. Hence, in this case, fixpoints do not affect the out-
come. This complete shell induces an abstract semantics which essentially is the
trace-based semantics itself. Thus, this key result can be interpreted as follows: if
we want to refine the state-based model checking — i.e., the classical domain of
sets of states — in order to be trace-complete for the

x?
µ -calculus, we ineluctably

get the trace-based semantics itself.
When the reversal connective is not included, analogously to Theorem 4.13

we get the following characterization.

Definition 5.3. Formulae φ of the
?
µ --calculus are defined as follows:

φ ::= σS | πt | X | ⊕ φ | φ1 ∨ φ2 | ¬φ | µX.φ | νX.φ | ∀φ
where S ∈ ℘(S), t ∈ ℘(S × S), and X ∈ X. 2

Theorem 5.4. S∪
∀M

is the least (w.r.t. subset image containment) closure op-
erator on M⊇ (1) complete for the

?
µ --calculus and (2) containing the universal

checking closure ρ∀
M .

The Existential Case. The situation is fully dual: we simply state the result.

Theorem 5.5. S∃M
and S∪

∃M
are, respectively, the least (w.r.t. subset image

containment) closures on M⊆ (1) complete, respectively, for the
x?
µ --calculus and

for the
?
µ --calculus, and (2) containing the existential checking closure ρ∃

M .

6 Conclusion

In the context of a novel and rich temporal specification language called
x?
µ -cal-

culus, Cousot and Cousot [6] showed that classical state-based model checking is
an abstract interpretation of the trace-based semantics for the

x?
µ -calculus, which

is incomplete. In this paper, we have characterized the least, i.e. least informative,
refinement of the state-based model checking semantics of the

x?
µ -calculus which

is complete w.r.t. the trace-based semantics, and this turns out to be essentially
the trace-based semantics itself.

Cousot and Cousot [6, Section 14] also showed that standard abstract model
checking [2,3,7,10] using a surjective mapping from concrete states to a set of
abstract states can be understood as a further step of abstraction over the state-
based model checking semantics. Analogously to what has been studied in this
paper, this opens the question of minimally refining abstract model checking in
order to get completeness, which is a very desirable property when performing
model checking for abstract models. Some recent results in this direction for
ACTL∗ are given by Clarke et al. in [1].
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Abstract. We present Kripke modal transition systems (Kripke MTSs),
a generalization of modal transition systems [27,26], as a foundation
for three-valued program analysis. The semantics of Kripke MTSs are
presented by means of a mixed power domain of states; soundness and
consistency are proved. Two major applications, model checking partial
state spaces and three-valued program shape analysis, are presented as
evidence of the suitability of Kripke MTSs as a foundation for three-
valued analyses.

1 Introduction

A modal transition system (MTS) [27,26] labels each of its state transitions
with a modality — may or must — expressing transition behaviors that (i)
necessarily occur (must modality), (ii) possibly occur (may modality), and (iii)
not possibly occur (absence of a transition). Figure 1 shows an example MTS — a
specification of a slot machine, where some behaviors of the final implementation
are fixed (the must-transitions) and some are uncertain (the may-transitions).

Conventional state-transition modellings are over-approximations made by
adding more computation paths [8,7], thereby limiting validation to safety prop-
erties (“nothing bad will happen”). MTSs, however, perform both over- and
under-approximation, admitting both safety and liveness properties (“something
good will happen”) to be deduced. As a bonus, the outcomes of analyses of MTSs
are three-valued, meaning that validation, refutation, and conditional reasoning
can be undertaken in the framework. Abstractions of both control and data can
be modelled with MTSs.

The paper proceeds as follows: Section 2 reviews doubly labeled transition
systems [12] and characterizes their behaviors by logics of “liveness” and “safety.”
Section 3 introduces Kripke MTSs, their refinement relation, and their semantics
for the modal mu-calculus [25]. Sections 4 and 5 show how to apply Kripke MTSs
to two analyses that rely on three-valued logic: (i) Bruns and Godefroid’s partial
? Supported by NSF CCR-9901071.

?? Supported by NSF CCR-9970679 and INT-9981558.
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winning
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may
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loseCoin

reset

winAnotherCoin

inactive

Fig. 1. Slot machine specification in modal transition format

Kripke structures [3] and extended transition systems [29,39] and (ii) the pointer
shape-graph analysis of Sagiv, Reps, and Wilhelm [35]. Section 6 concludes.

2 Doubly Labeled Transition Systems

We begin with the definition of a doubly labeled transition system [12]:

Definition 1 (Doubly labeled transition systems). A doubly labeled tran-
sition system (DLTS), K, is a tuple (ΣK , Act, AP,−→, L), where ΣK is a set of
states, Act is a (countable) set of action symbols, AP is a (countable) set of atomic
propositions, −→ is a transition relation that is a subset of ΣK ×Act×ΣK , and
L is a labeling function L : ΣK → P(AP). We call K finitely-branching if for
each s ∈ ΣK and a ∈ Act, the sets L(s) and {s′ ∈ ΣK | s →a s′} are finite. 1

As Figure 2 shows, each state is annotated with the set of primitive properties
that hold for it. Behaviors are compared by means of simulations:

Definition 2 (Simulation). Let C and A be doubly labeled transition systems,
where for simplicity ActC = ActA. A relation, Q ⊆ ΣC × ΣA, is a simulation
if, for all s ∈ ΣC , t ∈ ΣA, Q(s, t) holds iff: for all a ∈ ActC and s′ ∈ ΣC with
s →a s′, there is some t′ ∈ ΣA with t →a t′ and Q(s′, t′).

Given C and A, we can compute the greatest simulation, ≺, on ΣC × ΣA, a
preorder, by a standard fixed-point argument. The intuition behind a simulation
is that a transition made by C can be “mimicked” by one in A. In practice,
one of C or A is an “implementation” and the other is its “abstraction” or
“specification” or “model,” which must be analyzed for correctness properties.
As noted in [36], there are natural connections between simulations and Galois
connections [8] on such transition systems.

Live Simulations. Simulations should respect atomic properties. A simulation,
Q ⊆ ΣC ×ΣA, is a live simulation if Q(s, t) implies L(s) ⊆ L(t), for all s ∈ ΣC

and t ∈ ΣA. It is easy to prove that there is a greatest live simulation, ≺live, on
ΣC ×ΣA. There is a crucial connection between live simulations and modal logic:

1 Making L(s) finite as well prevents inconsistencies if we convert state propositions
into action labels.
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Fig. 2. Slot machine implementation as a doubly labeled transition system

Consider the following modal logic, Lpos, which expresses liveness or “possibility”
properties [33], where p ∈ AP and a ∈ Act:

φ ::= > | p | φ1 ∧ φ2 | φ1 ∨ φ2 | 〈a〉φ (1)

The diamond modality denotes the possibility of an a-transition. For a DLTS,
K, we define [| φ |] ⊆ ΣK by induction on the grammar for φ:

[| > |] def= ΣK ,
[| p |] def= {s ∈ ΣK | p ∈ L(s)},
[| φ1 ∧ φ2 |] def= [| φ1 |] ∩ [| φ2 |],
[| φ1 ∨ φ2 |] def= [| φ1 |] ∪ [| φ2 |],
[| 〈a〉φ |] def= {s ∈ ΣK | for some s′, s →a s′ and s′ ∈ [| φ |]}.

Proposition 1 (Logical characterization). [18] Let C and A be finitely-
branching DLTSs and s ∈ ΣC , t ∈ ΣA. Then s≺livet iff for all φ ∈ Lpos,
[s ∈ [| φ |] ⇒ t ∈ [| φ |]].

Thus, to calculate liveness properties of an implementation, A, we construct a
model, C, and calculate the greatest live simulation. Then, liveness properties
that are deduced to hold for C’s states will hold for the corresponding states in
A. Dually, we might model an implementation, C, by an abstract model, A, and
use the latter to refute liveness properties of C.

Safe simulations. The dual of a live simulation is a safe one: a simulation,
Q ⊆ ΣC ×ΣA, is safe if Q(s, t) implies L(s) ⊇ L(t), for all s ∈ ΣC and t ∈ ΣA.
There is a greatest safe simulation, ≺safe, on ΣC ×ΣA. The logic Lnec expresses
safety or “necessarily” properties [33], where p ∈ AP and a ∈ Act:

φ ::= > | p | φ1 ∧ φ2 | φ1 ∨ φ2 | [a]φ (2)

We define [| φ |] ⊆ ΣK for the first four clauses in the same manner as for the logic
Lpos, and we define [| [a]φ |] def= {s ∈ ΣK | for all s′, s →a s′ implies s′ ∈ [| φ |]}
as the meaning of the box modality.

Proposition 2 (Logical characterization). Let C and A be finitely-branching
DLTSs and s ∈ ΣC , t ∈ ΣA. Then s≺safet iff for all φ ∈ Lnec, [t ∈ [| φ |] ⇒ s ∈
[| φ |]].
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Thus, to calculate safety properties of an implementation, C, we construct A and
calculate a safe simulation. Then, safety properties that hold for A’s states will
hold for the corresponding states in C. (This is the standard approach in abstract
interpretation studies [8,36].) Dually, we might model an implementation, A, by
an abstract model, C, and use the latter to refute safety properties of A.

3 Modal Transition Systems

Kripke MTSs allow us to freely combine safety and liveness properties in prop-
erty validation and refutation. An MTS’s “loose” transitions — that is, transi-
tions that may or may not be present in the final implementation — are labeled
as may-transitions, and “tight” transitions, which must be preserved in the final
implementation, are labeled as must-transitions [27]. Review Figure 1. With this
intuition, every must-transition is by definition a may-transition. These ideas also
apply to the atomic properties that label an MTS’s states, giving us the modal
version of DLTSs, which we call a Kripke MTS:

Definition 3 (Kripke MTS). A Kripke MTS is a tuple K =
〈ΣK , Act, AP,

must−→ ,
may−→, Lmust, Lmay〉, where both 〈ΣK , Act, AP,

must−→ , Lmust〉 and
〈ΣK , Act, AP,

may−→, Lmay〉 are DLTSs with must−→ ⊆ may−→ and Lmust(s) ⊆ Lmay(s),
for all s ∈ ΣK .

Note the pairings: must−→ and Lmust are paired, because they define a system
of transitions and properties that must be preserved in any implementation of
the Kripke MTS;

may−→ and Lmay are paired, because they define a system of
transitions and properties that may be preserved in any implementation. For
a Kripke MTS C to be a refinement of a Kripke MTS A, it must preserve all
must-aspects of A and it may selectively discard A’s may-aspects:

Definition 4 (Refinement). A refinement between Kripke MTSs C and A is
a relation Q ⊆ ΣC ×ΣA such that, for all s ∈ ΣC and t ∈ ΣA, if Q(s, t), then

1. if t →must
a t′, then for some s′ ∈ ΣC , s →must

a s′ and Q(s′, t′);
2. if s →may

a s′, then for some t′ ∈ ΣA, t →may
a t′ and Q(s′, t′);

3. Lmust(t) ⊆ Lmust(s); and
4. Lmay(s) ⊆ Lmay(t).

A Kripke MTS such that must−→ =
may−→ and Lmust = Lmay is concrete, that is, it

is a doubly labeled transition system [12], a “final implementation.” As usual,
for Kripke MTSs C and A, there is a greatest refinement relation ≺r.

Next, consider the logic L:

φ ::= > | p | φ1 ∧ φ2 | 〈a〉φ | [a]φ (3)

where p ∈ AP and a ∈ Act.
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Definition 5 (Semantics of modal logic). For a Kripke MTS K and any φ ∈
L, we define a semantics [| φ |] ∈ P(ΣK)×P(ΣK), where P(ΣK) is the powerset
of ΣK , ordered by set inclusion, and [| φ |]nec and [| φ |]pos are the projection of
[| φ |] to its first and second component, respectively:

1. [| > |] def= 〈ΣK , ΣK〉;
2. [| p |] def= 〈{s ∈ ΣK | p ∈ Lmust(s)}, {s ∈ ΣK | p ∈ Lmay(s)}〉;
3. [| φ1 ∧ φ2 |] def= 〈[| φ1 |]nec ∩ [| φ2 |]nec, [| φ1 |]pos ∩ [| φ2 |]pos〉;
4. [| 〈a〉φ |] def= 〈{s ∈ ΣK | for some s′, s →a

must s
′ and s′ ∈ [| φ |]nec},

{s ∈ ΣK | for some s′, s →a
may s

′ and s′ ∈ [| φ |]pos}〉
5. [| [a]φ |] def= 〈{s ∈ S | for all s′, s →a

may s
′ implies s′ ∈ [| φ |]must},

{s ∈ S | for all s′, s →a
must s

′ implies s′ ∈ [| φ |]may}〉,

The “necessarily” interpretation, [| φ |]nec, is an under-approximation of those
states for which a proposition necessarily holds true (that is, the states for which
the proposition holds for all future refinements/implementations). Dually, the
“possibly” interpretation, [| φ |]pos, is an over-approximation of those states for
which there is some refinement for which the proposition holds. The semantics
[| φ |]nec is the one given by Larsen [26]; it produces this result:

Proposition 3 (Logical characterization). [26] 2 Let C and A be finitely-
branching3 Kripke MTSs and s ∈ ΣC , t ∈ ΣA. Then s≺rt iff for all φ ∈ L,
[t ∈ [| φ |]nec ⇒ s ∈ [| φ |]nec].

This result tells us to build an MTS, A, that abstracts an implementation, C.
Both safety and liveness properties can be validated on A, and they carry over
to C. Using the “possibly” interpretation, a new logical characterization follows,
allowing us to refute safety and liveness properties of an implementation, C, by
refuting them on A:

Proposition 4 (Logical characterization). Let C and A be finitely-branching
Kripke MTSs and s ∈ ΣC , t ∈ ΣA. Then s≺rt iff for all φ ∈ L, [s ∈ [| φ |]pos ⇒
t ∈ [| φ |]pos].

Negation and Invariants. We can retain both validation and refutation on
Kripke MTSs if we add negation and recursive definition to our logic, giving the
modal-mu calculus [25,2], ActMu:

φ ::= > | p | Z | ¬φ | φ1 ∧ φ2 | 〈a〉φ | [a]φ | µZ.φ (4)

where p ranges over AP, Z over a (countable) set of variables, a ∈ Act, and the
bodies φ in µZ.φ are formally monotone. Disjunction (∨) and implication (→) are
derived as ¬(¬φ∧¬ψ) and ¬(φ∧¬ψ), respectively. This logic is very expressive,
2 Larsen’s results were proved for MTSs.
3 For all s ∈ ΣK and a ∈ Act, the sets {s′ ∈ ΣK | s →may

a s′} and Lmay(s) are finite.
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and important specification logics like CTL* can be embedded into it [10]. We
require environments, ρ, mapping variables Z to elements of P(ΣK) × P(ΣK).
The semantics, [| φ |]ρ ∈ P(ΣK) × P(ΣK), is defined as for L, but parametric in
an environment ρ; this semantics is essentially the one in [19]. Given the must-
and may-aspects of an MTS, the semantics of negation is delicate, and we follow
Kelb [24] and Levi [28]. The semantics of the remaining clauses, Z and µZ.φ,
are dealt with in a standard manner:

1. [| Z |]ρ def= ρ(Z);
2. [| ¬φ |]ρ def= 〈ΣK \ [| φ |]pos

ρ , ΣK \ [| φ |]nec
ρ 〉;

3. [| µZ.φ |]ρ is the least fixed point of the monotone functional
d 7→ [| φ |]ρ[Z 7→d] : P(ΣK) × P(ΣK) → P(ΣK) × P(ΣK).

Note the semantics of negation: ”necessarily ¬φ” is “not possibly φ,” and “pos-
sibly ¬φ” is “not necessarily φ”.

Theorem 1 (Soundness and consistency of semantics). For any Kripke
MTS K, φ, ψ ∈ ActMu, and environment ρ:

1. [| φ |]nec
ρ ⊆ [| φ |]pos

ρ ;
2. [| φ ∧ ¬φ |]nec

ρ = ∅; and [| φ ∨ ¬φ |]pos
ρ = ΣK . That is, the semantics is consis-

tent for [| |]nec and “complete” for [| |]pos;
3. if s≺rt, then t ∈ [| φ |]nec

ρ implies s ∈ [| φ |]nec
ρ ; and s ∈ [| φ |]pos

ρ implies
t ∈ [| φ |]pos

ρ . That is, the semantics is sound;
4. if K is concrete, then [| φ |]nec

ρ = [| φ |]pos
ρ and corresponds to the standard

semantics for doubly labeled transition systems (as given for CTL* in [12]).

The semantics of negation behaves classically, that is, [| ¬¬φ |] = [| φ |] and
[| ¬〈a〉φ |] = [| [a]¬φ |] hold. The underlying interpretations [| φ |]nec and [| φ |]pos,
however, are not classical, but three valued, in the sense that a state, s, can
possess a property, φ, in only three possible ways:

1. s ∈ [| φ |]nec (and hence, s ∈ [| φ |]pos): “φ necessarily holds for s.”
2. s ∈ [| φ |]pos and s 6∈ [| φ |]nec (s ∈ [| φ ∧ ¬φ |]pos): “φ possibly holds for s.”
3. s 6∈ [| φ |]pos (hence, s 6∈ [| φ |]nec): “φ does not possibly hold for s.”

Note the loss of precision in the second case above: s ∈ [| φ ∧ ¬φ |]pos; there
cannot be a final implementation which satisfies φ ∧ ¬φ. For the partial Kripke
structures of Section 4, a more precise analysis is possible [4].

To finish the technical development, we note that the Kripke MTS seman-
tics and its properties adapt to the scenario where ΣK is no longer flat. For
finite-state models, meanings [| φ |]ρ are elements of the mixed power domain
M[ΣK ] [15,17,20].4 This lets us adapt standard abstract interpretation studies
4 Elements of M[ΣK ] are pairs 〈H, S〉, where H is a Scott-closed lower subset and S a

Scott-compact upper subset of ΣK such that H equals {s ∈ ΣK | ∃s′ ∈ H ∩ S : s ≤
s′}. This consistency condition replaces the inclusion requirement (H ⊆ S) of the
discrete case.
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and even lets us define and manipulate a fully abstract domain of MTSs by the
isomorphism, D ∼=∏a∈Act M[D] [20].

Abstract Kripke MTSs. Let C = (ΣK , Act, AP,−→, L) be a possibly infinite-
state DLTS. Given a finite set of boolean predicates {p1, p2, . . . , pn}, we can
derive a finite-state abstract Kripke MTS A: abstract states, a, are equiva-
lence classes of states that satisfy exactly the same predicates pi in C; abstract
transitions are defined, as in [11], by (i) [s] →a

must [s′] iff for all s∗ ∈ [s],
there exists s′

∗ ∈ [s′] such that s∗ →a s′
∗ and (ii) [s] →a

may [s′] iff there ex-
ist s∗ ∈ [s] and s′

∗ ∈ [s′] such that s∗ →a s′
∗; finally, propositions are defined as

Lmust([s]) def=
⋂

s′∈[s] L(s′) and Lmay([s]) def=
⋃

s′∈[s] L(s′).
This refinement relationship is well behaved and induces two Galois connec-

tions [8], one between the concrete model C and the may-component of A, and
one between C and A’s must-component. This phemonemon is foreshadowed by
the universal (α∀) and existential (α∃) abstraction maps of Cousot and Cousot
[9], which extract may- and must-behaviors from linear-time models.

It is immediate that C is a refinement of A, giving us a sound tool for verifying
and refuting all properties expressed in the modal mu-calculus. With some effort,
this approach applies to refinements to non-concrete Kripke MTSs as well.

4 Abstracting Control and Data

Partial Kripke Structures. For model checking partial state spaces, Bruns
and Godefroid devised partial Kripke structures [3]:

Definition 6. A partial Kripke structure5 is a 4-tuple, K = (ΣK , AP,−→, L),
where ΣK is a set of states, AP is a set of atomic propositions, −→ ⊆ ΣK ×ΣK

is a set of transitions, and L : ΣK × AP → 3 is a labeling function, where 3 is
the set {⊥, F, T} endowed with the information ordering ⊥ ≤ F and ⊥ ≤ T.

Figure 3 depicts three partial Kripke structures with initial states s1, s2, and s3,
respectively [3]. We write p = v at a state s to denote L(s, p) = v. These systems
have different information regarding the truth of p at their initial states and their
rightmost successor states. At their leftmost successor states, all three systems
leave the truth status of p unresolved. Below, we show that these systems, their
abstraction notion and temporal logic semantics are special instances of the
corresponding notions for Kripke MTSs. Partial Kripke structures are related in
the following fashion:

Definition 7 (Completeness order). A completeness order [3] on two partial
Kripke structures is a binary relation Q ⊆ ΣC ×ΣA such that Q(s, t) implies

1. for all p ∈ AP, L(s, p) ≤ L(t, p) in the information ordering,
2. if s −→ s′, then there is some t′ ∈ ΣA with t −→ t′ and Q(s′, t′), and
3. if t −→ t′, then there is some s′ ∈ ΣC with s −→ s′ and Q(s′, t′).
5 We assume that these structures are finitely branching.
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Fig. 3. Three partial Kripke structures [3]

In usual fashion, we write s/t if there is a completeness order Q in which Q(s, t)
holds. Properties of states of partial Kripke structures are expressed in the logic
PML: φ ::= p | ¬φ | φ ∧ φ | 3φ. Bruns and Godefroid require a second, truth
ordering on the set {⊥, F, T} for defining a three-valued semantics for this logic:
F < ⊥ < T. Denotations [s |= φ] are elements of {F < ⊥ < T}:

[s |= p] def= L(s, p) (5)

[s |= ¬φ] def= neg[s |= φ]

[s |= φ1 ∧ φ2]
def= min([s |= φ1], [s |= φ2])

[s |= 3φ] def= max{[s′ |= φ] | s −→ s′},

where neg is strict logical complement and min and max are meet and join in
the truth ordering, respectively. Bruns and Godefroid logically characterize the
completeness preorder: For partial Kripke structures C and A, s ∈ ΣC , t ∈ ΣA,
s / t iff for all φ in PML, [s |= φ] ≤ [t |= φ] in the truth ordering.

The embedding of partial Kripke structures into Kripke MTS rests on the
order-isomorphism Ψ : (E → 3) → M[E] between the mixed power domain
M[E] and the set of all functions E → 3, ordered pointwise in the informa-
tion ordering — if E is discrete; identify a function f : E → 3 with the pair
Ψf

def= 〈f−1{T}, f−1{⊥, T}〉. We then translate a partial Kripke structure, K,
into the Kripke MTS, K′ = (ΣK , {∗}, AP,−→,−→, Lmust, Lmay),6 where the
propositional component (Lmust(s), Lmay(s)) is defined as ΨL.

Proposition 5 (Correspondence of semantics). For partial Kripke struc-
ture, K, and its Kripke MTS translation, K′, for all s ∈ ΣK and φ in PML,
[| φ |] = Ψ(λs.[s |= φ]). The inverse /−1 of the greatest completeness order / on
K is the greatest refinement of its Kripke MTS translation K′.

The full MTS formulation, unlike partial Kripke structures, allows for modalities
on transitions and remains well defined when the domain of states is nonflat,
making it applicable to conventional abstraction frameworks [8,7]. To illustrate
6 We identify ΣK × ΣK with ΣK × {∗} × ΣK .
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model checks on such systems, consider φ def= µZ.p ∨ ([∗]Z ∧ 〈∗〉 >), saying “p
holds eventually on all paths” [2], on the systems of Figure 3.7 Our semantics
computes s1 ∈ [| φ |]nec, since p is true at s1; s2 ∈ [| φ |]pos, since p may be true
at s′

2; and s3 6∈ [| φ |]pos, since there is a path on which p is never true.

Partial Bisimulations. Partial Kripke structures abstract propositional in-
formation only. Bruns and Godefroid also studied systems that abstract state
transitions, the so-called extended transition systems [3], and their partial bisim-
ulation [29,39]:

Definition 8. An extended transition system (ETS)8 [3] is a 4-tuple E =
(ΣE , Act,−→, ↑ ), where ΣE is a set of states, −→ ⊆ ΣE × Act × ΣE is a
set of transitions, and ↑ ⊆ ΣE × Act is a divergence relation.

Read s ↑ a as “some of the a-transitions from s in the full model may be missing
at s in the ETS” [3]. We write s ↓ a when s ↑ a fails to hold, meaning that all
a-transitions from s in the full state space are present at s in the ETS.

Definition 9. Given ETSs, E and F , a partial bisimulation [29,39] (divergence
preorder [3]) is a subset, Q, of ΣE ×ΣF such that Q(s, t) implies

1. whenever s →a s
′, there exists some t′ ∈ ΣF such that t →a t

′ and Q(s′, t′);
2. if s ↓ a, then (i) t ↓ a, and (ii) whenever t →a t

′, there exists some s′ ∈ ΣE

such that s →a s
′ and Q(s′, t′).

Every ETS has a greatest partial bisimulation, v. We embed E into a Kripke
MTS T[E ] def= (ΣE , Act, ∅,must−→ ,

may−→, ∅, ∅) by (i) s →must
a s′ iff s →a s

′ and (ii)
s →may

a s′ iff (s →a s′ or s ↑ a). Note how ↑ makes E three-valued in may-
transitions.

Theorem 2. Given an ETS E, T[E ] is an MTS satisfying, for all s ∈ ΣE,
(∃s′ ∈ ΣE : s →a

may s
′ ∧ 6s →a

must s
′) → (∀s′′ ∈ ΣE : s →a

may s
′′). The inverse

v−1 of the greatest partial bisimulation v on E is ≺r, the greatest refinement on
T[E ]. The intuitionistic semantics for Hennessy-Milner logic in [29] corresponds
to the semantics [| · |]nec of that fragment of ActMu on T[E ].

5 Abstracting Data: Shape-Based Pointer Analysis

An important form of pointer analysis is shape analysis [6,14,22,35,40], where
the contents of heap storage is approximated by a graph whose nodes denote
objects and whose arcs denote the values of the objects’ fields. Local (“stack”)
variables that point into the heap are drawn as arcs pointing to the nodes.

Figure 4 displays the syntax of such shape graphs. The example in the Figure
depicts an approximation to a singly linked list of length at least two: Objects are
circles; a double-circled object is a “summary node,” meaning that it possibly
7 We use ∗ in φ to denote the sole action type.
8 We assume that all such structures are finitely branching.
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next

xy

u1u0

next x(u0) = 0 next(u0, u0) = 0
x(u1) = 1 next(u0, u1) = 1
y(u0) = 1 next(u1, u0) = 0
y(u1) = 0 next(u1, u1) = 1/2
sm(u0) = 0
sm(u1) = 1

Fig. 4. Shape graph and its coding as predicates

T [x = y] : x′(v) = y(v); all other predicates p′ = p
T [x.next = y] : next′(v1, v2) = next(v1, v2) ∧ (sm(v1) ∨ ¬x(v1)) ∨ (x(v1) ∧ y(v2);

all other p′ = p
T [x = y.next] : x′(v) = ∃v1.y(v1) ∧ next(v1, v); all other p′ = p
T [x = new Node()] : let vnew be a fresh node, in x′(v) = (v = vnew);

all other p′(v) = (p(v) ∧ (v 6= vnew))

Effect of x = y on Figure 4: Effect of x.next = y on Figure 4:

next

y

u1u0

next
x

next

xy

u1u0

next

next

Fig. 5. Transfer functions on shape graphs

represents more than one concrete object. Since the objects were constructed
from a class/struct that owns a next field, objects have next-labeled arcs. For
discussion, the objects are named u0 and u1, and local variables x and y point
to the objects. A solid arc denotes that a field definitely points to an object; a
dotted arc means the field possibly points to it. Thus, the self-arc on u1 must
be dotted because u1 possibly denotes multiple nodes, meaning that a next
dereference possibly points to one of the concrete objects denoted by the node.

Shape graphs can be encoded in various ways; in Figure 4, we display a
coding due to Sagiv, Reps, and Wilhelm [35], who define local-variable points-to
information with unary predicates and field points-to information with binary
ones. The predicates produce the answers “necessarily points to” (1), “possibly
points to” (1/2), and “not points to” (0), where the values are ordered 0 ≤ 1/2 ≤
1. The predicate, sm, notes which nodes are summary nodes.

Shape graphs can be used as data values for a data-flow analysis, where
a program’s transfer functions transform an input shape graph to an output
one. The transfer functions for assignment and object construction appear in
Figure 5, where p′ denotes predicate p updated by the transfer function, T [C],
for command C. The transfer functions are written as predicate-logic formulas,
where conjunction is interpreted as meet; disjunction as join; and negation as
strict complement. A data-flow analysis is assembled in the usual way [8,16,23,
31,32]:
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1. a control-flow graph is extracted from the source program, where transfer
functions annotate the arcs of the graph;

2. a finite-height sup-semilattice of data-flow values (here, based on shape
graphs) is defined, where values from the semilattice will be collected at
the nodes (program points) of the control-flow graph.

3. a least fixed-point calculation is undertaken on the flow equations induced
by the control-flow graph.

Step 2 is the most interesting, in that a single shape graph might be collected at
each node (“independent attribute” analysis, e.g., [40]) or a set of shape graphs
might be collected (“relational” analysis, e.g., [35]). In the former case, the join
operation weakens solid arcs into dotted ones when dissimilar graphs are joined;
in the latter case, a bounded set union (widening [8]) operation is employed so
that no infinite set of graphs is constructed.

Modal Shape Graphs. The dotted and solid arcs of shape graphs strongly
suggest that modal transition systems lurk in the foundations, and so they do:

Definition 10 (Modal shape graph). A modal shape graph (MSG) is a
Kripke MTS M def= (ΣM , Act, AP,

must−→ ,
may−→, Lmust, Lmay), where AP is a set of

local variables along with the distinguished predicate, sm, Act is a set of field
names, and ΣM is a set of heap objects.

Our modelling sets x ∈ Lmust(s) when a solid arc shows that x points to object
s. Similarly, Lmay(s) collects the names of local variables that possibly point to
it. When s is a summary node, then sm ∈ Lmust(s). Of course, must−→ and

may−→
model the solid and dotted field-labeled arcs, respectively. It is easy to translate
shape graphs, like that in Figure 4, into MTS format:

ΣM = {u0, u1} Act = {next} AP = {x, y, sm}
must−→ = {(u0, next, u1)} may−→ = {(u1, next, u1)}
Lmust(u0) = {y}, Lmust(u1) = {x, sm}
Lmay(u0) = ∅, Lmay(u1) = ∅

A concrete, run-time execution state is coded as a concrete modal shape graph.9

Transfer Functions. There is little challenge in writing the transfer functions
for modal shape graphs: Given a modal shape graph M, let M[C] be the graph
obtained from M by executing command C. We only specify those aspects of
M[C] that are different from M:

1. x = y: For all s ∈ ΣM , x ∈ L[C]must(s) iff y ∈ Lmust(s); and x ∈ L[C]may(s)
iff y ∈ Lmay(s).

2. x = y.n: For all s ∈ ΣM , x ∈ L[C]must(s) iff (∃s′ ∈ S) y ∈ Lmust(s′) and
s′ must−→n s; and x ∈ L[C]may(s) iff (∃s′ ∈ S) y ∈ Lmay(s′) and s′ may−→n s.

9 Where every local variable, x, belongs to at most one Lmust(s).
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3. x.n = y: For all s ∈ ΣM , (i) if x ∈ Lmust(s) and there is some s′′ with

s
must−→n s′′, then, for all s′ ∈ S, y ∈ L[C]must(s′) implies s

must[C]−→ n s′; and
(ii) if x ∈ Lmay(s) and there is some s′′ with s

may−→n s′′, then, for all s′ ∈ S,

y ∈ L[C]may(s′) implies s
may[C]−→ n s′. If sm ∈ Lmust(y), then all transitions

from y are preserved.
4. x = new Node(): Creates a fresh object that is labeled with x. Set ΣM [C]

def=
ΣM ∪ {snew} (snew 6∈ ΣM ); and for all s ∈ ΣM , x 6∈ L[C]may(s), and x ∈
L[C]must(snew).

Properties as Temporal Formulas. Once a data-flow analysis builds a shape
graph, we check the graph for correctness properties that are expressible in the
CTL-subset [5,10] of the modal mu-calculus. In [35], such properties are encoded
in predicate logic augmented with a transitive closure operator.

Here are examples: The direction relationship [14], stating that an access
path exists from the object named by x to an object named by y, is written
D(x, y) def= EFnext(x∧EFnexty) — an object, s, has atomic property x iff x points to
s. Recall that EFaφ states, “there exists a path of a-labeled transitions such that,
at some state in the future, φ holds true.” To validate that there is necessarily
(possibly) a path from s, we check if s ∈ [| D(x, y) |]nec (s ∈ [| D(x, y) |]pos); to
refute existence of a path, we check s ∈ [| ¬D(x, y) |]nec.

The interference relationship [14], saying that pointers x and y have access
paths to a common heap node, is written with inverse transition relationships
of must−→ : I(x, y) def= (EFnext−1x) ∧ (EFnext−1y). We check s ∈ [| I(x, y) |]pos to see if
aliasing of object s by x and y is possible.

Aliasing of pointers can be expressed: For aliasing
def= EFnext(

∨
x6=y x ∧ y),

the formulas (a) AGnext¬aliasing, (b) AGnext¬(x∧∨x6=y y), and (c) AGnext¬(x∧y)
can then be used to check: (a) the absense of any kind of aliasing; (b) that x has
no alias; and that (c) x and y never point to the same heap node. (Recall that
AGaφ states, “for all a-paths, it is globally true for all states along the path, that
φ holds.”)

We can check for possibly cyclic data structures. The predicate cyclic
def=∨

x∈AP x ∧ EXnextEFnextx states that a heap node is pointed to by some x that
has an access path to, presumably the same, heap node pointed to by x. (Recall
that EXaφ says, “there exists an a-transition to a next state where φ holds.”)

Improving Precision: The Embedding Theorem and Focus Operation.
For improving the analysis’s precision (e.g., “strong updates”), Sagiv, Wilhelm,
and Reps employ a focus operation [35], which refines a shape graph into a set
of shape-graph variants, such that a predicate that formerly evaluated to 1/2
(“possibly holds”) in the original graph now evaluates to 0 or to 1 in every
variant. The set of variants must be consistent and complete with regards to the
original graph, and an Embedding Theorem is used to make this argument. A
more precise, relational, data-flow analysis is the result.
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Within the representation of modal shape graphs, the hypotheses of the Em-
bedding Theorem ensure a refinement relation, and the consequences of the
Theorem follow from the soundness of refinement (Theorem 1).

The focus operation itself defines a cover: A set of MTSs, SA, covers an MTS,
A, iff (i) for all K ∈ SA, K≺rA; (ii) for every concrete MTS, C, such that C≺rA,
there exists some K ∈ SA such that C≺rK. Any property that necessarily holds
true for all the MTSs in SA holds true for all concrete refinements of A; dually,
any property that possibly holds for any MTS in SA holds true for A; thus, SA
is consistent and complete regarding the concrete MTSs represented by A.

The focus operation in [35] generates one particular shape-graph cover by
examining a may-transition reachable from a program variable and refining it to
a must-transition in one graph variant, removing it in another graph variant, and
splitting the transition’s source or destination summary node in a third variant.
Of course, there can exist other forms of focus operations; in all cases, a cover
must be defined.

6 Conclusions

The case studies demonstrate how modal transition systems provide a foundation
for development of analyses whose outcomes take the form, “necessarily” (yes),
“possibly” (maybe), and “not possibly” (no). These applications go beyond the
traditional use for MTSs (proving properties of loose specifications). In addition
to the two examples in this paper, there are other program analyses that are
neatly expressed via Kripke MTSs; two noteworthy ones are

– Whaley and Rinard’s points-to escape analysis [40], where multi-threaded
programs are analyzed for object sharing. Shape graphs are generated, where
solid arcs represent assignments made by the thread being analyzed, and dot-
ted arcs represent assignments made by other threads executing in parallel.
Jackson’s Z-like Alloy logic [21] is used to model check the graphs.

– Interprocedural data-flow analysis [34,36], where graphs are used to denote
control flow. Those program transitions that must occur (e.g., intraprocedu-
ral transitions) are denoted by solid arcs; transitions that might occur (e.g.,
procedure call- and return-arcs, where the exact procedure invoked or the
exact invocation point is uncertain) are denoted by may-arcs.

Other applications await discovery (e.g., cartesian abstraction in the SLAM
project [1]), and the relationship of our semantic framework to earlier stud-
ies of 3-valued modal logic [13,30,37] and intuitionistic modal logic [38] deserves
examination as well.
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Abstract. Equality constraints (unification constraints) have
widespread use in program analysis, most notably in static poly-
morphic type systems. Conditional equality constraints extend equality
constraints with a weak form of subtyping to allow for more accurate
analyses. We give a complete complexity characterization of the various
entailment problems for conditional equality constraints. Additionally,
for comparison, we study a natural extension of conditional equality
constraints.

1 Introduction

There are two decision problems associated with constraints: satisfiability and
entailment. For the commonly used constraint languages in type inference and
program analysis applications, the satisfiability problem is now well under-
stood [1, 2, 8, 11, 16, 17, 20, 22, 23, 7, 6, 27]. For example, it is well-known that
satisfiability of equality constraints can be decided in almost linear time (linear
time if no infinite terms are allowed [21]). For entailment problems much less is
known, and the few existing results give intractable lower bounds for the con-
straint languages they study, except for equality constraints where polynomial
time algorithms exist [3, 4].

In this paper, we consider the entailment problem for conditional equality con-
straints. Conditional equality constraints extend the usual equality constraints
with an additional kind of constraint α ⇒ τ , which is satisfied if α = ⊥ or α = τ .
Conditional equality constraints have been used in a number of program analy-
ses, such as the tagging analysis of Henglein [14], the pointer analysis proposed
by Steensgaard [25], and a form of equality-based flow systems for higher order
functional languages [19]. We also consider entailment for a natural extension of
conditional equality constraints.

Consider the equality constraints C1 = {α = β, β = γ, α = γ}. Since α =
γ is implied by the other two constraints, we can simplify the constraints to
C2 = {α = β, β = γ}. We say that “C1 entails C2”, written C1 � C2, which
means that every solution of C1 is also a solution of C2. In this case we also have
C2 � C1, since the two systems have exactly the same solutions. In the program
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analysis community, the primary motivation for studying entailment problems
comes from type systems with polymorphic constrained types. Such type systems
combine polymorphism (as in ML [18]) with subtyping (as in object-oriented
languages such as Java [10]), giving polymorphic types with associated subtyping
constraints. A difficulty with constrained types is that there are many equivalent
representations of the same type, and the “natural” ones to compute tend to
be very large and unwieldy. For the type system to be practical, scalable, and
understandable to the user, it is important to simplify the constraints associated
with a type. As the example above illustrates, entailment of constraint systems
is a decision problem closely related to constraint simplification.

Considerable effort has been directed at constraint simplification. One
body of work considers practical issues with regard to simplification of con-
straints [5,7,6,27,17], suggesting heuristics for simplification and experimentally
measuring the performance gain of simplifications. Another body of work aims at
a better understanding how difficult the simplification problems are for various
constraint logics [7,12,13]. Flanagan and Felleisen [7] consider the simplification
problem for a particular form of set constraints and show that a form of entail-
ment is PSPACE-hard. Henglein and Rehof [12,13] consider another simpler form
of entailment problem for subtyping constraints. They show that structural sub-
typing entailment for constraints over simple types is coNP-complete and that
for recursive types is PSPACE-complete, and that the nonstructual entailment
for both simple types and recursive types is PSPACE-hard. A complete complex-
ity characterization of nonstructual subtyping entailment remains open. In fact,
it is an open problem whether nonstructual subtyping entailment is decidable.
Thus for these different forms of constraints, the problems are intractable or
may even be undecidable. In the constraint logic programming community, the
entailment problems over equality constraints have been considered by Colmer-
auer and shown to be polynomial time decidable [3, 4, 15, 24]. Previous work
leaves open the question of whether there are other constraint languages with
efficiently decidable entailment problems besides equality constraints over trees
(finite or infinite).

1.1 Contributions

We consider two forms of the entailment problem: simple entailment and re-
stricted entailment (sometimes also referred to as existential entailment [24]),
which we introduce in Section 2. Restricted entailment arises naturally in prob-
lems that compare polymorphic constrained types (see Section 2). We show there
are polynomial time algorithms for conditional equality constraints for both ver-
sions of entailment. We believe these algorithms will be of practical interest. In
addition, we consider restricted entailment for a natural extension of conditional
equality constraints. We show that restricted entailment for this extension turns
out to be coNP-complete. The coNP-completeness result is interesting because
it provides a natural boundary between tractable and intractable constraint lan-
guages.

Due to space constraints, we only provide sketches of some proofs or omit
them entirely. Details may be found in the full paper [26].
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2 Preliminaries

We work with simple types. Our type language is

τ ::= ⊥ | > | τ1 → τ2 | α.

This simple language has two constants ⊥ and >, a binary constructor →,
and variables α ranging over a denumerable set V of type variables. The al-
gorithms we present apply to type languages with other base types and type
constructors. Variable-free types are ground types. T and TG are the set of types
and the set of ground types respectively. An equality constraint is τ1 = τ2 and
a conditional equality constraint is α ⇒ τ . A constraint system is a finite con-
junction of equality and conditional equality constraints. An equality constraint
system has only equality constraints.

Let C be a constraint system and Var(C) the set of type variables appearing
in C. A valuation of C is a function mapping Var(C) to ground types TG . We
extend a valuation ρ to work on type expressions in the usual way:

ρ(⊥) = ⊥; ρ(>) = >; ρ(τ1 → τ2) = ρ(τ1) → ρ(τ2)

A valuation ρ satisfies constraint τ1 = τ2, written ρ � τ1 = τ2, if ρ(τ1) =
ρ(τ2), and it satisfies a constraint α ⇒ τ , written ρ � α ⇒ τ , if ρ(α) = ⊥
or ρ(α) = ρ(τ). We write ρ � C if ρ satisfies every constraint in C. The set
of valuations satisfying a constraint system C is the solutions of C, denoted
by S(C). We denote by S(C)|E the set of solutions of C restricted to a set of
variables E.

Definition 1 (Terms). Let C be a set of constraints. Term(C) is the set of
terms appearing in C: Term(C) = {τ1, τ2 | (τ1 = τ2) ∈ C ∨ (τ1 ⇒ τ2) ∈ C}.

The satisfiability of equality constraints can be decided in almost linear time
in the size of the original constraints using a union-find data structure [28]. With
a simple modification to this algorithm for equality constraints, we can decide
the satisfiability of a system of conditional equality constraints in almost linear
time (see Proposition 1 below). 1

Example 1. Here are example conditional constraints:
a) α ⇒ ⊥ Solution: α must be ⊥.
b) α ⇒ > Solution: α is either ⊥ or >.
c) α ⇒ β → γ Solution: α is either ⊥ or a function type β → γ,

where β and γ can be any type.

Proposition 1. Let C be any system of constraints with equality constraints
and conditional equality constraints. We can decide whether there is a satisfying
valuation for C in almost linear time.
1 Notice that using a linear unification algorithm such as [21] does not give a more

efficient algorithm, because equality constraints are added dynamically.



Entailment with Conditional Equality Constraints 173

Proof. [Sketch] The basic idea of the algorithm is to solve the equality constraints
and to maintain along with each variable a list of constraints conditionally de-
pending on that variable. Once a variable α is unified with a non-⊥ value, any
constraints α ⇒ τ on the list are no longer conditional and are added as equality
constraints α = τ . Note that a post-processing step is required to perform the
occurs check. The time complexity is still almost linear since each constraint is
processed at most twice. See, for example, [25] for more information. 2

In later discussions, we refer to this algorithm as CondResolve. The result
of running the algorithm on C is a term dag denoted by CondResolve(C) (see
Definition 5). As is standard, for any term τ , we denote the equivalence class to
which τ belongs by ecr(τ).

In this paper, we consider two forms of entailment: simple entailment : C �
c, and restricted entailment : C1 �E C2, where C, C1, and C2 are systems of
constraints, and c is a single constraint, andE is a set of interface variables. In the
literature, C1 �E C2 is sometimes written C1 � ∃E′.C2, where E′ = Var(C2)\E.

For the use of restricted entailment, consider the following situation. In a
polymorphic analysis, a function (or a module) is analyzed to generate a system
of constraints [9,7]. Only a few of the variables, the interface variables, are visible
outside the function. We would like to simplify the constraints with respect to
a set of interface variables. In practice, restricted entailment is more commonly
encountered than simple entailment.

Definition 2 (Simple Entailment). Let C be a system of constraints and c a
constraint. We say that C � c if for every valuation ρ with ρ � C, we have ρ � c
also.

Definition 3 (Restricted Entailment). Let C1 and C2 be two constraint
systems, and let E be the set of variables Var(C1)∩Var(C2). We say that C1 �E

C2 if for every valuation ρ1 with ρ1 � C1 there exists ρ2 with ρ2 � C2 and
ρ1(α) = ρ2(α) for all α ∈ E.

Definition 4 (Interface and Internal Variables). In C1 �E C2, variables
in E are interface variables. Variables in (Var(C1) ∪ Var(C2)) \ E are internal
variables.

Notation

– τ and τi denote type expressions.
– α, β, γ, αi, βi, and γi denote interface variables.
– µ, ν, σ, µi, νi, and σi denote internal variables.
– α denotes a generic variable, in places where we do not distinguish interface

and internal variables.

For simple entailment C � c, it suffices to consider only the case where c is
a constraint between variables, i.e., c is of the form α = β or α ⇒ β. For simple
entailment, C � τ1 = τ2 if and only if C ∪ {α = τ1, β = τ2} � α = β, where α
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Let C be a system of constraints. The following algorithm outputs a term
graph representing the solutions of C.

1. Let G be the term graph CondResolve(C).
2. For each variable α in Var(C), check whether it must be ⊥: If neither

G ∪ {α = >} nor G ∪ {α = σ1 → σ2} is satisfiable, add α = ⊥ to G.

Fig. 1. Modified conditional unification algorithm.

and β do not appear in C and τ1 = τ2. The same also holds for when c is of the
form α ⇒ τ .

Simple entailment also enjoys a distributive property, that is C1 � C2 if
and only if C1 � c for each c ∈ C2. Thus it suffices to only study C � c.
This distributive property does not hold for restricted entailment. Consider
∅ �{α,β} {α ⇒ σ, β ⇒ σ}, where σ is a variable different from α and β. This
entailment does not hold (consider ρ1(α) = > and ρ1(β) = ⊥ → ⊥), but both
the entailments ∅ �{α,β} {α ⇒ σ} and ∅ �{α,β} {β ⇒ σ} hold.

Terms can be represented as directed trees with nodes labeled with construc-
tors and variables. Term graphs (or term DAGs) are a more compact represen-
tation to allow sharing of common subterms.

Definition 5 (Term DAG). In a term DAG, a variable is represented as a
node with out-degree 0. A function type is represented as a node → with out-
degree 2, one for the domain and one for the range. No two different nodes in a
term DAG may represent the same term (sharing must be maximal).

We also represent conditional constraints in the term graph. We represent
α ⇒ τ as a directed edge from the node representing α to the node representing
τ . We call such an edge a conditional edge, in contrast to the two outgoing edges
from a → node, which are called structural edges.

The following known result is applied extensively in the rest of the paper [3,4].

Theorem 1 (Entailment over Equality Constraints). Both simple entail-
ment and restricted entailment over equality constraints can be decided in poly-
nomial time.

3 Simple Entailment over Conditional Equality
Constraints

In this section, we consider simple entailment over conditional equality con-
straints. Recall for α ⇒ τ to be satisfied by a valuation ρ, either ρ(α) = ⊥ or
ρ(α) = ρ(τ).

Lemma 1 (Transitivity of ⇒). Any valuation ρ satisfying α ⇒ β and β ⇒ γ,
also satisfies α ⇒ γ.
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If both of the following cases return success, output yes; else output no.

1. a) Run the conditional unification algorithm in Figure 1 on C∪{α = >}.
If not satisfiable, then success; else continue.

b) Compute strongly connected components (SCC) on the conditional
edges and merge the nodes in every SCC. This step yields a modified
term graph.

c) Compute congruence closure on the term graph obtained in Step 1b.
We do not consider the conditional edges for computing congruence
closure.

d) If β = > is in the closure, success; else fail.
2. a) Run the conditional unification algorithm in Figure 1 on C ∪ {α =

σ1 → σ2}, where σ1 and σ2 are two fresh variables not in Var(C) ∪
{α, β}. If not satisfiable, then success; else continue.

b) Compute strongly connected components (SCC) on the conditional
edges and merge the nodes in every SCC. This step yields a modified
term graph.

c) Compute congruence closure on the term graph obtained in Step 2b.
Again, we do not consider the conditional edges for computing con-
gruence closure.

d) If β = σ1 → σ2 is in the closure, success; else fail.

Fig. 2. Simple entailment C � α ⇒ β over conditional equality constraints.

Consider the constraints {α ⇒ >, α ⇒ ⊥ → ⊥}. The only solution is α = ⊥.
The fact that α must be ⊥ is not explicit. For entailment, we want to make the
fact that α must be ⊥ explicit.

Assume that we have run CondResolve on the constraints to get a term
graph G. For each variable α, we check whether it must be ⊥. If both adding
α = > to G and α = σ1 → σ2 to G (for fresh variables σ1 and σ2) fail, α
must be ⊥, in which case, we add α = ⊥ to G. We repeat this process for each
variable. Notice that this step can be done in polynomial time. We present this
modification to the conditional unification algorithm in Figure 1.

We now present an algorithm for deciding C � α = β and C � α ⇒ β where
C is a system of conditional equality constraints. Note C � α = β holds if and
only if both C � α ⇒ β and C � β ⇒ α hold. We give the algorithm in Figure 2.
The basic idea is that to check C � α ⇒ β holds we have two cases: when
α is > and when α is a function type. In both cases, we require β = α. The
problem then basically reduces to simple entailment over equality constraints.
Congruence closure is required to make explicit the implied equalities between
terms involving →. Computing strongly connected components is used to make
explicit, for example, α = β if both α ⇒ β and β ⇒ α. It is easy to see that the
algorithm runs in worst case polynomial time in the size of C.

Theorem 2. The simple entailment algorithm in Figure 2 is correct.
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4 Restricted Entailment over Conditional Equality
Constraints

In this section, we give a polynomial time algorithm for restricted entailment
over conditional constraints.

Consider the following example term graph for the constraints

{α1 ⇒ ⊥, α1 ⇒ σ1, α2 ⇒ σ1, α2 ⇒ σ2, α3 ⇒ σ2, α3 ⇒ >}.

Example 2.

α1

����
�

��5
55

5 α2

��		
		

��5
55

5 α3

��		
		 ��3

33

⊥ σ1 σ2 >
Notice that the solutions of the constraints in Example 2 with respect to

{α1, α2, α3} are all tuples 〈v1, v2, v3〉 that satisfy

(v1 = ⊥ ∧ v3 = ⊥) ∨ (v1 = ⊥ ∧ v2 = ⊥ ∧ v3 = >) ∨ (v1 = ⊥ ∧ v2 = > ∧ v3 = >)

Now suppose we do the following: we take pairs of constraints, find their
solutions with respect to {α1, α2, α3}, and take the intersection of the solutions.
Let S∗ denote the set of all valuations. Figure 3 shows the solutions for all the
subsets of two constraints with respect to {α1, α2, α3}. One can show that the
intersection of these solutions is the same as the solution for all the constraints.
Intuitively, the solutions of a system of conditional constraints can be charac-
terized by considering all pairs of constraints independently. We can make this
intuition formal by putting some additional requirements on the constraints.

For simplicity, in later discussions, we consider the language without >. With
some extra checks, the presented algorithm can be adapted to include > in the
language.

Here is the route we take to develop a polynomial time algorithm for re-
stricted entailment over conditional constraints.

Section 4.1
We introduce a notion of a closed system and show that closed systems have
the property that it is sufficient to consider pairs of conditional constraints
in determining the solutions of the complete system with respect to the
interface variables.

Section 4.2
We show that restricted entailment with a pair of conditional constraints
can be decided in polynomial time, i.e., C �E C= ∪ {c1, c2} can be decided
in polynomial time, where C= consists of equality constraints, and c1 and c2
are conditional constraints.

Section 4.3
We show how to reduce restricted entailment to restricted entailment in
terms of closed systems. In particular, we show how to reduce C1 �E C2 to
C ′

1 �E′ C ′
2 where C ′

2 is closed.

Combining the results, we arrive at a polynomial time algorithm for restricted
entailment over conditional constraints.
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S({α1 ⇒ ⊥, α2 ⇒ σ1}) = {〈v1, v2, v3〉 | v1 = ⊥}
S({α2 ⇒ σ1, α2 ⇒ σ2}) = S∗

S({α3 ⇒ σ2, α3 ⇒ >}) = {〈v1, v2, v3〉 | (v3 = ⊥) ∨ (v3 = >)}
S({α1 ⇒ ⊥, α2 ⇒ σ1}) = {〈v1, v2, v3〉 | v1 = ⊥}
S({α1 ⇒ ⊥, α2 ⇒ σ2}) = {〈v1, v2, v3〉 | v1 = ⊥}
S({α1 ⇒ ⊥, α3 ⇒ σ2}) = {〈v1, v2, v3〉 | v1 = ⊥}
S({α1 ⇒ ⊥, α3 ⇒ >}) = {〈v1, v2, v3〉 | (v1 = ⊥ ∧ v3 = ⊥) ∨ (v1 = ⊥ ∧ v3 = >)}

S({α1 ⇒ σ1, α2 ⇒ σ1}) = {〈v1, v2, v3〉 | (v1 = ⊥) ∨ (v2 = ⊥) ∨ (v2 = v3)}
S({α1 ⇒ σ1, α2 ⇒ σ2}) = S∗

S({α1 ⇒ σ1, α3 ⇒ σ2}) = S∗

S({α1 ⇒ σ1, α3 ⇒ >}) = {〈v1, v2, v3〉 | (v3 = ⊥) ∨ (v3 = >)}
S({α2 ⇒ σ1, α3 ⇒ σ2}) = S∗

S({α2 ⇒ σ1, α3 ⇒ >}) = {〈v1, v2, v3〉 | (v3 = ⊥) ∨ (v3 = >)}
S({α2 ⇒ σ2, α3 ⇒ σ2}) = {〈v1, v2, v3〉 | (v2 = ⊥) ∨ (v3 = ⊥) ∨ (v2 = v3)}
S({α2 ⇒ σ2, α3 ⇒ >}) = {〈v1, v2, v3〉 | (v3 = ⊥) ∨ (v3 = >)}

Fig. 3. Solutions for all subsets of two constraints.

4.1 Closed Systems

We define the notion of a closed system and show the essential properties of
closed systems for entailment. Before presenting the definitions, we first demon-
strate the idea with the example in Figure 4a. Let C denote the constraints in
this example, with α and β the interface variables, and σ, σ1, and σ2 the internal
variables. The intersection of the solutions of all the pairs of constraints is: α is
either ⊥ or τ → ⊥, and β is either ⊥ or τ ′ → ⊥ for some τ and τ ′. However, the
solutions of C require that if α = τ → ⊥ and β = τ ′ → ⊥, and both τ and τ ′

are non-⊥, then τ = τ ′, i.e., α = β. Thus the intersection of solutions of pairs of
constraints contains more valuations than the solution set of the entire system.
The reason is that when we consider the set {σ1 ⇒ σ, σ2 ⇒ σ}, the solutions
w.r.t. {α, β} are all valuations. We lose the information that α and β need to be
the same in their domain.

We would like to consider σ1 and σ2 as interface variables if σ1 6= ⊥ 6= σ2.
We introduce some constraints and new interface variables into the system to
close it. The modified constraint system is shown in Figure 4b. To make explicit
the relationship between α and β, two variables α1 and β1 (interface variables
corresponding to σ1 and σ2, respectively) are created with the constraints α1 ⇒
σ and β1 ⇒ σ. With this modification, the intersection of solutions of pairs
of constraints w.r.t. {α, β, α1, β1} is the same as the solution of the modified
system. Restricting this intersection w.r.t. {α, β} we get the solution of the
original constraint system. We next show how to systematically close a constraint
system.
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(a) Example system. (b) Example system closed.

Fig. 4. An example constraint system and its closed system.

Definition 6 (TR). Consider a constraint α ⇒ τ with the variable σ a proper
subexpression of τ . We define a transformation tr on α ⇒ τ over the structure
of τ

– tr(σ, α ⇒ σ → τ ′) = {α ⇒ α1 → σ1};
– tr(σ, α ⇒ τ ′ → σ) = {α ⇒ σ2 → α2};
– tr(σ, α ⇒ τ1 → τ2) ={{α ⇒ α1 → σ1} ∪ tr(σ, α1 ⇒ τ1) if σ ∈ Var(τ1)

{α ⇒ σ2 → α2} ∪ tr(σ, α2 ⇒ τ2) otherwise
Note if σ appears in both τ1 and τ2, tr is applied only to the occurrence of
σ in τ1.

– tr(σ, α = τ) = tr(σ, α ⇒ τ).

The variables αi’s and σi’s are fresh. The newly created αi’s are called aux-
iliary variables. The variables αi in the first two cases are called the matching
variable for σ. The variable α is called the root of αi, and is denoted by root(αi).

For each auxiliary variable αi, we denote by Ctr(αi) the tr constraints
accumulated till αi is created.

Putting this definition to use on the constraint system in Figure 4a,
tr(σ1, α ⇒ σ1 → ⊥) yields the constraint α ⇒ α1 → σ3 (shown in Figure 4b).

To understand the definition of Ctr(αi), consider tr(σ, α ⇒ ((σ → ⊥) →
⊥)) = {α ⇒ α1 → σ1, α1 ⇒ α2 → σ2}, where α1 and α2 are the auxiliary
variables. We have Ctr(α1) = {α ⇒ α1 → σ1} and Ctr(α2) = {α ⇒ α1 →
σ1, α1 ⇒ α2 → σ2}.

Definition 7 (Closed Systems). A system of conditional constraints C ′ is
closed w.r.t. a set of variables E in C after the following steps:

1. Let C ′ = CondResolve(C).
2. Set W to E.
3. For each variable α ∈ W , if α ⇒ τ is in C ′, where σ ∈ Var(τ), and σ ⇒ τ ′ ∈
C ′, add tr(σ, α ⇒ τ) to C ′. Let α′ be the matching variable for σ and add
α′ ⇒ τ ′ to C ′.

4. Set W to the set of auxiliary variables created in Step 3 and repeat Step 3
until W is empty.
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Step 3 of this definition warrants explanation. In the example tr(σ1, α ⇒ σ1)
we add the constraint α ⇒ α1 → σ3 with α1 as the matching variable for σ1. We
want to ensure that α1 and σ1 are actually the same, so we add the constraint
α1 ⇒ σ. This process must be repeated to expose all such internal variables
(such as σ1 and σ2).

Next we give the definition of a forced variable. Given a valuation ρ for the
interface variables, if an internal variable σ is determined already by ρ, then σ
is forced by ρ. For example, in Figure 4a, if α is non-⊥, then the value of σ1 is
forced by α.

Definition 8 (Forced Variables). We say that an internal variable σ is forced
by a valuation ρ if any one of the following holds (A is the set of auxiliary
variables)

– ecr(σ) = ⊥;
– ecr(σ) = α, where α ∈ E ∪A;
– ecr(σ) = τ1 → τ2;
– ρ(α) 6= ⊥ and α ⇒ τ is a constraint where σ ∈ Var(τ) and α ∈ E ∪A;
– σ′ is forced by ρ to a non-⊥ value and σ′ ⇒ τ is a constraint where σ ∈

Var(τ).

Theorem 3. Let C be a closed system of constraints w.r.t. a set of interface
variables E, and let A be the set of auxiliary variables of C. Let C= and C⇒
be the systems of equality constraints and conditional constraints respectively.
Then

S(C) |E∪A =
⋂

ci,cj∈C⇒

S(C= ∪ {ci, cj}) |E∪A .

In other words, it suffices to consider pairs of conditional constraints in deter-
mining the solutions of a closed constraint system.

Proof. Since C contains all the constraints in C= ∪ {ci, cj} for all i and j, thus
it follows that

S(C) |E∪A ⊆
⋂

ci,cj∈C⇒

S(C= ∪ {ci, cj}) |E∪A .

It remains to show

S(C) |E∪A ⊇
⋂

ci,cj∈C⇒

S(C= ∪ {ci, cj}) |E∪A .

Let ρ be a valuation in
⋂

ci,cj∈C⇒ S(C= ∪ {ci, cj}) |E∪A. It suffices to show
that ρ can be extended to a satisfying valuation ρ′ for C. To show this, it suffices
to find an extension ρ′ of ρ for C such that ρ′ � C= ∪ {ci, cj} for all i and j.

Consider the valuation ρ′ obtained from ρ by mapping all the internal vari-
ables not forced by ρ (in C) to ⊥. The valuation ρ′ can be uniquely extended to
satisfy C if for any ci and cj , c′i and c′j , if σ is forced by ρ in both C= ∪ {ci, cj}
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and C= ∪{c′i, c′j}, then it is forced to the same value in both systems. The value
that σ is forced to by ρ is denoted by ρ!(σ).

We prove by cases (cf. Definition 8) that if σ is forced by ρ, it is forced to
the same value in pairs of constraints. Let Ci,j denote C= ∪ {ci, cj} and Ci′,j′

denote C= ∪ {c′i, c′j}.

– If ecr(σ) = ⊥, then σ is forced to the same value, i.e., ⊥, because σ = ⊥ ∈
C=.

– If ecr(σ) = α, with α ∈ E ∪ A, then σ is forced to ρ(α) in both systems,
because σ = α ∈ C=.

– If ecr(σ) = τ1 → τ2, one can show that ρ forces σ to the same value with
an induction over the structure of ecr(σ) (with the two cases above as base
cases).

– Assume σ is forced in Ci,j because α ⇒ τ1 ∈ Ci,j with ρ(α) 6= ⊥ and forced
in Ci′,j′ because β ⇒ τ2 ∈ Ci′,j′ with ρ(β) 6= ⊥. For each extension ρ1 of ρ
with ρ1 � Ci,j , and for each extension ρ2 of ρ with ρ2 � Ci′,j′ , we have

ρ(α) = ρ1(α) = ρ1(τ1)
ρ(β) = ρ2(β) = ρ2(τ2)

Consider the constraint system C= ∪{α ⇒ τ1, β ⇒ τ2}. The valuation ρ can
be extended to ρ3 with ρ3 � C= ∪ {α ⇒ τ1, β ⇒ τ2}. Thus we have

ρ(α) = ρ3(α) = ρ3(τ1)
ρ(β) = ρ3(β) = ρ3(τ2)

Therefore, ρ1(τ1) = ρ3(τ1) and ρ2(τ2) = ρ3(τ2). Hence, ρ1(σ) = ρ3(σ) and
ρ2(σ) = ρ3(σ), which imply ρ1(σ) = ρ2(σ). Thus σ is forced to the same
value.

– Assume σ is forced in Ci,j because σ1 is forced to a non-⊥ value and σ1 ⇒
τ1 ∈ Ci,j and is forced in Ci′,j′ because σ2 is forced to a non-⊥ value and
σ2 ⇒ τ2 ∈ Ci′,j′ . Because C is a closed system, we must have two interface
variables or auxiliary variables α and β with both α ⇒ τ1 and β ⇒ τ2
appearing in C. Since σ1 and σ2 are forced, then we must have ρ(α) = ρ!(σ1)
and ρ(β) = ρ!(σ2), thus σ must be forced to the same value by the previous
case.

– Assume σ is forced in Ci,j because ρ(α) 6= ⊥ and α ⇒ τ1 ∈ Ci,j and forced
in Ci′,j′ because σ2 is forced to a non-⊥ value and σ2 ⇒ τ2 ∈ Ci′,j′ . This
case is similar to the previous case.

– The remaining case, where σ is forced in Ci,j because σ1 is forced to a non-
⊥ value and σ1 ⇒ τ1 ∈ Ci,j and is forced in Ci′,j′ because ρ(α) 6= ⊥ and
α ⇒ τ2 ∈ Ci′,j′ , is symmetric to the above case.

2

4.2 Entailment of Pair Constraints

In the previous subsection, we saw that a closed system can be decomposed
into pairs of conditional constraints. In this section, we show how to efficiently
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determine entailment if the right-hand side consists of a pair of conditional con-
straints.

We first state a lemma (Lemma 2) which is important in finding a polynomial
algorithm for entailment of pair constraints.

Lemma 2. Let C1 be a system of conditional constraints and C2 be a system of
equality constraints with E = Var(C1)∩Var(C2). The decision problem C1 �E C2
is solvable in polynomial time.

Proof. Consider the following algorithm. We first solve C1 using CondResolve,
and add the terms appearing in C2 to the resulting term graph for C1. Then
for any two terms appearing in the term graph, we decide, using the simple
entailment algorithm in Figure 2, whether the two terms are the same. For
terms which are equivalent we merge their equivalence classes. Next, for each
of the constraints in C2, we merge the left and right sides. For any two non-
congruent classes that are unified, we require at least one of the representatives
be a variable in Var(C2) \E. If this requirement is not met, the entailment does
not hold. Otherwise, the entailment holds.

If the requirement is met, then it is routine to verify that the entailment
holds. Suppose the requirement is not met, i.e., there exist two non-congruent
classes which are unified and none of whose ecrs is a variables in Var(C2) \ E.
Since the two classes are non-congruent, we can choose a satisfying valuation for
C1 which maps the two classes to different values (This is possible because, oth-
erwise, we would have proven that they are the same with the simple entailment
algorithm for conditional constraints.) The valuation ρ |E cannot be extended
to a satisfying valuation for C2 because, otherwise, this contradicts the fact that
C1 ∪ C2 entails the equivalence of the two non-congruent terms.

2

Theorem 4. Let C1 be a system of conditional constraints. Let C= be a system
of equality constraints. The following three decision problems can be solved in
polynomial time:

1. C1 �E C= ∪ {α ⇒ τ1, β ⇒ τ2}, where α, β ∈ E.
2. C1 �E C= ∪ {α ⇒ τ1, µ ⇒ τ2}, where α ∈ E and µ /∈ E.
3. C1 �E C= ∪ {µ1 ⇒ τ1, µ2 ⇒ τ2}, where µ1, µ2 /∈ E.

Proof.

1. For the case C1 �E C= ∪ {α ⇒ τ1, β ⇒ τ2}, notice that C1 �E C= ∪ {α ⇒
τ1, β ⇒ τ2} iff the following entailments hold
– C1 ∪ {α = ⊥, β = ⊥} �E C=
– C1 ∪ {α = ⊥, β = ν1 → ν2} �E C= ∪ {β = τ2}
– C1 ∪ {α = σ1 → σ2, β = ⊥} �E C= ∪ {α = τ1}
– C1 ∪ {α = σ1 → σ2, β = ν1 → ν2} �E C= ∪ {α = τ1, β = τ2}

where σ1, σ2, ν1, and ν2 are fresh variables not in Var(C1) ∪ Var(C2).
Notice that each of the above entailments reduces to entailment of equality
constraints, which can be decided in polynomial time by Lemma 2.

2. For the case C1 �E C= ∪ {α ⇒ τ1, µ ⇒ τ2}, we consider two cases:
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– C1 ∪ {α = ⊥} �E C= ∪ {µ ⇒ τ2};
– C1 ∪ {α = σ1 → σ2} �E C= ∪ {α = τ1, µ ⇒ τ2}

where σ1 and σ2 are fresh variables not in Var(C1) ∪ Var(C2).
We have a few cases.
– ecr(µ) = ⊥
– ecr(µ) = τ1 → τ2
– ecr(µ) ∈ E
– ecr(µ) /∈ E

Notice that the only interesting case is the last case (ecr(µ) /∈ E) when
there is a constraint β = τ in C= and µ appears in τ . For this case, we
consider all the O(n) resulted entailments by setting β to some appropriate
value according to the structure of τ , i.e., we consider all the possible values
for β. For example, if τ = (µ → ⊥) → µ, we consider the following cases:
– β = ⊥;
– β = ⊥ → ν1;
– β = (⊥ → ν2) → ν1;
– β = ((ν3 → ν4) → ν2) → ν1

where ν1,ν2,ν3, and ν4 are fresh variables.
Each of the entailments will have only equality constraints on the right-
hand side. Thus, these can all be decided in polynomial time. Together, the
entailment can be decided in polynomial time.

3. For the case C1 �E C= ∪ {µ1 ⇒ τ1, µ2 ⇒ τ2}, the same idea as in the
second case applies as well. The sub-case which is slightly different is when,
for example, µ2 appears in τ1 only. In this case, for some β and τ , β = τ is
in C= where µ1 occurs in τ . Let τ ′ = τ [τ1/µ1], where τ [τ1/µ1] denotes the
type obtained from τ by replacing each occurrence of µ1 by τ1. Again, we
consider O(n) entailments with right-side an equality constraint system by
assigning β appropriate values according to the structure of τ ′. Thus this
form of entailment can also be decided in polynomial time.

2

4.3 Reduction of Entailment to Closed Systems

We now reduce an entailment C1 �E C2 to entailment of closed systems, thus
completing the construction of a polynomial time algorithm for restricted entail-
ment over conditional constraints.

Unfortunately we cannot directly use the closed systems for C1 and C2 as
demonstrated by the example in Figure 5. Figures 5a and 5c show two constraint
systems C1 and C2. Suppose we want to decide C1 �{α,β} C2. One can verify that
the entailment does hold. Figures 5b and 5d show the closed systems for C1 and
C2, which we name C ′

1 and C ′
2. Note that we include the tr constraints of C2

in C ′
1. One can verify that the entailment C ′

1 �{α,β,α1,β1} C ′
2 does not hold (take

α = β = ⊥, α1 = ⊥ → ⊥, and β1 = ⊥ → >, for example). The reason is that
there is some information about α1 and β1 missing from C ′

1. In particular, when
both α1 and β1 are forced, we should have α1 ⇒ σ′ and β1 ⇒ σ′ (actually in this
case they satisfy the stronger relation that α1 = β1). By replacing α ⇒ α1 → σ3
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Fig. 5. Example entailment.

and β ⇒ β1 → σ4 with α = α1 → σ3 and β = β1 → σ4 (because that is
when both are forced), we can decide that α1 = β1. The following definition of
a completion does exactly what we have described.

Definition 9 (Completion). Let C be a closed constraint system of C0 w.r.t.
E. Let A be the set of auxiliary variables. For each pair of variables αi and βj

in A, let C(αi, βj) = Ctr(αi) ∪ Ctr(βj) (see Definition 6) and C=(αi, βj) be
the equality constraints obtained by replacing ⇒ with = in C(αi, βj). Decide
whether C ∪ C=(αi, βj) �{αi,βj} {αi ⇒ σ, βj ⇒ σ} (cf. Theorem 4). If the
entailment holds, add the constraints αi ⇒ σ(αi,βj) and βj ⇒ σ(αi,βj) to C,
where σ(αi,βj) is a fresh variable unique for αi and βj . The resulting constraint
system is called the completion of C.

Theorem 5. Let C1 and C2 be two conditional constraint systems. Let C ′
2 be

the closed system of C2 w.r.t. to E = Var(C1) ∩ Var(C2) with A the set of
auxiliary variables. Construct the closed system for C1 w.r.t. E with A′ the
auxiliary variables, and add the tr constraints of closing C2 to C1 after closing
C1. Let C ′

1 be the completion of modified C1. We have C1 �E C2 iff C ′
1 �E∪A∪A′

C ′
2.

Proof.
(⇐): Assume C ′

1 �E∪A∪A′ C ′
2. Let ρ � C1. We can extend ρ to ρ′ which sat-

isfies C ′
1. Since C ′

1 �E∪A∪A′ C ′
2, then there exists ρ′′ such that ρ′′ � C ′

2 with
ρ′ |E∪A∪A′= ρ′′ |E∪A∪A′ . Since ρ′′ � C ′

2, we have ρ′′ � C2. Also ρ |E= ρ′ |E=
ρ′′ |E . Therefore, C1 �E C2.
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(⇒): Assume C1 �E C2. Let ρ � C ′
1. Then ρ � C1. Thus there exists ρ′ � C2

with ρ |E= ρ′ |E . We extend ρ′ |E to ρ′′ with ρ′′(α) = ρ′(α) if α ∈ E and
ρ′′(α) = ρ(α) if α ∈ (A ∪ A′). It suffices to show that ρ′′ can be extended with
mappings for variables in Var(C ′

2) \ (E ∪ A ∪ A′) = Var(C ′
2) \ (E ∪ A), because

ρ′′ |E∪A∪A′= ρ |E∪A∪A′ .
Notice that all the tr constraints in C ′

2 are satisfied by some extension of ρ′′,
because they also appear in C ′

1. Also the constraints C2 are satisfied by some
extension of ρ′′. It remains to show that the internal variables of C ′

2 are forced by
ρ′′ to the same value if they are forced by ρ′′ in either the tr constraints or C2.
Suppose there is an internal variable σ forced to different values by ρ′′. W.L.O.G.,
assume that σ is forced by ρ′′ because ρ′′(αi) 6= ⊥ and αi ⇒ σ and forced
because ρ′′(βj) 6= ⊥ and βj ⇒ σ for some interface or auxiliary variables αi and
βj . Consider the interface variables root(αi) and root(βj) (see Definition 6).
Since the completion of C1 does not include constraints {αi ⇒ σ′, βj ⇒ σ′},
thus we can assign root(αi) and root(βj) appropriate values to force αi and
βj to different non-⊥ values. However, C2 requires αi and βj to have the same
non-⊥ value. Thus, if there is an internal variable σ forced to different values by
ρ′′, we can construct a valuation which satisfies C1, but the valuation restricted
to E cannot be extended to a satisfying valuation for C2. This contradicts the
assumption that C1 �E C2. To finish the construction of a desired extension of
ρ′′ that satisfies C ′

2, we set the variables which are not forced to ⊥.
One can easily verify that this valuation must satisfy C ′

2. Hence C ′
1 �E∪A∪A′

C ′
2.

2

4.4 Putting Everything Together

Theorem 6. Restricted entailment for conditional constraints can be decided
in polynomial time.

Proof. Consider the problem C1 �E C2. By Theorem 5, it is equivalent to testing
C ′

1 �E∪A∪A′ C ′
2 (see Theorem 5 for the appropriate definitions of C ′

1, C
′
2, A, and

A′). Notice that C ′
1 and C ′

2 are constructed in polynomial time in sizes of C1 and
C2. Now by Theorem 3, this is equivalent to checking O(n2) entailment problems
of the form C ′

1 �E∪A∪A′ C2′
=

∪{ci, cj}, where C2′
=

denote the equality constraints
of C ′

2 and ci and cj are two conditional constraints of C ′
2. And by Theorem 4,

we can decide each of these entailments in polynomial time. Putting everything
together, we have a polynomial time algorithm for restricted entailment over
conditional constraints.

2

5 Extended Conditional Constraints

In this section, we show that restricted entailment for a natural extension of
the standard conditional constraint language is coNP-complete. 2 This section
2 Simple entailment for this extension is in P. See [26] for details.
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Fig. 6. Graph representations of constraints.

is helpful for a comparison between this constraint language with the standard
conditional constraint language, which we consider in Section 3 and Section 4.
The results in this section provide one natural boundary between tractable and
intractable entailment problems.

We extend the constraint language with a new construct α ⇒ (τ1 = τ2),
which holds iff either α = ⊥ or τ1 = τ2. We call this form of constraints extended
conditional equality constraints. To see that this construct indeed extends α ⇒ τ ,
notice that α ⇒ τ can be encoded in the new constraint language as α ⇒ (α =
τ).

This extension is interesting because many equality based program analyses
can be naturally expressed with this form of constraints. An example analysis
that uses this form of constraints is the equality based flow analysis for higher
order functional languages [19].

Note that satisfiability for this extension can still be decided in almost linear
time with basically the same algorithm outlined for conditional equality con-
straints. We consider restricted entailment for this extended language.

5.1 Restricted Entailment

In this subsection, we consider the restricted entailment problem for extended
conditional constraints. We show that the decision problem C1 �E C2 for ex-
tended conditional constraints is coNP-complete.

We define the decision problem NENT as the problem of deciding whether
C1 2E C2, where C1 and C2 are systems of extended conditional equality con-
straints and E = Var(C1) ∩ Var(C2).

Theorem 7. The decision problem NENT for extended conditional constraints
is in NP.
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Next we show that the problem NENT is hard for NP, and thus an efficient
algorithm is unlikely to exist for the problem. The reduction actually shows that
with extended conditional constraints, even atomic restricted entailment 3 is
coNP-hard.

Theorem 8. The decision problem NENT is NP-hard.

Proof. [Sketch] We reduce 3-CNFSAT to NENT. As mentioned, the reduction
shows that even atomic restricted entailment over extended conditional con-
straints is coNP-complete.

Let ψ be a boolean formula in 3-CNF form and let {x1, x2, . . . , xn} and
{c1, c2, . . . , cm} be the boolean variables and clauses in ψ respectively. For each
boolean variable xi in ψ, we create two term variables αxi

and αxi
, which we

use to decide the truth value of xi. The value ⊥ is treated as the boolean value
false and any non-⊥ value is treated as the boolean value true.

Note, in a graph, a constraint of the form α ⇒ (τ1 = τ2) is represented as
shown in Figure 6a.

First we need to ensure that a boolean variable takes on at most one truth
value. We associate with each xi constraints Cxi , graphically represented as
shown in Figure 6b, where τxi

is some internal variable. These constraints guar-
antee that at least one of αxi

and αxi
is ⊥. These constraints still allow both

αxi and αxi to be ⊥, which we deal with below.
In the following, let αx = αx. For each clause ci = c1i ∨ c2i ∨ c3i of ψ, we create

constraints Cci
that ensure every clause is satisfied by a truth assignment. A

clause is satisfied if at least one of the literals is true, which is the same as
saying that the negations of the literals cannot all be true simultaneously. The
constraints are in Figure 6c, where µci

1 and µci
2 are internal variables associated

with ci. As an example consider ci = x2 ∨x4 ∨x7. The constraints Cci
are shown

in Figure 6d.
We let C1 be the union of all the constraints Cxi and Ccj for 1 ≤ i ≤ n and

1 ≤ j ≤ m, i.e.,

C1 = (
n⋃

i=1

Cxi
) ∪ (

m⋃

j=1

Ccj
)

There is one additional requirement that we want to enforce: not both αxi

and αxi
are ⊥. This cannot be enforced directly in C1. We construct constraints

for C2 to enforce this requirement. The idea is that if for any xi, the term
variables αxi and αxi are both ⊥, then the entailment holds.

We now proceed to construct C2. The constraints C2 represented graphically
are shown in Figure 7. In the constraints, all the variables except αxi

and αxi

are internal variables. These constraints can be used to enforce the requirement
that for all xi at least one of αxi and αxi is non-⊥. The intuition is that if αxi

and αxi
are both ⊥, the internal variable νi can be ⊥, which breaks the chain

of conditional dependencies along the bottom of Figure 7, allowing µ1, . . . , µi−1
to be set to ⊥ and µi, . . . , µn−1 to be set to >.
3 Only variables, ⊥, and > are in the constraint system.
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We let the set of interface variables E = {αxi
, αxi

| 1 ≤ i ≤ n}. One can
show that ψ is satisfiable iff C1 2E C2. To prove the NP-hardness result, observe
that the described reduction is a polynomial-time reduction. Thus, the decision
problem NENT is NP-hard.

2

We thus have shown that the entailment problem over extended conditional
constraints is coNP-complete. The result holds even if all the constraints are
restricted to be atomic.

Theorem 9. The decision problem C1 �E C2 over extended conditional con-
straints is coNP-complete.

6 Conclusions and Future Work

We have given a complete characterization of the complexities of deciding en-
tailment for conditional equality constraints over finite types (finite trees). We
believe the polynomial time algorithms in the paper are of practical use. There
are a few related problems to be considered:

– What happens if we allow recursive types (i.e., regular trees)?
– What is the relationship with strict constructors (i.e., if c(⊥) = ⊥)?
– What is the relationship with a type system equivalent to the equality-based

flow systems [19]? In this type system, the only subtype relation is given by
⊥ ≤ t1 → t2 ≤ >, and there is no non-trivial subtyping between function
types.

We believe the same or similar techniques can be used to address the above
mentioned problems, and many of the results should carry over to these problem
domains.

Acknowledgments. We thank Jeff Foster, Anders Møller, and the anonymous
referees for their comments on an earlier version of this paper.
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Abstract. Constant propagation (CP) is one of the most widely used
optimizations in practice (cf. [9]). Intuitively, it addresses the problem of
statically detecting whether an expression always evaluates to a unique
constant at run-time. Unfortunately, as proved by different authors [4,
16], CP is in general undecidable even if the interpretation of branches is
completely ignored. On the other hand, it is certainly decidable in more
restricted settings, like on loop-free programs (cf. [7]). In this paper, we
explore the complexity of CP for a three-dimensional taxonomy. We
present an almost complete complexity classification, leaving only two
upper bounds open.

1 Motivation

Constant propagation (CP) is one of the most widely used optimizations in prac-
tice (cf. [1,4,9]). Intuitively, it aims at detecting expressions that always yield
a unique constant value at run-time. Unfortunately, the constant propagation
problem is undecidable even if the interpretation of branches is completely ig-
nored, like in the common model of nondeterministic flow graphs where every
program path is considered executable. Independent proofs of this important
observation have been given by Hecht [4] and by Reif and Lewis [16]. We briefly
recall the construction of Hecht, which is based on the Post correspondence prob-
lem. A Post correspondence system consists of a set of pairs (u1, v1), . . . , (uk, vk)
with ui, vi ∈ {0, 1}∗. The correspondence system has a solution, iff there is a se-
quence i1, . . . , in such that ui1 · . . . · uin

= vi1 · . . . · vin
. Figure 1 illustrates

Hecht’s reduction. The variables x and y are used as decimal numbers repre-
senting strings in {0, 1}∗. For each pair of the correspondence system a distinct
branch of the loop appends the strings ui and vi to x and y, respectively.1

It is easy to see that x − y always evaluates to a value different from 0, if
the Post correspondence problem has no solution.2 In this case the expression
1 div ((x−y)2 +1) always evaluates to 0. But if the Post correspondence system
is solvable, this expression can evaluate to 1. Thus, r is constant (with value
0), if and only if the Post correspondence problem is not solvable. To exclude
1 Technically, this is achieved by shifting the digits of x and y by lg(ui) and lg(vi)

places first, where lg(ui) and lg(vi) are the length of the decimal representation of
ui and vi, respectively.

2 Note that the initialization of x and y with 1 avoids a problem with leading zeros.

D. Sands (Ed.): ESOP 2001, LNCS 2028, pp. 190–205, 2001.
c© Springer-Verlag Berlin Heidelberg 2001
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x := 1
y := 1

k
k

lg(u  )
k

kx := 10        x + u

lg(v  )y := 10        y + v

r := 0r := 1 div ((x-y)  + 1)2

lg(v  )
1

1y := 10        y + v

lg(u  )
1

1x := 10        x + u

Fig. 1. Undecidability of CP: reduction of the Post correspondence problem.

r from being constantly 1 in the case that the Post correspondence system is
universally solvable, r is set to 0 by a bypassing assignment statement.

On the other hand, constant propagation is certainly decidable for acyclic,
i.e., loop-free, programs. But even in this setting the problem is intractable,
as it has been shown to be co-NP-hard [7] recently . This result is based on a
polynomial time reduction of the co-problem of 3-SAT, the satisfiability prob-
lem for clauses which are conjunctions consisting of three negated or unnegated
Boolean variables (cf. [3]). An instance of 3-SAT is solvable if there is a variable
assignment such that every clause is satisfied.

The reduction is illustrated in Figure 2 for a 3-SAT instance over the Boolean
variables {b1, . . . , bk}:

(b3 ∨ b5 ∨ b6)
︸ ︷︷ ︸

c1

∧ . . . ∧ (b2 ∨ b3 ∨ b5)
︸ ︷︷ ︸

cn

.

For each Boolean variable bi two integer variables xi and xi are introduced that
are initialized by 0. The idea underlying the reduction is the following: each
path of the program chooses a witnessing literal in each clause by setting the
corresponding variable to 1. If this can be done without setting both xi and xi

for some i then we have found a satisfying truth assignment, and vice versa. On
such a path r1 and consequently r2 evaluate to 0. On all other paths the value
of r1 differs from 0 but stays in the range {1, . . . , k} enforcing that variable r2
is set to 1. Summarizing, r2 evaluates to 1 on every program path if and only if
the underlying instance of 3-SAT has no solution. Similarly to the undecidability
reduction of Figure 1 the assignment r1 := 1 avoids that r1 is constantly 0 in
the case that all runs induce satisfying truth assignments.

Note that both reductions presented so far crucially depend on an operator
like integer division (or modulo) which is capable of projecting many different
values onto a single one.

Contributions. This paper aims at examining the borderline of intractab-
ility and undecidability more closely. To this end, we investigate the constant
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x1r1  := 1x kxkx+....+

1

x  := 0

x  := 0

x  := 01

k

x  := 0

k

x  := 15 x  := 16x  := 13

x  := 13 x  := 15x  := 12

r2  := (r1+k−1)          kdiv

r1 := 1} Coding
of c1

} Coding
of cn

Fig. 2. Co-NP-hardness of CP for acyclic programs: reduction of co-3-SAT.

propagation problem for integers with respect to a three-dimensional taxonomy.
The first dimension is given by the distinction between arbitrary and loop-free
programs. We are currently also examining further extensions of this dimension
towards interprocedural and explicitly parallel programs (for first results see
[11]). However, this is beyond the scope of this paper whose focus is more directed
towards examining the influences of the other two dimensions

The second dimension is concerned with the underlying signature. We con-
sider signatures without operators (copy-constants), with linear expressions
x := ay + b (linear constants), with operators restricted to the set {+,−} (Pres-
burger constants), operators restricted to {+,−, ∗} (+,−, ∗-constants), and the
standard signature, i.e., the one with operators +,−, ∗, div, mod. Finally, in the
third dimension we investigate the general nature of the constant propagation
problem. Besides the standard must-constancy problem we also consider the less
frequently addressed problem of may-constancy here. Essentially, this problem
asks if a variable may evaluate to a given constant c on some program path.
Inspired by the work of Muth and Debray [12] we further distinguish between a
single value and a multiple value variant, where in the latter case the values of
multiple variables might be checked simultaneously.3

While the most prominent application of must-CP is the compile-time sim-
plification of expressions, the must- and may-variants are equally well suited for
eliminating unnecessary branches in programs. Furthermore, the may-variant
reveals some interesting insight in the complexity of (may-)aliasing of array ele-
ments.

In this paper, we present an almost complete complexity classification, pro-
viding all hardness results, i.e., lower bounds, leaving only two upper bounds
open. In particular, we observe that detecting may-constants is significantly
harder than detecting their must-counterparts. Furthermore, we demonstrate
that Presburger must-constants are polynomial time detectable which is some-

3 Muth and Debray introduced the single and multiple value variants as models for
independent-attribute and relational-attribute data flow analyses [5].
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how surprising, as non-distributivity in the standard setting already shows up
for this class. Finally, as a by-product we obtain some interesting results on the
decidability of may-aliasing of arrays.

2 The Setting

Flow Graphs. As usual in data-flow analysis and program optimization, we
represent programs by directed flow graphs G = (N, E, s, e) with node set N ,
edge set E, a unique start node s, and a unique end node e, which are assumed
to have no predecessors and successors, respectively. Each edge is associated
with an assignment statement or with the statement “skip”. Edges represent
the branching structure and the statements of a program, while nodes represent
program points. For readability the annotation “skip” is omitted in the figures.

By pred(n)=df { m | (m, n) ∈ E } and succ(n)=df { m | (n, m) ∈ E } we de-
note the set of immediate predecessors and successors of a node n. Additionally,
by source(e) and dest(e), e ∈ E, we denote the source node and the destination
node of edge e. A finite path in G is a sequence (e1, . . . , eq) of edges such that
dest(ej) = source(ej+1) for j ∈ {1, . . . , q − 1}. It is called a path from m to n,
if source(e1) =m and dest(eq) =n. By P[m, n] we denote the set of all (finite)
paths from m to n. Without loss of generality we assume that every node of a
flow graph G lies on a path from s to e.

Semantics of Terms. In this article we concentrate on integer expressions Exp
which are inductively built from variables v ∈ V, constants c ∈ C, and binary
integer operators Op = {+,−, ∗, div, mod}. The semantics of integer expressions
is induced by the standard interpretation S = (Z⊥, S0), where Z⊥=df Z ∪ {⊥}
is the flat integer domain with least element ⊥ and S0 is a function mapping
every integer constant c ∈ C to the corresponding datum S0(c) ∈ Z, and ev-
ery integer operator op ∈ Op to the corresponding total and strict function
S0(op) : (Z⊥)2 → Z⊥. Σ=df { σ |σ : V → Z⊥ } denotes the set of states, and σ⊥
the distinct start state assigning ⊥ to all variables v ∈ V. This choice reflects
that we do not assume anything about the context of the analyzed program.
The semantics of an expression e ∈ Exp is then given by the evaluation func-
tion E : Exp → (Σ → Z⊥) inductively defined by E(x)(σ)=df σ(x) for x ∈
V, E(c)(σ)=df I0(c) for c ∈ C and E(op(e1, e2))(σ)=df I0(op)(E(e1)(σ), E(e2)(σ))
for composite expressions.

Each assignment statement ι ≡ x := e is associated with the state transfor-
mation function θι : Σ → Σ which is defined by θι(σ)(y)=df E(e)(σ) if y = x
and θι(σ)(y)=df σ(y) otherwise.

The statement ι ≡ skip is associated with the identity state transformer,
θι(σ) = σ. We obtain the set of states Σn, which are possible at a program point
n ∈ N as follows:4 Σn=df { θp(σ⊥) | p ∈ P[s, n]}.

4 In the definition of Σn, θp denotes the straightforward extension of the state trans-
formation functions to paths.
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Classes of Constants

In the following we briefly introduce some classes of constants that are of par-
ticular interest with respect to the taxonomy considered later on in the paper.
We start by providing a distinction of constants into the more common class of
must-constants and the less frequently considered class of may-constants. For
both we provide their formal definitions as well as some application scenarios.

Must-Constants. Formally, an expression e is a must-constant at node n if
and only if

∃ d ∈ Z ∀σ ∈ Σn. E(e)(σ) = d.

The problem of (must-)constancy propagation is to determine for a given
expression e, whether e is a must-constant and if so what the value of the constant
is. This information can be used in various ways. The most important application
is the compile-time simplification of expressions. Furthermore, information on
must-constancy can be exploited in order to eliminate conditional branches. For
instance, if there is a condition e 6= d situated at an edge leaving node n and
e is determined a must-constant of value d at node n, then this branch can
be classified unexecutable (cf. Figure 3(a)). Since (must-)constant propagation
and the elimination of unexecutable branches mutually benefit from each other,
approaches for conditional constant propagation where developed taking this
effect into account [20,2].

May-Constants. Complementary to the must-constancy problem an expres-
sion e is a may-constant of value d ∈ Z at node n if and only if

∃σ ∈ Σn. E(e)(σ) = d.

Note that opposed to the must-constancy definition here the value of the con-
stant is given as an additional input parameter. This naturally induces a multiple
value extension of the notion of may-constancy. Given expressions e1, . . . , ek and
values d1, . . . , dk ∈ Z the corresponding multiple value may-constancy problem
is defined by:

∃σ ∈ Σn. E(e1)(σ) = d1 ∧ . . . ∧ E(ek)(σ) = dk.

While may-constancy information cannot be used for expression simplifica-
tion, it has also some valuable applications. Most obvious is a complementary
branch elimination transformation. If an expression e is not a may-constant of
value d at node n then any branch being guarded by a condition e = d is unex-
cecutable (cf. Figure 3(b)).

May-constancy information is also valuable for reasoning about the aliasing
of array elements. This can be used, for instance, for parallelization of code or for
improving the precision of other analyses by excluding a worst-case treatment of
assignments to elements in an array. Figure 4 gives such an example in the con-
text of constant propagation. Here the assignment to x can be simplified towards
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e = d e = d e = d e = d

a) b)

Removable if e

of value d

Removable if e   is
not a may−constant
of value d

a must−constant
   is

Fig. 3. Constancy information used for
branch elimination.

a[0] := 5

a[i] := ..

x := a[0] + 1

Fig. 4. Using array alias information
from may-constant propagation in the
context of (must)-constant propagation.

x := 6, only if the assignment to a[i] does not influence a[0]. This, however, can
be guaranteed if i is not a may-constant of value 0 at the corresponding program
node.

Next we formally introduce some classes of constants according to the form
of expressions that are allowed on the right hand side of assignments. Except
of linear constants these classes are induced by considering only a fragment of
the standard signature. While the first two classes are well-known in the field of
constant propagation and the class of Presburger constants is closely related to
the class of affine constants investigated in [6]5, we are not aware of any work
devoted to the fragment of +,−, ∗-constants.

Copy-Constants. If all expressions in the program are non-composite, then
the resulting constants are denoted copy-constants. This is due to the fact that
constants can only be produced by assignments x := c and be propagated by
assignments of the form x := y.

Linear Constants. If the expressions in the program are restricted to linear
ones, which means that all assignments take the form x := a z + b where a and b
are integer constants and z is an integer variable,6 then the resulting constants
are denoted linear constants.

Presburger Constants. If the expressions of the program are restricted to
ones built from the operator + and −, then the resulting constants are denoted
Presburger constants. We decided for this term according to Presburger arith-
metics, where integer operations are also restricted to addition and subtraction.
However, the complexity issues in deciding Presburger formulas and Presburger
constants are of a completely different nature, since in the context of constant
propagation the problem is mainly induced by path conditions and not by a given
logical formula. As far as expressiveness is concerned Presburger expressions and
5 Affine constants are linear ones generalized towards multiple variables, i.e., constants

in programs where expressions take only the form a1 x1 + . . . + ak xk.
6 If a = 0 or b = 0 the corresponding summand may be omitted.
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affine expressions coincide because multiplication with constants can be simu-
lated by iterated addition. Affine expressions can, however, be more succinct.
Nevertheless all results of this paper equally apply to both characterizations.

+, −, ∗-Constants. If the expressions of the program are restricted to ones
built from the operator +,− and ∗, then the resulting constants are called
+,−, ∗-Constants.

It is for technical convenience and conceptual clarity that the classes of con-
stants are introduced by means of a restriction to the form of all assignments in
the considered programs. In practice, one uses a complete algorithm for either
of the classes and extends it to programs with a more general kind of expres-
sions in assignments by worst-case or approximating assumptions. The resulting
algorithm can then still detect constants in the program completely that only
depend on assignments of the given form. When judging the practical relevance
of the results this should be kept in mind.

3 The Taxonomy and Complexity Results

3.1 Known Results

Table 1 summarizes the already known complexity results. Problems with a
polynomial time algorithm are emphasized in a light shade of grey, those be-
ing decidable though intractable in a dark shade of grey, and the undecidable
fields are filled black. White fields represent problems where the complexity and
decidability is unknown or at least, to the best of our knowledge, undocumented.

In the following we briefly comment on these results. For an unrestricted sig-
nature we already presented Hecht’s undecidability reduction for must-constants
and the co-NP-hardness result for the acyclic counterpart.

It is also well-known that the must-constant propagation problem is dis-
tributive [4], if all right-hand side expressions are either constant or represent
a one-to-one function in Z → Z depending on a single variable (see the remark
on page 206 in [18]). Hence the class of linear constants defines a distributive
data flow problem, which guarantees that the standard maximum fixed point
iteration strategy over Z ∪ {⊥,>} computes the exact solution in polynomial
time.7

On side of the may-constancy problem the class of copy-constant has recently
been examined by Muth and Debray [12]. It is obvious, that the single value case
can be dealt with efficiently. This is due to the fact that the number of constant
values that a variable may posses at a program point (via copy-assignments) is
bound to the number of assignments to constants in the program. Hence one
can essentially keep track of any possible constant value at a program point by
7 Sagiv, Reps and Horwitz [17] gave an alternative procedure for detecting linear con-

stants by solving a graph reachability problem on the exploded supergraph of a pro-
gram. They additionally showed that with this method linear constant propagation
can be solved precisely even for interprocedural control flow.
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Table 1. Complexity classification of a taxonomy of CP: the known results.
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collecting the set of possible values of variables. Formally, this can be achieved
by computing the union-over-all-path solution in a union-distributive data flow
framework over the lattice {σ|σ : V → P(ZG)}, where ZG denotes the set of
constant right-hand sides in the flow graph G under consideration.

The multiple value problem has been shown NP-complete in the acyclic case
and PSPACE-complete in the presence of unrestricted control flow [12].

In the remainder of this section we aim at successively filling the white parts in
Table 1. To this end, we start with providing new undecidability results, then give
some new intractability results and finally indicate that constant propagation can
be achieved efficiently for the class of Presburger constants.

3.2 New Undecidability Results

Fortunately, Hecht’s construction that was sketched in the introduction can eas-
ily be adapted for proving undecidability of Presburger may-constants. The only
modification necessary for this is to replace the two assignment to r in Figure 1
by a single assignment x := x − y. As argued before, x may equal y immediately
after leaving the loop, if and only if the instance of the Post correspondence
problem has a solution. Hence in this case x − y may evaluate to 0. As the mul-
tiplications with the constants 10lg(ui) and 10lg(vi) can be expressed by iterated
additions, we get:

Theorem 1. Deciding single valued may-constancy at a program point is unde-
cidable for the class of Presburger constants.
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This construction can be further modified to obtain an even stronger undecid-
ability result for the class of multiple value may-constants. Here we have:

Theorem 2. Deciding multiple valued may-constancy at a program point is un-
decidable for the class of linear constants. This even holds if only two values are
questioned.

The idea is to substitute the difference x−y in the assignment to r by a loop
which simultaneously decrements x and y. It is easy to see that x = 0 ∧ y = 0
may hold at the end of such a program fragment, if and only if x may equal y
at the end of the main loop.

Complexity of Array Aliasing. The previous two undecidability results have
an immediate impact on the problem of array aliasing, which complements sim-
ilar results known in the field of pointer induced aliasing [8]. In fact as a conse-
quence of Theorem 1 we have:

Corollary 1. Deciding whether a[i] may alias a[c] for a one-dimensional array
a, integer variable i and integer constant c is undecidable, even if i is computed
only using the operators + and −.

In fact, Theorem 2 even provides some negative results for array accesses
when using only linear index calculations.8 We have:

Corollary 2. Let c1, c2 be integer constants and i, j integer variables being com-
puted only with linear assignments of the form x := a y + b. Then the following
problems are undecidable:

1. Determining whether a[i] may alias a[j] for a one-dimensional array a.
2. Determining whether a[i, j] may alias a[c1, c2] for a two-dimensional array a.

It should be noted that traditional work on array dependences like the omega
test [14,15] is restricted to scenarios where array elements are addressed by affine
functions depending on some index variables of possibly nested for-loops. In this
setting the aliasing problem can be stated as an integer linear programming
problem which can be solved effectively. In contrast, our results address the
more fundamental issue of aliasing in the presence of arbitrary loops.

3.3 New Intractability Results

After having marked off the range of undecidability we prove in this section
intractability of some of the uncovered fields.

We start by strengthening the result on the co-NP-hardness of must-constant
propagation for acyclic control flow. Here the construction of Figure 2 can be
modified such that the usage of integer division is no longer necessary. Basically,
the trick is to use multiplication by 0 as the projective operation, i.e., as the
8 The first part is not an immediate corollary, but relies on the same construction as

Theorem 2.
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operation with the power to map many different values onto a single one. In the
construction of Figure 2 this requires the following modifications. All variables
are now initialized by 1. The part reflecting the clauses then sets the correspond-
ing variables to 0. Finally the assignments to r1 and r2 are substituted by a single
assignment r := (x1 + x1) · . . . · (xk + xk) being bypassed by another assignment
r := 0. It is easy to see that the instance of 3-SAT has no solution if and only if
on every path both xi and xi are set to 0 for some i ∈ {1, . . . , k}. This, however,
guarantees that at least one factor of the right-hand side expression defining r
is 0 which then ensures that r is a must-constant of value 0. Finally, the branch
performing the assignment r := 0 assures that r cannot be a must-constant of
any other value. Thus we have:

Theorem 3. Must-constant propagation is co-NP hard even when restricted to
acyclic control flow and to +,−, ∗-constants.

On the other hand, we can show that the problem of must-constant propa-
gation is in co-NP for acyclic control flow. To this end, one has to prove that
the co-problem, i.e., checking non-constancy at a program point, is in NP, which
is easy to see: a non-deterministic Turing machine can guess two paths through
the program witnessing two different values. Since each path is of linear length
in the program size and the integer operations can be performed in linear time
with respect to the sum of the lengths of the decimal representation of their
inputs, this can be done in polynomial time. Hence we have:

Theorem 4. Must-constant propagation is in co-NP when restricted to acyclic
control flow.

Next we are going to show that the problem addressed by Theorem 3 gets
presumably harder without the restriction to acyclic control flow.

Theorem 5. Must-constant propagation is PSPACE-hard even when restricted
to +,−, ∗-constants.

Theorem 5 is proved by means of a polynomial time reduction from the
language universality problem of nondeterministic finite automata (NDFA) (cf.
remark to Problem AL1 in [3]). This is the question whether an NDFA A over
an alphabet X accepts the universal language, i.e., L(A) =X∗. W.l.o.g. let us
thus consider an NDFA A = (X, S, δ, s1, F ), where X = {0, 1} is the underlying
alphabet, S = {1, . . . , k} the set of states, δ ⊆ S ×X ×S the transition relation,
s1 the start state, and F ⊆ S the set of accepting states. The polynomial time
reduction to a constant propagation problem is depicted in Figure 5.

For every state i ∈ {1, . . . , k} a variable si is introduced. The idea of the
construction is to guess an arbitrary input word letter by letter. While this is
done, it is ensured by appropriate assignments that each variable si holds 0 if
and only state i is reachable in the automaton under the word.

∏
i∈F si is then

0 for all words if and only if A accepts the universal language.
Initially, only the start state variable s1 is set to 0 as it is the only state

which is reachable under the empty word. The central part of the program is
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t  :=  Ps j
d (j,1,i)

(i = 1,..,k)

t  :=  Ps j
d (j,0,i)

(i = 1,..,k)
s  :=  t ii

(i = 1,..,k)

f  :=  P
i ’

s  if  :=  0

i i

s  :=  0
s  :=  1 (i = 2,..,k)

1

i

F

Fig. 5. PSPACE-hardness of must-constant propagation for +, −, ∗-constants.

a loop which guesses an alphabet symbol for the next transition. If we decide,
for instance, for 0 then, for each i, an auxiliary state variable ti is set to 0
by the assignment ti :=

∏
δ(j,0,i) sj , if and only if one of its 0-predecessors is

recognized reachable.9 After all variables ti have been set in this way their values
are copied to the variables si, respectively. The loop can be left at any time;
then it is checked whether the guessed word is accepted. Like before, the direct
assignment f := 0 has the purpose to ensure that constant values different from
0 are impossible. Therefore, f is a must-constant (of value 0) at the end of the
program, if and only if the underlying automaton accepts the universal language
{0, 1}∗.

The final reduction in this section addresses the complexity of linear may-
constants. Here we have:

Theorem 6. May-constant propagation is NP-hard even when restricted to the
class of linear constants.

Again we employ a polynomial time reduction from 3-SAT which however
differs from the ones seen before. The major idea here is to code a set of satisfied
clauses by a number interpreted as a bit-string. For example, in an instance
with four clauses the number 1100 would indicate that clause two and three are
satisfied, while clause zero and one are not. To avoid problems with carry-over
effects, we employ a (k+1)-adic number representation where k is the number of
variables in the 3-SAT instance. With this coding we can use linear assignments
to set the single “bits” corresponding to satisfied clauses.

9 Auxiliary state variables are introduced in order to avoid overwriting state variables
which are still used in consecutive assignments.
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To illustrate our reduction let us
assume an instance of 3-SAT with
Boolean variables {b1, . . . , bk} and
clauses c0, . . . , cn−1, where the lit-
eral b1 is contained in c3 and c5, and
the negated literal ¬b1 is contained
in c2 only. Then this is coded in
a program as depicted in Figure 6.
We have a non-deterministic choice
part for each Boolean variable bi.
The left branch sets the bits for the
clauses that contain bi and the right
branch those for the clauses that
contain bi. Every assignment can be
bypassed by an empty edge in case

c := 0

c := (k+1)  + c

c := (k+1)  + c

c := (k+1)  + c 23

5
for

part

b1

choice

Fig. 6: NP-hardness of linear may-CP.

that the clause is also made true by another literal. It is now easy to see that r
is a may-constant of value 1 . . . 1︸ ︷︷ ︸

n times

(in (k + 1)-adic number representation) if and

only if the underlying instance of 3-SAT is satisfiable.
On the other hand, it is easy to see that detecting may-constancy is in NP

for acyclic control flow, since a nondeterministic Turing machine can guess a
witnessing path for a given constant in polynomial time. We have:

Theorem 7. May-constant propagation is in NP when restricted to acyclic con-
trol flow.

3.4 New Polynomial-Time Algorithm

In this section we fill the last field in our taxonomy by showing that all Presburger
constants can be detected in polynomial time.

One way of showing this claim is by carefully investigating a polynomial-
time algorithm proposed by Karr [6]. He employs a forward data flow analysis
that establishes for each program point n an affine vector space (over Q) that
over-approximates Σn. This information can in turn be used to detect certain
constants. It can be shown that the resulting algorithm is complete with respect
to the detection of Presburger constants, a question that has not been explored
by Karr, but this proof is beyond the scope of the current paper. In the following
we sketch a new algorithm that leads to a more transparent proof of polynomial-
time detectability of Presburger constants.

Figure 7 gives an impression on the problem dimension behind this class
where the emphazised annotation will be explained later.

Part (a) of this Figure extends the classical non-distributivity pattern of
constant propagation (cf. [4]). The point here is that z is a must-constant of
value 14 at the end of the program. However, none of its operands is constant,
although both are defined outside of any conditional branch. Part (b) shows a
small loop example where z is a must-constant of value 0. However, also this
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a+b+c = 9

x := 0
y := 0

z := x + y

a) b)

a := 2

b := 3

a := 3

b := 2

x := a + c
y := b + d
z := x + y

z = 14

a+b = 5

5 = 5

z = 0

x+y = 0
x := x - 1

y := y + 1

x+y = -1

0 = 0

c := 4

d := 5

c := 5

d := 4

a+b+c+d = 14

a+b+c = 10

Fig. 7. Deciding Presburger constants by backward propagation of linear constraints.

example is outside of the scope of any standard algorithm except of Karr’s, and
even outside of the scope of Knoop’s and Steffen’s EXPTIME algorithm for
detecting finite constants [19].

The algorithm at a glance. Our algorithm employs techniques known from
linear algebra. In fact, we use a backward analysis propagating sets of linear
equational constraints describing affine vector spaces (over Q).

The Data Flow Framework. Given a set of pro-
gram variables {x1, . . . , xk} a linear constraint is an equa-
tion of the form:

∑
i ai xi = b where ai, b ∈ Q (i= 1, . . . ,

k). Since at most k of these linear constraints are linearly independent,
an affine vector space can always be described by means of a linear equation
system Ax= b where A is a k × k-matrix. The affine vector sub-spaces of Q

k

can be partially ordered by set inclusion. This results in a (complete) lattice
where the length of chains is bounded by k as any affine space strictly contained
in another affine space has a smaller dimension.

The Meet Operation. The meet of two affine vector spaces represented by the
equations A1 x= b1 and A2 x= b2 can be computed by normalizing the equation

(
A1

A2

)

x=
(

b1

b2

)

which can be done efficiently using Gauss-elimination [13].

Local Transfer Functions. The local transfer functions are realized by performing
a backward substitution on the linear constraints. For instance, a constraint
3x+y = 10 is backward-substituted along an assignment x := 2u−3v+5 towards
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3 (2u − 3 v + 5) + y = 10 which then can be “normalized” towards y + 6 u −
9 v = 5. Clearly, this can be done in polynomial time. After this normalization,
the resulting equation system is also simplified using Gauss-elimination.

The Overall Procedure. Our backward data flow analysis can be regarded as a
demand-driven analysis which works separately for each variable x and program
point n. Conceptually, it is organized in three stages:

Stage 1: Guess an arbitrary cycle-free path leading to n, for instance using
depth-first search, and compute the value d of x on this path.

Stage 2: Solve the backward data flow analysis where initially the program
point n is annotated by the affine vector space described by the linear con-
straint: x= d and all other program points by the universal affine space, i.e.,
the one given by 0x= 0.

Stage 3: The guess generated in stage 1 is proved, if and only if the start node
is still associated with the universal affine vector space.10

The completeness of the algorithm is a simple consequence of the distribu-
tivity of the analysis. Obviously, the guessed constraint is true iff the backward
substitution along every path originating at the start node yields a universally
valid constraint at the start node. Since this defines the meet-over-all-paths solu-
tion of our data flow framework the algorithmic solution is guaranteed to coincide
if the transfer functions are distributive, which is immediate from the definition.

The algorithm can also be understood from a program verification point of
view. By Stage 1, d is the only candidate value for x being constant at n. Stage 2
effectively computes the weakest (liberal) precondition of the assertion x = d at
program point n. Clearly, x is a constant at n if and only if the weakest liberal
precondition of x = d is universally valid.

As mentioned, the length of chains in the analysis is bound by the number of
variables k. Any change at a node can trigger a reevaluation at its predecessor
nodes. Therefore, we have at most O(e · k) Gauss-elimination steps, where e
denotes the number of edges in the flow graph. Each Gauss-elimination step is of
order O(k3) [13]. Thus the complexity for the complete data flow analysis w.r.t.
a single occurrence of a program variable is O(e k4). For an exhaustive analysis
that computes must-constancy information for any left-hand side occurrence of a
variable the estimation becomes O(n e k4), where n denotes the number of nodes
in the flow graph. Summarizing, we have:

Theorem 8. The class of Presburger must-constants can be detected in polyno-
mial time.

Finally, we are going to illustrate our algorithm by means of the example
of Figure 7. The emphazised annotation of Figure 7 contains the constraints
resulting from the initial guess z = 14 (in Figure 7(a)) and z = 0 (in Figure 7(b)),
respectively. It should be noted that for the sake of presentation we did not
10 In practice, one may already terminate with the result of non-constancy of x when-

ever a linear equation system encountered during the analysis renders unsolvable.
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display the constraints for every program point. The particular power of this
technique lies in the normalization performed on the linear constraints which
provides a handle to cope with arithmetic properties like commutativity and
associativity to a certain extent. For instance, the constraint a + b = 5 in Figure
7(a) has been the uniform result of two different intermediate constraints.

4 Summary and Conclusions

The decidability and complexity considerations of this paper are summarized in
Table 2. In fact, we almost completely succeeded in filling the white fields of
Table 1. As apparent, only two upper bounds are left open. At the moment we
neither have an upper bound for the class of +,−, ∗-must-constants nor for the
class of linear may-constants. Although we do not expect one of the problems
to be undecidable, a solution might require some deeper number theoretical
insights.

An interesting observation which is immediately obvious from inspecting the
table is that the detection of may-constants is significantly harder than detecting
their must-counterparts.

Future work will be concerned with answering the open upper bounds, with
tuning the constraint based technique for Presburger constants into an algorithm
that is usable in practice, and with extending the taxonomy by considering
advanced settings, like interprocedural or parallel ones, too. In as yet unpublished
work we show that in a setting with fork-join type parallelism the intraprocedural
problem is PSPACE-complete already for may- and must-copy constants and
becomes even undecidable for the corresponding interprocedural problems (see
[11] for somewhat weaker results).
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Abstract. The Ambient Calculus was developed by Cardelli and Gor-
don as a formal framework to study issues of mobility and migrant
code [6]. We consider an Ambient Calculus where ambients transport
and exchange programs rather that just inert data. We propose different
senses in which such a calculus can be said to be polymorphically typed,
and design accordingly a polymorphic type system for it. Our type system
assigns types to embedded programs and what we call behaviors to pro-
cesses; a denotational semantics of behaviors is then proposed, here called
trace semantics, underlying much of the remaining analysis. We state and
prove a Subject Reduction property for our polymorphically-typed cal-
culus. Based on techniques borrowed from finite automata theory, type-
checking of fully type-annotated processes is shown to be decidable. Our
polymorphically-typed calculus is a conservative extension of the typed
Ambient Calculus originally proposed by Cardelli and Gordon [7].

1 Introduction

1.1 Background and Motivation

With the advent of the Internet a few years ago, considerable effort has gone
into the study of mobile computation and programming languages that support
it. On the theoretical side of this research, several concurrent and distributed
calculi have been proposed, such as the Distributed Join Calculus [8], the Dπ
Calculus [16], the Box-Pi Calculus [17], the Seal Calculus [20], among others.
The Ambient Calculus (henceforth, AC) is a recent addition to this list and the
starting point of our investigation.

Our long-term interest is the design and implementation of a strongly-typed
programming language for mobile computation. Part of this effort is an examina-
tion of AC as a foundation for such a language. An important step in achieving
a greater degree of modularity and a more natural style of programming, with-
out sacrificing the benefits of strong typing, is to make ambients polymorphically
typed. This is the focus of the present paper.

Early type systems for AC (see [7,5] among others) restrict ambients to be
monomorphic: There can be only one “topic of conversation” (the type of ex-
changed data) in an ambient, initially and throughout its existence as a location
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of an enclosed process. Below, we identify 4 cases in which ambients can be
said to be polymorphically typed. Very recent type systems for AC and for an
object-oriented version of AC, in [23] and [3] respectively, include suitable forms
of subtyping, one of the 4 cases below. But none of the other 3 cases has been
yet integrated into a polymorphic type system for AC or for an extension of it.
We illustrate each of the 4 cases with a very brief example, written in a syntax
slightly more general than the original syntax of AC, as we allow processes to
exchange arbitrary functional expressions (possibly unevaluated for now) rather
than just inert data.

Case 1. Consider a process of the form:

p|[ in r.〈even, 3〉]| || q|[ in r.〈not, true〉]| || r|[ (f, x). n|[ 〈f x〉 || P ]| || open p || open q ]|

Here, there are 3 ambients in parallel, named p, q and r, and one ambient named
n inside r. Both p and q can move into r (expressed by the capability “in r”)
and, once inside r, both can be dissolved (expressed by the capabilities “open p”
and “open q”) in order to unleash their outputs. The type of the input pair (f, x)
inside r can be (int → bool, int) or (bool → bool, bool), depending on whether
output 〈even, 3〉 or output 〈not, true〉 is transmitted first, and in either case the
type of the application (f x) is bool. We assume the unspecified process P can
be executed safely in parallel with the boolean output 〈f x〉. The polymorphism
of r is basically the familiar parametric polymorphism of ML.

Case 2. A slight variation of the preceding process is:

p|[ in r.〈3, 2〉]| || q|[ in r.〈3.6, 5.1〉]| || r|[ (x, y). n|[ 〈mult(x, y)〉 || P ]| || open p || open q ]|

where the operation mult : (real, real) → real multiplies two real numbers. Be-
cause the type of 〈3, 2〉 is (int, int), which is a subtype of (real, real), it is safe to
transmit the output 〈3, 2〉 to the input variables (x, y). Both ambients p and q
can enter the ambient r safely. The polymorphism of r is the familiar subtype
polymorphism found in many other functional and object-oriented programming
languages, and also incorporated in type systems for concurrent calculi, such
as [14,15] for the π-calculus and [23] for AC.

Case 3. Consider now the following process:

n|[ 〈true, 5〉 || 〈5, 6, 3.6〉 || (x, y).P || (x, y, z).Q ]|

The outputs are transmitted depending on their arities, here 2 for the output
〈true, 5〉 and 3 for the output 〈5, 6, 3.6〉. We assume that the unspecified pro-
cesses (x, y).P and (x, y, z).Q can be executed safely if they input, respectively,
(bool, int) pairs and (int, int, real) triples. There is no ambiguity as to which of
the two outputs should be transmitted to which of these two processes, i.e., the
arity is used as a “switch” to dispatch an output to its appropriate destination.
Hence, the execution of the entire process enclosed in the ambient n can proceed
safely, provided also that all other outputs of arity 2 and arity 3 in parallel with
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〈true, 5〉 and 〈5, 6, 3.6〉 have types (bool, int) and (int, int, real), respectively. The
polymorphism of n is appropriately called arity polymorphism1.

Case 4. A more subtle sense in which the type of exchanged data can change
over time, as the computation proceeds inside an ambient, is illustrated by:

m|[ 〈7〉 || (x).open n.〈x = 42〉 || n|[ (y).P ]| ]|
where the type of the equality test “x = 42” is bool. Initially, the topic of
conversation in the ambient m is int. After the output 〈7〉 is transmitted, the
ambient n is opened and the topic of conversation now becomes bool. Assuming
that the unspecified process (y).P can be executed safely whenever it inputs
a boolean value, the execution of the entire process enclosed in the ambient
m can proceed safely. What takes place in the ambient m is a case of what
we shall call orderly communication2, and which raises entirely new problems
not encountered before in the context of AC. The design of a type discipline
enforcing it is a delicate matter, and the main focus of this paper.

Orderly communication bears a strong resemblance to what has been called
“session types” in the π-calculus, originated with the work of Honda and his
collaborators [18,10] whose approach is based on syntax, and more recently de-
veloped by Gay and Hole [9] where the session discipline is enforced by a type
system for the π-calculus (also integrating subtyping and recursive types).

Of the four cases above, perhaps 3 and certainly 4 are arguably excluded from
what “polymorphism” has usually meant. Nevertheless, these two cases allow the
same ambient to hold different topics of conversation, either simultaneously (in
case 3) or consecutively at different times (in case 4) — or both simultaneously
and consecutively, as illustrated by more interesting examples. Hence, in a wider
sense of the word which we here propose, it is appropriate to include 3 and 4 as
cases of polymorphic ambients.

1.2 Scope and Contribution of Our Research

The core of our formal calculus is AC, augmented with a simply-typed func-
tional language at the level of exchanged data; accordingly we call our calculus
AC+. Although AC+ is the result of combining AC and a functional language,
the two are essentially kept separate in our framework, in the sense that commu-
nication between processes is limited to functional programs and cannot include
other processes. This is a deliberate decision: We steer clear of a higher-order
AC+, where processes can exchange other processes (in addition to programs),
something that will certainly reproduce many of the challenges already encoun-
tered in higher-order versions of the π-calculus (as in the work of Hennessy and
his collaborators [21,22] for example).
1 The term “arity polymorphism” was used already by others, e.g. Moggi [12], to

describe similar—though different in some respects—situations in functional pro-
gramming languages.

2 We thank Benjamin Pierce for suggesting the apt term “orderly communication”.
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In summary, our main accomplishments are (highlighted by bullet points):

– We design a type system for AC+ where embedded programs are assigned
types and processes are assigned what we call behaviors. Our type system
smoothly integrates 3 of the 4 cases of polymorphism into a single framework:
subtype polymorphism, arity polymorphism and orderly communication.

Our current type system does not include ML-style parametric polymorphism.
Taking the cue from Turner’s work [19], we expect its incorporation into our
type system to proceed without major obstacles.

– We develop a perspicuous denotational semantics of behaviors, which we call
their trace semantics. Behavior equivalence and behavior subsumption are
defined relative to this trace semantics, which is further used to prove that
our polymorphically-typed AC+ satisfies a Subject Reduction property.

– Behavior subsumption and type subsumption are shown to be decidable
relations, and this implies the decidability (at least exponential in the worse
case) of type-checking for type-annotated AC+ terms.

The proof of this result is of independent interest; it is a non-trivial adaptation of
techniques from finite automata theory where, by contrast, decision procedures
typically have low-degree polynomial time complexities. The more difficult prob-
lem of type-inference for (un-annotated) AC+ terms is left for future work.

– Our polymorphically typed AC+ is a conservative extension of the typed
version of AC originally proposed by Cardelli and Gordon [7], in the sense
that every process typable in the latter is typable in ours.

Further material and all missing proofs are included in the technical report [1],
on which the current paper is based (this report can be downloaded from the
Church Project web site at http://types.bu.edu/reports/).

1.3 Motivating Example

We now give an example, short but more interesting than the snippets in
Sect. 1.1, to illustrate the expressive power and convenience of a polymorphically
typed AC+, in particular the use of orderly communication. Aside from the em-
bedded programs, the syntax of ambients is identical to that first proposed by
Cardelli and Gordon [6] with the addition of a co-capability “coopen n” akin
to a proposal already made by Levi and Sangiorgi [11]. For a process to open
an ambient n, this ambient must contain a top-level process willing to exer-
cise a coopen n (cf. (Red Open) in Fig. 2). We shall use n{P} to abbreviate
n|[P || coopen n]|.
Example 1 (Packet Routing). A packet enters a router and requests to be routed
to a specific destination. A router reads the destination name (denoted by the
string “bu”) and then communicates a path (a sequence of in and out capabilities)
back to the packet. The packet uses this path to route itself to the destination.
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Expressions

M ∈ Exp ::= n | c | λn : σ.M | M1M2 | ×(M1, . . . , Mk) | if M0 then M1 else M2

| ε | M1.M2 | in M | out M | open M | coopen M (k > 0)

Processes

P ∈ Proc ::= 0 | P1 || P2 | !P | (νn : σ).P | M.P | M |[P ]| | (n1 : σ1, . . . , nk : σk).P

| 〈M〉 (k > 0)

When there is no ambiguity we write M for M.0.

Fig. 1. Syntax of AC+.

Orderly communication is needed since inside the packet there are two topics of
conversation: first strings (the destination), and next capabilities (the path).

router|[!route{in packet.(dst).open hop.〈lookup-route(dst)〉}]| ||
packet|[in router.open route.〈“bu”〉 || hop{(x).x}]|

Notice that the packet reads and exercises the path by means of its subterm (x).x.
Despite its simplicity, the term (x).x is not typable in the Cardelli-Gordon type
system for AC nor, to the best of our knowledge, in any of the type systems for
AC available in the literature. In these systems, the only way to type a process
that reads and exercises a capability is by using an extra ambient. Specifically,
the process (x).x must be written as (x).n|[x]| for some ambient name n. ut

2 Types and Behaviors

Figure 1 depicts the syntax of our language AC+. A process P ∈ Proc is basi-
cally as in [7]: there are constructs for parallel composition (P1 || P2), replication
(!P ), restriction ((νn : σ).P ); and there also are constructs for input and output.
Note that communication is asynchronous, in that an outputting process has no
“continuation”; a communication can thus (cf. the metaphor in [4]) be viewed
as the placement, and subsequent removal, of a Post-It note on a message board
that (unlike in [4]) has a section for each arity.

An expression M ∈ Exp denotes a computation over a domain that includes
not only simple values (like integers) but also functions, tuples, ambient names,
and (paths of) capabilities. Note that for all binding constructs in AC+, the
name n being bound is annotated with a type σ (to be defined in Sect. 2.2).

2.1 Operational Semantics

The semantics of AC+ is presented in Fig. 2. Before an expression M can be
passed as an argument to a function or communicated to another process it must
be evaluated to a value V , using the evaluation relation M1 −→ M2.
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We write P1 ≡ P2 to denote that P1 and P2 are equivalent, modulo con-
sistent renaming of bound names (which may be needed to apply (Red Beta)
and (Red Comm)) and modulo “syntactic rearrangement” (we have, e.g., that
P || 0 ≡ P and P || Q ≡ Q || P ). The definition is as in [7], except that we omit
the rule !P ≡ P || !P (in the presence of which we do not know whether it will be
possible to establish Lemma 2) and instead allow this “unfolding” to take place
via the rule (Red Repl).

We write P1
`−→ P2 if P1 reduces in one step to P2 by performing “an ac-

tion described by `”. Here ` = comm(τ) if a value of type τ is communicated at
top-level (Red Comm), and ` = ε otherwise. We use a notion of “process evalua-
tion contexts” to succinctly describe the place in a process where an expression
(Red MctxtP) or subprocess (Red PctxtP) is reduced. Reducing inside an ambi-
ent is given a special treatment in (Red Amb), as the label “disappears” due to
the fact that communications are invisible outside ambients. Note that P

`−→ Q

does not imply that M.P
`−→ M.Q since M must evaluate to a capability which

then is executed before P can be activated; similarly for other constructs.

2.2 Types and Behaviors

The syntax of types (τ, σ ∈ Typ) and the syntax of behaviors (b ∈ Beh) are recur-
sively defined in Fig. 3. The first five behavior constructs capture the intuition
(cf. [2]) that we want to keep track of the relationship (sequential or parallel)
between occurrences of input and output operations.

An ambient n has a type of the form amb[b0, b1], where b0 and b1 can both
be viewed as upper estimates of the behavior of a process “unleashed” by open-
ing n. An example: for n|[〈7〉 || (x : int).coopen n.〈x = 42〉]| we expect n to have
the type amb[put(bool), put(bool)], reflecting that when n is opened the value 7
has already been communicated—something we would not know if we did not
have the explicit occurrence of coopen n, which we keep track of using the be-
havior diss. The behaviors b0 and b1 will often be equal, in which case we may
write amb[b0] for amb[b0, b0]; but as in [23] the possibility of them being distinct
facilitates a smooth integration of subtyping.

A capability has a type of the form cap[B] where B is a behavior context,
that is a “behavior with a hole inside”. To motivate this, consider a process
P = open n.P ′ where P ′ has behavior b′ and n has type amb[b]. When P is
executed, P ′ will run in parallel with a process of behavior b, so P should be
assigned the behavior b || b′, which can be written as (b || 2)bb′c. This is why
it makes sense to assign open n the capability type cap[b || 2], cf. the rules
(Exp Open) and (Proc Action) in Fig 4.

The first six behavior constructs in Fig. 3 alone, are sufficient to write a type
system satisfying a subject reduction property (Sect. 4), but they do not enable
the typing of processes performing (using replication) an unbounded number
of input and output operations, and neither do they enable the typing of a
conditional where one branch is a capability of type cap[put(int) || 2] whereas
the other branch is a capability of type cap[get(int) || 2]. Among many possible
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Values V ::= · · · (omitted, as standard)

Evaluation Contexts for Expressions and Processes

E ::= 2e | EM | V E | ×(V1, .., Vi−1, E , Mi+1, .., Mk) | if E then M1 else M2

| E .M | V.E | in E | out E | open E | coopen E (k > 0)

P ::= 2p | E .P | E|[P ]| | 〈E〉 | (νn : σ).P | P || P

EbMc is the expression resulting from replacing 2e with M in E.
PbMce is the process resulting from replacing 2e with M in P.
PbP cp is the process resulting from replacing 2p with P in P.

Reduction Rules

Let ` be a label in {ε} ∪ {comm(τ) | τ ∈ Typ}.
Let δ(c, V ) be a partial function defined for every constant c.
In (Red Beta) and (Red Comm), we demand that there is no name capture.

(λn : σ.M)V −→ M [n := V ] (Red Beta)
cV −→ V ′ where V ′ = δ(c, V ) (Red Delta)
if true then M1 else M2 −→ M1 (Red IfTrue)
if false then M1 else M2 −→ M2 (Red IfFalse)
If M1 −→ M2 then EbM1c −→ EbM2c (Red MctxtM)
n|[in m.P || Q]| || m|[R]| ε−→ m|[n|[P || Q]| || R]| (Red In)
m|[n|[out m.P || Q]| || R]| ε−→ n|[P || Q]| || m|[R]| (Red Out)
open n.P || n|[coopen n.Q || R]| ε−→ P || Q || R (Red Open)

(n1 : σ1, . . . , nk : σk).P || 〈×(V1, . . . , Vk)〉 comm(τ)−−−−−→
P [ni := Vi] where τ = ×(σ1, . . . , σk) (Red Comm)

!P ε−→ P || !P (Red Repl)
If M1 −→ M2 then PbM1ce

ε−→ PbM2ce (Red MctxtP)
If P

`−→ Q then PbP cp
`−→ PbQcp (Red PctxtP)

If P
`−→ Q then n|[P ]| ε−→ n|[Q]| (Red Amb)

If P ′ ≡ P, P
`−→ Q, Q ≡ Q′ then P ′ `−→ Q′ (Red ≡)

Thus only tuples are communicated, and where there is no ambiguity we may write
〈M1, . . . , Mk〉 for 〈×(M1, . . . , Mk)〉

Fig. 2. Operational semantics.

options for (approximating) constructs expressing recursion and choice, we in
this paper settle for a simple one: the construct fromnow T with T the “topics of
conversation”, which can be thought of as the “union” of all behaviors composed
of put(τ) and get(τ) with τ ∈ T .

We shall use the notion of level : a type τ has level i if i is an upper bound
of the depth of nested occurrences of amb[ , ] or cap[ ] within τ , similarly for T ,
b, and B. Example: τ0 = int → int has level zero, b1 = put(cap[put(τ0) || 2]) has
level one, and τ2 = amb[b1, b1] has level two (as well as any higher level).
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Types

σ, τ ∈ Typ ::= bool | int | real | string | · · · type constant

| σ → τ function type

| ×(σ1, . . . , σk) tuple with arity k > 0

| amb[b, b′] type of ambient name

| cap[B] type of capability

T ∈ Topics = {{τ1, . . . , τm} | m > 0 and arity(τi) 6= arity(τj) for i 6= j}
When there is no ambiguity, we write σ for ×(σ) and (σ1, . . . , σk) for ×(σ1, . . . , σk).

Behaviors

b ∈ Beh ::= ε no traceable action

| b1.b2 first b1 then b2

| b1 || b2 parallel composition

| put(σ) output of type σ (a tuple)

| get(σ) input of type σ (a tuple)

| diss ambient dissolution

| fromnow T unordered communication

of values with types in T

B ∈ BehCont::= 2 | b.B | B.b | b || B | B || b behavior context

Notation: Bbbc is the behavior resulting from replacing 2 with b in B; similarly for
the behavior context BbB1c.

Fig. 3. Syntax of types and behaviors.

2.3 Behavior Subsumption

We employ a relation b1 6 b2, to be formally defined in Sect. 3, with the intuitive
interpretation that b2 is more “permissive” than b1. For example, put(int) 6
fromnow {int, (int, int)}, and if integers can be converted into real numbers then
also put(int) 6 put(real), since a process that sends an integer thereby also sends
a real number, and get(real) 6 get(int), since a process that accepts a real number
also will accept an integer. Thus output is covariant and input is contravariant,
while in other systems found in the literature it is the other way round—the
reason for this discrepancy is that we take a descriptive rather than a prescriptive
point of view. From a prescriptive point of view, a channel that allows the writing
of real numbers also allows the writing of integers, and a channel that allows the
reading of integers also allows the reading of real numbers.

The relation on behaviors induces a relation on behavior contexts:

Definition 1. B1 6 B2 holds iff for all level 0 behaviors b: B1bbc 6 B2bbc.
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2.4 Subtyping

We employ a relation τ1 6 τ2, such that a value of type τ1 also has type τ2. On
base types, we have int 6 real. On composite types, the relation is defined using
the following polarity rules (tuples with different arity are incompatible):

	 → ⊕ (⊕, . . . ,⊕) amb[	,⊕] cap[⊕]

2.5 The Type System

Figure 4 defines judgements E ` M : τ and E ` P : b, where E is an environment
mapping names into types. The function type() assigns types to constants.

The side condition in (Proc Repl) prevents us from assigning !〈7〉 the incorrect
behavior put(int) (but instead we can use (Proc Subsumption) and assign it the
behavior fromnow {int}).

The side conditions for (Proc Amb) employ a couple of notions which will be
formally defined in Sect. 3; below we shall convey the intuition by providing a
few examples. First we address the notion of being safe.

– The behavior put(int) || get(bool) is not safe, since a process which expects a
boolean may receive an integer.

– Referring back to “Case 4” from Sect. 1.1 (now with the appropriate type an-
notations, n|[...]| replaced by n{...} and P replaced by 0) the process enclosed
within m has behavior

b = put(int) || get(int).(get(bool) || put(bool)) (1)

which is safe, since no matter how the parallel behaviors are interleaved
in a “well-formed” way then (i) put(bool) cannot precede get(int); and (ii)
put(int) cannot immediately precede get(bool).

– Perhaps surprisingly, the behavior diss.(put(int) || get(bool)) is considered
safe, since nothing bad happens as long as no one attempts to open the
enclosing ambient (a process doing that would not be safe).

Concerning the relation b b0, the idea is that b0 denotes “what remains” of b
after its first occurrence of diss. For example, with b = get(int).diss || put(int) we
have b ε (since we can infer that put(int) is performed before diss). And with
b = fromnow T || diss, we have b fromnow T .

Example 2. With b = get(string).(get(cap[2]).ε || put(cap[2])), we can construct
a typing for Example 1 as follows: assign the behavior get(cap[2]).ε || diss to
the body of hop (which can then be given the type amb[get(cap[2]).ε]), assign
the (safe) behavior b || diss to the body of route (which can then be given the
type amb[b]), and assign b || put(string) (which is clearly safe) to the body of
packet . ut
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Non-structural Rules

(Proc Subsumption) (Exp Subsumption)
E ` P : b

E ` P : b′ (b 6 b′)
E ` M : σ

E ` M : σ′ (σ 6 σ′)

Expressions (selected rules only)

(Exp App) (Exp Action)

E ` M1 : σ → τ E ` M2 : σ

E ` M1M2 : τ

E ` M1 : cap[B1] E ` M2 : cap[B2]
E ` M1.M2 : cap[B1bB2c]

(Exp ε) (Exp In) (Exp Out)

E ` ε : cap[2]
E ` M : amb[b, b′]
E ` in M : cap[2]

E ` M : amb[b, b′]
E ` out M : cap[2]

(Exp c) (Exp Open) (Exp Coopen)

type(c) = σ

E ` c : σ

E ` M : amb[b, b′]
E ` open M : cap[b′ || 2]

E ` M : amb[b, b′]
E ` coopen M : cap[diss.2]

Processes

(Proc Zero) (Proc Par) (Proc Repl)

E ` 0 : ε

E ` P1 : b1 E ` P2 : b2

E ` P1 || P2 : b1 || b2

E ` P : b

E ` !P : b
(if (b || b) 6 b)

(Proc Action) (Proc Res)

E ` M : cap[B] E ` P : b

E ` M.P : Bbbc
E, n : amb[b, b′] ` P : b1

E ` (νn : amb[b, b′]).P : b1

(Proc Amb)

E ` M : amb[b, b′] E ` P : b1

E ` M |[P ]| : ε
(if b1 safe and b1  b and b 6 b′)

(Proc Input) (Proc Output)

E, n1 : τ1, · · · , nk : τk ` P : b

E ` (n1 : τ1, . . . , nk : τk).P : get(τ1, · · · , τk).b
E ` M : ×(τ1, . . . , τk)

E ` 〈M〉 : put(τ1, · · · , τk)

Fig. 4. Typing rules.
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3 Trace Semantics of Behaviors

In this section we shall define several relations on behaviors, in particular, an
ordering relation. We have taken a semantic rather than an axiomatic approach,
motivated by the observation that choosing the “right” set of axioms is often
a somewhat ad-hoc exercise. An added advantage of the semantic approach is
that in our case it considerably facilitates type checking.

Definition 2 (Traces). A trace tr ∈ Trace is a finite sequence of actions, where
an action a ∈ Act is a behavior that is either put(τ), get(τ), or diss.

The semantics [[b]] of a behavior b belongs to the powerset P(Trace):

[[ε]] = {•} [[diss]] = {diss}
[[b1.b2]] = [[b1]] � [[b2]] [[b1 || b2]] = [[b1]] ‖ [[b2]]

[[put(τ)]] = {put(τ)} [[get(τ)]] = {get(τ)}
[[fromnow T ]] = {tr | ∀a occurring in tr : ∃τ ∈ T : a ∈ {put(τ), get(τ)}}

Here • denotes the empty sequence, tr1 � tr2 denotes the concatenation of tr1
and tr2 which trivially lifts to sets of traces (Tr ranges over such), and Tr1 ‖ Tr2
denotes all traces that can be formed by arbitrarily interleaving a trace in Tr1
with a trace in Tr2.

Consider the run-time behavior of a process not interacting with other pro-
cesses. Each input must necessarily be preceded by an output with the same
arity, and an error occurs if the type of the value being output is not a subtype
of the type of the value being input. This motivates the following definition:

Definition 3 (Comm). A trace tr belongs to Comm if tr = put(τ) get(σ) with
arity(τ) = arity(σ). If in addition it holds that τ 6 σ we say that tr ∈ WtComm,
the set of well-typed communications.

Example 3. With b as in (1), it is easy to see that [[b]] is given by the 8 traces

put(int) get(int) put(bool) get(bool) put(int) get(int) get(bool) put(bool)
get(int) put(int) put(bool) get(bool) get(int) put(int) get(bool) put(bool)
get(int) put(bool) put(int) get(bool) get(int) get(bool) put(int) put(bool)
get(int) put(bool) get(bool) put(int) get(int) get(bool) put(bool) put(int)

Only the first of these traces belongs to Comm∗ (and even to WtComm∗). The
other traces, however, are still relevant if b is the behavior of a process placed in
a non-empty context. ut

Definition 4 (Behavior subsumption). b1 6 b2 iff [[b1]] 6 [[b2]], where the
relations 6 on Act, Trace, and P(Trace) are given by:

– on Act, 6 is the least reflexive and transitive relation satisfying that if τ 6 σ
then put(τ) 6 put(σ) and get(σ) 6 get(τ);
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– the relation 6 on Act extends pointwise to a relation 6 on Trace;
– Tr1 6 Tr2 iff for all tr1 ∈ Tr1 there exists tr2 ∈ Tr2 such that tr1 6 tr2.

Our definition of the relations b1 6 b2 and τ 6 σ may seem circular, but is not:
the development in this section shows how a relation on level i types gives rise to
a relation on level i behaviors, whereas Sect. 2.4 shows how to define a relation
on level 0 types, and how a relation on level i behaviors gives rise to a relation
on level i+1 types (since, thanks to the restriction to level 0 behaviors in Def. 1,
it induces a relation on level i behavior contexts).

The operators “ || ” and “.” on behaviors respect the relation 6; thus the
equivalence relation ≡ induced by 6 is a congruence on behaviors wrt. these
operators. Modulo ≡ it holds that “ ||” is associative and commutative and that
“.” is associative, both with ε as neutral element. Note that ε ≡ fromnow ∅.

The result below plays an important part in type checking:

Lemma 1. Given B1 and B2 behavior contexts, we can construct a level zero
behavior test such that the following conditions are equivalent:

(a) B1 6 B2
(b) B1bbc 6 B2bbc for all b (regardless of level)
(c) B1btest.testc 6 B2btest.testc.

The following definition captures the intuition that if P can be assigned a
safe behavior then all communications performed by P will be well-typed—at
least until the ambient enclosing P is dissolved.

Definition 5 (Safety). A behavior b is safe if no trace tr ∈ [[b]] can be written
tr = tr0 � tr1 � tr2 with tr0 ∈ Comm∗ and tr1 ∈ Comm \ WtComm.

Example 4. Referring back to Example 3, where the traces of a behavior b were
listed, we can now demonstrate that b is in fact safe (as claimed in Sec. 2.5).
For the first trace in b belongs to WtComm∗; the second trace can be written as
tr0 � tr with tr0 ∈ WtComm and tr not of the form tr1 � tr2 for any tr1 ∈ Comm;
and none of the remaining traces are of the form tr1 � tr2 with tr1 ∈ Comm. ut

Definition 6 (Pruning). The relation b b′, read “b prunes to b′”, amounts
to the following property: whenever there exists tr1 ∈ Comm∗ and tr such that
tr1 � diss � tr ∈ [[b]], then there exists tr ′ ∈ [[b′]] with tr 6 tr ′.

4 Subject Reduction

In this section we shall show that our type system is semantically sound. This
property is formulated as a subject reduction result (Theorem 1), intuitively
stating that “well-typed processes communicate according to their behavior” and
also stating that “well-typed safe processes never evolve into ill-typed processes”.
The latter “safety property” shows that the process ((n : int).〈n + 7〉) || 〈true〉,
though typeable, cannot be assigned a safe behavior since it evolves into the
process 〈true + 7〉, which clearly cannot be typed.
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Lemma 2 (Subject congruence). Suppose that P ≡ Q. Then E ` P : b if
and only if E ` Q : b.

Assuming a suitable relationship between δ and type(), we have

Lemma 3 (Subject reduction for expressions). Suppose M1 −→ M2. If
E ` M1 : τ then also E ` M2 : τ .

The formulation of subject reduction for processes states that if a process having
behavior b performs a step labeled ` then the resulting process can be assigned a
behavior that denotes “what remains of b after `”. To formalize this, we employ
a relation ` ∼ b0 that is defined by stipulating that

ε ∼ ε

comm(τ) ∼ put(τ−).get(τ+) if τ− 6 τ 6 τ+

Theorem 1 (Subject reduction for processes). Suppose that P
`−→ Q. If

it holds that E ` P : b with b safe, then there exists b0 with ` ∼ b0 and safe b′

such that E ` Q : b′ and b0.b
′ 6 b.

5 Type Checking

In this section we show that given a complete type derivation for some process
P , we can check its validity according to the rules from Fig. 4. For that purpose,
we use techniques from the theory of finite non-deterministic automata. By in-
duction we can show that for all b it is possible to construct an automaton G
that implements b, i.e. an automaton G such that [[b]] = {tr | G accepts tr}.

Lemma 4. Assume that for τ , σ of level i it is decidable whether τ 6 σ. Let b1,
b2 be of level i. Then it is decidable whether b1 6 b2.

The method is to first construct G1 and G2 implementing b1 and b2, then con-
struct their “difference automaton” G1 \ G2, and finally to check whether the
latter rejects all inputs.

Lemma 5. Let τ , σ be of level i, and assume that for all b1, b2 of level j with
j < i it is decidable whether b1 6 b2. Then it is decidable whether τ 6 σ.

The proof is by induction on the structure of τ and σ. Whenever τ = cap[B]
and σ = cap[B′], we use Lemma 1 to test whether B 6 B′.

Theorem 2. Given b1 and b2, it is decidable whether b1 6 b2. Given τ and σ,
it is decidable whether τ 6 σ.

This follows from Lemmas 4 and 5. We also have

Lemma 6. Given behaviors b and b′, it is decidable whether b is safe, and it is
decidable whether b b′.

These results show that the side conditions for the rules (Proc Subsumption),
(Exp Subsumption), (Proc Repl) and (Proc Amb) are decidable, yielding

Theorem 3 (Decidability of type checking). Given a purported derivation
of E ` M : τ or E ` P : b, we can effectively check its validity.
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6 Discussion

Our type system is a conservative extension of the type system for AC presented
in [7, Sect. 3]. To see this, we employ a function Plus translating entities in the
latter system into entities in the former; in particular “message types” WC into
types, and “exchange types” TC into behaviors. Plus is defined recursively on
the structure of its argument; most clauses are “homomorphisms” except for

Plus(M C |[PC ]|) = Plus(MC )|[Plus(PC ) || coopen Plus(MC ).0]|
Plus(cap[TC ]) = cap[Plus(TC ) || 2]

Plus(Shh) = ε

Plus(W C
1 × . . . × W C

n ) = fromnow {×(Plus(W C
1 ), . . . ,Plus(W C

n ))}

Theorem 4. Suppose that EC ` PC : TC , respectively EC ` MC : WC , is
derivable in the system of [7, Sect. 3]. Then Plus(EC ) ` Plus(PC ) : Plus(TC ),
respectively Plus(EC ) ` Plus(MC ) : Plus(W C ), is derivable in our system.

It is relatively straightforward to extend our system to record ambient move-
ments: we augment Act with actions enter and exit, and augment Beh with be-
haviors that are suitable abstractions of sets of traces containing these actions3.
As in [5] we can then express that an ambient is immobile. Thanks to diss and
the relation b b0, we are able to declare ambients immobile even though they
open packets that have moved, thus overcoming (as also [11] does) the problem
faced in [5]. Another application might be to predict the shape of ambients, as
done in [13] using tree grammars.

Besides the tasks mentioned in Sect. 1 (in particular type inference), future
work includes investigating the relationship to the system proposed by Levi
& Sangiorgi [11] which—using the notion of single-threadedness—made a first
attempt to rule out so-called “grave” interferences (a notion that is not precisely
defined in [11]). For that purpose we must extend our poly-typed AC+ with
coin and coout expressions, recorded also in the traces.
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Abstract. We present a generic constraint-based type system for the
join-calculus. The key issue is type generalization, which, in the presence
of concurrency, must be restricted. We first define a liberal generalization
criterion, and prove it correct. Then, we find that it hinders type infer-
ence, and propose a cruder one, reminiscent of ML’s value restriction.
We establish type safety using a semi-syntactic technique, which we be-
lieve is of independent interest. It consists in interpreting typing judge-
ments as (sets of) judgements in an underlying system, which itself is
given a syntactic soundness proof.

1 Introduction

The join-calculus [3] is a name-passing process calculus related to the asyn-
chronous π-calculus. The original motivation for its introduction was to define
a process calculus amenable to a distributed implementation. In particular, the
join-calculus merges reception, restriction and replication into a single syntactic
form, the def construct, avoiding the need for distributed consensus. This design
decision turns out to also have an important impact on typing. Indeed, because
the behavior of a channel is fully known at definition time, its type can be safely
generalized. Thus, def constructs become analogous to ML’s let definitions. For
instance, the following definition:

def apply(f,x) = f(x)

defines a channel apply which expects two arguments f and x and, upon receipt,
sends the message f(x). In Fournet et al.’s type system [4], apply receives the
parametric type scheme ∀α.〈〈α〉, α〉, where 〈·〉 is the channel type constructor.

1.1 Motivation

Why develop a new type system for the join-calculus? The unification-based
system proposed by Fournet et al. [4] shares many attractive features with ML’s
type system: it is simple, expressive, and easy to implement, as shown by the Jo-
Caml experiment [1]. Like ML, it is prescriptive, i.e. intended to infer reasonably
simple types and to enforce a programming discipline.

Type systems are often used as a nice formal basis for various program anal-
yses, such as control flow analysis, strictness analysis, usage analysis, and so
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on. These systems, however, tend to be essentially descriptive, i.e. intended to
infer accurate types and to reject as few programs as possible. To achieve this
goal, it is common to describe the behavior of programs using a rich constraint
language, possibly involving subtyping, set constraints, conditional constraints,
etc. We wish to define such a descriptive type system for the join-calculus, as a
vehicle for future type-based analyses.

Following Odersky et al. [6], we parameterize our type system with an arbi-
trary constraint logic X, making it more generic and more easily re-useable. Our
work may be viewed as an attempt to adapt their constraint-based framework
to the join-calculus, much as Fournet et al. adapted ML’s type discipline.

1.2 Type Generalization Criteria

The def construct improves on let expressions by allowing synchronization
between channels. Thus, we can define a variant of apply that receives the
channel f and the argument x from different channels.

def apply(f) | args(x) = f(x)

This simultaneously defines the names apply and args. The message f(x) will
be emitted whenever a message is received on both of these channels.

In a subtyping-constraint-based type system, one would expect apply and
args to be given types 〈β〉 and 〈α〉, respectively, correlated by the constraint
β ≤ 〈α〉. The constraint requires the channels to be used in a consistent way: the
type of x must match the expectations of f. Now, if we were to generalize these
types separately, we would obtain apply : ∀αβ[β ≤ 〈α〉].〈β〉 and args : ∀αβ[β ≤
〈α〉].〈α〉, which are logically equivalent to apply : ∀α.〈〈α〉〉 and args : ∀α.〈α〉.
These types no longer reflect the consistency requirement!

To address this problem, Fournet et al. state that any type variable which
is shared between two jointly defined names (here, apply and args), i.e. which
occurs free in their types, must not be generalized. However, this criterion is
based on the syntax of types, and makes little sense in the presence of an ar-
bitrary constraint logic X. In the example above, apply and args have types
〈β〉 and 〈α〉, so they share no type variables. The correlation is only apparent
in the constraint β ≤ 〈α〉. When the constraint logic X is known, correlations
can be detected by examining the (syntax of the) constraint, looking for paths
connecting α and β. However, we want our type system to be parametric in X,
so the syntax (and the meaning) of constraints is, in general, not available. This
leads us to define a uniform, logical generalization criterion (Sect. 5.2), which
we prove sound.

Unfortunately, and somewhat surprisingly, this criterion turns out to hinder
type inference. As a result, we will propose a cruder one, reminiscent of ML’s
so-called value restriction [10].
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P | Q
 Q | P D1, D2 
 D2, D1

P | 0
 P D, ε
 D

P | (Q | R)
 (P | Q) | R D1, (D2, D3)
 (D1, D2), D3

(def D in P ) | Q
 def D in (P | Q) if dn(D) ∩ fn(Q) = ∅

def D1 in def D2 in P 
 def D1, D2 in P if fn(D1) ∩ dn(D2) = ∅

def D, J . P in Q | ϕJ → def D, J . P in Q | ϕP if dom(ϕ) = ln(J)

Fig. 1. Operational semantics

1.3 Overview

We first recall the syntax and semantics of the join-calculus, and introduce some
useful notation. Then, we introduce a ground type system for the join-calculus,
called B(T ), and establish its correctness in a syntactic way (Sect. 4). Building
on this foundation, Sect. 5 introduces JOIN(X) and proves it correct with re-
spect to B(T ). Sect. 6 studies type reconstruction, suggesting that a restricted
generalization criterion must be adopted in order to obtain a complete algorithm.

By lack of space, we omit all proofs, except that of the main type soundness
theorem (Theorem 5.9). The interested reader is referred to [2].

2 The Join-Calculus

We assume given a countable set of names N , ranged over by x, y, u, v, . . . We
write ~u for a tuple (u1, . . . , un) and ū for a set {u1, . . . , un} , where n ≥ 0. The
syntax of the join-calculus is as follows.

P ::= 0 | (P | P ) | u 〈~v 〉 | def D in P

D ::= ε | J . P | D, D

J ::= u 〈 ~y 〉 | (J | J)

The defined names dn(J) (resp. dn(D)) of a join-pattern J (resp. of a definition
D) are the channels defined by it. In a process def D in P , the defined names
of D are bound within D and P . More details are given in [2].

Reduction → is defined as the smallest relation that satisfies the laws in
Fig. 1. (α-conversion rules are omitted for brevity.) ϕ ranges over renamings,
i.e. one-to-one maps from N into N . 
 stands for → ∩←. It is customary to
distinguish structural equivalence and reduction, but this is unnecessary here.
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3 Notation

Definition 3.1. Given a set T , a T -environment, usually denoted Γ , is a partial
mapping from N into T . If N ⊆ N , Γ |N denotes the restriction of Γ to N . Γ +Γ ′

is the environment which maps every u ∈ N to Γ ′(u), if it is defined, and to Γ (u)
otherwise. When Γ and Γ ′ agree on dom(Γ )∩dom(Γ ′), Γ +Γ ′ is written Γ⊕Γ ′.
If T is equipped with a partial order, it is extended point-wise to T -environments
of identical domain.

Definition 3.2. Given a set T , ranged over by t, ~t denotes a tuple (t1, . . . tn),
of length n ≥ 0; we let T ? denote the set of such tuples. If T is equipped with a
partial order, it is extended point-wise to tuples of identical length.

Definition 3.3. Given a set I, (xi : ti)i∈I denotes the partial mapping xi 7→
ti of domain x̄ = {xi ; i ∈ I}. (Pi)i∈I denotes the parallel composition of the
processes Pi. (Di)i∈I denotes the conjunction of the definitions Di.

Definition 3.4. The Cartesian product of a labelled tuple of sets A = (xi :
si)i∈I , written ΠA, is the set of tuples {(xi : ti)i∈I ; ∀i ∈ I ti ∈ si}.

Definition 3.5. Given a partially ordered set T and a subset V of T , the cone
generated by V within T , denoted by ↑V , is {t ∈ T ; ∃v ∈ V v ≤ t}. V is said
to be upward-closed if and only if V = ↑V .

4 The System B(T )

This section defines an intermediate type system for the join-calculus, called
B(T ). It is a ground type system: it does not have a notion of type variable.
Instead, it has monotypes, taken to be elements of some set T , and polytypes,
merely defined as certain subsets of T .

Assumptions. We assume given a set T , whose elements, usually denoted by
t, are called monotypes. T must be equipped with a partial order ≤. We assume
given a total function, denoted 〈·〉, from T ? into T , such that 〈~t〉 ≤ 〈~t′〉 holds if
and only if ~t′ ≤ ~t.

Definition 4.1. A polytype, usually denoted by s, is a non-empty, upward-
closed subset of T . Let S be the set of all polytypes. We order S by ⊇, i.e. we
write s ≤ s′ if and only if s ⊇ s′.

Note that ≤ and 〈·〉 operate on T . Furthermore, S is defined on top of T ;
there is no way to inject S back into T . In other words, this presentation allows
rank-1 polymorphism only; impredicative polymorphism is ruled out. This is in
keeping with the Hindley-Milner family of type systems [5,6].
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Names

b-Inst
Γ (u) = s t ∈ s

Γ ` u : t

b-Sub-Name
Γ ` u : t′ t′ ≤ t

Γ ` u : t

Definitions

b-Empty
Γ ` ε :: ~0

b-Join
Γ + (~ui : ~ti)i∈I ` P

Γ ` (xi 〈 ~ui 〉)i∈I . P :: (xi : 〈~ti〉)i∈I

b-Or
Γ ` D1 :: B1 Γ ` D2 :: B2

Γ ` D1, D2 :: B1 ⊕ B2

b-Sub-Def
Γ ` D :: B B ≤ B′

Γ ` D :: B′

b-Gen
∀B ∈ ΠA Γ ` D :: B

Γ ` D :: A
Processes

b-Null
Γ ` 0

b-Par
Γ ` P Γ ` Q

Γ ` P | Q

b-Msg
Γ ` u : 〈~t〉 Γ ` ~v : ~t

Γ ` u 〈~v 〉

b-Def
Γ + A ` D :: A Γ + A ` P

Γ ` def D in P

Fig. 2. The system B(T )

Definition 4.2. A monotype environment, denoted by B, is a T -environment.
A polytype environment, denoted by Γ or A, is an S-environment.

Definition 4.3. The type system B(T ) is given in Fig. 2. By abuse of notation,
in the first premise of rule b-Join, a monotype binding (u : t) is implicitly viewed
as the polytype binding (u : ↑{t}).

Every typing judgement carries a polytype environment Γ on its left-hand
side, representing a set of assumptions under which its right-hand side may
be used. Right-hand sides come in four varieties. u : t states that the name
u has type t. D :: B (resp. D :: A) states that the definition D gives rise to
the environment fragment B (resp. A). Then, dom(B) (resp. dom(A)) is, by
construction, dn(D). Lastly, a right-hand side of the form P simply states that
the process P is well-typed.

The most salient aspect of these rules is their treatment of polymorphism.
Rule b-Inst performs instantiation by allowing a polytype s to be specialized to
any monotype t ∈ s. Conversely, rule b-Gen performs generalization by allowing
the judgement Γ ` D :: (xi : si)i∈I to be formed if Γ ` D :: (xi : ti)i∈I holds
whenever (xi : ti)i∈I ∈ Π(xi : si)i∈I , i.e. whenever ∀i ∈ I ti ∈ si holds. In
other words, this system offers an extensional view of polymorphism: a polytype
s is definitionally equal to the set of its monotype instances.
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Rules other than b-Gen, b-Inst and b-Def are fairly straightforward; they
involve monotypes only, and are similar to those found in common typed process
calculi. The only non-syntax-directed rules are b-Sub-Name and b-Sub-Def;
two canonical derivations lemmas show that their uses can in fact be eliminated.
Rule b-Gen must (and can only) be applied once above every use of b-Def, so
it is not a source of non-determinism.

The following lemmas will be used in the proof of Theorem 5.9. The first
one allows weakening type judgements by strengthening their environment. The
second one is a corollary of the canonical derivations lemma (not shown).

Lemma 4.4. If Γ ` P and Γ ′ ≤ Γ , then Γ ′ ` P .

Lemma 4.5. Assume Γ ` (D, J.P ) :: B′ and B′|dn(J) ≤ B. Then Γ ` J.P :: B.

We establish type soundness for B(T ) following the syntactic approach of
Wright and Felleisen [11], i.e. by proving that B(T ) enjoys subject reduction and
progress properties.

Theorem 4.6 (Subject reduction). Γ ` P and P → P ′ imply Γ ` P ′.

Definition 4.7. A process of the form def D, J . P in Q | u 〈~v 〉 is faulty if J
defines a message u 〈 ~y 〉 where ~v and ~y have different arities.

Theorem 4.8 (Progress). No well-typed process is faulty.

5 The System JOIN(X)

5.1 Presentation

Like B(T ), JOIN(X) is parameterized by a set of ground types T , equipped with
a type constructor 〈·〉 and a subtyping relation ≤. It is further parameterized
by a first-order logic X, interpreted in T , whose variables and formulas are
respectively called type variables and constraints. The logic allows describing
subsets of T as constraints. Provided constraint satisfiability is decidable, this
gives rise to a type system where type checking is decidable.

Our treatment is inspired by the framework HM(X) [6,9,8]. Our presenta-
tion differs, however, by explicitly viewing constraints as formulas interpreted
in T , rather than as elements of an abstract cylindric constraint system. This
presentation is more concise, and gives us the ability to explicitly manipulate
solutions of constraints, an essential requirement in our formulation of type
soundness (Theorem 5.9). Even though we lose some generality with respect to
the cylindric-system approach, we claim the framework remains general enough.
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Assumptions. We assume given (T,≤, 〈·〉) as in Sect. 4. Furthermore, we as-
sume given a constraint logic X whose syntax includes the following productions:

C ::= true | α = 〈~β〉 | α ≤ β | C ∧ C | ∃ᾱ.C | . . .

(α, β, . . . range over a denumerable set of type variables V.) The syntax of con-
straints is only partially specified; this allows custom constraint forms, not known
in this paper, to be later introduced.

The logic X must be equipped with an interpretation in T , i.e. a two-place
predicate ` whose first argument is an assignment, i.e. a total mapping ρ from V
into T , and whose second argument is a constraint C. The interpretation must
be standard, i.e. satisfy the following laws:

ρ ` true

ρ ` α0 = 〈~α1〉 iff ρ(α0) = 〈ρ(~α1)〉
ρ ` α0 ≤ α1 iff ρ(α0) ≤ ρ(α1)
ρ ` C0 ∧ C1 iff ρ ` C0 ∧ ρ ` C1

ρ ` ∃ᾱ.C iff ∃ρ′ (ρ′ \ ᾱ = ρ \ ᾱ) ∧ ρ′ ` C

(ρ \ ᾱ denotes the restriction of ρ to V \ ᾱ.) The interpretation of any unknown
constraint forms is left unspecified. We write C 
 C ′ if and only if C entails C ′,
i.e. if and only if every solution ρ of C satisfies C ′ as well.

JOIN(X) has constrained type schemes, where a number of type variables ᾱ
are universally quantified, subject to a constraint C.

Definition 5.1. A type scheme is a triple of a set of quantifiers ᾱ, a constraint
C, and a type variable α; we write σ = ∀ᾱ[C].α. The type variables in ᾱ are
bound in σ; type schemes are considered equal modulo α-conversion. By abuse
of notation, a type variable α may be viewed as a type scheme ∀∅[true].α. The
set of type schemes is written S.

Definition 5.2. A polymorphic typing environment, denoted by Γ or A, is a
S-environment. A monomorphic typing environment, denoted by B, is a V-
environment.

Definition 5.3. JOIN(X) is defined by Fig. 3. Every judgement C, Γ ` J is
implicitly accompanied by the side condition that C must be satisfiable.

JOIN(X) differs from B(T ) by replacing monotypes with type variables, poly-
types with type schemes, and parameterizing every judgement with a constraint
C, which represents an assumption about its free type variables. Rule Weaken
allows strengthening this assumption, while ∃ Intro allows hiding auxiliary type
variables which appear nowhere but in the assumption itself. These rules, which
are common to names, definitions, and processes, allow constraint simplification.
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Because we do not have syntax for types, rules Join and Msg use constraints
of the form β = 〈~α〉 to encode type structure into constraints.

Our treatment of constrained polymorphism is standard. Whereas B(T ) takes
an extensional view of polymorphism, JOIN(X) offers the usual, intensional
view. Type schemes are introduced by rule Def, and eliminated by Inst. Because
implicit α-conversion is allowed, every instance of Inst is able to rename the
bound variables at will.

For the sake of readability, we have simplified rule Def, omitting two features
present in HM(X)’s ∀ Intro rule [6]. First, we do not force the introduction of
existential quantifiers in the judgement’s conclusion. In the presence of Weaken
and ∃ Intro, doing so would not affect the set of valid typing judgements, so
we prefer a simpler rule. Second, we move the whole constraint C into the type
schemes ∀ᾱ[C]�B, whereas it would be sufficient to copy only the part of C
where ᾱ actually occurs. This optimization can be easily added back in if desired.

5.2 A Look at the Generalization Condition

The most subtle (and, it turns out, questionable; see Sect. 6.1) aspect of this
system is the generalization condition, i.e. the third premise of rule Def, which
determines which type variables may be safely generalized. We will now describe
it in detail. To begin, let us introduce some notation.

Definition 5.4. If B = (xi : βi)i∈I , then ∀ᾱ[C]�B is the polymorphic environ-
ment (xi : ∀ᾱ[C].βi)i∈I . This must not be confused with the notation ∀ᾱ[C].B,
where the universal quantifier lies outside of the environment fragment B.

The existence of these two notations, and the question of whether it is legal to
confuse the two, is precisely at the heart of the generalization issue. Let us have
a look at rule Def. Its first premise associates a monomorphic environment frag-
ment B to the definition D = (Ji . Pi)i∈I . If the type variables ᾱ do not appear
free in Γ , then it is surely correct to generalize the fragment as a whole, i.e. to
assert that D has type ∀ᾱ[C].B. However, this is no longer a valid environment
fragment, because the quantifier appears in front of the whole vector; so, we
cannot typecheck P under Γ + ∀ᾱ[C].B. Instead, we must push the universal
quantifier down into each binding, yielding ∀ᾱ[C]�B, which is a well-formed
environment fragment, and can be used to augment Γ .

However, ∀ᾱ[C]�B may be strictly more general than ∀ᾱ[C].B, because it
binds ᾱ separately in each entry, rather than once in common. We must avoid
this situation, which would allow inconsistent uses of the defined names, by
properly restricting ᾱ. (When ᾱ is empty, the two notions coincide.)

To ensure that ∀ᾱ[C]�B and ∀ᾱ[C].B coincide, previous works [4,7] propose
syntactic criteria, which forbid generalization of a type variable if it appears
free in two distinct bindings in B. In an arbitrary constraint logic, however, a
syntactic occurrence of a type variable does not necessarily constrain its value.
So, it seems preferable to define a logical, rather than syntactic, criterion. To do
so, we first give logical meaning to the notations ∀ᾱ[C]�B and ∀ᾱ[C].B.
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Names

Inst
Γ (u) = ∀ᾱ[C].α

C, Γ ` u : α

Sub-Name
C, Γ ` u : α′ C 
 α′ ≤ α

C, Γ ` u : α

Definitions

Empty
C, Γ ` ε :: ~0

Join
C, Γ + (~ui : ~αi)i∈I ` P ∀i ∈ I C 
 βi = 〈 ~αi〉

C, Γ ` (xi 〈 ~ui 〉)i∈I . P :: (xi : βi)i∈I

Or
C, Γ ` D1 : B1 C, Γ ` D2 : B2

C, Γ ` D1, D2 :: B1 ⊕ B2

Sub-Def
C, Γ ` D :: B′ C 
 B′ ≤ B

C, Γ ` D :: B

Processes

Null
C, Γ ` 0

Par
C, Γ ` P C, Γ ` Q

C, Γ ` P | Q

Msg
C, Γ ` u : β C, Γ ` ~v : ~α C 
 β = 〈~α〉

C, Γ ` u 〈~v 〉

Def
C, Γ + B ` (Ji . Pi)i∈I :: B ᾱ ∩ fv(Γ ) = ∅

∀i ∈ I C 
 ∀ᾱ[C].B|dn(Ji) ≤ ∀ᾱ[C]�B|dn(Ji)

C′, Γ + ∀ᾱ[C]�B ` P C′ 
 C

C′, Γ ` def (Ji . Pi)i∈I in P

Common

Weaken
C′, Γ ` J C 
 C′

C, Γ ` J

∃ Intro
C, Γ ` J ᾱ ∩ fv(Γ, J ) = ∅

∃ᾱ.C, Γ ` J

Fig. 3. The system JOIN(X) (with a tentative Def rule)

Definition 5.5. The denotation of a type scheme σ = ∀ᾱ[C].α under an as-
signment ρ, written JσKρ, is defined as ↑{ρ′(α) ; (ρ′ \ ᾱ = ρ \ ᾱ)∧ ρ′ ` C} if this
set is non-empty; it is undefined otherwise.

This definition interprets a type scheme σ as the set of its instances in T ,
or, more precisely, as the upper cone which they generate. (Taking the cone
accounts for the subtyping relationship ambient in T .) It is parameterized by an
assignment ρ, which gives meaning to the free type variables of σ.

Definition 5.6. The denotation of an environment fragment A = (ui : σi)i∈I

under an assignment ρ, written LAMρ, is defined as ΠJAKρ = Π(ui : JσiKρ)i∈I .
The denotation of ∀ᾱ[C].B under an assignment ρ, written L∀ᾱ[C].BMρ, is de-
fined as ↑{ρ′(B) ; (ρ′ \ ᾱ = ρ \ ᾱ) ∧ ρ′ ` C}.
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This definition interprets environment fragments as a whole, rather than
point-wise. That is, L·Mρ maps environment fragments to sets of tuples of mono-
types. A polymorphic environment fragment A maps each name ui to a type
scheme σi. The fact that these type schemes are independent of one another is
reflected in our interpretation of A as the Cartesian product of their interpreta-
tions. On the other hand, ∀ᾱ[C].B is just a type scheme whose body happens
to be a tuple, so we interpret it as (the upper cone generated by) the set of its
instances, as in Definition 5.5.

Interpreting the notations ∀ᾱ[C]�B and ∀ᾱ[C].B within the same mathe-
matical space allows us to give a logical criterion under which they coincide.

Definition 5.7. By definition, C 
 ∀ᾱ[C].B ≤ ∀ᾱ[C]�B holds if and only if,
under every assignment ρ such that ρ ` C, L∀ᾱ[C].BMρ ⊇ L∀ᾱ[C]�BMρ holds.

The strength of this criterion is to be independent of the constraint logic X.
This allows us to prove JOIN(X) correct in a pleasant generic way (see Sect. 5.3).

As a final remark, let us point out that, independently of how to define the
generalization criterion, there is also a question of how to apply it. It would be
correct for rule Def to require C 
 ∀ᾱ[C].B ≤ ∀ᾱ[C]�B, as in [4]. However,
when executing the program, only one clause of the definition at a time will be
reduced, so it is sufficient to separately ensure that the messages which appear in
each clause have consistent types. As a result, we successively apply the criterion
to each clause Ji . Pi, by restricting B to the set of its defined names, yielding
B|dn(Ji). In this respect, we closely follow the JoCaml implementation [1] as well
as Odersky et al. [7].

5.3 Type Soundness, Semi-syntactically

This section gives a type soundness proof for JOIN(X) by showing that it is safe
with respect to B(T ). That is, we show that every judgement C, Γ ` J describes
the set of all B(T ) judgements of the form ρ(Γ ` J ), where ρ ` C. Thus, we
give logical (rather than syntactic) meaning to JOIN(X) judgements, yielding
a concise and natural proof. As a whole, the approach is still semi-syntactic,
because B(T ) itself has been proven correct in a syntactic way.

Definition 5.8. When defined (cf. Definition 5.5), JσKρ is a polytype, i.e. an
element of S. The denotation function J·Kρ is extended point-wise to typing envi-
ronments. As a result, if Γ is an S-environment, then JΓ Kρ is an S-environment.

Theorem 5.9 (Soundness). Let ρ(u : α), ρ(D :: B), ρ(P ) stand for u : ρ(α),
D :: ρ(B), P , respectively. Then, ρ ` C and C, Γ ` J imply JΓ Kρ ` ρ(J ).

Proof. By structural induction on the derivation of the input judgement. We use
exactly the notations of Fig. 3. In each case, we assume given some solution ρ
of the constraint which appears in the judgement’s conclusion.

Case Inst. We have JΓ Kρ(u) = J∀ᾱ[C].αKρ 3 ρ(α) because ρ ` C. The result
follows by b-Inst.
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Case Sub-Name. The induction hypothesis yields JΓ Kρ ` u : ρ(α′). The
second premise implies ρ(α′) ≤ ρ(α). Apply b-Sub-Name to conclude.

Case Empty. Immediate.
Case Join. Let B = (xi : βi)i∈I . Applying the induction hypothesis to the

first premise yields JΓ Kρ +(~ui : J~αiKρ)i∈I ` P . Since JαKρ is ↑{ρ(α)}, this may be
written JΓ Kρ + (~ui : ρ(~αi))i∈I ` P . (Recall the abuse of notation introduced in
Definition 4.3.) The second premise implies ∀i ∈ I ρ(βi) = 〈ρ(~αi)〉. As a result,
by b-Join, JΓ Kρ ` D : ρ(B) holds.

Case Or. Then, D is D1 ∧ D2 and B is B1 ⊕ B2. Applying the induction
hypothesis to the premises yields JΓ Kρ ` Di : ρ(Bi). Apply b-Or to conclude.

Case Sub-Def. The induction hypothesis yields JΓ Kρ ` D : ρ(B′). The
second premise implies ρ(B′) ≤ ρ(B). Apply b-Sub-Def to conclude.

Cases Null, Par. Immediate.
Case Msg. Applying the induction hypothesis to the first two premises yields

JΓ Kρ ` u : ρ(β) and JΓ Kρ ` ~v : ρ(~α). The last premise entails ρ(β) = 〈ρ(~α)〉.
Apply b-Msg to conclude.

Case Def. By hypothesis, ρ ` C ′; according to the last premise, ρ ` C
also holds. Let A = ∀ᾱ[C]�B. Take B ∈ LAMρ. Take i ∈ I and define Bi =
B|dn(Ji). Then, Bi is a member of L∀ᾱ[C]�B|dn(Ji)Mρ, which, according to the
third premise, is a subset of L∀ᾱ[C].B|dn(Ji)Mρ. Thus, there exists an assignment
ρ′ such that (ρ′ \ ᾱ = ρ \ ᾱ) ∧ ρ′ ` C and ρ′(B|dn(Ji)) ≤ Bi. The induction
hypothesis, applied to the first premise and to ρ′, yields JΓ + BKρ′ ` D :: ρ′(B).
By Lemma 4.5, this implies JΓ + BKρ′ ` Ji . Pi :: Bi.

Now, because ᾱ∩fv(Γ ) = ∅, JΓ Kρ′ is JΓ Kρ. Furthermore, given the properties
of ρ′, we have JBKρ′ ≥ J∀ᾱ[C]�BKρ = JAKρ. As a result, by Lemma 4.4, the
judgement above implies JΓ Kρ + JAKρ ` Ji . Pi :: Bi.

Because this holds for any i ∈ I, repeated use of b-Or yields a derivation of
JΓ Kρ + JAKρ ` D :: B. Lastly, because this holds for any B ∈ LAMρ, b-Gen yields
JΓ Kρ + JAKρ ` D :: JAKρ.

Applying the induction hypothesis to the fourth premise yields JΓ Kρ +JAKρ `
P . Apply b-Def to conclude.

Case Weaken. The second premise gives ρ ` C ′. Thus, the induction hy-
pothesis may be applied to the first premise, yielding the desired judgement.

Case ∃ Intro. We have ρ ` ∃ᾱ.C. Then, there exists an assignment ρ′

such that (ρ′ \ ᾱ = ρ \ ᾱ) ∧ ρ′ ` C. Considering the second premise, we have
JΓ Kρ′ = JΓ Kρ and ρ′(J ) = ρ(J ). Thus, applying the induction hypothesis to the
first premise and to ρ′ yields the desired judgement.

This proof is, in our opinion, fairly readable. In fact, all cases except Def
are next to trivial.

In the Def case, we must show that the definition D has type JAKρ, where
A = ∀ᾱ[C]�B. Because B(T ) has extensional polymorphism (i.e. rule b-Gen),
it suffices to show that it has every type B ∈ ΠJAKρ. Notice how we must “cut
B into pieces” Bi, corresponding to each clause Ji, in order to make use of the
per-clause generalization criterion. We use the induction hypothesis at the level
of each clause, then recombine the resulting type derivations using b-Or. Notice
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how we use Lemma 4.4; proving an environment strengthening lemma at the
level of JOIN(X) would be much more cumbersome.

The eight non-syntax-directed rules are easily proven correct. Indeed, their
conclusion denotes fewer (Sub-Name, Sub-Def, Weaken) or exactly the same
(∃ Intro) judgements in B(T ) as their premise. In a syntactic proof, the presence
of these rules would require several normalization lemmas.

Corollary 5.10. No well-typed process gets faulty through reduction.

Proof. Assume C, Γ ` P . Because C must be satisfiable, it must have at least
one solution ρ. By Theorem 5.9, JΓ Kρ ` P holds in B(T ). The result follows by
Theorems 4.6 and 4.8.

6 Type Inference

6.1 Trouble with Generalization

Two severe problems quickly arise when attempting to define a complete type
inference procedure for JOIN(X). Both are caused by the fragility of the logical
generalization criterion.

Non-determinism. To begin with, the criterion is non-deterministic. It states
a sufficient condition for a given choice of ᾱ to be correct. However, there seems
to be, in general, no best choice.

Non-monotonicity. More subtly, strengthening the constraint C may, in some
cases, cause apparent correlations to disappear. Consider the environment frag-
ment B = (a : α; b : β) under the constraint γ?α = β (assuming the logic X
offers such a constraint, to be read “if γ is non-⊥, then α must equal β”). There
is a correlation between a and b, because, in certain cases (that is, when γ 6= ⊥),
α and β must coincide. However, let us now add the constraint γ = ⊥. We obtain
γ?α = β ∧ γ = ⊥, which is logically equivalent to γ = ⊥. It is clear that, under
the new constraint, a and b are no longer correlated. So, the set of generalizable
type variables may increase as the constraint C is made more restrictive.

Given a definition D, a natural type inference algorithm will infer the weakest
constraint C under which it is well-typed, then will use C to determine which
type variables may be generalized. Because of non-monotonicity, the algorithm
may find apparent correlations which would disappear if the constraint were
deliberately strengthened. However, there is no way for the algorithm to guess
if and how it should do so.

These remarks show that it is difficult to define a complete type inference
algorithm, i.e. one which provably yields a single, most general typing.

Previous works [4,7] use a similar type-based criterion, yet report no difficulty
with type inference. This leads us to conjecture that these problems do not arise
when subtyping is interpreted as equality and no custom constraint forms are
available. This may be true for other constraint logics as well. Thus, a partial
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Def
C, Γ + B ` (Ji . Pi)i∈I :: B ᾱ ∩ fv(Γ ) = ∅

(∃i ∈ I | dn(Ji) | > 1) ⇒ ᾱ = ∅

C′, Γ + ∀ᾱ[C]�B ` P C′ 
 C

C′, Γ ` def (Ji . Pi)i∈I in P

Fig. 4. Definitive Def rule

solution would be to define a type inference procedure only for those logics,
taking advantage of their particular structure to prove its completeness.

In the general case, i.e. under an arbitrary choice of X, we know of no solution
other than to abandon the logical criterion. We suggest replacing it with a much
more näıve one, based on the structure of the definition itself, rather than on
type information. One possible such criterion is given in Fig. 4. It simply consists
in refusing generalization entirely if the definition involves any synchronization,
i.e. if any join-pattern defines more than one name. (It is possible to do slightly
better, e.g. by generalizing all names not involved in a synchronization between
two messages of non-zero arity.) It is clearly safe with respect to the previous
criterion.

The new criterion is deterministic, and impervious to changes in C, since it
depends solely on the structure of the definition D. It is the analogue of the
so-called value restriction, suggested by Wright [10], now in use in most ML im-
plementations. Experience with ML suggests that such a restriction is tolerable
in practice; a quick experiment shows that all of the sample code bundled with
JoCaml [1] is well-typed under it.

In the following, we adopt the restricted Def rule of Fig. 4.

6.2 A Type Inference Algorithm

Fig. 5 gives a set of syntax-directed type inference rules. Again, in every judge-
ment C, Γ `I J , it is understood that C must be satisfiable. The rules implicitly
describe an algorithm, whose inputs are an environment Γ and a sub-term u, D
or P , and whose output, in case of success, is a judgement. Rule i-Or uses the
following notation:

Definition 6.1. The least upper bound of B1 and B2, written B1 t B2, is a
pair of a monomorphic environment and a constraint. It is defined by:

B1 tB2 = (u : αu)u∈U ,
∧

i∈{1,2},u∈dom(Bi)

Bi(u) ≤ αu

where U = dom(B1) ∪ dom(B2) and the type variables (αu)u∈U are fresh.

Following [9], we have saturated every type inference judgement by existen-
tial quantification. Although slightly verbose, this style nicely shows which type
variables are local to a sub-derivation, yielding the following invariant:
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Names

i-Inst
Γ (u) = ∀ᾱ[C].α β fresh
∃ᾱ.(C ∧ α ≤ β), Γ `I u : β

Definitions

i-Empty
true, Γ `I ε :: ~0

i-Join
C, Γ + (~ui : ~αi)i∈I `I P (~αi)i∈I , (βi)i∈I fresh

∃(ᾱi)i∈I .(C ∧
∧

i∈I

βi = 〈 ~αi〉), Γ `I (xi 〈 ~ui 〉)i∈I . P :: (xi : βi)i∈I

i-Or
C1, Γ `I D1 : B1 C2, Γ `I D2 : B2

B, C = B1 t B2 β̄ = fv(B1, B2)
∃β̄.(C1 ∧ C2 ∧ C), Γ `I D1, D2 :: B

Processes

i-Null
true, Γ `I 0

i-Par
C1, Γ `I P C2, Γ `I Q

C1 ∧ C2, Γ `I P | Q

i-Msg
C, Γ `I u : β ~C, Γ `I ~v : ~α

∃βᾱ.(C ∧ ~C ∧ β = 〈~α〉), Γ `I u 〈~v 〉

i-Def
B fresh β̄ = fv(B)

C1, Γ + B `I (Ji . Pi)i∈I :: B′

β̄′ = fv(B′) C2 = ∃β̄′.(C1 ∧ B′ ≤ B)
if ∃i ∈ I | dn(Ji) | > 1 then ᾱ = ∅ else ᾱ = β̄

C3, Γ + ∀ᾱ[C2]�B `I P

∃β̄.(C2 ∧ C3), Γ `I def (Ji . Pi)i∈I in P

Fig. 5. Type inference

Lemma 6.2. If C, Γ `I J holds, then fv(C) ⊆ fv(Γ,J ) and fv(J )∩ fv(Γ ) = ∅.

We now prove the type inference rules correct and complete with respect
to JOIN(X). For the sake of simplicity, we limit the statement to the case of
processes (omitting that of names and definitions).

Theorem 6.3. C, Γ `I P implies C, Γ ` P . Conversely, if C, Γ ` P holds, then
there exists a constraint C ′ such that C ′, Γ `I P and C 
 C ′.

7 Discussion

JOIN(X) is closely related to HM(X) [6,8], a similar type system aimed at purely
functional languages. It also draws inspiration from previous type systems for the
join-calculus [4,7], which were purely unification-based. JOIN(X) is an attempt
to bring together these two orthogonal lines of research.
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Our results are partly negative: under a natural generalization criterion, the
existence of principal typings is problematic. This leads us, in the general case,
to suggest a more drastic restriction. Nevertheless, the logical criterion may still
be useful under certain specific constraint logics, where principal typings can
still be achieved, or in situations where their existence is not essential (e.g. in
program analysis).

To establish type safety, we interpret typing judgements as (sets of) judge-
ments in an underlying system, which is given a syntactic soundness proof. The
former step, by giving a logical view of polymorphism and constraints, aptly ex-
presses our intuitions about these notions, yielding a concise proof. The latter is
a matter of routine, because the low-level type system is simple. Thus, both logic
and syntax are put to best use. We have baptized this approach semi-syntactic;
we feel it is perhaps not publicized enough.

Acknowledgements. Alexandre Frey suggested the use of extensional poly-
morphism in the intermediate type system B(T ). Martin Sulzmann kindly pro-
vided a proof of completeness of constraint-based type inference in HM(X),
which was helpful in our own completeness proof. We would also like to ac-
knowledge Martin Odersky and Didier Rémy for stimulating discussions.
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Modular Causality in a Synchronous Stream
Language

Pascal Cuoq and Marc Pouzet

INRIA, LIP6?

Abstract. This article presents a causality analysis for a synchronous
stream language with higher-order functions. This analysis takes the
shape of a type system with rows. Rows were originally designed to add
extensible records to the ML type system (Didier Rémy, Mitchell Wand).
We also restate briefly the coiterative semantics for synchronous streams
(Paul Caspi, Marc Pouzet), and prove the correctness of our analysis
with respect to this semantics.

1 Introduction

1.1 History

This part gives a quick overview, in chronological order, of existing languages
allowing the manipulation of infinite streams, and the position of Lucid
Synchrone[2] amongst them.

Lucid was the first language to propose the paradigm of streams as first-
class citizens. Its purpose was to bring programming languages closer to logic
languages in which properties can be expressed and proved. In Lucid, recursive
equations on streams replaced imperative iteration.

Then appeared synchronous data-flow languages such as Lustre[8],
Signal[1], on the one hand, and lazy functional languages (e.g. Haskell[9])
on the other hand. Lustre and Signal are used in the fields of signal process-
ing and automatic control. Lazy functional languages can handle infinite data
structures in general, and streams in particular.

These two families evolved quite independently. Lustre and Signal did not
have higher-order functions, and the canonical representation of streams in a
lazy functional language such as Haskell did not have the reactivity nor the
efficiency required by the kind of applications in which the former two are used.
Wadler proposed a set of techniques for functional languages, “listlessness”[19],
to avoid building intermediate lists which are de-constructed immediately. The
resulting optimized programs are in some cases very similar to the ones that are
generated by Lustre or Signal.

Lucid Synchrone is an attempt at filling the gap between these two fam-
ilies of languages, by proposing as many ML-style features as possible (and in
particular modular compilation) while retaining an efficient representation of
streams [3].
? This work has been partially supported by CNET-France Telecom
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1.2 Plan

In section 2, we describe informally the core language which will be the subject
of this presentation. Section 3 describes the causality analysis which is the novel
part of this article. Section 4 gives a formal semantics to our core language, by
translating streams to their co-iterative representation. In section 5, we prove
that the analysis described in section 3 is correct with respect to the semantics
described in 4. Finally, our analysis is compared to other analyses in 6.

2 The Lucid Synchrone Core

2.1 Language Description

Here is the description of the subset of Lucid Synchrone which will be the
base of this presentation:

programs:
t ::= (t1, t2) pair

| fst t | snd t projections
| x variable
| λx.t λ-abstraction
| t1 t2 application
| let x = t1 in t2 non-recursive let
| rec x1 = t1 and x2 = t2 recursive definition
| c constants
| p primitives
| pre c t a delay, initialized

with the constant c

The constants c are imported from an external scalar language, and lifted
into the corresponding constant stream. Likewise, primitive functions imported
from the scalar world are extended into pointwise functions on streams.

The abstraction, application, pair constructor, projections, and recursion
combinator behave exactly as in the λ-calculus.

Finally, pre c u catenates the scalar value c in front of the stream u. In the
usual interpretation of streams as successive values of a node, pre introduces a
delay of one instant.

u u1 u2 u3 u4 . . .
pre c u c u1 u2 u3 . . .

Synchronous stream languages (Lustre, Signal, and Lucid Synchrone)
have in common another feature, which is not present here: a clock is associated
with each expression. A clock system allows to extract a sub-stream from a
stream by sampling. This feature is mostly orthogonal to the causality analysis,
and this is why we do not put it in our core language.
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2.2 A Tutorial Example

The domain of application of synchronous languages is the design of reactive sys-
tems. The mathematical concept corresponding to a reactive system is a Mealy
automaton, that is, a finite state automaton that, given one set of input values,
compute a set of output values that are determined by the inputs and the state
in which the previous inputs had left the system. For instance, a coffee machine
will, given the input “Button pressed”, react by beeping or delivering some coffee
depending on whether the input “Coin inserted” has been seen recently.

Since the current outputs depend not only on the current inputs but on the
state of the system, which in turn depends on the previous inputs, it is convenient
to see a reactive program as a computation transforming the stream of inputs
into a stream of outputs, being understood that the nth value of the output
stream is allowed to depend only on the n first values of the input stream.

Not only does this point of view allow to program very straightforwardly a
lot of common behaviors, but since the notion of state disappears completely
from the programs, it also makes it easier to prove properties about them.

Here is how the mechanism of the simplistic coffee machine could be expressed
in Lucid Synchrone:

let rec number_coins = prev_number_coins + inserted_coins -
(if deliver_coffee then 1 else 0)

and prev_number_coins = pre 0 number_coins
and deliver_coffee = button_pressed and (prev_number_coins >= 1)

button_pressed and inserted_coins are the input streams. button_pressed
is a boolean stream, and inserted_coins is a stream of integers that indicates
the number of coins inserted during instant t.

The output stream is deliver_coffee; the other streams are only defined as
computation intermediaries. Output streams can be be used in the computation
of other streams, as is the case here for number_coins.

(if deliver_coffee then 1 else 0) is an integer stream whose value is
1 at instant t if coffee is delivered at instant t, and 0 otherwise (we suppose that
delivering one beverage is instantaneous).

Another aspect of reactive systems on which we have not insisted enough yet
is that they usually must be able to propose an output in a bounded time after
they have been provided with an input. This aspect is not emphasized much in
synchronous languages, in which it is assumed (and can be checked a posteri-
ori if necessary) that computations are always fast enough. Still, an important
consequence is that instantaneous recursion is absent from the language; the
provided recursion operator is only intended to define streams recursively, using
the value from instant t-1 to compute the value at instant t (number_coins is a
typical example). In the kind of application synchronous languages are used for,
this apparent lack of expressiveness is rarely a problem, whereas bounded time
computations are a prime necessity.
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3 Causality Analysis of Lucid Synchrone Programs

In real life, causality forbids that information from the future be used in the
present. Such interferences cannot happen in the context of a clock-less syn-
chronous stream language, because there are no operators to express the future.
However, since computations are supposed to be instantaneous, causality can
still be broken by using the current value of a variable within its definition.

Recursive definitions such as rec x=x (which is valid as an equation, but
does not define a stream) and rec x=x+1 (which has no solution) must thus be
detected and rejected statically. This is the purpose of the causality analysis.

On the other hand, thanks to the delay introduced by pre, the expression
1 + pre 0 x no longer depends instantaneously on x; the recursive definition
rec x = 1 + pre 0 x that denotes the stream of strictly positive integers, is
valid, and must be accepted.

In the case of mutually recursive definitions, it would be too restrictive to
require each right-hand-side expression to feature a pre. For instance, rec x =
y + 1 and y = pre 0 x is a valid definition of two streams x and y.

Finally, the function rewind defined by
let rewind = λf . (rec x = f x) cannot be rejected a priori, since
the recursion will be causal if it is applied to a function that contains a pre.
On the other hand if it is applied to a strict function such as the identity, the
recursion in the body of rewind is not causal.

The causality analysis about to be presented was designed to accept this kind
of programs, and to be compatible with higher-order functions.

This analysis is in fact a type system. It features let-polymorphism similar
to the type systems of ML and Haskell. The main change is that there is only
one base type {ϕ}, and that it carries a dependency annotation ϕ, which is an
association list mapping variables to their dependence information. A recursion
variable x can be marked as “present” (notation x :p), meaning that the expres-
sion e having type {x : p, ϕ} might depend instantaneously on x, or “absent”
(x :a), meaning that e does not depend instantaneously on x.

The association lists between variables and dependence information are repre-
sented as rows ([20],[14]). Rows were originally designed to introduce extensible
records in ML. Generally speaking, rows allow in some cases (and in ours in
particular) to use polymorphism to replace subtyping.

The grammar of types is as follows:
types:
τ ::= α type variable

| {ϕ} dependency information (rows)
| τ1 ∗ τ2 pair
| τ1 → τ2 arrow type

rows:
ϕ ::= ρ row-variable

| x :π, ϕ one “field” concerning variable x
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presence information:
π ::= a absent

| p present
| δ presence variable

type schemes:
σ ::= τ | ∀α, σ | ∀ρ, σ | ∀δ, σ

Our equational theory on rows is the same as the one used in the context of
extensible records:

x :π, y :π′, ϕ = y :π′, x :π, ϕ

Likewise, our notion of sorts is the same as the one for extensible records: the
sort of a row ϕ is a set of labels (in our case, recursion variables) which intuitively
are the fields which can not appear in ϕ, because they are already present on the
left-hand side of a larger row of which ϕ is the tail. One can check easily that
all the rules listed in this section are well-sorted. For all these reasons general
theorems about rows([13,14]) apply and our system has the principal typing
property.

The binder ∀ plays its usual role in type schemes. There is also the classic
relation “to be an instance of” between types and types schemes, noted τ < σ,
and inductively defined by:
τ < τ

If τ < σ, then for any τ ′ and α, τ [τ
′
/α] < ∀α, σ

If τ < σ, then for any row ϕ and row-variable ρ of the same sort, τ [ϕ/ρ] < ∀ρ, σ

If τ < σ, then for any π and δ, τ [π/δ] < ∀δ, σ

We will assume that all the bound variables of the program being analyzed are
distinct. If we had used a notion of reduction to define the semantics of streams
programs, this assumption would be a cause of technical complications since it
would not remain true after a reduction; but since the co-iterative semantics of
stream programs is given by translation to a functional language instead it is a
reasonable assumption to make.

Typing judgments are of the form Γ ` t : τ .
Γ is a typing environment, associating type schemes to program variables.

The originality of this system resides in the types given to the operators
rec and pre. This should not be surprising since rec is the construction that
makes this analysis necessary, and pre, on the other hand, is the one that allows
recursive definitions to be well-founded.

pre c is given the type scheme ∀ρ, ρ′, {ρ} → {ρ′}:

Γ ` t : {ϕ}
Γ ` pre c t : {ϕ′}
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In this rule, whatever variables t has been found to depend on (the variables
marked p in ϕ), the row {ϕ′} of pre c t is unconstrained. This may seem counter-
intuitive: one would expect this rule to say in essence “pre c t does not depend
on anything”, whereas its actual meaning is more like “The dependencies of pre
c t can be anything you like”. But note that if you choose {ϕ′} to be for instance
{x :a, y :p, ρ}, you have only (correctly) lost the information that pre c t does
not depend on y.

This allows us to accept a term such as plus x (pre 0 x) where the pointwise
addition on streams plus has the type ∀ρ, {ρ} → {ρ} → {ρ}. In this case the
rule for pre is instantiated with identical rows for {ϕ} and {ϕ′}. The result is
found to have the same dependencies as x.

The rule for unary recursion is as follows:

Γ, x : {x :p, ϕ} ` t : {x :a, ϕ}
Γ ` rec x = t : {x :π, ϕ}

The recursion variable x is put in the environment, associated with the
row {x : p, ϕ}. This way, any expression t depending on x (such as x itself,
or plus x (pre 0 x)) will have in its row a field x associated to p. This row won’t
be unifiable with the expected one of the form {x :a, ϕ}, and rec x = t will be
rejected.

Another, perhaps more intuitive conclusion for this rule would be Γ `
rec x = t : {ϕ}. Unfortunately, this would break the sorting rules on rows:
ϕ should only be used with some x : π on its left-hand side.

Leaving the instance of π open can help to accept contrived examples with
nested recursions, such as rec z = (rec x = pre 0 (x + z)).

Mutual recursion involves one row for each of the recursion variables:

Γ, x : {x :p, y :π1, ϕ1}, y : {x :π2, y :p, ϕ2} ` t1 : {x :a, y :π1, ϕ1}
Γ, x : {x :p, y :π1, ϕ1}, y : {x :π2, y :p, ϕ2} ` t2 : {x :π2, y :a, ϕ2}

Γ ` rec x = t1 and y = t2 : {x :π3, y :π4, ϕ1} ∗ {x :π5, y :π6, ϕ2}

This rule is a generalization of the one for unary recursion. x (resp. y) is
associated in the environment to a row which carries the information “depends
on x(resp. y)”.

Of course there is nothing wrong with t1 depending on y, as in the example
rec x = y and y = pre 0 y. Just instantiate π1 with p.

We’ve seen that, if t1 depends on y, we want to prevent t2 from depending
on x. Here is how this is achieved: if t1 depends on y, t2 is analyzed in an
environment in which x is associated to {x :p, y :p, ρ}. In these circumstances, if
t2 depends on x, it too has y :p in its dependencies, and the second premise can
not be satisfied. Indeed, one can check that there is no derivation for the term
rec x = y and y = x.

The key is that π1 and π2 are shared between both premises.
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Constants are given the type scheme ∀ρ, {ρ}:

Γ ` c : {ϕ}

All the remaining rules are identical to those of the Hindley-Milner type
system:

Γ ` t : τ1 ∗ τ2
Γ ` fst t : τ1

Γ ` t : τ1 ∗ τ2
Γ ` snd t : τ2

Γ ` t1 : τ1 Γ ` t2 : τ2
Γ ` (t1, t2) : τ1 ∗ τ2

τ < σ
Γ, x : σ ` x : τ

Γ, x : τ ` t : τ ′

Γ ` λx.t : τ → τ ′
Γ ` t1 : τ → τ ′ Γ ` t2 : τ

Γ ` t1 t2 : τ ′

Γ ` t : τ Γ, x : ∀(FV(τ) − FV(Γ )), τ ` t′ : τ ′

Γ ` let x = t in t′ : τ ′

The typing rules for pre and rec use row types instead of general types:
the second argument of the pre operator can therefore only be a stream, and
the only possible recursive definitions are definitions of streams. Being unable to
recursively define a pair, we need the rec operator to explicitly handle mutual
recursion, instead of encoding it as a recursion on a pair, as it is done in a
traditional functional system.

These restrictions are not as arbitrary as it may at first seem. Firstly, we do
not know how to give a semantics to (pre c e) where e is a function. Secondly, as-
suming for the sake of the argument that we knew how to define such a semantics,
and assuming that (pre c) had the type ∀α∀α′, α → α′ instead of ∀ρ∀ρ′, {ρ} →
{ρ′}, the type system would allow to infer that (pre (λx.pre 0 x) (λx.x)) y does
not depend on y, whereas it would (again, if this program meant anything at
all) after the first instant.

Recursively defined functions are a different problem. For higher-order re-
cursion, the well-foundedness of the recursion depends on semantic conditions
and can not be checked by this causality analysis. Although recursive functions
are not allowed by this system, it is still possible, in an actual implementation,
to have a different operator for functional recursion, and a compiler flag for
either authorize the programmer to use it or to forbid its use (and guarantee
reactiveness).

Examples:

– Constant streams
Constant streams didn’t really need to be integrated in the language, as the
constant stream c can be defined as rec z = pre c z. The type scheme
given to this expression, ∀ρ, δ, {z :δ, ρ}, is equivalent to the type scheme of
constant streams ∀ρ, {ρ} under the hypothesis we made that all the variables
bound in a program are distinct.

– The “rewind” combinator λf.rec x = f(x) is causal, of type scheme
∀ρ, δ, ({x :p, ρ} → {x :a, ρ}) → {x :δ, ρ}.
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– Mutual recursion: the example rec x = y and y = pre 0 x is accepted. In
the rule for the mutual recursion, π1 (presence information of y in the row
associated to x in the environment) is instantiated with p, and π2, presence
information of x in the row of y, is instantiated with a.

– Higher-order mutual recursion: the function
F ≡ λf.λg.rec x = g(y) and y = f(x)
is well-typed, and has the type scheme:
∀ρ1, ρ2, δ1, δ2, δ3, δ4, δ5, δ6, ({x :δ2, y :p, ρ2} → {x :a, y :δ1, ρ1}) →

({x :p, y :δ1, ρ1} → {x :δ2, y :p, ρ2}) → ({x :δ3, y :δ4, ρ1} ∗ {x :δ5, y :δ6, ρ2})
Moreover, the partial application of F to a strict function such as the identity
gives a function which can be applied to λx.pre c x but not to a strict
function, whereas the partial application of F to λx.pre c x gives a function
which can be applied to a strict function.

– The use of unification instead of polymorphism makes the computation of de-
pendencies “bidirectional”: for instance the example rec x = pre 0 (x+y)
and y = x is rejected. What happens is that the rows for x and y become
unified when x and y are added together, and these variables become inter-
dependent. This is probably the biggest drawback of the system; Fortunately
the types of variables and functions bound by a let construct can usually
be generalized, which breaks this bidirectionality.

4 Co-iteration

In [3], synchronous streams are given a concrete representation made of an initial
state and a transition function returning a value and a new state when applied
to a state.

In this section, we will re-state the co-iterative representation of streams. The
target language is a functional language, and it is best to think of it as lazily
evaluated for now.

We choose to represent streams in the target language by the triple
(JtKi, JtKv, JtKs), where:

– JtKi is the initial state.
– JtKv is a function returning a value when applied to the current state.
– JtKs is a function returning the new state when applied to the current state.

Comparing this representation to the one of [3], we split the transition func-
tion into two separate ones, one returning the value and the other returning the
new state. Of course, the two representations are equivalent, but this one allows
for a simpler expression of the causality of programs.

The translations of constant streams, pre, pairs and projections are relatively
straightforward. More details are available in the extended version of this article
[5] and in [3].
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A constant stream needs no memory, so its state is Nil.

JcKi = Nil
JcKv = λNil.c
JcKs = λNil.Nil

– pre c t:
Jpre c tKi = (c, JtKi)
Jpre c tKv = λ(v, s).v
Jpre c tKs = λ(v, s).(JtKv s, JtKs s)

– (t1, t2):
J(t1, t2)Ki = (Jt1Ki, Jt2Ki)
J(t1, t2)Kv = λ(s1, s2).(Jt1Kv s1, Jt2Kv s2)
J(t1, t2)Ks = λ(s1, s2).(Jt1Ks s1, Jt2Ks s2)

– fst t:
(
Jfst tKi, Jfst tKv, Jfst tKs

)
=

(
JtKi, λs.fst (JtKv s), JtKs

)

– Recursion:
The definitions of JtKi, JtKv and JtKs use inductively the translations of the
sub-terms of t. In the case of the translation of rec x = t1 and y = t2, x and
y are free variables in t1 and t2, and we need something to substitute JxKi,
JxKv,. . . with in Jt1K and Jt2K. In particular, in Jrec x = t1 and y = t2Kv we
replace JxKv by the function returning the value being recursively computed,
and in Jrec x = t1 and y = t2Ks we replace it by the function returning the
value computed by Jrec x = t1 and y = t2Kv.

Jrec x = t1 and y = t2Ki = (Jt1Ki, Jt2Ki)[Nil/JxKi ][Nil/JyKi ]
Jrec x = t1 and y = t2Kv = λ(s1, s2).

let rec (xv, yv) =(
(Jt1Kv s1, Jt2Kv s2)[λNil.xv,λNil.yv /JxKv,JyKv ]

)

in (xv, yv)
Jrec x = t1 and y = t2Ks = λ(s1, s2).

let rec (xv, yv) =(
(Jt1Kv s1, Jt2Kv s2)[λNil.xv,λNil.yv /JxKv,JyKv ]

)
in

(Jt1Ks s1, Jt2Ks s2)[λNil.xv,λNil.yv,λNil.Nil,λNil.Nil/JxKv,JyKv,JxKs,JyKs ]

5 Correctness Proof

In this section, we give the correctness proof for the system presented in section 3.
Here, we consider the target language as a λ-calculus equipped with strong β-

reduction. We will in particular make heavy use of the Church-Rosser property.
The recursion construct is just syntactic sugar above the Y fixpoint combinator.

We will also use the property that terms of the target language that do not
use the recursion operator have a normal form for strong β-reduction. This is
due to the fact that all the terms we are dealing with can be typed.
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The property that we intend to prove is essentially that if the term t has
type {x :a, . . .}, then t “does not depend” on x.

For a stream t, “not to depend” on x means that the instantaneous value
JtKv s of t can be computed without requiring the instantaneous value of x. Or,
still more concretely, x does not occur in the normal form of JtKv s 1.

Still informally, we will define the set of terms t that do not depend on x as
the interpretation of the type {x :a, . . .}. Obviously, with our definition of “not
depending on”, the membership of a term t to this interpretation only depends
on the normal form of JtKv s.

The presence of polymorphism in the system requires us to define a notion
of “candidate”, as in [7]. A candidate is a set of terms that has the correct shape
to be the interpretation of a type. Quite naturally, our notion of candidate will
be “any set to which the membership of a term t only depends on a property of
the normal form of JtKv s”.

Definitions:

– A candidate C is a set of terms such that the property “t ∈ C” can be
expressed under the form “JtKv and JtKs do not use recursion and, for all
states s, t1 being the normal form of JtKv s, R(t1)”, for some arbitrary
predicate R.

– A row-candidate Q is a set of terms such that the property “t ∈ Q” can be
expressed under the form:

“JtKv and JtKs do not use recursion and
For all states s, if t1 is the normal form of JtKv s, then R(t1)”

where R is a predicate that can be expressed under the form:

R(t) ≡
∧

x∈X

(
x does not occur in t

)

These preliminary definitions deserve a couple of remarks:

– This definition is simpler that the one of a candidate in, for instance, the
strong normalisation proof of the System F[7]. This is due to the fact that
the property we want to prove is itself simpler.

– On the other hand, our system features rows, which need their own notion
of candidate. This was to be expected, in the light of the fact that, as we
pointed out previously, rules for pre and rec can only be instantiated with
rows, and would become incorrect if instantiated with arbitrary types.

1 In this informal explanation, we refer to “the” normal form of JtKv s (for strong
β-reduction). In fact, the existence of the normal form will be proved at the same
time as the correctness of the dependency analysis. This will be done by proving
that causal recursion on streams can be translated without recursion in the target
language.
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– Note that the definition of the interpretation on rows is compatible with the
equational theory. That is, whichever particular syntactic representation of
a given row yields the same interpretation.

– A row-candidate is a candidate. In fact, the last sentence is the image in the
world of interpretations of the sentence “a row is a type”.

We will now consider mappings from type variables to candidates, and row-
variables and presence variables to row-candidates. Such a mapping is called a
valuation and will be denoted V . Given a valuation V , we write V t α 7→ C the
valuation that maps α to C, and any other variable β to V (β).

When referring to a valuation V , we will take for implicit the fact that the sets
of terms associated to type variables (resp. row-variables and presence variables)
are candidates (resp. row-candidates).

Definition of the interpretation PV of a type (relative to a valuation V ):

– t ∈ PV ({x :a, ϕ}) if JtKv and JtKs do not use recursion, and the normal form
of its application to a state2 does not contain x, and if t ∈ PV ({ϕ}).

– PV ({x :p, ϕ}) = PV ({ϕ}).
– t ∈ PV ({x :δ, ϕ}) if t ∈ V (δ) and t ∈ PV ({ϕ})
– PV (ρ) = V (ρ)
– PV (τ1 ∗ τ2) is defined as the set of terms t such that fst t ∈ PV (τ1), and

snd t ∈ PV (τ2)
– PV (τ1 → τ2): the set of terms t such that JtKv and JtKs do not use recursion,

and such that for all t1 ∈ PV (τ1), (t t1) ∈ PV (τ2)
– PV (α) = V (α)

We need to generalize our interpretation to non-empty environments. Clas-
sically, this is done by requiring the term to satisfy the interpretation property
under all possible substitutions of terms (satisfying the interpretation of the type
they are assigned in the environment) to free variables.

More formally, we first extend the interpretation to type schemes:
t ∈ PV (∀α, σ) if for all candidate C, t ∈ PV tα7→C(σ).
t ∈ PV (∀ρ, σ) if for all row-candidate Q, t ∈ PV tρ7→Q(σ).
t ∈ PV (∀δ, σ) if for all row-candidate Q, t ∈ PV tδ 7→Q(σ).

Let us now list a few properties relative to interpretations and candidates:

Property 1. For any valuation V , PV ({ϕ}) is a row-candidate.

Proof: by induction on ϕ.

Property 2. For any valuation V , PV (τ) is a candidate.

Proof: by induction on τ .
2 All successive states are normalizable because JtKs does not use recursion. For this

reason and because JtKv does not use recursion “the” normal form of the application
of JtKv to a state exists
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As expected, the interpretations of type schemes are included in the inter-
pretations of their instances. This can be stated as:

Property 3. For all valuations V , if t ∈ PV (σ) then for all τ < σ, t ∈ PV (τ).

The proof is by induction on σ.

Theorem 1. If Γ ` t : τ , then for all V , for any substitution S adapted to Γ
(under V ) 3, S(t) ∈ PV (τ).

The bulk of the proof is an induction on the inference tree of the causality
analysis. We’ll only present some interesting cases.

1. The case of pre is an interesting one, even though it is simple: PV ({ϕ′}) is a
row-candidate. Since Jpre c tKv = λ(v, s).v, obviously pre c t is in this set.

2. The rule for rec:
Take some fixed V and S.
The interpretation PV ({y :π1, ϕ1}) is a row-candidate. Therefore, there ex-
ists X a set of variables such that t belongs to PV ({y :π1, ϕ1}) if and only if
t does not depend on any variable of X.
Let us distinguish two cases:
a) y ∈ X

In this case, the induction hypothesis for the first premise yields that
neither x not y occur in the normal form of J(S t x 7→ x t y 7→ y)(t1)Kv s
(i.e. JS(t1)Kv s).
That means that the code for the “value” transition function
Jrec x = t1 and y = t2Kv could simply have been implemented as 4:

λ(s1, s2).
let xv = Jt1Kv s1 in
let yv = Jt2Kv s2 in
(xv, yv)

b) y 6∈ X
Claim: For all s, x does not appear in the normal form of Jt2Kv s.
Let us suppose it was otherwise, and build a contradiction: The idea is
to substitute x with a term that depends on y (for instance, y itself)
since it satisfies the interpretation of {x :p, ϕ1}.
Applying the induction hypothesis for the second premise with (S tx 7→
yty 7→ y)(t2) shows that if x appeared in Jt2Kv s, then t2 could not have
the type {y :a, ϕ2}.

3 That is, for any substitution S associating to each variable x of Γ a term t such that
t ∈ PV (Γ (x))

4 In fact, we are using this notation to lead the reader to believe that there is no
recursive definition of values any longer, and that a strict functional language would
be enough to implement this recursion. We are cheating: we only proved that x and
y did not occur in the normal form of Jt1Kv s1, not that they didn’t occur in Jt1Kv s1.
Thanks for bearing our bad faith.
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Therefore, the “value” transition function for rec x = t1 and y = t2 is
equivalent to:

λ(s1, s2).
let yv = Jt2Kv s2 in
let xv = Jt1Kv s1 in
(xv, yv)

In both cases, the Lucid Synchrone rec could be represented without
recursion in the target language, and the alternative representation clearly
satisfies the induction invariant.
However, note that when, for instance, producing the code for the function
λf.λg.rec x = f(y) and y = g(x), it is not yet possible to know which case
will apply. Since the type scheme is polymorphic and the produced code is
not, both versions of the code can be required, if this function is later applied
several times.

6 Related Work

There are quite a few systems whose purpose is to verify the productivity of
recursive definitions. The closest to the one presented in this article is described
in [18]: it is a causality analysis for an extension of Signal with higher-order
functions. To the best of our understanding, although the rules for pre in both
systems are very similar, the rule for recursion in [18] seems to be the classical one
(if supposing x : τ one can prove e : τ ,. . . ), which would imply that non-causal
programs have to be ruled out by side-conditions external to the system. In this
sense, the novelty in the system presented here would be that these conditions
are expressed inside the type system. Benefits of the absence of external side-
conditions are that it allows us to have principal types, and that types, and
typing errors, are easier to print.

Explicit handling of dependency graphs (as is done in Lustre, or in [15])
is more expressive than our system, but it isn’t modular. Some information is
lost when graphs are encoded in types (even with the expressivity granted by
rows) but each piece of program can be rejected, or accepted and given a type,
independently of the context in which it is used.

Most of other causality analyses are designed for languages in which streams
can be de-constructed. This of course complicates the problem: the dependency
on x in pre 0 x (or Cons 0 x) is only temporarily hidden, it can reappear if
the stream is de-constructed.

In consequence, it is necessary to count how many Cons have been produced
in each expression. This in turn makes subtyping almost unavoidable, if one
wants to accept programs such as x + (Cons 0 x) (+ being the pointwise op-
erator on streams). An instance of such a system is [6].

The system proposed by J.Hughes, L.Pareto and A.Sabry in [10] is much more
expressive, but also much more complex. Their system makes use of subtyping. It
allows to express linear relations between stream sizes, thus verifying at the same
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time causality and what would correspond to well-clockedness in a synchronous
language.

In the case of hardware design, this analysis can be considered too restrictive.
Circuits with cycles can be causal, as shown in [11]. The Esterel compiler has a
causality analysis[16] aimed at accepting such cyclic programs. Other languages
for hardware design, this time using Haskell streams, are Lava[17] and Hawk[4]).
It should be noted that their use of streams conforms to the synchronous hy-
pothesis, and that, on the other hand, compilation to hardware has a different
set of requirements than compilation to software. Compilation to hardware is
usually not modular so it is less annoying if an analysis isn’t either.

Analogous analyses are used in general programming languages to obtain in-
formation about the strictness of functions, or the information flow of programs.
In general, in these analyses there is no special treatment of recursion, whereas
in our case the recursion construct is the end, and expressing the relationships
between functions arguments and results are only a mean to this end.

7 Conclusion and Future Work

We presented a causality analysis for a language of synchronous streams. Good
properties such as principal typing and ease of implementation are inherited
from the use of rows instead of subtyping. Although the correctness proof is
specific to Lucid Synchrone’s co-iterative semantics, the analysis itself should be
generalizable to mutually recursive definitions where there is no operation (such
as tail) to transform a guarded expression into a non-guarded one.

A fine-grained causality analysis imposes a different approach to code gener-
ation than is usually done in synchronous stream languages. We moreover expect
that results from the causality analysis can be used for type-directed optimiza-
tion of this code.
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Abstract. It is well-known that context-independent control flow anal-
ysis can be performed in cubic time for functional and object-oriented
languages. Yet recent applications of control flow analysis to calculi of
computation (like the π-calculus and the ambient calculus) have reported
considerably higher complexities. In this paper we introduce two general
techniques, the use of Horn clauses with sharing and the use of tiling
of Horn clauses, for reducing the worst-case complexity of analyses. Ap-
plying these techniques to the π-calculus and the ambient calculus we
reduce the complexity from O(n5) to O(n3) in both cases.

Keywords: Program analysis, Horn clauses with sharing, tiling of Horn
clauses, π-calculus, ambient calculus, 0-CFA.

1 Introduction

Program analyses often can be separated into two phases. In the first phase, the
program to be analyzed is translated into a suitable constraint system describing
safe information about the program, and where the unknowns represent the
desired information. In the second phase, a solution for the unknowns (typically
the least) is produced by an appropriate constraint solver. Accordingly, there
are also two common sources of inefficiency for a program analyzer constructed
in this way. Clearly, efficiency cannot be hoped for if already the presentation
of the system itself is extremely large. Therefore, a constraint formalism should
be chosen which is expressive enough to represent the generated constraints
succinctly. Even so, efficiency might be lost when the constraint formalism is
“stronger than necessary”, meaning that the solving procedure for the selected
class of constraints incurs a large though otherwise unnecessary overhead.

As an example, consider the analysis of the π-calculus as presented in [2]. For
a program of size n this analysis succeeds in generating a constraint system of
size O(n3) using set inclusion constraints. Thus from a practical point of view,
even if a cubic worst case behavior is inevitable, such an extensive constraint
system is unsatisfactory as it prohibits simpler programs to be analyzed faster.
Actually, the presentation of the analysis used in [2] is even less likely to scale
to larger programs as the generated constraint system, when fed into an off-the-
shelf solver, would consume O(n5) steps of solving time in the worst case. In a
similar way, the analysis of the ambient calculus as presented in [10] generates a
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constraint system of size O(n4) using set membership constraints and the same
O(n5) worst case constraint solving time.

The goal of this paper is to improve on these methods. As a general frame-
work within which these problems can be addressed, we propose the concept of
Horn clauses with sharing (HCS’s for short). While being much more succinct
than classical Horn clauses, they still admit rather efficient constraint solving
techniques. We demonstrate the usefulness of this concept in several ways. By
using Horn clauses with sharing instead of ordinary ones we are able to generate
linear size constraint systems for analyses of the π-calculus and for the ambient
calculus as they have been published in the literature. By using state-of-the-art
solvers for Horn clauses with sharing, we bring down the complexity of the 0-
CFA analysis of the π-calculus as presented in [2] from O(n5) to O(n3). It turns
out that these methods still do not suffice to get a similar improvement for the
ambient calculus. Therefore, we develop tiling as a source-to-source transforma-
tion of Horn clauses; indeed, tiling may be of independent interest also for other
applications. In our application it allows us to reduce the complexity for the
ambient calculus from O(n5) to O(n3) as well. In practical terms, O(n3) is likely
to be sufficiently good that it will be possible to analyse medium-sized programs
whereas lower complexities are called for to analyse large programs.

2 Horn Clauses with Sharing

There are several formalisms around in which to specify constraints for program
analyses; two of the more widely used ones are conditional set constraints (see
e.g. [1]) and Horn clauses (see e.g. [7]). We base our work on Horn clauses in
order to build on the techniques for complexity estimation presented in [7].

A system of Horn clauses (abbreviated: HC’s) usually is a set of implications
where the conclusion is a single relation, and the antecedent is a conjunction of
relations. In order to facilitate the introduction of sharing we shall represent a
system of Horn clauses as a formula derived by the nonterminal clause′ in the
grammar below:

pre′ ::= R (x1, · · · , xk) | pre′
1 ∧ pre′

2
clause′ ::= R (x1, · · · , xk) | 1 | clause′

1 ∧ clause′
2

| pre′ ⇒ R (x1, · · · , xk) | ∀x : clause′

Here we assume that we are given a fixed countable set X = {x, x1, · · ·} of
variables and a finite ranked alphabet R = {R, R1, · · ·} of relation symbols of
predicates. In this notation we are explicit about the otherwise implicit universal
quantification in Horn clauses, and 1 is the always true clause.

To obtain Horn clauses with sharing (abbreviated: HCS’s) we extend this
formalism by allowing

• disjunctions and existential quantification in pre-conditions, and
• conjunctions of clauses in conclusions.
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Disjunctions have been added merely for technical convenience. Existential quan-
tification in pre-conditions, however, allows us to limit the scopes of variables,
whereas conjunctions of clauses in conclusions allow us to merge multiple con-
clusions without the technical inconvenience of introducing auxiliary predicates.
The set of HCS’s are defined by the nonterminal clause in the grammar below:

pre ::= R (x1, · · · , xk) | pre1 ∧ pre2 | pre1 ∨ pre2 | ∃x : pre
clause ::= R (x1, · · · , xk) | 1 | clause1 ∧ clause2

| pre ⇒ clause | ∀x : clause

Occurrences of R(· · ·) in pre-conditions are also called queries, whereas the others
are called assertions of predicate R.

Given a universe U of atomic values (or atoms) together with interpreta-
tions ρ and σ for relation symbols and free variables, respectively, we define the
satisfaction relations (ρ, σ) |= pre and (ρ, σ) |= clause as follows (where t is a
pre-condition or clause):

(ρ, σ) |= 1 iff true
(ρ, σ) |= R (x1, · · · , xk) iff (σ x1, · · · , σ xk) ∈ ρ R
(ρ, σ) |= pre1 ∨ pre2 iff (ρ, σ) |= pre1 or (ρ, σ) |= pre2
(ρ, σ) |= t1 ∧ t2 iff (ρ, σ) |= t1 and (ρ, σ) |= t2
(ρ, σ) |= pre ⇒ clause iff (ρ, σ) |= clause whenever (ρ, σ) |= pre
(ρ, σ) |= ∀x : clause iff (ρ, σ ⊕ {x 7→ a}) |= clause for all a ∈ U
(ρ, σ) |= ∃x : pre iff (ρ, σ ⊕ {x 7→ a}) |= pre for some a ∈ U

In the sequel, we will view the free variables occurring in a HCS (or HC) as con-
stant symbols or atoms from the finite universe U . Thus, given an interpretation
σ of the constant symbols in clause, we call an interpretation ρ of the relational
symbols R a solution provided (ρ, σ) |= clause.

Let ∆σ = {ρ | (ρ, σ) |= clause} denote the set of solutions of clause (given a
fixed σ). Then ∆σ is partially ordered in the natural way by the componentwise
ordering v. It is standard (see e.g. [9, Subsection 3.2.3]) that ∆σ is a Moore
family, i.e. closed under greatest lower bounds u, and we conclude that ∆σ has
a least element which we call the least solution of clause. It is well-known [7,5]
that in the case of HC’s this solution can be computed efficiently. The following
result establishes a similar result1 for HCS’s.

Proposition 1. Given an interpretation of the constant symbols, the least so-
lution of a HCS formula c1 ∧ · · · ∧ cm can be computed in time

O(Nr1 · n1 + · · · + Nrm · nm)

where N is the number of atoms in U , ni is the size of ci, and ri is the maximal
nesting depth of quantifiers in ci.

Proof. See Appendix A for an algorithm whose worst case complexity is as
stated. We are currently experimenting with a solver having the same worst
case complexity but a potentially much lower best case complexity.
1 All our complexity bounds refer to the RAM model with a uniform cost measure.
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3 The Virtues of Sharing

We now show how sharing facilitates developing a cubic time algorithm for per-
forming control flow analysis [3,2] for the π-calculus [8].

3.1 Example: The π-Calculus

Introduction to the π-calculus. Let N be an infinite set of names ranged over by
a, b, · · · , x, y, · · · and let τ be a distinguished element not in N . Then processes
P ∈ P are built from names according to the following syntax:

P ::= 0 | µ.P | P + P | P |P | (νxχ)P | [x = y]P | !P
µ ::= x(yβ) | xy | τ

The prefix µ is the first atomic action that the process µ.P can perform. The
input prefix x(yβ) binds the name y in the prefixed process and corresponds
to a name y that is received along the link named x. The superscript β is a
“variable type”; we write B for the set of variable types. The output prefix xy
does not bind the name y and corresponds to the name y that is sent along x.
The silent prefix τ denotes an action which is invisible to an external observer
of the system.

Turning to the processes, P + Q behaves either as P or as Q whereas P |Q
performs P and Q simultaneously and also allows them to communicate with
each other (as when one performs an input and the other an output on the same
common link). The restriction operator (νxχ)P binds the name x in the process
P that it prefixes, in such a way that x is a unique name in P that is different
from all external names. The agent (νxχ)P behaves as P except that sending
along x and receiving along x is blocked. The superscript χ is a “channel type”
in the manner of the “variable type” discussed above; we write C for the set of
channel types. Matching [x = y]P is an if-then operator: process P is activated
if x = y. Finally, replication !P behaves as P |P | · · · as many times as needed.

Flow Logic specification of 0-CFA. The result of control flow analyzing a process
P is a pair (R, K) (called (ρ, κ) in [3,2]). The first component, R : B → ℘(C),
is an abstract environment which gives information about the set of channels to
which names can be bound. The second component, K : C → ℘(C), is an abstract
channel environment which gives information about the set of channels that can
flow over given channels. The correctness of a proposed solution (R, K) is vali-
dated by a set of clauses operating upon judgments of the form, (R, K) |=me P ,
where the functionality of R : B → ℘(C) is extended2 to R : (B ∪ C) → ℘(C)
by stipulating that ∀χ ∈ C : R(χ) = {χ}. As in [3,2] the control flow analysis
is developed relative to a “marker environment” me : N → (B ∪ C) that maps
names to their variable type (in B) or channel type (in C) as appropriate; in the
interest of simplicity we sometimes simplify explanation by pretending that me
is the identity.
2 This seemingly ad-hoc definition is made because the π-calculus does not make a

syntactic distinction between “variables” and “channels”.
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Table 1. Flow Logic for the π-calculus (taken from [2]).

(R, K) |=me 0 iff true

(R, K) |=me τ.P iff (R, K) |=me P

(R, K) |=me xy.P iff (R, K) |=me P ∧
∀χ ∈ R(me(x)) : R(me(y)) ⊆ K(χ)

(R, K) |=me x(yβ).P iff (R, K) |=me[y 7→β] P ∧
∀χ ∈ R(me(x)) : K(χ) ⊆ R(β)

(R, K) |=me P1 + P2 iff (R, K) |=me P1 ∧ (R, K) |=me P2

(R, K) |=me P1|P2 iff (R, K) |=me P1 ∧ (R, K) |=me P2

(R, K) |=me (νxχ)P iff (R, K) |=me[x7→χ] P

(R, K) |=me [x = y]P iff (R(me(x)) ∩ R(me(y)) 6= ∅
⇒ (R, K) |=me P

(R, K) |=me !P iff (R, K) |=me P

The Control Flow Analysis is given by the Flow Logic in Table 1. All the rules
dealing with a compound process require that the components are validated,
apart from the one for matching. Moreover, the second conjunct of the rule for
output requires that the set of channels that can be communicated along each
element of R(x) (pretending here that me is the identity) includes the channels
to which y can evaluate. Symmetrically, the rule for input demands that the set
of channels that can pass along x is included in the set of channels to which y
can evaluate. The condition for matching says that the continuation P needs to
be validated if there is at least one channel to which both x and y can evaluate.
Similar “reachability” considerations can be performed also for input and output
without invalidating Theorem 1 below. We refer to [2] for further explanation of
the analysis and for proofs of its semantic correctness.

An algorithm for obtaining the least solution in3 time O(n5) in the size n of
processes is given in [2].

Horn Clauses with Sharing for 0-CFA. To generate HCS’s corresponding to the
Flow Logic specification in Table 1 we shall perform the following systematic
transformations in order to adhere to the format of Horn clauses with sharing:

• A set inclusion of the form X ⊆ Y is expressed using set memberships of the
form ∀u : u ∈ X ⇒ u ∈ Y .

• A set membership of the form u ∈ R(v) is written using a binary predicate
of the form R(u, v).

3 In [3] it is conjectured that the constraints can be solved in O(n3) bit-vector opera-
tions which corresponds to overall time O(n4) but no algorithm is given.
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Table 2. Horn Clauses with Sharing for the π-calculus.

G[[0]]me = 1

G[[τ.P ]]me = G[[P ]]me

G[[xy.P ]]me = G[[P ]]me ∧
∀u : ∀v : (R(u, me(x)) ∧ R(v, me(y))) ⇒ K(v, u)

G[[x(yβ).P ]]me = G[[P ]]me[y 7→β] ∧
∀u : ∀v : (R(u, me(x)) ∧ K(v, u)) ⇒ R(v, β)

G[[P1 + P2]]me = G[[P1]]me ∧ G[[P2]]me

G[[P1|P2]]me = G[[P1]]me ∧ G[[P2]]me

G[[(νxχ)P ]]me = G[[P ]]me[x7→χ] ∧ R(χ, χ)

G[[[x = y]P ]]me = (∃u : R(u, me(x)) ∧ R(u, me(y))) ⇒ G[[P ]]me

G[[!P ]]me = G[[P ]]me

To obtain a finite algorithm we shall restrict our attention to a finite universe, C?,
containing all the relevant channels; this corresponds to the set U? ∩C considered
in [2]. The constraint generation in Table 2 differs from the one in [2] because
Horn clauses with sharing facilitate a more succinct representation of constraints.
In particular, in the clause [x = y]P we directly generate the condition (∃u :
R(u, x) ∧ R(u, y)) (once more pretending that me is the identity) shared for all
of P without the need to duplicate it for each individual constraint (as would be
needed to generate constraints in the form of Horn clauses). Also we “enforce”
the convention that R(χ) = {χ} by generating the constraint R(χ, χ) when
appropriate and by only considering the least solution.

We state without proof that the two formulations of the analysis are equiv-
alent (using the notational conventions explained above):

Lemma 1. (R, K) |=me P holds if and only if G[[P ]]me.

For a universe of size O(n) we prove in Theorem 1 below that the resulting
constraints can be solved in cubic time.

3.2 The Complexity of Constraint Specifications

The complexity of the control flow analysis can be established by applying Propo-
sition 1 to the constraints generated for a program but it is more convenient to
argue directly in terms of the constraint generation function itself. As will be-
come clear in the next section it is convenient to define a constraint specification
to be a triple (T , α, c) where T is a compositionally defined constraint generation
function (like G in Table 2), c is a global constraint (absent above, hence could be
taken to be 1), and α is an initial context for the constraint generation function.
Here, contexts are supposed to consist of a bounded number of atoms from the
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universe together with a bounded number of functions to extract atoms from
pieces of syntax (like me above). Given a program P the constraint generated
then is T [[P ]]α ∧ c.

A constraint specification (T , α, c) is said to be linear HCS if each defining
equation of T takes the form

T [[φ′(P1, · · · , Pm′)]]α′ = c′ ∧
∧

i∈I

p′
i ⇒ T [[Pi]]α′

i

where I ⊆ {1, · · · , m′}, the Pi are distinct and non-overlapping components of
the program φ′(P1, · · · , Pm′) and α′

i is computed from α′ and φ′; the formulae c′

and p′
i chosen for φ′ may contain free variables z̃ occurring in α′ or extracted from

φ′ (using the extraction functions in α′). Since a universally true pre-condition
can be written T () for a fresh relation symbol defined by the clause T () we do not
consider the possibility of having no pre-condition. The constraint specification
is linear HC when additionally all clauses (c′, p′

i and c) are formulae of HC.
A constraint specification (T , α, c) is said to have cost coefficient r if r is

minimal such that each defining equation of T have quantifiers nested at most
to depth r − 1 and if the global constraint c has quantifiers nested at most to
depth r; note that r will always be greater than zero.

Proposition 2. Given a linear HCS constraint specification (T , α, c) of cost
coefficient r, a program P of size O(n) and a universe of size O(n); the constraint
T [[P ]]α ∧ c has size O(n) and its least solution can be found in time O(nr). ut
Proof. Clearly T [[P ]]α has size O(n) with quantifiers nested at most to depth
r − 1 and c has size O(1) with quantifiers nested at most to depth r. The result
then follows from Proposition 1. ut

Theorem 1. Control Flow Analysis for the π-calculus (as in [2]) can be done
in cubic time. ut
Proof. Clearly (G, me,1) is a linear HCS constraint specification with cost coef-
ficient 3. Also the universe has size linear in the program. The result then follows
from Proposition 2. ut

4 The Virtues of Tiling

We now show how tiling facilitates developing a cubic time algorithm for per-
forming control flow analysis [10] for the ambient calculus [4].

4.1 Example: The Ambient Calculus

Introduction to mobile ambients. The syntax of processes P ∈ Proc, capabilities
M ∈ Cap and namings N ∈ Nam is given by:
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P ::= (ν nµ)P restriction
| 0 inactivity
| P | P ′ composition
| !P replication
| N l[P ] ambient
| M. P movement

M ::= intN enter N
| outtN exit N
| opentN open N

N ::= n name

Processes contain a number of constructs known from the π-calculus; an example
is the restriction operator where µ ∈ SNam is the “ambient type” (in the man-
ner of the “variable type” and “channel type” considered above) called “stable
name” in [10]. The final two constructs are unique to the ambient calculus. An
ambient is a process operating inside a named border. Movement of ambients is
governed by capabilities. The in-capability directs the enclosing ambient to en-
ter a sibling named N . The out-capability directs the enclosing ambient to move
out of its parent named N . The open-capability dissolves the border around a
sibling ambient named N . Finally, namings are names. Much as in [10] we have
placed labels l ∈ ALab on ambients and labels t ∈ TLab on capabilities (or
transitions) in order to have explicit notation for the various subterms.

Flow Logic specification. An ambient will be identified by its label l ∈ ALab and
a transition by its associated capability type m̃ ∈ SCap called “stable capability”
in [10]; capability types are given by

m̃ ::= intµ | outtµ | opentµ

and correspond to capabilities except that names have been replaced by ambient
types. The analysis records which ambients and transitions occur inside what
ambients in the component I : ALab → ℘(ALab ∪ SCap). We also use the
“inverse” mapping I−1 : (ALab ∪ SCap) → ℘(ALab) that returns the set of
ambients in which the given ambient or transition might occur; formally z ∈ I(l)
if and only if l ∈ I−1(z).

Each occurrence of an ambient has an ambient type and to keep track of this
information the analysis also contains the component H : ALab → ℘(SNam).
As above we use the “inverse mapping” H−1 : SNam → ℘(ALab) that returns
the set of ambients that might have the given ambient type.

The acceptability of the analysis is defined by the following four predicates
defined by the Flow Logic in Table 3:

(I, H) |=l
me P for checking a process P ∈ Proc;

(I, H) |>me M : M̃ for translating a capability M ∈ Cap into a
set M̃ ∈ ℘(SCap) of capability types;

(I, H) ‖≡me N : Ñ for decoding a naming N ∈ Nam into a set
Ñ ∈ ℘(SNam) of ambient types;

(I, H) |≡l m̃ for checking a capability type. m̃ ∈ SCap.

Much as before a marker environment me : Nam →fin SNam is used for map-
ping names to ambient types. We refer to [10] for further explanation of the
analysis and for proofs of its semantic correctness.
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Table 3. Flow Logic for the ambient calculus (taken from [10]).

(I, H) |=l
me (ν nµ)P iff (I, H) |=l

me[n7→µ] P

(I, H) |=l
me 0 iff true

(I, H) |=l
me P | P ′ iff (I, H) |=l

me P ∧ (I, H) |=l
me P ′

(I, H) |=l
me !P iff (I, H) |=l

me P

(I, H) |=l
me N l′ [P ] iff (I, H) |=l′

me P ∧ l′ ∈ I(l) ∧
(I, H) ‖≡me N : Ñ ∧ Ñ ⊆ H(l′)

(I, H) |=l
me M. P iff (I, H) |=l

me P ∧
(I, H) |>me M : M̃ ∧ ∀m̃ ∈ M̃ : (I, H) |≡l m̃

(I, H) |>me intN : M̃ iff (I, H) ‖≡me N : Ñ ∧ M̃ ⊇ {intµ | µ ∈ Ñ}
(I, H) |>me outtN : M̃ iff (I, H) ‖≡me N : Ñ ∧ M̃ ⊇ {outtµ | µ ∈ Ñ}

(I, H) |>me opentN : M̃ iff (I, H) ‖≡me N : Ñ ∧ M̃ ⊇ {opentµ | µ ∈ Ñ}

(I, H) ‖≡me n : Ñ iff Ñ ⊇ {me(n)}

(I, H) |≡l intµ iff intµ ∈ I(l) ∧
∀la ∈ I−1(intµ) : ∀l′a ∈ I−1(la) :

∀l′′a ∈ I(l′a) ∩ H−1(µ) : la ∈ I(l′′a)

(I, H) |≡l outtµ iff outtµ ∈ I(l) ∧
∀la ∈ I−1(outtµ) : ∀l′a ∈ I−1(la) ∩ H−1(µ) :

∀l′′a ∈ I−1(l′a) : la ∈ I(l′′a)

(I, H) |≡l opentµ iff opentµ ∈ I(l) ∧
∀la ∈ I−1(opentµ) : ∀l′a ∈ I(la) ∩ H−1(µ) :

∀l′ ∈ I(l′a) : l′ ∈ I(la)

An algorithm for obtaining the least solution in4 time O(n5) is given in [10].
Constraint generation. To generate the constraints as simply as possible we note
that in the communication-free fragment of the mobile ambients studied here
the only possible naming (N) is a name (n). Thus namings can be replaced by
names everywhere and this makes the judgement (I, H) ‖≡me n : Ñ dispensable
(essentially by always choosing for Ñ the least choice {me(n)}).

In a similar way we can dispense with the judgement (I, H) |>me M : M̃ if
we arrange that the translation from names to ambient types also becomes the
duty of the judgement (I, H) |≡l m̃ that thus takes the form (I, H) |≡l

me M .
This leaves us with the judgements (I, H) |=l

me P and (I, H) |≡l
me M and

they give rise to constraint generation functions G[[P ]]lme and G′[[M ]]lme, respec-
tively. To satisfy the Horn clause format we perform the following systematic
transformations:
4 In [10] it is conjectured that a more sophisticated implementation will be able to

achieve O(n4) but no details are provided.
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Table 4. Horn Clauses for the ambient calculus.

G[[(ν nµ)P ]]lme = G[[P ]]lme[n7→µ]

G[[0]]lme = 1

G[[P | P ′]]lme = G[[P ]]lme ∧ G[[P ′]]lme

G[[!P ]]lme = G[[P ]]lme

G[[nl′ [P ]]]lme = G[[P ]]l
′

me ∧ I(l′, l) ∧ H(me(n), l′)

G[[M. P ]]lme = G[[P ]]lme ∧ G′[[M ]]lme

G′[[intn]]lme = I(intme(n), l) ∧
∀la : ∀l′a : ∀l′′a : (I(intme(n), la) ∧ I(la, l′a) ∧

I(l′′a, l′a) ∧ H(me(n), l′′a)) ⇒ I(la, l′′a)

G′[[outtn]]lme = I(outtme(n), l) ∧
∀la : ∀l′a : ∀l′′a : (I(outtme(n), la) ∧ I(la, l′a) ∧

H(me(n), l′a) ∧ I(l′a, l′′a)) ⇒ I(la, l′′a)

G′[[opentn]]lme = I(opentme(n), l) ∧
∀la : ∀l′a : ∀l′ : (I(opentme(n), la) ∧ I(l′a, la) ∧

H(me(n), l′a) ∧ I(l′, l′a)) ⇒ I(l′, la)

• A set membership involving an “inverse” relation of the form u ∈ R−1(v) is
rewritten to the form v ∈ R(u) thus avoiding “inverse” relations.

• As in Subsection 3.1 a set membership of the form u ∈ R(v) is written using
a binary predicate of the form R(u, v).

Using the notational conventions explained above we state without proof that
the formulations of Tables 3 and 4 are equivalent:

Lemma 2. (I, H) |=l
me P holds if and only if G[[P ]]lme.

Clearly (G, (l, me),1) is a linear HCS constraint specification with cost coefficient
4 that operates over a universe of size linear in the size of the program so that
by Proposition 2 the constraints can be solved in time O(n4); we now develop
the notion of tiling in order to obtain a cubic bound.

4.2 Tiling of Constraint Specifications

Tiling applies to a linear HC constraint specification and systematically rewrites
it into another with the aim of eventually reducing the cost coefficient. There
are two main tricks to be played when tiling a constraint specification (T , α, c):

• to remove quantifiers in c or in the defining equations of T , and
• to transfer sub-formulae from a defining equation of T into the global con-

straint c.

We first apply the techniques to the analysis of the mobile ambients and then
show how to perform it in general.
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Theorem 2. Control Flow Analysis for the mobile ambients (as in [10]) can be
done in cubic time.

Proof. The constraint specification (H, (l, me), cH) of Table 5 has cost coefficient
3 and so by Proposition 2 we can solve H[[P ]]lme ∧ cH in cubic time.

It remains to show that the least solution to H[[P ]]lme ∧ cH equals the least
solution to G[[P ]]lme (ignoring the auxiliary relations). The key idea to reducing
the complexity is to ensure that the formulae generated are “tiled” such that
subformulae with three nested quantifiers are only generated a constant number
of times whereas subformulae with two nested quantifiers may be generated a
linear number of times.

Concentrating on the clause for in-capabilities we note that it establishes that
la and l′′a are siblings because they have the same parent (namely l′a). Imagine
that we have a relation S for expressing the sibling relation: S(la, l′′a) if and
only if ∃l′a : I(la, l′a)∧ I(l′′a, l′a). Then the clause for G′[[intn]]lme is equivalent to
the formula:

I(intme(n), l) ∧
∀la : ∀l′′a : (I(intme(n), la) ∧ S(la, l′′a) ∧ H(me(n), l′′a)) ⇒ I(la, l′′a)

Indeed the relation S can be obtained by generating the Horn clause

∀la : ∀l′a : ∀l′′a : (I(la, l′a) ∧ I(l′′a, l′a)) ⇒ S(la, l′′a)

and taking the least solution (assuming that this is the only clause defining S).
The clause for out-capabilities has a slightly different structure so here we

make use of a predicate O(la, l′a) for indicating when la may be a candidate for
moving out of l′a. Similarly in the clause for open-capabilities we make use of a
predicate P (l′a, la) for indicating when l′a may be a candidate for being opened
inside la. This concludes the proof. ut

In fact it is not necessary to have any deep insights in the analysis in order
to perform tiling. To make this clear we now develop a purely mechanical notion
of tiling, 7−→, such that Theorem 2 follows from merely noting that, except for
a few additional simplifications,

(G, (l, me),1) 7−→? (H, (l, me), cH)

and then relying on Proposition 3 below.

Tiling individual constraints. We begin by considering a tiling transformation
on certain individual constraints. It takes the form c

o7→ c1&c2 where the idea
is that c should be replaced by c1 and that c2 should be moved out to the
global constraint; the superscript o will be 0 when the constraint c occurs in the
global constraint and 1 when it occurs in a defining equation for the constraint
specification.

The intention is to reduce the quantifier depth of c by possibly generat-
ing additional “cheap” clauses; in intuitive terms, reduction of quantifier depth
means reducing the number of variables that are “simultaneously active” when
expressing the analysis. The general form of a formula c to be tiled is

c = ∀y1 : · · · ∀yk : pre′ ⇒ R(w̃)
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Table 5. Tiled Horn Clauses for the ambient calculus.

H[[(ν nµ)P ]]lme = H[[P ]]lme[n7→µ]

H[[0]]lme = 1

H[[P | P ′]]lme = H[[P ]]lme ∧ H[[P ′]]lme

H[[!P ]]lme = H[[P ]]lme

H[[nl′ [P ]]]lme = H[[P ]]l
′

me ∧ I(l′, l) ∧ H(me(n), l′)

H[[M. P ]]lme = H[[P ]]lme ∧ H′[[M ]]lme

H′[[intn]]lme = I(intme(n), l) ∧
∀la : ∀l′′a : (I(intme(n), la) ∧ S(la, l′′a) ∧

H(me(n), l′′a)) ⇒ I(la, l′′a)

H′[[outtn]]lme = I(outtme(n), l) ∧
∀la : ∀l′a : (I(outtme(n), la) ∧ I(la, l′a) ∧

H(me(n), l′a)) ⇒ O(la, l′a)

H′[[opentn]]lme = I(opentme(n), l) ∧
∀la : ∀l′a : (I(opentme(n), la) ∧ I(l′a, la) ∧

H(me(n), l′a)) ⇒ P (l′a, la)

cH = ∀la : ∀l′a : ∀l′′a : (I(la, l′a) ∧ I(l′′a, l′a)) ⇒ S(la, l′′a) ∧
∀la : ∀l′a : ∀l′′a : (O(la, l′a) ∧ I(l′a, l′′a)) ⇒ I(la, l′′a) ∧
∀la : ∀l′a : ∀l′ : (P (l′a, la) ∧ I(l′, l′a)) ⇒ I(l′, la)

where w̃ may contain bound variables from y1, · · · , yk as well as variables occur-
ring in the program; we shall write z̃ for the latter. To define the transformation
we first introduce two auxiliary concepts. We shall say that a bound variable yi is
a candidate in case it does not occur in w̃; similarly, we shall say that the special
symbol 2 is a candidate in case no symbol from z̃ occurs in w̃. Furthermore, we
say that two distinct bound variables yi and yj are neighbours in case there is a
query R′(· · ·) in pre′ that mentions both yi and yj ; similarly, we shall say that
a bound variable yi and the special symbol 2 are neighbours in case there is a
query R′(· · ·) in pre′ that mentions both yi and some variable from z̃.

There are three rules defining c
o7→ c1&c2, each one removing a candidate

having at most 2 neighbours. The first rule removes a bound variable that is a
neighbour of 2:

∀y1 : · · · ∀yk : pre′ ⇒ R(w̃)
o7→ (∀y′

1 : · · · ∀y′
k−1 : Afresh(x1, · · · , xd, z̃) ∧ pre′

2 ⇒ R(w̃))∧
(∀y : ∀x1 : · · · ∀xd : pre′

1 ⇒ Afresh(x1, · · · , xd, z̃))
& 1

if y is a candidate with neighbour list x1, · · · , xd,2 and o + k ≥ 4, d ≤ 1

Here y is a bound variable and y′
1, . . . , y

′
k−1 is an enumeration of the remaining

bound variables. Furthermore, pre′
1 denotes the conjunction of all queries from
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pre′ containing y, pre′
2 denotes the conjunction of the remaining ones, and z̃ is an

enumeration of the program variables occurring in pre′
1. The auxiliary relation

Afresh is chosen fresh for each use of the rule.
The next rule removes a bound variable that is not a neighbour of 2:

∀y1 : · · · ∀yk : pre′ ⇒ R(w̃)
o7→ ∀y′

1 : · · · ∀y′
k−1 : Afresh(x1, · · · , xd) ∧ pre′

2 ⇒ R(w̃)
& ∀y : ∀x1 : · · · ∀xd : pre′

1 ⇒ Afresh(x1, · · · , xd)
if y is a candidate with neighbour list x1, · · · , xd and o + k ≥ 4, d ≤ 2

As before, y is a bound variable and y′
1, . . . , y

′
k−1 is an enumeration of the re-

maining bound variables. Also pre′
1 denotes the conjunction of all queries from

pre′ containing y, pre′
2 denotes the conjunction of the remaining ones, and the

auxiliary relation Afresh is chosen fresh for each use of the rule.
The final rule could perhaps be said to remove 2 by transferring the program

independent parts of the clause into the global constraint:

∀y1 : · · · ∀yk : pre′ ⇒ R(w̃)
o7→ ∀x1 : · · · ∀xd : pre′

1 ⇒ Afresh(x1, · · · , xd)
& ∀y1 : · · · ∀yk : Afresh(x1, · · · , xd) ∧ pre′

2 ⇒ R(w̃)
if 2 is a candidate with neighbour list x1, · · · , xd and o = 1, d ≤ 2

As before pre′
1 denotes the conjunction of all queries from pre′ containing some

program variable (from z̃), pre′
2 denotes the conjunction of the remaining ones,

and the auxiliary relation Afresh is chosen fresh for each use of the rule. (The
condition o = 1 merely says that the rule cannot be applied to the global con-
straint.)

Tiling constraint specifications. The tiling transformation (T , α, c) 7−→
(T ′, α′, c′) on constraint specifications is defined by the following rules:

(T , α, · · · ∧ c ∧ · · ·) 7−→ (T , α, · · · ∧ c1 ∧ c2 ∧ · · ·)
if c

17→ c1&c2

(T , α, c) 7−→ (T ′, α, c ∧ c2)
if c′ 07→ c1&c2 and T ′ is as T except that

T [[φ′(P1, · · · , Pm)]]α′ = · · · ∧ c′ ∧ · · · ∧∧m′′

i=1 pre′
i ⇒ T [[Pi]]α′

i

T ′[[φ′(P1, · · · , Pm)]]α′ = · · · ∧ c1 ∧ · · · ∧∧m′′

i=1 pre′
i ⇒ T ′[[Pi]]α′

i

The following result establishes the correctness of the tiling transformation; since
tiling is not able always to reduce the complexity to cubic it is important also
to show that the non-determinism is purely benign:

Proposition 3. Let (T , α, c) be a linear CH constraint specification of cost co-
efficient r. If (T , α, c) 7−→ (T ′, α′, c′) then

• (T ′, α′, c′) is a linear CH constraint specification of cost coefficient r′ ≤ r.
• For all programs P the least solution to T ′[[P ]]α′ ∧ c′ equals the least solution

to T [[P ]]α ∧ c (ignoring the auxiliary relations introduced).
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The 7−→ rewrite relation is terminating and if some maximal reduction sequence
leads to cost coefficient r′ then so do all.

Proof. See Appendix B.

5 Conclusion

The search for the techniques reported here was partly stimulated by the The-
orem of Robertson and Seymour (see e.g. [6]) that says that for a large class of
properties of graphs (essentially those that are closed under taking subgraphs)
it can be decided in cubic time whether or not a graph has the property. While
not immediately applicable to the problem of control flow analysis for calculi of
computation it nonetheless motivates careful scrutiny of those instances where
more than cubic time seems to be needed. Indeed we managed to reduce two
previously published bounds from a higher polynomial to cubic and we are cur-
rently working on extending the techniques to deal also with the full ambient
calculus where communication is admitted.
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A Proof of Proposition 1

The proof proceeds in three phases. First we transform c = c1 ∧ · · · ∧ cn to c̃ by
replacing every universal quantification ∀x : clause by the conjunction of all N
possible instantiations of clause and every existential quantification ∃x : pre by
the disjunction of all N possible instantiations of pre. The resulting clause c̃ is
logically equivalent to c, has size

O(Nr1 · n1 + · · · + Nrm · nm) (1)

and is boolean; the latter just means that there are no variables or quantifications
and all literals are viewed as nullary predicates.

For the second phase we now describe a transformation F 7−→ F1, . . . , Fl that
for each boolean HCS formula F , produces a sequence of boolean “almost-HC”
formulae F1, . . . , Fl. The transformation first replaces all top-level conjunctions
in F with “,”. Then it proceeds by successively replacing clauses occurring in
the sequence with sequences of simpler ones.

pre ⇒ clause1 ∧ clause2 7−→ pre ⇒ Afresh,
Afresh ⇒ clause1, Afresh ⇒ clause2

pre1 ⇒ pre2 ⇒ clause 7−→ pre1 ∧ pre2 ⇒ clause

pre ⇒ 1 7−→ 1

Here Afresh is a new fresh nullary predicate generated for each application of
the relevant transformation. The transformation is completed, with result F̃ , as
soon as none of these rewrite rules can be applied. Clearly the conjunction of the
resulting formulae F̃ is logically equivalent to F (ignoring the fresh predicates).

To show that this process terminates and that the size of F̃ is at most a
constant times the size of the input formula F , we assign a cost to the formulae.
Let us define the cost of a sequence of clauses as the sum of costs of all oc-
currences of predicate symbols and operators (excluding “,”) and 1. In general,
the cost of a symbol or operator is 1 — except implications “⇒” which count
2, and conjunctions in conclusions which count 8. Then the first rule decreases
the cost from k + 10 to k + 9, the second rule decreases the cost from k + 4 to
k + 3, whereas the third rule decreases the cost from k + 3 to 1 (for suitable
values of k). Since the cost of the initial sequence is at most 8 times the size
of F , only a linear number of rewrite steps can be performed. Since each step
increases the size at most by a constant, we conclude that the F̃ has increased
just by a constant factor. Consequently, when applying this transformation to
c̃, we obtain a boolean formula without sharing of size as in (1).

Finally, the third phase consists in solving the resulting system of boolean
Horn clauses (possibly with disjunctions). This can be done in linear time using
the techniques in e.g. [11]. Alternatively one can remove also the disjunctions,
by replacing each pre1 ∨ pre2 by Afresh and two new clauses pre1 ⇒ Afresh and
pre2 ⇒ Afresh. Assigning all symbols a cost of 1 — except disjunction that counts
6 — suffices for showing that the size does not increase by more than a constant
factor here as well. The resulting system can then be solved in linear time by
the classical techniques of e.g. [5].
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B Proof of Proposition 3

It is straightforward to prove that (T ′, α′, c′) is a linear CH constraint specifica-
tion of cost coefficient r′ ≤ r and that the least solution to T ′[[P ]]α′ ∧ c′ equals
the least solution to T [[P ]]α ∧ c (ignoring the auxiliary relations introduced).

The key ingredient in showing that 7−→ is terminating is to note that o7→
is only applied to formulae whose cost coefficient is at least 4, that the cost
coefficient is reduced by 1, and that all auxiliary clauses generated have cost
coefficient at most 3.

The key ingredient in showing that all maximal transformation sequences of
7−→ lead to the same cost coefficient is to note that o7→ is confluent. To show
this we develop a simple graph model and then prove a diamond property. The
undirected graph gc associated with a clause

c = ∀y1 : · · · ∀yk : pre′ ⇒ R(w̃)

has nodes {y1, · · · , yk,2} and edges between any two nodes that are neighbours
(in the sense of Subsection 4.2). We now present three reduction rules on undi-
rected graphs which allow the removal of candidate nodes (in the sense of Sub-
section 4.2).

Formally, let gi = (Vi, Ei), i = 1, 2, denote two undirected finite graphs and
let Y be the complement of the set of candidate nodes. We say that g1 can be
reduced to g2 (by removal of vertex v), i.e., g1 →v g2, provided that v ∈ V1\Y
and V2 = V1\{v}, and one of the following conditions are satisfied:

• deg v = 0 and E2 = E1; or
• deg v = 1 and E2 = E1\{e} where e is the unique edge incident with v; or
• deg v = 2 and E2 = (E1\{e1, e2}) ∪ {e} where ei = {ui, v}, i = 1, 2 are the

two unique edges incident with v, and e = {u1, u2}.

Whenever one of the rules of Subsection 4.2 is applied the effect on the undirected
graph is recorded by one of the rules above (ignoring the clauses with cost
coefficient at most 3) and vice versa. In particular, this graph formalization
reveals that our tiling technique can be seen as a generalization of the reduction
of “chain queries” in Datalog as considered in [12].

Let g denote a finite undirected graph with n nodes. Since every reduction
step decreases the number of vertices by 1, we conclude that every maximal
sequence of reduction steps has length at most n − |Y |. Since the reduction is
terminating, Proposition 3 follows from the following 1-step diamond property:

Lemma 3. Assume that for finite undirected graphs g0, g1, g2, and vertices v1 6=
v2, we have g0 →v1 g1 and g0 →v2 g2. Then there is a finite undirected graph g3
such that also g1 →v2 g3 and g2 →v1 g3:

v2

g0

g2

g3

g1

v1

v1v2
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Proof. Lemma 3 is proved by case distinction on the various possibilities of
relative positions of v1 and v2 in g0. In case, v1 and v2 are not neighbours in
g0, the property holds, since their reductions do not interfere. Therefore assume
that v1 and v2 are neighbours in g0, i.e., {v1, v2} is an edge in g0. Then either
both have degree 2, or, one of them has degree 2 whereas the other has degree
1, or both have degree 1. Assume for example that v1 and v2 have degrees 2 and
1, respectively. Then there must be an edge {u, v1} in g0 for some u 6= v2:

u v2v1

Reduction of v1 results in a graph g1 where v1 has been removed and the two
edges {u, v1} and {v1, v2} have been replaced with an edge {u, v2}:

u v2

In particular, the degree of v2 is still 1. Accordingly, reduction of v2 results in a
graph g2 where v1 has been removed together with the edge {v1, v2}:

u v1

In particular, the degree of v1 has decreased to 1. Thus, reduction of v2 in g1 as
well as reduction of v1 in g2 results in the same graph g3 which can be obtained
from g1 by removing both v1 and v2 together with the edges {v1, v2} and {u, v1}:

u

The cases where v1 and v2 are neighbours and both have degree 2 or 1 is similar.
This concludes the proof of Lemma 3. ut
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Abstract. In a call-by-value language, representing objects as recursive
records requires using an unsafe fixpoint. We design, for a core langu-
age including extensible records, a type system which rules out unsafe
recursion and still supports the reconstruction of a principal type. We
illustrate by means of various examples the expressive power of this lan-
guage with respect to object-oriented programming constructs.

1 Introduction

During the past fifteen years there has been very active research about the for-
malization of object-oriented programming concepts. One of the main purposes
of this research was to design operational models of objects supporting rich type
systems, so that one could benefit both from the flexibility of the object-oriented
style, and from the safety properties guaranteed by typing. Let us be more pre-
cise here: our goal is to have an expressive language – as far as object-oriented
constructs are concerned – with a type discipline à la ML [12,24], i.e. implicit
typing with reconstruction of a principal type, ruling out run-time errors. This
goal has proven difficult to achieve, and most of the many proposals that were
put forward fall short of achieving it – with the exception of OCaml [21,27],
that we will discuss later.

While the meaning of “typing à la ML” should be clear, it is perhaps less easy
to see what is meant by “object-oriented”. We do not claim to answer to this
question here. Let us just say that, in our view, objects encapsulate a state and
react to messages, i.e. method invocations, by udating their state and sending
messages, possibly to themselves. Moreover, in our view, object-orientation also
involves inheritance, which includes – but should not be limited to, as we shall
see – the ability to add and redefine methods. With this informal notion of
object-orientation in mind, let us review some of the proposals we alluded to.

An elegant proposal was made by Wand [31], based on his row variables [30],
consisting of a class-based model, where classes are functions from instance va-
riables and a self parameter to extensible records of methods, and objects are
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fixpoints of instantiated classes, that is, recursive records. In this model invoking
the method of an object amounts to selecting the corresponding component of
the record representing the object. An operation of record extension is used to
provide a simple model of inheritance, à la Smalltalk. Unfortunately, although
its elegance and simplicity make it very appealing, Wand’s model is not expres-
sive enough. More specifically, it does not support state changes in objects: one
may override a method in an inherited class, but one apparently cannot modify
the state of the object during its life-time (see for instance [1] Section 6.7.2).
This is because in creating the object, the self parameter is bound too early.

Wand’s model is an instance of what is known as the recursive record seman-
tics for objects (see [16]), initiated by Cardelli [8]. Based on this idea that an
object is the fixpoint of an instantiated class, Cook proposed a more elaborate
model [11], where updating the state of an object is possible, by creating new
objects, instances of the same class. This model is operationally quite expressive,
but the type theory that it uses is also quite elaborate, and does not fulfil our
desires, of reconstruction of a principal type. The same remark actually applies
to all the object models that use higher-order types, e.g. [1,6,13,15,25].

In another approach, due to Kamin [20] and known as the self-application
semantics, an object is a record of pre-methods, that are functions of the object
itself. The object is bound to self only when a method is invoked, by applying the
pre-method to the object. In this way, the state of the object may dynamically be
updated. In this model, which looks indeed operationally satisfactory, an object
is not quite a record, since from a typing point of view, we must know that
the first parameters (that is, self) of all its pre-methods have the same type. In
other words, one must have in this approach specific constructs for objects and
object types, depending on the type of self, thus different from record types.
This has been developed in object calculi, most notably by Fisher and Mitchell
[14,15,16] (who call it “the axiomatic approach”) and Abadi and Cardelli [1],
but as we already noticed, in calculi that support a rich form of inheritance, and
in particular object extension, like [15], the type theory which is used is quite
elaborate, and does not support implicit typing.

Object calculi claim to fix the principles for objects, thus providing simple
formal models, but they actually take design decisions, about inheritance in
particular – a concept which is still a matter of debate in the object-oriented
programming community (see [29] for example). As a matter of fact, many of
the proposals for an object model, including OCaml, follow this approach of
designing a specific calculus, e.g. [1,3,6,15,27]. However, there could be some
benefits from deriving object-oriented concepts from more basic principles: first,
their typing could be derived within simple, unquestionable typing systems. Se-
cond, they could be better integrated in a standard computational model, in
which one could formalize and compare various approaches to objects, and get
more flexible object models. Furthermore, we would not have to develop specific
theories for reasoning about them.

In this paper we pursue Wand’s approach, aiming at encoding object-oriented
concepts by means of extensible records. One may observe that the update ope-
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ration of object calculi [1,15] is actually overloaded: it serves both in inheritance,
to override methods, and in the dynamic behaviour of an object, to update the
state. As we have seen, the first usage is not problematic in Wand’s model, whe-
reas the second is. Then an obvious idea is to abandon the “functional update”
approach in favor of a rather more natural imperative update approach, as in [1,
3,13,27]. This means that we are in a language with references (following ML’s
terminology), where a call-by-value strategy is assumed for evaluation. Now a
new problem arises: to build objects as recursive records one must have the
ability to build recursive non-functional values, and this, in principle, is not sup-
ported in a typed call-by-value language. More specifically, we would like to use
(let rec x = N in M), where N may be of a record type. This is evaluated by first
computing a value for N , returning a cyclic binding to this value for x, and then
computing M . Notice that side effects and creation of new references arising
from the evaluation of N are completed before a cyclic binding is returned. This
is what we need to install the state of an object before returning its (recursive)
record of methods. The resulting object model is similar to what is known as
the “cyclic record” encoding, see [1], Sections 18.2.4 and 18.3.4.

As remarked by Rémy [26], a recursive record semantics of objects works
fine with the let rec construct, except that this construct is unsafe. Indeed, some
langages, like Scheme or OCaml, provide us with this feature, but, except for
defining recursive functions, its semantics is implementation-dependent. More
precisely, in computing (let rec x = N in M), it could happen that evaluating
N we have to call the value of x, which is not yet computed, thus getting stuck
at this point. One must then have means to prevent such a run-time error in
order to design a “safe” object model from recursive records. We must point out
that, although this problem of determining restrictions on recursive definitions
to ensure that they define something is not at all a new one, no obvious solution
to our specific problem emerges from the literature, since (let rec x = (Gx) in M)
must sometimes be accepted, where G reduces to a “generator” λselfM [10].

The main contribution of this paper is a solution to this problem: first, we
extend the core “Reference ML” language, as considered by Wright and Felleisen
[32], with operations on records, similar to the ones of Cardelli and Mitchell [9].
We then provide a type system for this language, refining the simple types by
assigning a boolean “degree of harmlessness” to the argument of a function,
considering types of the form θd → τ , and to variables in the typing context.
Typically, a variable occurring within a value is harmless, hence may have degree
1, and applying a function of type θ0 → τ means that the argument might be
put in a dangerous position. The “harmlessness degree” is used to determine
whether a variable may or may not be safely recursively bound. We show that the
evaluation of a typable term either diverges or returns a value, thus avoiding to
get stuck in run-time errors, and, adapting a result by Jategaonkar and Mitchell
[19], we show that a principal type may be computed for any typable expression.
Although our goal here is not to design and encode an object-oriented layer
in the language, we examine various examples, to assess the usefulness of the
approach, and to illustrate the expressive power of the model.
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Note. The proofs of the technical results are not included in this extended
abstract. They are to be found in the full version of the paper, at the author’s
web page (http://www-sop.inria/mimosa/personnel/Gerard.Boudol.html).

M, N . . . .... expressions

V | (MN) | (let D in M) core constructs

| 〈M, ` = N〉 | (M.`) | (M\`) record operations

V, W . . . .... x | ref | ! | set | (set V ) values

| λxM | () | R

R .... x | 〈〉 | 〈R, ` = V 〉 record values

D .... x = N | rec x = N declarations

Fig. 1. Syntax

2 The Calculus

Assuming that a set X of variables, ranged over by x, y, z . . . , and a set L of
labels are given, the syntax of our core language is given in Figure 1, where x∈X
and `∈L. It contains the “Reference ML” calculus of [32] – defining the call-by-
value fixpoint combinator Y as (let rec y = λf.f(λx.(yf)x) in y), and denoting
.. by set. Free (fv) and bound (bv) variables are defined as usual, and we denote
by {x 7→N}M the capture-free substitution.

Regarding records, we use the operations of [9], denoting by 〈M, ` = N〉 the
record M extended with a new field, labelled `, with value N . As in [9], this
will only be well-typed if M does not exhibit an ` field, whereas the restriction
operation, still denoted (M\`) and consisting of removing the ` field from M , will
only be well-typed here if M does contain an ` field. The overriding operation is
denoted 〈M, `←N〉; this is an abbreviation for 〈(M\`), ` = N〉. We shall write
〈`1 = M1, . . . , `n = Mn〉 for the record 〈· · · 〈〈〉, `1 = M1〉 . . . , `n = Mn〉.

Now we specify the semantics of our language, defining an evaluation rela-
tion M → M ′, that we also call local (or functional) reduction, which can be
performed in evaluation contexts. The axioms and rules are given in Figure 3.
To describe the semantics of the imperative constructs, given by the rules for
global reduction in Figure 4, we enrich the language with a denumerable set N
of names, or locations u, v, w . . . , distinct from the variables and the labels.
These names are also values. A configuration is a pair (S |M) of an expression
M and a store, that is a mapping from locations to values. We use the following
syntax for stores:

S .... ε | u .. V ;S
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E .... | (EN) | (V E) | (let x = E in M) | (let rec x = E in M)

| 〈E, ` = N〉 | 〈R, ` = E〉 | (E.`) | (E\`)

Fig. 2. Evaluation Contexts

(λxMV ) → {x7→V }M
(let x = V in M) → {x7→V }M

(let rec x = V in M) → {x7→(let rec x = V in V )}M
(〈R, ` = V 〉.`) → V

(〈R, ` = V 〉.`′) → (R.`′) `′ 6= `

(〈R, ` = V 〉\`) → R

(〈R, ` = V 〉\`′) → 〈(R\`′), ` = V 〉 `′ 6= `

M →M ′ ⇒ E[M ]→ E[M ′]

Fig. 3. Local Reduction

M →M ′ ⇒ (S |M)→ (S |M ′)

(S | E[(ref V )]) → (u .. V ;S | E[u]) u 6∈ dom(S)

(S | E[(!u)]) → (S | E[V ]) S(u) = V

(S | E[((set u)V )]) → ([u .. V ]S | E[()])

Fig. 4. Global Reduction

The value S(u) of a name in the store, and the partial operation [u .. V ]S
of updating the store, are defined in the obvious way. In the rules for global
reduction, we have omitted the side condition that fv(V ) ∩ capt(E) = ∅, where
capt(E) is the set of variables that are bound in E by a let rec binder introducing
a sub-context. Let us see an example – which will be the standard object-oriented
example of a “point”. Assuming that some arithmetical operations are given, we
define a “class” of unidimensional points as follows:

let point = λxλself〈pos = ref x,

move = λy((set self.pos)(!self.pos + y))〉 in . . .

Within the scope of this definition, we may define a point object, instance of
that class, by intantiating the position parameter x to some initial value, and
building a recursive record of methods. Let us define the fixpoint operator fix as
follows:

fix =def λf(let rec x = fx in x)
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Then we have for instance, if we let V = λy((set x.pos)(!x.pos + y)) and R =
〈pos = u, move = V 〉:

(ε | fix(point 0))∗→(ε | (let rec x = 〈pos = ref 0, move = V 〉 in x))

→(u .. 0;ε | (let rec x = R in x))
∗→(u .. 0;ε | 〈pos = u , move = {x 7→O}V 〉

where O = (let rec x = R in R). One can see that there are two parts in this
evaluated object: a state part, which records the (mutable) position of the object,
and the (recursive, immutable) record of methods. Moreover, the state can only
be accessed using the methods. Now imagine that we want to enhance the point
class with a clear method that resets the position to the origin. Then we introduce
a new class inheriting from point:

let point′ = λxλself〈(point x)self , clear = ((set self.pos)0)〉 in . . .

However, we cannot create an object instance of that class. More precisely, the
type system will reject an expression like fix(point′ 0), and rightly so. Indeed, if we
try to compute this expression, we get stuck in (u .. 0;ε | (let rec x = E[x] in x)
where E = 〈pos = u , move = V , clear = ((set .pos)0)〉. In the clear method,
the self parameter ought to be protected from being evaluated, by defining this
method as a “thunk” clear = λy((set self.pos)0). This is the main technical
point of the paper: to create objects instance of some class, we must be able to
sometimes accept, sometimes reject terms of the form (let rec x = (Gx) in N),
in particular when G

∗→ λselfM , depending on whether the function (with side
effects) G is “protective” towards its argument or not.

In order to establish a type safety result, we need to analyse the possible
behaviour of expressions under evaluation: computing an expression may end
on a value, or may go forever, but there are other possibilities – in particular
an expression may “go wrong” [24] (or “be faulty”, following the terminology
of [32]). Our analysis is slightly non-standard here, since we have to deal with
open terms. Besides the faulty expressions, we distinguish what we call “global
redexes” and “head expressions”, where a variable appears in a position where
it has to be evaluated, and where something has to be done with its value.

Definition 0.1. A term M is a global redex if M is E[(ref V )], or E[(!u)], or
else E[((set u)V )] for some value V and location u, with fv(V ) ∩ capt(E) = ∅.

Definition 0.2. A term M is a head expression if M = H[x] with x 6∈ capt(H),
where the H contexts are given as follows:

H .... E[( V )] | E[(! )] | E[(set )] | E[( .`)] | E[( \`)]

Definition 0.3. A term M is faulty if it contains a sub-expression of one of
the following forms:
(i) (V N), where V is either a location, or (), or a record value;
(ii) (let rec x = H[x] in M) with x 6∈ capt(H)
(iii) (let rec x = E[N ] in M) where N is either (ref V ) or ((set u)V ) with x∈fv(V );
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(iv) (!V ) or (set V ) where V is neither a variable nor a location;
(v) 〈V, ` = N〉 where V is not a record value;
(vi) (V.`) or (V \`), where V is neither a variable, nor a non-empty record-value.

Then our first result is:

Proposition 0.4. For any expression M , either M reduces, i.e. M → M ′ for
some M ′, or M is a head expression, or a faulty expression, or a global redex,
or a value.

Corollary 0.5. For any closed configuration (S | M) such that any location
occurring in M is in dom(S), either its evaluation does not terminate, or it ends
with (S′ | N) where N is either faulty or a value.

3 The Type System

The aim in using a type system is to prevent run-time errors – and also to provide
some interesting information about expressions. Then we have to design such a
system in a way that rules out faulty expressions. The only case which is non-
standard is the one of let rec expressions, that is (ii) and (iii) of Definition 0.3. To
exclude unsafe recursion, we will use “decorated types”, where the decorations,
also called “harmlessness degrees” are boolean values 0 or 1 (with 0 6 1), to
which we must add, in order to obtain principal types, degree variables p, q . . .
We denote by d, e . . . ∈ D these degrees, either constant or variable.

Following Milner [24], we use a polymorphic let construct. This is crucial
for defining classes that may be inherited in various ways, and instantiated into
objects. Then we will use type schemes. As in [19], we do not allow the same
label to occur several times in a given record type – but our treatment of row
variables is quite different from the one of [19]. Therefore, in quantifying on a row
variable, we must take into account the context in which it occurs, by means of
the set L of labels that it must not contain. We call such a finite set of labels an
annotation1, and we have a simple “annotating” system to ensure that (record)
types are well-formed. Given a set TyVar of type variables, the syntax of types
and type schemes is:

τ, θ . . . .... unit | t | (θd → τ) | τ ref | ρ

ρ .... t | 〈〉 | 〈ρ, ` : τ〉
σ, ς . . . .... τ | (∀C.σ)

where t is any type variable, d is any degree, and C = t1 :: L1, . . . , tn :: Ln. The
annotation of type variables is not the only constraint we have to take into
account in the type system: we also have to deal with constraints on degrees,
that take the form of a set of inequalities p 6 a where p is a degree variable and
a is a degree expression, built from degrees by using the meet operation u. We
denote by a, b, c . . . ∈ DExp these expressions. In order to give a simple form
1 we borrow this terminology from Fisher’s thesis [14].
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to typing rules, we group the two kinds of constraints into a single component,
called a constraint, still denoted by C. Notice that the constraints on degrees
are obviously satisfiable, e.g. assigning uniformly 0 to the degree variables. For
lack of space, we omit the constraint system, by which one can prove that a type
is well-formed and does not posses some given labels, in notation C ` σ :: L,
and that a degree inequality is a consequence of the given constraint, denoted
C ` a 6 b (the corresponding inference systems are quite trivial).

As usual, we need the notion of an instance of a type scheme, obtained
by substituting not only types for type variables, but also degrees for degree
variables. Then a type and degree substitution S is a mapping from type variables
to types, and from degree variables to degrees (not degree expressions), which
is the identity, except for a finite set dom(S) of variables. Moreover, we need to
ensure that applying a substitution to a type scheme, which we denote S(σ),
results in a well-formed type. Given two constraints C0 and C1, we then define
Sub(C0, C1) as follows:

S ∈ Sub(C0, C1) ⇔def dom(S) ⊆ dom(C0) & C1 ` S(C0)

where S(C) = {S(t) :: L | t :: L ∈ C } ∪ {S(p) 6 S(a) | p 6 a ∈ C }. Then for
instance the standard relation of being a generic instance (see [12]) is relative to
some constraint, and is written C ` σ � ς.

The typing judgements have the form C ;Γ `M : τ , where C is a constraint,
τ is a type2, and Γ is a typing context. This maps a finite set dom(Γ ) of variables
not only to type schemes, but also to degree expressions. The idea is that with
a variable x we associate an assumption about the fact that it will or will not
occur in a dangerous position, typically H[x] (some other cases are mentionned
in the point (iii) of Definition 0.3). This assumption is the harmlessness degree,
or simply the degree of the variable in the context – 0 standing for “dangerous”.
We also need to type locations, and therefore a context is a mapping from a
finite set of variables to pairs (σ, a), written σa, and from a finite set of locations
to types. We shall write Γtyp(x) = σ and Γdeg(x) = a if Γ (x) = σa, and similarly
Γtyp(u) = Γ (u). To simplify the presentation of the system, we omit the obvious
side conditions by which the types and contexts introduced in the axioms are
well-formed with respect to the constraint C. We use the following predicate and
operations on the typing contexts:
(i) C ` ∆ 6 Γ if and only if Γtyp = ∆typ and C ` Γdeg(x) 6 ∆deg(x) for all x;
(ii) let δ be a mapping from variables to degrees. Then we define the context
Γ δ as follows: (Γ δ)typ = Γtyp and (Γ δ)deg(x) = δ(x). We let Γ dδe denote Γ γuδ,
where γ = Γdeg.
We mainly use these last notations when δ is λx(if x ∈ fv(M) then a else 1),
which is abbreviated into aM . We also abusively write 1 for λx.1, and similarly
for 0.

Now let us comment on some of the rules that are presented in Figure 5. The
first one is a “degree weakening” rule, stating that “optimistic” assumptions,
2 to simplify the presentation we do not include the usual rules of instantiation and ge-

neralization (see [12]), but they would easily be shown to be admissible if judgements
C ; Γ `M : σ were allowed, and therefore we will use them in the examples.
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C ; Γ `M : τ , C ` ∆ 6 Γ

C ; ∆ `M : τ

C ` σ � τ

C ; x : σ1 , Γ ` x : τ C ; u : τ , Γ ` u : τ ref

C ; x : θd , Γ `M : τ

C ; Γ 1 ` λxM : (θd → τ)

C ; Γ `M : θd → τ , C ; Γ ` N : θ

C ; Γ d0M u dN e ` (MN) : τ

C′ , C ; Γ ` N : θ , C ; x : (∀C′.θ)a , Γ `M : τ

C ; Γ daN e ` (let x = N in M) : τ

(∗)

C′ , C ; x : θ1 , Γ ` N : θ , C ; x : (∀C′.θ)a , Γ `M : τ

C ; Γ daN e ` (let rec x = N in M) : τ

(∗)

C ; Γ ` ref : τ0 → τ ref C ; Γ ` ! : (τ ref)0 → τ

C ; Γ ` set : (τ ref)0 → τ0 → unit C ; Γ ` () : unit

C ; Γ ` 〈〉 : 〈〉
C ; Γ `M : ρ , C ; Γ ` N : τ , C ` ρ :: {`}

C ; Γ ` 〈M, ` = N〉 : 〈ρ, ` : τ〉

C ; Γ `M : 〈ρ, ` : τ〉

C ; Γ 0M ` (M.`) : τ

C ; Γ `M : 〈ρ, ` : τ〉

C ; Γ 0M ` (M\`) : ρ

C ; Γ ` ε

C ; u : τ , Γ ` V : τ , C ; u : τ , Γ ` S

C ; u : τ , Γ ` u .. V ;S

C ; Γ ` S , C ; Γ `M : τ

C ; Γ ` (S |M) : τ

(∗) where t ∈ dom(C′) ⇒ t 6∈ C, Γ and C′ is empty if N is neither a value nor
(let rec x = V in V ).

Fig. 5. The Type System

assigning for instance degree 1 to some variables, can always be safely downg-
raded. Notice that a variable in isolation is harmless: indeed the evaluation of
(let rec x = x in x) diverges, hence does not result in a run-time error. In the rule
for abstraction of x, we assume that the degree of x does not contain the u ope-
ration, but this is not a restriction, since we may always add a fresh constraint
p 6 a and use the weakening rule. The rule for abstraction promotes the typing
context to a definitely harmless one (Γ 1), since all the variables occurring in the
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abstraction value are protected from being evaluated by the λ (notice that this
holds for record values too). Conversely, the variables occurring in the function
part of an application are potentially dangerous, like for instance x in (λy.xy)V .
Then they are all downgraded to having the degree 0. Regarding the argument,
we must be more careful: applying a function of type θ1 → τ that does not put
its argument in danger, like λxx for instance, we may keep the degree of its free
variable as it is. More generally, applying a function of type θd → τ places the
argument in a position where the variables have a degree which is, at best, d or
the degree they have in the argument. This is where we use the u operation. For
instance, we have, if C = t :: ∅, t′ : :: ∅, p 6 0, q 6 r:

...

C ; f : (tr → t′)0 , x : tru1 ` fx : t′

C ; f : (tr → t′)p , x : tr ` fx : t′

C; ` λfx.fx : (tr → t′)p → tq → t′

p 6 0, q 6 r u 1

To see why we need the meet operation, the reader may try to type f(gx), where
the degree of x depends on the nature of both f and g. The rule for the let rec
construct is the only one involving a real – i.e. possibly unsatisfiable – constraint
on degrees, namely 1 6 a. It is exemplified by the following typing of the fixpoint
combinator, where Γ = f : (t1 → t)1, x : t1 and ∆ = f : (t1 → t)0, x : t1:

t :: ∅ ; Γ ` f : (t1 → t) t :: ∅ ; Γ ` x : t

t :: ∅ ; ∆ ` fx : t

t :: ∅ ; Γ ` x : t

t :: ∅ ; ∆ ` x : t

t :: ∅ ; f : (t1 → t)0 ` (let rec x = fx in x) : t

t :: ∅; ` fix : (t1 → t)0 → t

Notice that, as in ML, (let rec f = λxN in M) is always allowed, provided
that M and N have appropriate typings. The functional core of the language
concentrates all the subtelties of the use of degrees – the rest of the type system
is quite trivial, and in particular there is not much choice in the typing of the
record constructs.

There is a general rule governing typing, which is that all the variables that
occur in an expression placed in a head position, that is in the hole in an H con-
text, are regarded as potentially dangerous, as we have seen with the application
construct. This explains the resulting downgraded typing context in the rules for
selection and restriction. The clauses (ii) and (iii) of Definition 0.3 also indicate
that referencing, de-referencing and assignment are not protective operations.
Considering these explanations, one should not be surprised that the following
holds:
Lemma 0.6. The faulty expressions are not typable.

Then we have the standard “type preservation” property, which relies, as usual,
on a property relating typing and substitution:
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Proposition (Type Preservation) 0.7. If C ; Γ ` M : τ and M
∗→ N then

C ; Γ ` N : τ .

Proving a similar property for global reduction, and then combining these results
with the Corollary 0.5 and the Lemma 0.6, we get:
Theorem (Type Safety) 0.8. For any typable closed configuration (S |M) of
type τ such that any location occurring in M is in dom(S), either its evaluation
does not terminate, or it ends with (S′ | V ) where V is a value of type τ .

This is our first main result. The second one is that if an expression M is typable,
then it has a computable principal type, of which any other type of M is an
instance:
Theorem (Principal Type) 0.9. There is an algorithm that, given Γtyp and
M , fails if M is not typable in the context Γ γ for some γ, and otherwise returns
a type τ , a degree assignment δ and a constraint C such that C ;Γ δ `M : τ , and
if C ′ ; Γ γ ` M : τ ′ then τ ′ = S(τ) and C ′ ` Γ γ 6 S(Γ δ) for some substitution
S ∈ Sub(C, C ′).

To perform type reconstruction we have, as usual, to solve equations on types, by
means of unification. Using a “strict” record extension operation (and similarly
a “strict” restriction), rather than the one originally used by Wand [30], which
combines extension with overriding, allows one to solve these equations, up to
annotation constraints, in a simple way, as shown by Jategaonkar and Mitchell
[19]. As a matter of fact, we also have to solve some degree equalities d = e
arising from θd

0 → τ0 = θe
1 → τ1, but these are quite trivial (if d and e are both

constants, then the equality is trivially true or false, and if one is a variable,
the equality can be treated as a substitution). To construct a type for the let rec
construct, we have to solve equations a = 1 (or 1 6 a), but these are also easy to
solve, since (au b) = 1 is equivalent to a = 1 and b = 1. The only case of failure
arising from degrees is when we have to solve 0 = 1, that is when a potentially
dangerous recursion is detected.

4 Some Examples

In this section we illustrate the expressive power of our calculus, as regards
object-orientation, both from an operational and from a typing point of view.
Let us first see how to type the “point class” previously defined – assuming that
+ is of type int0 → int0 → int. We recall that this class is given by

point = λxλself〈pos = ref x,

move = λy((set self.pos)(!self.pos + y))〉
In the record of methods of the point class, the x parameter may have any type,
but it is placed in a dangerous position, being an argument of ref. Then it has
type t0, where t is a type variable. Regarding the self parameter, we see from
its use in the move method that it must have a record type, containing a field
pos, of type int ref. Moreover, self only occurs within a value, and therefore it has
type 〈s, pos : int ref〉p, with no constraint on p, where the row variable s must not
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contain the pos field. Then, abbreviating (∀t :: ∅.σ) into (∀t.σ), the (polymorphic)
type of point is:

point : ∀t.∀s :: {pos}.t0 → 〈s, pos : int ref〉p → 〈pos : t ref , move : int0 → unit〉
This type may be used in (let point = P in · · · ) since the class P is a value, being
a function. Following Wand [31], for a class A = λx1 . . . xnλz.M with instance
variables x1, . . . , xn and self parameter z, where M is a record expression, we
may denote by new A(N1, . . . , Nn) the expression fix(AN1 · · ·Nn), which creates
an object instance of the class A. Notice that in typing A, the type of the self
parameter z has a priori no relation with the type of the body M of the class: we
only have to arrange that z has appropriate type with respect to its uses in M
(see the point example). Now to create an object of class A, we have to solve some
constraints on the type of the self parameter, since, as we have seen, the fixpoint
fix has (principal) type fix : ∀t.(t1 → t)0 → t. Then for instance, assuming that 0
has type int, to type the expression new point(0) we have to solve the equation
〈s, pos : int ref〉 = 〈pos : t ref , move : int0 → unit〉, and the equation p = 1. In
particular, we have to instantiate s into 〈move : int0 → unit〉 (which obviously
satisfies the constraint of not containing a pos field). In the context of previous
declarations for fix and point, this gives us the expected type for a point object,
that is new point(0) : Point where

Point = 〈pos : int ref , move : int0 → unit〉
As one can see, one can create an object instance of a class only if that class
is “protective” towards its self argument. That is, once instantiated with initial
values for the instance variables, it must have a type of the form θ1 → τ (moreo-
ver θ – the type of self – and τ – the type of the record of methods – should be
unifiable). This is not possible with a clear method with body ((set self.pos)0),
for instance, since here self is doomed to have degree 0. One might have the
discipline that, if the self parameter occurs free in the body of a method of a
class, then this body is a value, but as we shall see, there are other uses of self.

Now let us see how to type a simple inheritance situation, again follo-
wing Wand’s model [31]: to inherit from a class A, a class B is defined as
B = λy1 . . . ykλz〈(AN1 · · ·Nn)z · · · 〉 where 〈(AN1 · · ·Nn)z · · · 〉 typically consists
in extending and modifying the record of methods of class A. This may also be
defined using a super variable, representing the current object as a member of
the superclass, as in B = λy1 . . . ykλz(let super = (AN1 · · ·Nn)z in 〈super · · · 〉).
For example, we define a class of “resetable” points, inheriting from point, as
follows

rPoint = λxλself〈(point x)self , reset = λy((set self.pos)y)〉
The x and self parameters have the same type here as in point, and the type of
the reset method is int0 → unit. Now, as usual, we want more “flashy” points,
exhibiting a color, that we can change by painting the object. Since we want
this extension to be applicable to a variety of points – or other objects –, it is
natural to define a function, taking as argument a class, or more accurately an
instantiated class g – that is, a generator [10], which is a function of self only –,
and returning an extended class:

coloring = λgλcλself〈(g self) , color = ref c , paint = λy((set self.color)y)〉
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The reader will easily check that to type the body of this function, the best is
to assume that self has type 〈s, color : t′ ref〉p where p depends on the function g.
Then g must be applicable to any record that contains, or may be extended to
contain a color field of type τ ref. We let the reader check how to type coloring,
with g of type 〈s, color : t′ ref〉p → t′′, as well as the derived classes

cPoint = λx(coloring(point x))

cRPoint = λx(coloring(rPoint x))

Notice that since coloring requires that self has a color field, the point and rPoint
classes are used here with an instantiated type for self, namely replacing s by
〈s′, color : t′ ref〉. The polymorphism offered by Wand’s row variables is crucial
here for the inheritance mechanism to work properly, where one usually employs
some form of subtyping (see [7,16]). The coloring function may be regarded as an
example of what has been called a mixin, that is a class definition parameterized
over its superclass (see [5]), which bears some similarity with the parameterized
classes of Eiffel [23] and the “virtual classes” of Beta [22]. This notion of a
mixin has recently received some attention, see for instance [2,4,17].

Continuing with the same example, one may have wished, in defining a colo-
red “resetable” point, to modify the reset method so that not only the position,
but also the color may be reset. Then we may define this by means of a “wrapper”
[10], that is a function of super and self parameters:

W = λsuperλself〈super , reset←λyλd(super.reset y) ; (super.paint d)〉
CRPoint = λxλcλself(let super = ((cRPoint xc) self) in (W super)self)

It is interesting to notice that here the reset method is redefined to have a type
which is unrelated to the one it has in the superclass. This is a kind of inheritance
which is usually not supported in object-oriented calculi and languages (except,
obviously, untyped languages like Smalltalk). This is not problematic here
since no other method of the superclass was using reset.

The fact that classes and objects are “first class citizens” in our core lan-
guage allows one not only to pass them as arguments and return them as re-
sults, as in the “mixin” or “wrapper” facilities, but also to imagine new schemes
of “inheritance” – or more generally code reuse, which in our calculus mani-
fests itself through the use of the let construct. For instance, one may build
a class as an instance of another class, by fixing the initial value of some in-
stance parameters, like in the specialization of the point class into the class
oPoint = λself.(point 0)self of the points initially at the origin. One may also
decide to dynamically introduce a class of unicolored points, by disallowing the
use of the paint method:

uCPoint = λxλcλself((cPoint xc)self\paint)

We can create an object of that class, since the type of self in (cPoint xc)self is not
required to contain the paint method. Similarly, one can restrict a method to be
private to an object; for instance, if we let o = new point(0)\pos then this object
behaves as a point, except that it does not accept pos messages. We could even
do that with a method hidePos = λy(self\pos\hidePos). Such a facility does not
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seem to be supported by the self-application semantics of objects. Some similar
examples of excluding methods, like for instance building a class of stacks from a
class of dequeues, were given long ago by Snyder [28]. Clearly, introducing such
reuse mechanisms would reinforce the fact that “inheritance is not subtyping”
[11]. In the full version of the paper we give some further examples, and discuss
related work.

5 Conclusion

In this paper we have adapted and extended Wand’s typed model of classes
and objects [31] to an imperative setting, where the state of an object is a set
of mutable values. Our main achievement is the design of a type system which
only accepts safe let rec declarations, while retaining the ability to construct
a principal type for a typable term. We believe that our type system does not
impose any new restriction on the underlying language, where recursion is limited
to (let rec x = N in M) where N is a value: it should not be difficult to show
that a term of this language is typable, without using degrees, if and only if it
is typable, with the “same” type, in our system, thus showing that our typing
is a conservative extension of the usual one, if we forget about degrees. Type
reconstruction in our system is based upon solving very simple equations on
degree expressions, as we have indicated, and therefore this should not complicate
the standard algorithm. This issue has to be investigated from a pragmatic point
of view, to see whether our solution is practically useful. This is left for further
work, but we hope we have at least suggested that our calculus is very expressive,
especially regarding object-oriented programming constructs. We could then use
it as a guideline to design a type safe object-oriented layer.
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Abstract. This paper examines Java’s exception mechanism, and for-
malises its main operations (throw, try-catch and try-catch-finally)
in a type-theoretic setting. This formalisation uses so-called coalgebras
for modeling Java statements and expressions, thus providing a conve-
nient setting for handling the various termination options that may arise
in exception handling (closely following the Java Language Specifica-
tion). This semantics of exceptions is used within the LOOP project on
Java program verification. It is illustrated in two example verifications
in PVS.

1 Introduction

The LOOP project [27] at the University of Nijmegen aims at Java program
verification using proof tools (such as PVS [23] and Isabelle [24]) and a special
purpose front-end compiler (the so-called LOOP tool, see [3]) for translating Java
classes into the logic of the back-end proof tools. Incorporated in this LOOP
tool is a semantics of (sequential) Java in the higher order logic of PVS and
Isabelle. A distinguishing feature of this semantics is its mathematical basis
given by so-called coalgebras. Several aspects of this semantics have already
been described elsewhere (see [15,2,10,9,8]), but the semantics of exceptions has
not been published yet. It will be the topic of the present paper. The aim of the
formalisation is to (1) clarify the existing informal specification, and (2) provide
a semantical basis for (tool-assisted) verification of Java programs. Currently,
the main application area is JavaCard [25,26].

As in earlier publications we shall not describe Java semantics in the language
of PVS or of Isabelle/HOL, but in a type-theoretic common abstraction of these,
which incorporates the essentials of higher order logic. It is described briefly in
Section 2 below. The main type constructors are labeled product and coproduct,
function space and list. For more information, see e.g. [8]. Higher order logic is
too much for what we need in this paper, but since it exists both in PVS and
Isabelle/HOL, we take it for granted.

Exceptions form an integrated aspect of the Java programming language,
which can contribute to the reliability and robustness of programs written in
Java—if the semantics of the exception mechanism is clear. Exceptions occur in
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programs when certain constraints are violated, e.g. a division by zero, an array
access out of the arrays bounds, an object creation when there is no unused
memory left, or a situation which is seen as unexpected or inappropriate by the
programmer. The occurrence of an exception in a program leads to what is called
abrupt termination1. It means that all subsequent statements are skipped (and
locks are released), until (possibly) an exception handler is reached. One says
that an exception “is thrown” at the point where it occurs, and “is caught” at
the point where it is handled. As we shall see, exception handling is based on the
exceptions type. It will restore normal operation2, when the exception is handled
properly. The Java exception mechanism is integrated with the synchronisation
model, but that will not be relevant here: we only consider what it means when
exceptions are thrown or caught, and not how this affects the flow of control in
a multi-threaded scenario.

We describe a part of Java’s pre-defined exception hierarchy, with super-
classes sitting above subclasses.

Object

UUUUUUUUUUU

YYYYYYYYYYYYYYYYYYYYYYY

Throwable

mmmmmmm
UUUUUUUU · · · · · ·

Error Exception

MMMMMMMMM

VVVVVVVVVVVVV

· · · Runtime-
Exception

IIIIIIII
· · ·

(
User-defined
exceptions

)

NullPointer-
Exception

· · ·

The class Throwable is a direct subclass of the root class Object. It has two
subclasses, Error and Exception. Errors (instances of Error) are exceptions
from which programs are not ordinarily expected to recover [7, §§11.5]. Instances
of Error and RuntimeException are special because they are the only so-called
unchecked exceptions. For all other, checked, exceptions the Java compiler makes
sure that each method either handles this exception (via a catch statement) or
declares it in its method header, as in: void m() throws IOException {...}.
This throws clause may be understood as a contract between the implementor
and the user (in the style of Design-by-Contract [20]), see [7, §§11.2]. An overrid-
ing method in a subclass must respect the throws clause of the method that is
being overridden in the superclass, i.e. cannot throw more exceptions. Whether
or not an exception is checked does not play a rôle for the Java semantics within
the LOOP project.
1 A return, break or continue statement in Java also leads to abrupt termination.
2 Normal termination is not restored at the point where the exception arises: Java has

a so-called termination model for exceptions, and not a resumption model, see [4,
§16.4].
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The semantics of programming languages with exceptions forms a good il-
lustration of the appropriateness of using coalgebras to organise the relevant
structure (via different termination modes, distinguished via coproduct types).
In general, a coalgebra is a “transition” function of the form S −→ · · · S · · ·
with a structured result type that captures a certain kind of computation, where
S is a set of states. See [14] for an introduction. Such a semantics can also be
described in terms of monads [13]. The monadic view emphasises the input-
output relation, whereas the coalgebraic view emphasises the state-based aspect
of the computations—and thus leads to notions like invariant and bisimilarity
(which will not be used here), but also to a logic with appropriate modalities,
which we shall briefly describe here as a Hoare logic (like in [10,12]). The ad-
vantage of this coalgebraic approach—and the reason why we emphasise it—is
that the type system forces one to explicitly handle all possible termination op-
tions (in the box above). See for instance the many cases in the definitions of
TRY-CATCH and TRY-CATCH-FINALLY in Section 5 below, closely correspond-
ing to the cases that are distinguished in the Java Language Specification [7]. A
very different alternative is to incorporate exceptions into one’s state space, like
in the continuation-based approach of [1] or the operational and axiomatic ap-
proaches of [22,21]. This simplifies the type of state transformers, at the expense
of complicating the state space (certainly when the other forms of abrupt termi-
nation are taken into account), and makes the handling of the various cases less
transparent. The axiomatic semantics of exceptions is studied in for example [5,
18,17] (mostly via a weakest precondition calculus), involving a single possible
exception, and not many forms of abrupt termination (like in Java).

This paper starts with two introductory sections. First there is a brief ac-
count of the simple type theory that will be used, concentrating on labeled
(co)products. Next, the (coalgebraic) representation of Java statements and ex-
pressions is explained, together with an associated Hoare logic dealing with the
different termination modes. This forms the basis for the formalisations of ex-
ception throwing in Section 4 and exception handling in Section 5. The latter
section has two parts, one for try-catch and one for try-catch-finally. Each
part contains an extensive quote from the Java Language Specification [7], con-
taining the informal explanations of exception handling. Subsequently, Section 6
describes two example programs involving some tricky aspects of exception han-
dling. Appropriate specifications are provided in the language JML [16], and
proved (after translation by the LOOP tool) in PVS.

2 A Brief Look at the Type Theory

The type theory that we use is the same as in [2,10,9,8]. It has some basic
types like bool, string and unit (for a singleton type), plus function types, labeled
products and coproducts, list etc. as type constructors. We assume that these are
more or less familiar, and only wish to mention the notation we use for labeled
(co)product and function types.



A Formalisation of Java’s Exception Mechanism 287

Given types σ1, . . . , σn, we can form a product (or record) type [ lab1 : σ1, . . . ,
labn : σn ] and a labeled coproduct (or variant) type { lab1 : σ1 | . . . | labn : σn },
where all labels labi are assumed to be different. An example is the well-
known lift type constructor lift[α] = { bot : unit | up : α } which adds a bot-
tom element to an arbitrary type α. For terms Mi : σi, there is a labeled tu-
ple ( lab1 = M1, . . . , labn = Mn ) inhabiting the corresponding product type
[ lab1 : σ1, . . . , labn : σn ]. For a term N : [ lab1 : σ1, . . . , labn : σn ] in this prod-
uct type, we write N.labi for the selection term of type σi. Similarly, for a
term M : σi there is a labeled or tagged term labi M in the coproduct type
{ lab1 : σ1 | . . . | labn : σn }. And for a term N : { lab1 : σ1 | . . . | labn : σn }
in this coproduct type, together with n terms Li : τ containing a free variable
xi : σi there is a case term CASES N OF { lab1 x1 7→ L1 | . . . | labn xn 7→ Ln } of
type τ which binds the xi. For function types we shall use the standard notation
λx : σ. M for lambda abstraction and N · L for application.

3 Basics of Java Semantics

As described earlier, the LOOP tool provides a semantics for (sequential) Java
by translating Java classes into the higher order logic of PVS or Isabelle. This
section will introduce the basic aspects of the semantics and provide the set-
ting for the description of exception handling in the remainder of the paper. It
will concentrate on some special types, on the (coalgebraic) representation of
statements and expressions, and on some basic language constructs.

A memory model is constructed as a specific type OM, for object memory.
It consists of a heap, a stack, and static memory, each consisting of an infinite
series of memory cells. These memory cells can store the contents of objects and
arrays. The type OM comes with various put and get operations for reading
and writing in the object memory. Its precise structure is not so relevant for
what follows, and the interested reader is referred to [2] for more information.
Elements of OM will often be called states.

References will be values of the following type.

type theory

RefType : TYPE def=
{ null : unit | ref : MemLoc }

Thus a reference is either a null-reference, or a non-null-reference consisting of a
memory location (inhabiting an appropriate type MemLoc) pointing to a memory
cell on the heap. In [2] we have included type information in references, but here
we shall assume it to be part of memory cells. Therefore, there is a function

type theory

gettype : MemLoc → OM → ClassName where ClassName def= string
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which gives for a specific memory location p the type of the object stored at p on
the heap. This type is represented as a string. There is also a special predicate

type theory

SubClass? : ClassName → ClassName → bool (1)

incorporating the subtype relationship between classes, given as strings.
Statements and expressions in Java may have different termination modes:

they can hang (e.g. because of an infinite loop), terminate normally, or terminate
abruptly (typically because of an exception, but (statements) also because of
a return, break or continue). All these options are captured in appropriate
datatypes. First, abnormal termination leads to the following two types, one for
statements and one for expressions.

type theory

StatAbn : TYPE def=
{ excp : [ es : OM, ex : RefType ]
| rtrn : OM
| break : [ bs : OM, blab : lift[string] ]
| cont : [ cs : OM, clab : lift[string] ] }

ExprAbn : TYPE def=
[ es : OM, ex : RefType ]

These types are used to define the result types of statements and expressions:

type theory

StatResult : TYPE def=
{ hang : unit
| norm : OM
| abnorm : StatAbn }

ExprResult[α] : TYPE def=
{ hang : unit
| norm : [ ns : OM, res : α ]
| abnorm : ExprAbn }

A Java statement is then translated as a state transformer function OM →
StatResult, and a Java expression of type Out as a function OM →
ExprResult[Out]. Thus both statements and expressions are coalgebras. The re-
sult of such functions applied to a state x : OM yields either hang, norm, or
abnorm (with appropriate parameters), indicating the sort of outcome.

On the basis of this representation of statements and expressions all language
constructs from (sequential) Java are translated. For instance, the composition
of two statements is defined as:



A Formalisation of Java’s Exception Mechanism 289

type theory

s, t : OM → StatResult `
(s ; t) : OM → StatResult def=

λx : OM. CASES s · x OF {
| hang 7→ hang
| norm y 7→ t · y
| abnorm a 7→ abnorm a }

What is important to note is that if s hangs or terminates abruptly, then so
does the composition s ; t. In particular, if an exception is thrown, subsequent
statements are not executed.

Recall that Throwable is the root class of all exceptions. Its constructors
call a native method for creating an exception object. In the LOOP semantics
there is a corresponding function, called MAKE-EXCEPTION. It takes a string
as argument, for the exceptions message, and performs some basic memory op-
erations: allocating an appropriate new memory cell on the heap, and storing
the message3. We skip the details of MAKE-EXCEPTION and only mention its
type:

type theory

MAKE-EXCEPTION : string → OM → [ es : OM, ex : RefType ]

It takes a string and a state, and produces an appropriately adapted return state
together with a (non-null) reference to the exception object that it created in
the return state.

Exception classes in the Java API typically call the constructors from Throw-
able to create new instances. Therefore we can also use MAKE-EXCEPTION for
these classes directly.

3.1 Specifications with Exceptions

The coalgebraic representation of statements and expressions formalises the dif-
ferent termination modes that can occur. It naturally gives rise to a Hoare logic
with different, corresponding modes for reasoning about “normal” and “abnor-
mal” states, see [10]. For example, there is a partial Hoare triple:

{pre} stat {exception(E, post)}
Informally, it says that if the precondition pre holds and the statement stat termi-
nates abruptly by throwing a non-null exception (see (2) below), this exception
belongs to class E and the postcondition post holds. More formally,
3 Our semantics does not take the backtrace field in Throwable into account.
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type theory

pre : OM → bool, post : OM → RefType → bool,
stat : OM → StatResult, E : ClassName `

{pre} stat {exception(E, post)} : bool def=
∀x : OM. pre · x ⇒ CASES stat · x OF {

| hang 7→ true
| norm y 7→ true
| abnorm a 7→

CASES a OF {
| excp e 7→

CASES e.ex OF{
| null 7→ true
| ref p 7→

SubClass? · (gettype · p · (e.es)) · E
∧ post · (e.es) · (e.ex) }

| rtrn z 7→ true
| break b 7→ true
| cont c 7→ true } }

Notice that the postcondition has type OM → RefType → bool and can thus also
say something about the exception object (like in the example in Subsection 6.2).
Similar such Hoare triples can be defined for the other termination modes. They
are essential for reasoning about Java programs, for example for proving a suit-
able postcondition for a program which involves an exception inside a while
loop, see e.g. [11].

These different termination modes also occur in the behavioural interface
specification language JML [16] that will be used in Section 6. JML has pre-
and post-conditions which can be used to describe “normal” and “exceptional”
behaviour. The LOOP tool translates these JML specifications into suitable
Hoare formulas, combining several termination options, see [12] for details.

4 Throwing Exceptions

A programmer in Java can explicitly throw an exception via the command throw
Expression, where Expression should belong to Throwable, or one of its sub-
classes. This statement will immediately lead to abrupt termination. The Java
Language Specification [7, §§14.17] says:

A throw statement first evaluates the Expression. If the evaluation of the
Expression completes abruptly for some reason, then the throw completes
abruptly for that reason. If evaluation of Expression completes normally, pro-
ducing a non-null value V, then the throw statement completes abruptly, the
reason being a throw with value V. If evaluation of the Expression completes
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normally, producing a null value, then an instance V’ of class NullPointer-
Exception is created and thrown instead of null. The throw statement then
completes abruptly, the reason being a throw with value V’.

The LOOP tool uses the following translation of throw statements.

[[ throw Expression ]] def= THROW · [[Expression ]]

The function THROW captures the above explanation in ordinary language in a
type-theoretic formulation.

type theory

e : OM → ExprResult[RefType] `
THROW · e : OM → StatResult def=

λx : OM. CASES e · x OF {
| hang 7→ hang
| norm y 7→

CASES y.res OF{
| null 7→

LET d = MAKE-EXCEPTION ·
(“NullPointerException”) · (y.ns)

IN abnorm(excp(es = d.es, ex = d.ex))
| ref p 7→ abnorm(excp(es = y.ns, ex = ref p)) }

| abnorm a 7→ abnorm a }

Interestingly, the formalisations within the LOOP project and the Bali
project (see [22, p. 123]) revealed an omission in the first edition of the Java
Language Specification [6, §§14.16]: the case where Expression evaluates to a
null-reference was not covered. Following a subsequent suggestion for improve-
ment, this was repaired in the second edition [7] (as described in the quote
above).

There is an important implicit assumption about Java related to this, namely:

A thrown exception is never a null-reference. (2)

This “invariant” holds clearly for exceptions thrown by users (as can be seen
from the definition of THROW, or the explanation of throw), but also holds for
exceptions that are thrown by the Java Virtual Machine (both for synchronous
and asynchronous exceptions), see [19]. It seems that this assumption has not
been made explicit before (but it is hard-wired into the Bali semantics [22,21]:
there it automatically holds because of a syntactic distinction between valid
locations and Null; exceptions can only return valid locations). It will play a
rôle in the way we formalise the catching mechanism.
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5 Catching Exceptions

For neatly handling possible exceptional cases in a statement S, Java uses try
S followed by a series of catch blocks for different exceptions, possibly followed
by a finally block. When S terminates normally, no catch block is executed,
but the finally block is (if any). If S results in an exception, say belonging to
class E, the first catch block in the series that handles E-exceptions is executed,
followed by the finally block (if any).

The list of catches in a try statement will be translated into a list (in type
theory) consisting of pairs of strings (with label exc) and functions (with label
handler) from RefType to statements for the corresponding handler code. The
possible input of these functions is a reference to the exception thrown by the
try statement. The parameter exceptions are treated as local variables. These
are initialised to the RefType input of the handler function. The interpretations
used by the LOOP tool look as follows.

[[ try{tb}catch(E1 e1){h1}...catch(En en){hn} ]]
def= TRY-CATCH · [[ tb ]] ·

[ ( exc = “E1”,
handler = λv1 : RefType. [[ E1 e1 = v1; h1 ]] ),

...
( exc = “En”,
handler = λvn : RefType. [[ En en = vn; hn ]] ) ]

[[ try{tb}catch(E1 e1){h1}...catch(En en){hn}finally{fb} ]]
def= TRY-CATCH-FINALLY · [[ tb ]] ·

[ ( exc = “E1”,
handler = λv1 : RefType. [[ E1 e1 = v1; h1 ]] ),

...
( exc = “En”,
handler = λvn : RefType. [[ En en = vn; hn ]] ) ] ·

[[ fb ]]

The two type-theoretic functions TRY-CATCH and TRY-CATCH-FINALLY used
for these interpretations will be described separately. They involve many subtle
case distinctions, which are not easy to understand without direct access to the
relevant descriptions of the Java Language Specification. Therefore, these are
included.

5.1 Try-Catch

The Java Language Specification [7, §§14.19.1] says:

A try statement without a finally block is executed by first executing the
try block. Then there is a choice:
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• If execution of the try block completes normally, then no further action
is taken and the try statement completes normally.

• If execution of the try block completes abruptly because of a throw of a
value V, then there is a choice:

� If the run-time type of V is assignable (§5.2) to the Parameter of
any catch clause of the try statement, then the first (leftmost) such
catch clause is selected. The value V is assigned to the parameter
of the selected catch clause, and the Block of that catch clause is
executed. If that block completes normally, then the try statement
completes normally; if that block completes abruptly for any reason,
then the try statement completes abruptly for the same reason.

� If the run-time type of V is not assignable to the parameter of any
catch clause of the try statement, then the try statement completes
abruptly because of a throw of the value V.

• If execution of the try block completes abruptly for any other reason, then
the try statement completes abruptly for the same reason.

This behaviour will be realised by the TRY-CATCH function below. It first
executes its first argument s (the meaning of the try block), and then, when
an exception occurs, it calls a recursive function TRY-LOOP; otherwise it does
nothing else. By the earlier mentioned invariant (2), this exception can be as-
sumed to be a non-null reference. Therefore we can choose an arbitrary outcome
(hang) when the null reference case is distinguished.

type theory

s : OM → StatResult,
` : list[[ exc : ClassName, handler : RefType → OM → StatResult ]] `

TRY-CATCH · s · ` : OM → StatResult def=
λx : OM. CASES s · x OF {

| hang 7→ hang
| norm y 7→ norm y
| abnorm a 7→

CASES a OF {
| excp e 7→

CASES e.ex OF {
| null 7→ hang // don’t care, see (2)
| ref r 7→ TRY-LOOP · r · ` · (e.es) }

| rtrn z 7→ rtrn z
| break b 7→ break b
| cont c 7→ cont c } }

The TRY-LOOP function recursively goes through the list of exception class
names and corresponding handler functions, checking whether an exception is
assignable to a parameter. It uses the SubClass? predicate from (1). If the end
of the list is reached and the exception is still not handled, it is returned.
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type theory

p : MemLoc, ` : list[[ exc : ClassName, handler : RefType → OM → StatResult ]] `
TRY-LOOP · p · ` : OM → StatResult def=

λx : OM. CASES ` OF {
| nil 7→ abnorm(excp(es = x, ex = ref p))
| cons(h, t) 7→ IF SubClass? · (gettype · p · x) · (h.exc)

THEN (h.handler) · (ref p) · x
ELSE TRY-LOOP · p · t · x
ENDIF }

5.2 Try-Catch-Finally

Again, our starting point is the Java Language Specification [7, §§14.19.2]. Now
there are many more cases to be distinguished.

A try statement with a finally block is executed by first executing the try
block. Then there is a choice:

• If execution of the try block completes normally, then the finally block
is executed, and then there is a choice:

� If the finally block completes normally, then the try statement com-
pletes normally.

� If the finally block completes abruptly for reason S, then the try
statement completes abruptly for reason S.

• If execution of the try block completes abruptly because of a throw of a
value V, then there is a choice:

� If the run-time type of V is assignable to the parameter of any catch
clause of the try statement, then the first (leftmost) such catch clause
is selected. The value V is assigned to the parameter of the selected
catch clause, and the Block of that catch clause is executed. Then
there is a choice:

• If the catch block completes normally, then the finally block is
executed. Then there is a choice:
· If the finally block completes normally, then the try state-

ment completes normally.
· If the finally block completes abruptly for any reason, then

the try statement completes abruptly for the same reason.
• If the catch block completes abruptly for reason R, then the fi-

nally block is executed. Then there is a choice:
· If the finally block completes normally, then the try state-

ment completes abruptly for reason R.
· If the finally block completes abruptly for reason S, then the
try statement completes abruptly for reason S (and reason R
is discarded).

� If the run-time type of V is not assignable to the parameter of any
catch clause of the try statement, then the finally block is executed.
Then there is a choice:
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• If the finally block completes normally, then the try statement
completes abruptly because of a throw of the value V.

• If the finally block completes abruptly for reason S, then the
try statement completes abruptly for reason S (and the throw of
value V is discarded and forgotten).

• If execution of the try block completes abruptly for any other reason R,
then the finally block is executed. Then there is a choice:

� If the finally block completes normally, then the try statement com-
pletes abruptly for reason R.

� If the finally block completes abruptly for reason S, then the try
statement completes abruptly for reason S (and reason R is dis-
carded).

type theory

s, f : OM → StatResult,
` : list[[ exc : ClassName, handler : RefType → OM → StatResult ]] `
TRY-CATCH-FINALLY · s · ` · f : OM → StatResult def=

λx : OM. CASES s · x OF {
| hang 7→ hang
| norm y 7→ f · y
| abnorm a 7→

CASES a OF {
| excp e 7→

CASES e.ex OF {
| null 7→ hang // don’t care, see (2)
| ref r 7→ TRY-LOOP-FINALLY · r · ` · f · (e.es) }

| rtrn z 7→
CASES f · z OF {

| hang 7→ hang
| norm y′ 7→ abnorm(rtrn y′)
| abnorm a′ 7→ abnorm a′ }

| break b 7→
CASES f · (b.bs) OF {

| hang 7→ hang
| norm y′ 7→ abnorm(break(bs = y′, blab = b.blab))
| abnorm a′ 7→ abnorm a′ }

| cont c 7→
CASES f · (c.cs) OF {

| hang 7→ hang
| norm y′ 7→ abnorm(cont(cs = y′, clab = c.clab))
| abnorm a′ 7→ abnorm a′ } } }

Fig. 1. Formalisation of Java’s try-catch-finally
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As before, this is formalised in two steps, see Figures 1 and 2. The main
difference with the TRY-CATCH function is in the occurrence of the additional
“finally” statement f , which is executed after each possible outcome of the “try”
statement s, and the catch statements. The most subtle point is that in case the
statement s terminates abruptly because of a return, break or continue, and
the finally clause f terminates normally, the side-effect of f is passed on in the
eventual result (via the state y′). This is not so explicitly stated in (the above
quote from) [7, §§14.19.2], but made explicit in our type-theoretic formalisation.
It will be illustrated in an example in the next section.

The function TRY-LOOP-FINALLY in Figure 2 handles the actual catching
much like before, except that the “finally” statement needs to be executed after
every possibility. This involves appropriate handling of side-effects, like for TRY-
CATCH-FINALLY above. The following results are then as expected.

Lemma 1. Let skip : OM → StatResult be the function λx : OM. norm x
which directly terminates normally. For all locations p : MemLoc, statements
s : OM → StatResult and lists ` : list[[ exc : ClassName, handler : RefType → OM →
StatResult ]],

1. TRY-LOOP-FINALLY · p · ` · skip = TRY-LOOP · p · `
2. TRY-CATCH-FINALLY · p · ` · skip = TRY-CATCH · p · `.

Proof. The first statement follows by induction on `. The second one by unpack-
ing the definitions, distinguishing many cases, and using 1. ut

6 Examples

In order to illustrate the rôle of our formalisation of Java’s exception mechanism
we shall discuss two examples. These are two artificial Java programs, concentrat-
ing on exception handling. The relevant properties of these programs are stated
as annotations, written in the behavioural specification language JML [16]. We
shall not describe this language in detail, and hope that the annotations are
largely self-explanatory. The two examples have been translated into PVS [23],
using the LOOP tool. The JML annotations become predicates, on class imple-
mentations. The actual Java code is translated into a specific implementation.
Thus it becomes possible to prove in PVS that the given implementation sat-
isfies the JML specification. This has been done for both the examples. The
proofs proceed almost entirely by automatic rewriting—unfolding in particular
the type-theoretic functions for exception handling from the previous section—
and do not require real user interaction. Hence there is not much to say about
these proofs. But we hope that the reader appreciates the organisational and
semantical complications that are involved.

6.1 Side Effects in Finally Clauses

In the previous section the formalisations TRY-CATCH-FINALLY and TRY-
LOOP-FINALLY showed the handling of side effects of the finally clause f (via
the state y′). Here we shall see that these effects indeed take place in Java. For
this purpose we use the following Java program.
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type theory

p : MemLoc, f : OM → StatResult
` : list[[ exc : ClassName, handler : RefType → OM → StatResult ]] `
TRY-LOOP-FINALLY · p · ` · f : OM → StatResult def=

λx : OM. CASES ` OF {
| nil 7→

CASES f · x OF {
| hang 7→ hang
| norm y 7→ abnorm(excp(es = y, ex = ref p))
| abnorm a 7→ abnorm a }

| cons(h, t) 7→
IF SubClass? · (gettype · p · x) · (h.exc)
THEN

CASES (h.handler) · (ref p) · x OF {
| hang 7→ hang
| norm y 7→ f · y
| abnorm a 7→

CASES a OF {
| excp e 7→

CASES f · (e.es) OF {
| hang 7→ hang
| norm y′ 7→ abnorm(excp( es = y′,

ex = e.ex))
| abnorm a′ 7→ abnorm a′ }

| rtrn z 7→
CASES f · z OF {

| hang 7→ hang
| norm y′ 7→ abnorm(rtrn y′)
| abnorm a′ 7→ abnorm a′ }

| break b 7→
CASES f · (b.bs) OF {

| hang 7→ hang
| norm y′ 7→ abnorm(break(bs = y′,

blab = b.blab))
| abnorm a′ 7→ abnorm a′ }

| cont c 7→
CASES f · (c.cs) OF {

| hang 7→ hang
| norm y′ 7→ abnorm(cont( cs = y′,

clab = c.clab))
| abnorm a′ 7→ abnorm a′ } } }

ELSE TRY-LOOP-FINALLY · p · t · f · x
ENDIF }

Fig. 2. Formalisation of the auxiliary function TRY-LOOP-FINALLY used in Figure 1
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java
class SideEffectFinally {

int i, j;
int aux_test() { try { return i; }

finally { i += 10; j += 100; } }
/*@ normal_behavior

@ requires: true;
@ modifiable: i, j;
@ ensures: \result == \old(i) + \old(j) + 100
@ && i == \old(i) + 10 && j == \old(j) + 100;
@*/

int test() { return aux_test() + j; }
}

class SideEffectFinallyPrint {
public static void main (String[] args) {

SideEffectFinally a = new SideEffectFinally();
System.out.println(a.test()); }

}

This example contains two classes, namely SideEffectFinally and
SideEffectFinallyPrint. The latter is only used for printing one specific
result, namely the outcome of the test method after both i and j from
SideEffectFinally have been initialised to the default value 0. The main
method will then print 100. There are actually two subtle points here. First,
of course that the finally clause does have an effect after the return state-
ment (which leads to abrupt termination). Secondly, the result of the aux test
method only shows the effect on j because the value of i has already been bound
to the result of the method before the finally clause, so that the increment
statement i += 10 does not have an influence on the outcome.

The JML specification for the test method involves a higher degree of gen-
erality, because it is not restricted to the case where both i and j are 0. It states
that the test method always terminates normally and that its result equals the
sum of the values of i and j before the method call, plus 100. It also states
that this method may modify both i and j—which it actually does, but the
modification of i is not shown via the result of the method. As said, this spec-
ification holds for the method implementation. The proof in PVS relies on the
try-catch-finally formalisation from Subsection 5.2.

6.2 Exception Selection

The second example concentrates on the selection of the appropriate catch
clause, for a thrown exception. It requires several auxiliary exception classes,
with suitable inheritance relations between them, namely:
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Exception

iiiiiiiii
UUUUUUUUU

MyFirstException MyThirdException

MySecondException

java

class MyFirstException extends Exception {
public MyFirstException(String s) { super(s); }

}
class MySecondException extends MyFirstException {

public MySecondException(String s) { super(s); }
}
class MyThirdException extends Exception {

public MyThirdException(String s) { super(s); }
}
class MyExceptions {

int i;
void throwSecond() throws Exception {

throw new MySecondException("oops"); }
/*@ exceptional_behavior

@ requires: true;
@ modifiable: i;
@ signals: (MyFirstException e) i == \old(i) + 1010 &&
@ e.getMessage().equals("oops");
@*/

void test() throws Exception {
String s = "";
try { throwSecond(); }
catch (MyThirdException e) { i += 1; }
catch (MyFirstException e) {

i += 10;
s = e.getMessage();
throw new MyThirdException("bla"); }

catch (Exception e) { i += 100; }
finally { i += 1000; throw new MyFirstException(s); } }

}

The exception that is thrown by the method throwSecond is handled by the
second catch, because MySecondException is a subclass of MyFirstException.
Subsequently, the third catch clause is not executed, but, of course, the finally
clause is. Thus i is incremented by 10 + 1000 = 1010. The exception thrown
in the finally clause is the one that eventually appears.

The JML specification of the method test tells that this method will ter-
minate abruptly because of a MyFirstException. Further, that in the resulting
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“abnormal” state the value of i is 1010 more than in the original state (before
the method call), and the message of the exception is “oops”. The verification in
PVS proceeds entirely automatic, and involves almost 5000 small rewrite steps.

7 Conclusion

Java’s exception handling mechanism can be a powerful technique for increas-
ing the reliability and robustness of programs written in Java. Proper use of
it requires proper understanding of its behaviour. The type-theoretic semantics
presented in this paper helps to clarify the different termination possibilities that
may occur, by describing them via coalgebras in a precise formal language. It
also allows us to precisely formalise the throw and catch behaviour, following
the informal language specification. This semantics forms the basis for Java pro-
gram verification with an appropriate Hoare logic, using proof tools. This has
been illustrated with two Java programs involving non-trivial exception han-
dling, whose specifications in JML were verified in PVS.

Acknowledgements. Thanks to Gilad Bracha, Tobias Nipkow and David von
Oheimb for discussing (and confirming) the exception invariant (2). Joachim van
den Berg, Marieke Huisman, Hans Meijer and Erik Poll provided useful feedback
on a first draft.
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Abstract. We present a formal executable specification of two crucial
JavaCard platform components, namely the Java Card Virtual Machine
(JCVM) and the ByteCode Verifier (BCV). Moreover, we relate both
components by giving a proof of correctness of the ByteCode Verifier.
Both formalisations and proofs have been machined-checked using the
proof assistant Coq.

1 Introduction

1.1 Background

JavaCard [17] is a popular programming language for multiple application smart
cards. According to the JavaCard Forum [16], which involves key players in
the field of smart cards, including smart card manufacturers and banks, the
JavaCard language has two important features that make it the ideal choice for
smart cards:

– JavaCard programs are written in a subset of Java, using the JavaCard APIs
(Application Programming Interfaces). JavaCard developers can therefore
benefit from the well-established Java technology;

– the JavaCard security model enables multiple applications to coexist on the
same card and communicate securely, and in principle, enables new applica-
tions to be loaded on the card after its issuance.

Yet recent research has unveiled several problems in the JavaCard security
model, most notably with object sharing. This has emphasised the necessity
to develop environments for verifying the security of the JavaCard platform and
of JavaCard programs. Thus far JavaCard security (and also Java security) has
been studied mainly at two levels:

– platform level: here the goal is to prove safety properties of the language, in
particular type safety and properties related to memory management;

– application level: here the goal is to prove that a specific program obeys
a given property, and in particular that it satisfies a security policy, for
example based on information flow.
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Over the last few years, both fields have been the subject of intensive inves-
tigations, see Subsection 6.1. Despite impressive progress, much work remains
to be done. In particular, there is no complete formalisation of the JavaCard
platform as yet nor widely used tools to verify applets’ properties. Besides, we
do not know of any environment that supports verification both at platform and
application levels.

1.2 Our Work

The main contributions reported here are (1) a formal executable specification of
two crucial JavaCard 2.1. platform components, namely the Java Card Virtual
Machine JCVM and the ByteCode Verifier BCV; (2) a machine-checked proof of
correctness of the ByteCode Verifier. Both formalisations and proofs have been
carried out in the proof assistant Coq [4]. The salient features of our formal
specification are:

– executability. Our formal semantics (both of the virtual machine and of the
verifier) may be executed on any JavaCard program (given a Coq implemen-
tation of the native methods used by the program) and its behaviour can
be checked against reference implementations, in this case Sun’s implemen-
tation of the JavaCard Virtual Machine. We view executability as a crucial
asset for reliability and, in our opinion, a formal operational semantics for a
(realistic) programming language must be executable;

– completeness. Our virtual machine is complete in the sense that it treats the
whole set of JavaCard instructions and it considers all the important aspects
of the platform, including the firewall mechanism around which JavaCard
security is organised. Our ByteCode Verifier handles the whole set of in-
structions but (1) it does not treat object initialisation; (2) subroutines are
treated in a somewhat restrictive way.

– suitability for reasoning. Our formalisation may be used to reason about
the JavaCard platform itself, as shown here, but also to prove properties
of JavaCard programs. In particular, our formalisation is well-suited to rea-
son about security properties formulated as temporal-logic properties over
execution traces [28].

Thus our development offers the most comprehensive to-date machine-checked
account of the JavaCard platform and compares well to similar efforts carried
out in the context of Java, see 6.1.

1.3 JavaCard vs. Java

JavaCard is an ideal language for formal verification, since it is a reasonably-
sized language with industrial applications. As compared to Java, the JavaCard
Virtual Machine (in its current version) lacks garbage collection, dynamic class
loading and multi-threading. In contrast, the firewall mechanism is a complex
feature that is proper to JavaCard.
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1.4 Organisation of the Paper

The remaining of this paper is organised as follows: in Section 2, we describe our
formalisation of JavaCard programs (after linking). In Section 3, we describe a
small-step operational semantics of the JavaCard Virtual Machine, where each
instruction is modelled as a state transformer. In Section 4, we derive from the
virtual machine an abstract virtual machine that operates on types (instead
of values) and prove its correctness. In Section 5, we use the abstract virtual
machine to build a ByteCode Verifier and prove it correct. In Section 6, we
conclude with related and future work.

1.5 A Primer on Coq

Coq [4] is a proof assistant based on the Calculus of Inductive Constructions. It
combines a specification language (featuring inductive and record types) and a
higher-order predicate logic (via the Curry-Howard isomorphism). All functions
in Coq are required to be terminating. In order to enforce termination, recur-
sive functions must be defined by structural recursion. Besides, all functions are
required to be total. To handle partial functions, we use the lift monad which is
introduced through the inductive type:

Inductive Exc[A:Set]:Set := value: A->(Exc A) | error: (Exc A)

Our specifications only make a limited use of dependent types—a salient
feature of Coq. This design choice was motivated by portability; by not using
dependent types in an essential way, our formalisations can be transposed easily
to other proof assistants, including PVS and Isabelle.

We close this primer with some notation. We use * to denote cartesian prod-
uct of two types, (a,b) to denote pairs, [x:A] b to denote a λ-abstraction,
(x:A) B to denote a dependent function space. Finally, a record type R is rep-
resented as an inductive type with a single constructor Build R. Selectors are
functions (defined by case-analysis) so we write l a instead of the more standard
a.l.

2 Representation of JavaCard Programs

JavaCard programs are nothing but Java programs satisfying additional con-
straints. They can be compiled on a class by class basis by a standard compiler,
yielding a class file for each class being compiled. For the purpose of JavaC-
ard, compilation is followed by a further transformation phase where a converter
transforms the set of class files corresponding to a package into a single CAP file,
provided the former are JavaCard compliant. Finally, CAP files are linked before
execution (recall JavaCard does not support dynamic class loading); during this
last phase, constant pools are resolved and eliminated. Our representation of
programs is based on this last format.
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2.1 Representation of Data Structures

The JavaCard Virtual Machine distinguishes between primitive types and ref-
erence types (for instances of arrays, classes and interfaces). We use a mutual
inductive type to enforce the distinction. Formally, the type of primitive types
is defined (in Coq) by:

Inductive type_prim : Set :=
Byte : type_prim |
Short : type_prim |
Int : type_prim |
Boolean : type_prim |
Void : type_prim |
ReturnAddress : type_prim.

while the type of (JavaCard) types is defined by:

Mutual Inductive type : Set :=
Prim : type_prim -> type |
Ref : type_ref -> type

with type_ref : Set :=
Ref_array : type -> type_ref |
Ref_instance : nat -> type_ref |
Ref_interface : nat -> type_ref.

In principle our representation of types allows to form arrays of arrays, which is
not permitted in JavaCard. However our formalisation, in particular the imple-
mentation of anewarray, does not allow to form such a type. (It is also straight-
forward to modify our formalisation not to allow such types to be formed.)

2.2 Representation of Programs

A JavaCard program is simply represented by its interfaces, classes and methods:

Record jcprogram : Set := {
interfaces : (list Interface);
classes : (list Class);
methods : (list Method)

}.

Note that, by default, interfaces and classes of the java.lang package and in-
stances of these classes are an integral part of our program. This includes in
particular the class Object, the interface Shareable, and Exception classes.

The types Interface, Class and Method are themselves defined as record
types. We briefly describe the structure of classes and methods below. Interfaces
are described in the full version of this paper.
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Classes. A class is described by its superclasses1 (if any), its methods (including
constructors and distinguishing between public methods and package methods),
the interfaces it implements, its class variables and, in the case of Java Card, its
owning package. For execution purposes, we also need to keep track of the index
of the class. Formally, we use the following structure to represent classes:

Record Class : Set := {
(* List of all super classes of this class *)

super : (list class_idx);
(* List of public methods *)

public_methods : (list Method);
(* List of package methods *)

package_methods : (list Method);
(* List of implemented interfaces *)
(* For each interface we provide the list of methods *)
(* implementing the interface’s methods. Methods *)
(* are tagged with their visibility. *)

int_methods : (list interf_idx*(list vis_method_idx)));
(* List of types of class variables *)

class_var : (list type);
(* Identification of the owner package*)

package : Package;
(* Index of class *)

class_id : class_idx
}.

where class_idx and interf_idx are the types of indexes for classes and in-
terfaces respectively and vis_method_idx is the inductive (sum) type:

Inductive vis_method_idx : Set :=
pub_method_idx: method_idx -> vis_method_idx

| pac_method_idx: method_idx -> vis_method_idx.

where method_idx is the type of method indexes (the constructors are used to
flag methods’ visibility).

Our representation does not take into account the maximum depth of the
operand stack during execution of the method. It is a simple matter to include
this information but, during execution, we would need to perform many checks.

Methods. A method is characterised by its status (whether it is static or not),
its signature (against which one can type-check its arguments upon invocation),
1 Our description of a class c refers to all the classes from which c inherits, i.e. to

which c is related by the transitive closure of the superclass relation. For execution
purposes, these classes are gathered into a list. Our convention is that the immediate
superclass of c appears first in the list. This encoding is chosen to avoid defining
functions by well-founded recursion over the subclass relation.
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its number of local variables (for initialising its execution context), its exception
handlers, its list of instructions to be executed and finally the indexes of the
method and of its owning class. Formally, we use the following structure to
represent methods:

Record Method : Set := {
(* Indicates whether a method is static or not *)
is_static : bool;
(* Signature of the method, pair of domain / codomain *)
signature : ((list type)*type);
(* Number of local variables. *)
local : nat;
(* List of exception handlers *)
handler_list : (list handler_type);
(* List of all instructions to be executed. *)
bytecode : (list Instruction);
(* Index of the method in program*)
method_id : method_idx;
(* Index of the owning class *)
owner : class_idx

}.

where the type handler_type collects the information required to define the
best handler for a given program counter and exception. Formally, we use the
following structure to represent handler types:

Definition handler_type :=
(bytecode_idx*bytecode_idx*class_idx*bytecode_idx).

The first two elements define the range at which the exception handler is active.
The third element defines the class of exceptions that the handler is meant to
catch, whereas the last element points to the first bytecode to execute if this
handler is chosen.

A remark on correctness. The above representation makes some implicit assump-
tions about the program. For example, the index of a method should be less or
equal to the number of methods contained in the program. These assumptions
are formalised as predicates on jcprogram. This is the (mild) price to pay for
not using dependent types to represent programs.

2.3 The JCVM Tools

The transformation of JavaCard programs into cap files may be performed by
standard tools, namely any Java compiler and JavaCard converter. In order to
translate JavaCard programs into our format, we have developed a toolset, called
the JCVM Tools (over 4,000 lines of Java code). The JCVM Tools transform a
set of CAP files into a Coq expression of type jcprogram. In addition, the JCVM
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Tools provide a graphical user interface to browse through programs and allow to
modify compiled JavaCard programs (so as to check the behaviour of our formal
semantics on incorrect programs). We have used the JCVM Tools to debug our
formalisation.

3 The Virtual Machine

The Virtual Machine is described by a small-step semantics; more precisely, each
instruction is formalised as a state transformer, i.e. a function that takes as input
a state (before the instruction is executed) and returns a new state (after the
instruction has been executed).

3.1 Values

In order to formalise the virtual machine, we first need to represent, for each
JavaCard type, its possible values. These can either be arithmetic values or
non-computational values such as memory addresses. Both can be represented
as integers; for the latter, we use an implicit coercion from non-computational
values to integers. As in [27], we tag values with their types. Formally, we set:2

Definition valu := type*Z.

Here Z is the (inductive) type of binary integers provided by the Coq library.
While the inductive representation is suitable for reasoning (each integer has a
unique representation in Z), it is less suited for computing and functions such
as division are not part of the standard library. Besides, existing operations are
not suitable to model overflows. In order to provide an accurate treatment of
arithmetic, we therefore proceed as follows:

1. we introduce an alternative representation Z_bits of integers as lists of bits;
2. we define all arithmetic operations as functions over Z_bits. These functions

abide to Sun’s specifications for overflows;
3. we define bi-directional coercions between Z and Z_bits to switch between

the two representations.

3.2 The Memory Model

States are formalised as triples consisting of the heap (containing the objects
created during execution), the static heap (containing static fields of classes)
and a stack of frames (environments for executing methods). Formally, states
are defined by:

Definition jcvm_state := static_heap*heap*stack.

2 The expression value is already used for the lift monad so we use valu instead.
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The static heap is defined as a list of values, whereas the heap is defined as a
list of objects. These can either be class instances or arrays, as formalized by
the inductive (sum) type:

Inductive obj : Set :=
Instance : type_instance -> obj |
Array : type_array -> obj.

Both type_instance and type_array are record types that contain all the rel-
evant information for describing instances and arrays respectively. For example,
a class instance is described by the index of the class from which the object
is an instance, the instance variables (as a list of valu), the reference to the
owning package and a flag to indicate whether the object is an entry point and
whether it is a permanent or temporary entry point (entry points are used in
the JavaCard security model for access control). Formally, we set:

Record type_instance : Set := {
reference : class_idx;
contents_i : (list valu);
owner_i : Package;
is_entry_point : bool;
is_permanent_entry_point : bool;

}.

Arrays are formalised in a similar fashion.
As to the stack, it is a list of frames that are created upon execution of a

method and destroyed upon completion of the method’s execution. Formally, we
set:

Definition stack := (list frame).

Each frame has its own array of local variables and its own operand stack
which is used to store a method’s parameters and results. A frame also has
a counter pointing to the next instruction to be executed, a reference to the
current method, and a reference to the context of the current method (this con-
text plays a fundamental role in the firewall mechanism). Formally, a frame is
described by:

Record frame : Set := {
locvars : (list valu); (* Local Variables *)
opstack : (list valu); (* Operand stack *)
p_count : bytecode_idx (* Program counter *)
method_loc : method_idx; (* Location of the method *)
context_ref : Package; (* Context Information *)
analyzed_method : bool

}.

The analyzed_method is only used in Section 5 to define the abstraction function
that maps each state to an abstract state; the abstraction function is itself used
to express the correctness of the ByteCode Verifier.
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3.3 Instructions

The semantics of each instruction is formalised using a function of type:

jcvm_state * operands → returned_state

The type operands is not a Coq expression but a type determined by the in-
struction to be executed. In order to handle abrupt termination (that may arise
because of uncaught exceptions), the codomain of the function is an inductive
(sum) type:

Inductive returned_state: Set :=
Normal : jcvm_state->returned_state |
Abnormal : xcpt->jcvm_state->returned_state.

In case of normal execution, the returned state is the one obtained after exe-
cution of the instruction (tagged with Normal), whereas in the case of abrupt
termination, the returned state is that of the virtual machine when the uncaught
exception was raised (tagged with Abnormal and the nature of the uncaught ex-
ception). In order to execute the virtual machine, we collect the semantics of
each instruction in a one-step execution function exec_instr of type:

instruction*state*program → returned_state

where instruction is the sum type of instructions. The function takes as inputs
an instruction i, a state s and a program p and returns sem_i s o where sem_i
is the semantics of i (of type state*operands → returned_state) and o is the
list of operands required to execute the instruction (extracted from state).

Note that one cannot use exec_instr to build a function that takes as input a
program and returns as output its result because Coq only supports terminating
functions. However, we have used Coq’s extraction mechanism successfully to
derive a one-step execution function in CAML and wrapped it up with a while-
loop to produce a certified JavaCard Virtual Machine.

3.4 Exception Management

JavaCard exceptions can either be raised by the program, via the instruction
athrow, or by the virtual machine. In addition, execution may simply fail in
case of an incoherence due to a memory problem, e.g. if a reference is not found
in heap, or an execution problem, e.g. an empty stack for a pop. Our formalisa-
tion collects these three kinds of exceptions in an inductive (sum) type. Beware
that exceptions in the virtual machine are represented as instances of exception
classes, and not as inhabitants of the type xpct. In fact, we use the latter to
give the semantics of exception handling.

We now turn to exception handling. Two situations may occur:
– the machine aborts. In the case of a JCVMError, the virtual machine is unable

to continue the execution and, by calling an abort function, an abnormal
state labelled by the error is returned;

– the exception handling mechanism is launched. In order to catch an excep-
tion, one searches for an adequate handler through the stack. This procedure
is recursive (it is one of the few places where our formalisation uses recur-
sion), see the full version of this paper.
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3.5 Semantics of Invokevirtual

Most instructions have a similar execution pattern: (1) the initial state is decom-
posed; (2) fragments F of the state are retrieved; (3) observations O are made to
determine the new state; (4) the final state is built on the basis of O and F. In
this subsection we describe the semantics of invokevirtual. Because of space re-
strictions, we only consider the main function new_frame_invokevirtual. The
function decomposes a state and creates a new frame for the method being in-
voked.

Definition new_frame_invokevirtual :=
[nargs:nat][m:Method][nhp:obj][state:jcvm_state][cap:jcprogram]
Cases state of
(sh, (hp, nil)) => (AbortCode state_error state) |
(sh, (hp, ((cons h lf) as s))) =>

(* extraction of the list of arguments *)
Cases (l_take nargs (opstack h)) (l_drop nargs (opstack h)) of
(value l) (value l’) =>

(* security checking *)
(if (violation_security_invokevirtual h nhp)
then (ThrowException Security state cap)
else

(* then a signature check is performed *)
(if (sig_ok l (signature m) cap)

(* in case of success, the stack of frames is updated *)
then (Normal (sh, (hp, (cons (Build_frame (nil valu)

(make_locvars l (local m))
(method_id m)
(get_owner_context nhp)
false
(0))

(cons (Build_frame l’
(locvars h)
(method_loc h)
(context_ref h)
(analyzed h)
(p_count h))

(tail s))))))
else (AbortCode signature_error state)
)

) |
_ _ => (AbortCode opstack_error state)

end
end.

The function performs various security checks, including those imposed by
JavaCard firewalls. E.g. the function violation_security_invokevirtual will
verify, in case the object nhp is an instance, whether (1) the active context is
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the JavaCard Runtime Environment context3 or; (2) the active context is also
the context of the instance’s owner or; (3) the instance is an entry point. If not,
the function returns true to flag a security violation.

4 Abstract Virtual Machine

When reasoning about the virtual machine and/or applications, it is convenient
to omit some of its intricacies and consider simplified virtual machines instead.
In this section, we develop such an abstract virtual machine that manipulates
types instead of values. This abstract virtual machine represents, in some sense,
a type-checking algorithm for the concrete virtual machine and indeed, in the
next section, we show how to derive a ByteCode Verifier from this abstraction.

4.1 Abstract Memory Model

As a first approximation, we would like our abstract values to be the set of
(JavaCard) types. However, return addresses needs a special treatment. In the
semantics of the instruction ret, it is required that the first operand is a value
val of type Return_Address and the integer part of val is used to indicate the
next value of the program counter. If we simply forget about the integer part of
val, we are simply unable to indicate the program point where execution is to
be continued. We therefore adapt the definition of (abstract, JavaCard) types
to store the value to which the program counter needs to be updated. Formally,
abstract values (identified with) abstract types are defined as a mutual inductive
type, together with abstract primitive types:

Inductive abs_type_prim : Set :=
abs_ReturnAddress : nat -> abs_type_prim | ...

The memory model is simplified likewise:

– the heap disappears. Indeed, the type of objects created during execution is
always stored in the stack so the heap is not needed any longer.

– the stack disappears and is replaced by a frame. Indeed, execution may
be performed on a method by method basis so that only the return type
is required for executing a method’s invocation (we return to the abstract
semantics of invokevirtual in the next subsection). Hence we only need to
consider one abstract frame instead of the stack.

We still need to maintain the static heap, abstracted as a list of types. The static
heap is used for example in the semantics of get_static. Formally, we set:

Definition abs_jcvm_state := abs_static_heap*abs_frame.

We now turn to the execution model. Execution becomes non-deterministic be-
cause some branching instructions may return to different program points de-
pending upon the value on top of the operand stack (and we do not have access to
3 The JavaCard Runtime Environment is privileged and may access all objects.
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the value). In order to handle this non-determinism, the corresponding abstract
instructions are required to return a list of possible returned states. Formally,
instructions are formalised as functions of type:

abs_jcvm_state * operands → (list abs_returned_state)

As for the concrete virtual machine, one defines a one-step abstract execution
function abs_exec_instruction of type:

instruction*abs_state*program → abs_returned_state

4.2 Exception Management

The abstract virtual machine cannot handle standard JavaCard exceptions such
as NullPointer or Arithmetic exceptions because they depend on values forgot-
ten during the abstraction. In fact, the only exceptions handled by the abstract
virtual machine are those caused by an incorrect program.

4.3 Semantics of the Abstract Invokevirtual

The abstract semantics for new_frame_invokevirtual does not create a new
frame nor perform a check for security exceptions. Moreover the resulting state
becomes:

(abs_Normal (sh, (Build_abs_frame
(app_return_type l’ (Snd (signature m)))
(abs_locvars h)
(abs_method_loc h)
(abs_context_ref h)
(S (abs_p_count h)))))

The return type of the method called (if different from Void) is added to the
operand stack of the current frame by calling the function app_return_type
and the program counter is incremented.

4.4 Correctness

In order to state the correctness of the abstraction, we want to define a func-
tion that maps states to abstract states. As a first step, we define a function
alpha_val mapping values to abstract values. Formally, we set:

Definition alpha_val [v:valu] : abs_valu :=
Cases (Fst v) of
(Prim ReturnAddress) =>

(abs_Prim (abs_ReturnAddress (absolu (Snd v))))
| _ => (type_to_abs_type (Fst v))
end.
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where absolu coerces an integer to its absolute value and type_to_abs_type
coerces a type to its corresponding abstract type.

Now we need to extend the function alpha_val to a function alpha that
maps every state to an abstract state. It is a simple matter to extract an abstract
static heap from a state, but some care is needed to extract an abstract frame
from a stack. Indeed, we cannot map a stack to the abstraction of its top frame,
because of the invokevirtual function (concrete execution creates a new frame
whereas abstract execution does not). In order to cope with this situation, we
use the flag of the current analysed frame m. If m is on the top of the stack then
it is abstracted. If there are other frames above, the return type of the frame
just above the analysed frame is added to the operand stack of m and m is then
abstracted.

Finally, we extend the function alpha to a function alpha_ret that maps
every returned state to an abstract returned state. The correctness of the ab-
straction is then stated as a “commuting diagram” relating concrete and ab-
stract execution (up to subtyping), see Figure 1. The hooked vertical arrow on
the right-hand side of the diagram and the ≤ sign at the bottom-right corner
mean that the abstraction of the concrete returned state is, up to subtyping, a
member of the list of abstract returned states.

jcvm state

alpha
��

exec instruction i // returned state� _

alpha ret
��

abs jcvm state
abs exec instruction i // ≤ (list abs returned state)

Fig. 1. Commutative diagram of concrete and abstract execution

We have shown4 in Coq that the diagram commutes (up to subtyping),
provided concrete execution does not raise any exception except by calling
AbortCode (as discussed above, other exceptions cannot be handled by the ab-
stract virtual machine). It follows that every call to AbortCode at the concrete
level is matched at the abstract level. This is the key to proving the correctness
of the ByteCode Verifier.

5 Application: A Certified ByteCode Verifier

The ByteCode Verifier is a key component of JavaCard’s security. Below we
present a certified ByteCode Verifier derived from the abstract virtual machine
described in the previous section. Our ByteCode Verifier ensures that, at every
4 Our proof assumes that the virtual machine verifies some basic properties w.r.t.

memory management.
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program point, the local variables and the operand stack are appropriately typed
for the instruction to be executed. It also ensures that, if a program point is
reached several times, the size and type of the operand stack must remain equal.
Our ByteCode Verifier treats the whole set of instructions but is not complete:
it does not treat subroutines in their full generality nor object initialisation.

5.1 The Verification Algorithm

All the properties suggested above, except the last one, can be verified by execut-
ing the abstract Virtual Machine. For the last property, we also have to record
the (abstract) state of the (abstract) virtual machine after each step of execution.
More precisely, we store an uninitialised returned state for each program point
of the analysed method. After each step of execution, we check if the instruction
has been performed before and if so, unify in a suitable way the returned state
with the state that was stored for this instruction. In case of success, the re-
sulting state after unification state is saved again. If, after unification, the saved
state has not changed, the execution can stop for this particular execution path.

Some instructions require some extra care, e.g. (1) for instructions that can
lead to two different program points, the execution must continue from both
branching points; (2) for exception handlers, the catch block must be executed
from the beginning with the appropriate arguments, and at the return point of
the exception handler, an unification must occur.

5.2 Correctness of the ByteCode Verifier

The correctness of the ByteCode Verifier comprises two parts:

– a proof of termination. It requires to define a well-founded relation on types
and to prove that each unification step produces a state that is strictly
smaller than the state that was previously stored. The proof is highly non
trivial and is used to define by well-founded recursion the ByteCode Verifier
as a function bcv:jcprogram → bool;

– a proof of correctness. One needs to prove that, if bytecode verification is
successful, then the function AbortCode will not be called. The proof, which
uses the correctness of the abstraction, ensures that the ByteCode Verifier
enforces the expected properties.

6 Conclusion

We have presented an executable formal semantics of the JavaCard Virtual Ma-
chine and ByteCode Verifier. With 15,000 lines of Coq scripts, our formalisation
constitutes the most in-depth machine-checked account of the JavaCard platform
to date.



316 G. Barthe et al.

6.1 Related Work

Applications of formal methods and programming language theory to Java and
JavaCard are flourishing. Due to space constraints, we only comment on works
that emphasise machine-checked verification of the Java or JavaCard platforms,
either at platform or application level. Other works that do not emphasise
machine-checked verification are discussed in the full version of this paper.

Platform-oriented projects. One of the most impressive achievements to date
is that of the Bali project [2], which has formalised in Isabelle/HOL a large body
of the Java platform, including (1) the type system and the operational seman-
tics of both the source language and the bytecode, with a proof of type-safety
at both levels; (2) the compiler, an abstract ByteCode Verifier and an abstract
lightweight ByteCode Verifier, with a proof of their correctness; (3) a sound and
complete axiomatic semantics to reason about Java programs. This work is com-
prehensive in that it treats all components of the Java platform, both at source
and bytecode level, but does not take all aspects of Java (let alone JavaCard)
into account. For example, Pusch’s account [27] of the Java Virtual Machine does
not handle arithmetic, exceptions, interfaces and initialisation and Nipkow’s [24]
and Klein and Nipkow’s [19] accounts of the ByteCode Verifier focus on an even
smaller fragment of the JVM. Thus, we see our work as complementary to theirs
and as further evidence that, as suggested in [25], “machine-checking the design
of a non-trivial programming language has become a reality”.

Other partial formalisations of the Java and JavaCard platforms are reported
by Y. Bertot [5] (object initialisation in Coq after [13]), by R. Cohen [10] (de-
fensive JVM in ACL2), by T. Jensen and co-authors [29] (converter in Coq),
by J.-L. Lanet and A. Requet [20] (JCVM in B), by Z. Qian and co-workers [9]
(JVM and BCV in Specware) and by D. Syme [31] (operational semantics, type
system and type soundness of source Java in DECLARE).

Application-oriented projects. Application-oriented projects may be further
classified on the basis of the verification techniques used. These can either be
mostly logical or mostly algorithmic.

Logical approaches. The LOOP tool [22], which allows to reason about (source)
Java programs via a front-end to PVS and Isabelle, has been applied successfully
to the verification of some standard Java class libraries and more recently to the
JavaCard APIs. The key ingredients underlying the LOOP’s approach are (1) a
type-theoretical semantics of Java programs and of the Java memory model; (2)
an axiomatic logic to reason about Java programs and Java features, including
exceptions, abrupt termination and inheritance; (3) a tool to compile Java classes
into PVS or Isabelle theories that form the basis for actual verifications. The
main differences with our work are that their semantics works at source level
and that it is not directly executable.

Rather similar techniques have been developed independently by A. Poetsch-
Heffter and co-workers [23,26], while in [7], P. Brisset combines logical and algo-
rithmic techniques to verify the correctness of Java’s security manager. Further
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uses of logical techniques for the verification of Java programs are reported in
[1,11,14].

Algorithmic approaches. The Bandera project [3] has developed a toolset to ver-
ify automatically properties of (source) Java programs via a back-end to model-
checkers such as SMV and Spin. The toolset has been successfully applied to
verify properties of multi-threaded Java programs. The key ingredients underly-
ing the Bandera’s approach are (1) a (temporal logic like) specification language
to describe program properties; (2) a toolset5 that extracts from Java source
code compact finite-state models; (3) an abstraction specification language and
an abstraction engine that derives the abstract program for a given program and
abstraction.

Further uses of algorithmic techniques to verify Java programs have been
reported e.g. by P. Bieber and co-authors [6] (abstraction and model-checking
to detect transitive flows in JavaCard), T. Jensen and co-workers [18] (abstrac-
tion and finite-state verification to verify control-flow security properties of Java
programs), K. Havelund [15] (Java Path Finder, model-checking of concurrent
Java programs), K. R. M. Leino and co-authors [21] (Extended Static Checking,
with a back-end to the theorem-prover Simplify). In addition, numerous pro-
gram analyses and type systems have been designed to verify properties of Java
programs.

6.2 Future Work

Our primary objective is to complete our work into a full formalisation of the
JavaCard platform (at the bytecode level) that may be used as a basis for rea-
soning about JavaCard programs. Clearly, much work remains to be done. Below
we only outline the most immediate problems we intend to tackle.

Platform level. First and foremost, one needs to complete the formalisation of
the ByteCode Verifier. The key challenge is of course to handle subroutines. We
see two complementary options here: the first one is to provide a full account of
subroutines along the lines of [13,30]. An alternative, first suggested by S. Freund
in [12] and recently implemented in the KVM [8], would be to consider a pro-
gram transformation that translates away subroutines and prove its correctness.
Second, it would be interesting to extend our semantics with some features of
Java, such as garbage collection, multi-threading and remote method invocation
(RMI).

Application level. Many security properties can be expressed as temporal
logic formulae over a program’s execution trace and can in principle be verified
by suitable algorithmic techniques. For these algorithmic verifications to be ef-
fective, they should be preceded by abstraction techniques that help reduce the
state space. In this paper, we focused on the type abstraction which, in many
5 The toolset combines several program analyses/program transformation techniques,

including slicing and partial evaluation.
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respects, underlies the ByteCode Verifier. We are currently trying to develop a
method to generate automatically an abstract virtual machine and a proof of
its correctness for any abstraction function mapping states to a suitably chosen
notion of abstract states.
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Abstract. Programmers rely on the correctness of the tools in their
programming environments. In the past, semanticists have studied the
correctness of compilers and compiler analyses, which are the most im-
portant tools. In this paper, we make the case that other tools, such as
debuggers and steppers, deserve semantic models, too, and that using
these models can help in developing these tools.

Our concrete starting point is the algebraic stepper in DrScheme, our
Scheme programming environment. The algebraic stepper explains a
Scheme computation in terms of an algebraic rewriting of the program
text. A program is rewritten until it is in a canonical form (if it has one).
The canonical form is the final result.

The stepper operates within the existing evaluator, by placing break-
points and by reconstructing source expressions from source information
placed on the stack. This approach raises two questions. First, do the
run-time breakpoints correspond to the steps of the reduction seman-
tics? Second, does the debugging mechanism insert enough information
to reconstruct source expressions?

To answer these questions, we develop a high-level semantic model of the
extended compiler and run-time machinery. Rather than modeling the
evaluation as a low-level machine, we model the relevant low-level fea-
tures of the stepper’s implementation in a high-level reduction semantics.
We expect the approach to apply to other semantics-based tools.

1 The Correctness of Programming Environment Tools

Programming environments provide many tools that process programs semanti-
cally. The most common ones are compilers, program analysis tools, debuggers,
and profilers. Our DrScheme programming environment [9,8] also provides an
algebraic stepper for Scheme. It explains a program’s execution as a sequence of
reduction steps based on the ordinary laws of algebra for the functional core [2,
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21] and more general algebraic laws for the rest of the language [6]. An alge-
braic stepper is particularly helpful for teaching; selective uses can also provide
excellent information for complex debugging situations.

Traditionally researchers have used semantic models to verify and to develop
compilation processes, analyses, and compiler optimizations. Other semantics-
based programming environment tools, especially debuggers, profilers, or step-
pers, have received much less attention. Based on our development of DrScheme,
however, we believe that these tools deserve the same attention as compilers or
analyses. For example, a debugging compiler and run-time environment should
have the same extensional semantics as the standard compiler and run-time
system. Otherwise a programmer cannot hope to find bugs with these tools.

The implementation of an algebraic stepper as part of the compiler and run-
time environment is even more complex than that of a debugger. A stepper must
be able to display all atomic reduction steps as rewriting actions on program text.
More specifically, an embedded stepper must be guaranteed

1. to stop for every reduction step in the algebraic semantics; and
2. to have enough data to reconstruct the execution state in textual form.

To prove that an algebraic stepper has these properties, we must model it at a
reasonably high level so that the proof details do not become overwhelming.

In this paper, we present a semantic model of our stepper’s basic operations
at the level of a reduction semantics. Then we show in two stages that the step-
per satisfies the two criteria. More precisely, in the following section we briefly
demonstrate our stepper. The third section introduces the reduction model of the
stepper’s run-time infrastructure and presents the elaboration theorem, which
proves that the stepper infrastructure can keep track of the necessary informa-
tion. The fourth section presents the theory behind the algebraic stepper and
the stepper theorem, which proves that the inserted breakpoints stop execution
once per reduction step in the source language. Together, the two theorems prove
that our stepper is correct modulo elaboration into a low-level implementation.
The paper concludes with a brief discussion of related and future work.

2 An Algebraic Stepper for Scheme

Most functional language programmers are familiar with the characterization of
an evaluation as a series of reduction steps. As a toy example, consider the first
few steps in the evaluation of a simple factorial function in Scheme:

(fact 3)

= (if (= 3 1) 1 (∗ (fact (− 3 1)) 3))

= (if false 1 (∗ (fact (− 3 1)) 3))

= (∗ (fact (− 3 1) ) 3)

· · ·
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An arithmetic reduction A procedure application

Fig. 1. The stepper in action

Each step represents the entire program. The boxed subexpression is the stan-
dard redex. The sequence illustrates the reduction of function applications (βv),
primitive applications (δv), and if expressions.

DrScheme implements a more sophisticated version of the same idea. The two
screen dumps of fig. 1 show the visual layout of the stepper window. The window
is separated into three parts. The top shows evaluated forms. Each expression or
definition moves to the upper pane when it has been reduced to a canonical form.
The second pane shows the redex and the contractum of the current reduction
step. The redex is highlighted in green, while the contractum—the result of the
reduction—is highlighted in purple. The fourth pane is reserved for expressions
that are yet to be evaluated; it is needed to deal with lexical scope and effects.

The two screen dumps of fig. 1 illustrate the reduction of an arithmetic
expression and a procedure call. The call to the procedure is replaced by the
body of the procedure, with the argument values substituted for the formal
parameters. Other reduction steps are modeled in a similar manner. Those of the
imperative part of Scheme are based on Felleisen and Hieb’s work on a reduction
semantics for Scheme [6]; they require no changes to the infrastructure itself. For
that reason, we ignore the imperative parts of Scheme in this paper and focus
on the functional core.

3 Marking Continuations

The implementation of our stepper requires the extension of the existing com-
piler and its run-time machinery. The compiler must be enriched so that it emits
instructions that maintain connections between the machine state and the origi-
nal program text. The run-time system includes code for decoding this additional
information into textual form.

To model this situation, we can either design a semantics that reflects the
details of a low-level machine, or we can enrich an algebraic reduction framework
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with constructs that reflect how the compiler and the run-time system keep track
of the state of the evaluation. We choose the latter strategy for two reasons.

1. The reduction model is smaller and easier to manage than a machine model
that contains explicit environments, stacks, heaps, etc. The research com-
munity understands how compilers manage associations between variables
and values. Modeling this particular aspect would only pollute the theorems
and proofs, without making any contribution.

2. Furthermore, it is possible to derive all kinds of low-level machines from a
high-level semantics [5,13]. These derivations work for our extended frame-
work, which means the proof carries over to several implementations of the
low-level mechanism.

The goal of this section is to introduce the source-level constructs that model
the necessary continuation-based information management and to show that
they can keep track of the necessary information. The model is extended in the
next section to a model of a stepper for the core of a functional language.

Section 3.1 presents continuation marks, the central idea of our model. Sec-
tion 3.2 formalizes this description as an extension of the functional reduction
semantics of Scheme. Section 3.3 introduces an elaboration function that inserts
these forms into programs and states a theorem concerning the equivalence of a
program, its elaborated form, and the annotations in the reduction semantics.

3.1 Introduction to Continuation Marks

It is natural to regard a program’s continuation as a series of frames. In this
context, a continuation mark is a distinct frame that contains a single value.

Continuation-mark frames are transparent to the evaluation. When control
returns to such a frame, the mark frame is removed. When a program adds a
mark to a continuation that is already marked (that is, when two marks ap-
pear in succession), the new mark replaces the old one. This provision preserves
tail-optimizations for all derived implementations. Not all machines are tail-
optimizing, e.g., the original SECD machine [17], but due to this provision our
framework works for both classes of machines.

In addition to the usual constructs of a functional language, our model con-
tains two new continuation operations:

(with-continuation-mark mark-expr expr) : mark-expr and expr are ar-
bitrary expressions. The first evaluates to a mark-value, which is then placed
in a marked frame on top of the continuation. If the current top frame is al-
ready marked, the new frame replaces it. Finally, expr is evaluated. Its value
becomes the result of the entire with-continuation-mark expression.

(current-continuation-marks) : The result of this expression is the list of values
in the mark frames of the current continuation.

The two programs in fig. 2 illustrate how an elaborator may instrument a
factorial function with these constructs.1 Both definitions implement a factorial
1 For space reasons, with-continuation-mark and current-continuation-marks are ab-

breviated as w-c-m and c-c-m from now on.
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Fig. 2. The relationship between continuation-marks and tail-recursion

function that marks its continuation at the recursive call site and reports the
continuation-mark list before returning. The one in the left column is properly
recursive, the one on the right is tail-recursive. The boxed texts are the outputs
that applications of their respective functions produce. For the properly recursive
program on the left, the box shows that the continuation contains four mark
frames. For the tail-recursive variant, only one continuation mark remains; the
others have been overwritten during the evaluation.2

3.2 Breakpoints and Continuation Marks

To formulate the semantics of our new language constructs and to illustrate their
use in the implementation of a stepper, we present a small model and study its
properties. The model consists of a source language, a target language, and a
mapping from the former to the latter.

The source and target language share a high-level core syntax, based on
the λ-calculus. The source represents the surface syntax, while the target is a
representation of the intermediate compiler language. The source language of this
section supports a primitive inspection facility in the form of a (breakpoint)
expression. The target language has instead a continuation mark mechanism.
2 This elision of continuation marks is the principal difference between our device and

that of Moreau’s dynamic bindings [19]. If we were to use dynamic bindings to pre-
serve runtime information, the resulting programs would lose tail-call optimizations,
which are critical in a functional world.
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Fig. 3. Grammar and Reduction rules for the source language

The translation from the source to the target demonstrates how the continuation
mark mechanism can explain the desired breakpoint mechanism.

The syntax and semantics of the source language are shown in fig. 3. The
set of program expressions is the closed subset of M . The primitives are the
set P . The set of values is described by V . The semantics of the language is
defined using a rewriting semantics [6].3 E denotes the set of evaluation contexts.
Briefly, a program is reduced by separating it into an evaluation context and an

3 Following Barendregt [2], we assume syntactic α-equivalence to sidestep the problem
of capture in substitution. We further use this equivalence to guarantee that no two
lexically bound identifiers share a name.
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Fig. 4. Extension of the source language M to the target language Mt

instruction—the set of instructions is defined implicitly by the left-hand-sides of
the reductions—then applying one of the reduction rules. This is repeated until
the process halts with a value or an error.

To model output, our reduction semantics uses a Labeled Transition Sys-
tem [18], where L denotes the set of labels. L includes the evaluation contexts
along with τ , which denotes the transition without output. The only expres-
sion that generates output is the (breakpoint) expression. It displays the cur-
rent evaluation context. Since the instruction at the breakpoint must in fact be
(breakpoint), this is equivalent to displaying the current program expression.
The expression reduces to 13, an arbitrarily chosen value. When we write 7→
with no superscript, it indicates not that there is no output, but rather that the
output is not pertinent.

The relation 7→ is a function. That is, an expression reduces to at most one
other expression. This follows from the chain of observations that:

1. the set of values and the set of instructions are disjoint,
2. the set of values and the set of reducible expressions are therefore disjoint,
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3. the instructions may not be decomposed except into the empty context and
the instruction itself, and therefore that

4. an expression has at most one decomposition.

Multi-step evaluation 7→→ is defined as the transitive, reflexive closure of the
relation 7→. That is, we say that M0

O7→→ Mn if there exist M0, . . . , Mn such that
Mi

li7→→ Mi+1 and O ∈ L∗ = l0l1 . . . ln−1.
The evaluation function eval(M) is defined in the standard way:

eval(M) =
{

V if M 7→→V
error if M 7→→ error

For a reduction sequence S = (M0 7→ M1 7→ · · · 7→ Mn), we define trace(S) to
be the sequence of non-empty outputs:

trace(S) =






() if S = (M)
trace(M1 7→ · · · 7→ Mn) if S = (M0

τ7→ M1 7→ · · · 7→ Mn)
(E . trace(M1 7→ · · · 7→ Mn)) if S = (M0

E7→ M1 7→ · · · 7→ Mn)

The target language of our model is similar to the source language, except
that it contains w-c-m and c-c-m, and an output instruction that simply
displays a given value. The grammar and reduction rules for this language are
an adaptation of that of the source language. They appear in fig. 4.

The evaluation of the target language is designed to concatenate neighboring
w-c-m’s, which is critical for the preservation of tail-call optimizations in the
source semantics. Frame overwriting is enforced by defining the set of evaluation
contexts to prohibit immediately nested occurrences of w-c-m-expressions. In
particular, the set Et may include any kind of continuation, but its w-c-m
variant Ft requires a subexpression that is not a w-c-m expression.

Note also the restriction on the w-c-m reductions that the enclosing context
must not end with a w-c-m. This avoids two ambiguities: one that arises when
two nested w-c-m expressions occur with a value inside the second, another that
occurs when three or more w-c-m expressions appear in sequence.

For the target language, the set of labels is the set of values plus τ . The
output instruction is the only instruction that generates output.

The standard reduction relation 7→t is a function. This follows from an argu-
ment similar to that for the source language. Multiple-step reduction is defined
as in the source language by the transitive, reflexive closure of 7→t, written as
7→→t. The target language’s evaluation function evalt and trace function tracet

are adapted mutatis mutandis from their source language counterparts, with 7→
and 7→→ replaced by 7→t and 7→→t.

Roughly speaking, (breakpoint) is a primitive breakpoint facility that dis-
plays the program’s execution state. The purpose of our model is to show that
we can construct an elaboration function A from the source language to the
target language that creates the same effect via a combination of continuation
marks and a simple output expression.
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Fig. 5. The annotating function, A : M →Mt

The elaboration function is defined in fig. 5.4 It assumes that the identifier
F does not appear in the source program. It also relies upon a quoting function,
Q, which translates source terms to values representing them, except for the
unusual treatment of variable names. These are not quoted, so that substitution
occurs even within marks.

3.3 Properties of the Model

The translation from the breakpoint language to the language with continua-
tion marks preserves the behavior of all programs. In particular, terminating
programs in the source model are elaborated into terminating programs in the
target language. Programs that fail to converge are elaborated into programs
that also fail to converge. Finally, there is a function T , shown in fig. 6, map-
ping the values produced by output in the target program to the corresponding
4 The list constructor is used in the remainder of the paper as a syntactic abbreviation

for a series of conses.
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Fig. 6. The Translation function, T : V → E

evaluation contexts produced by (breakpoint) expressions. We extend T to
sequences of values in a pointwise fashion.

Theorem 1 (Elaboration Theorem). For any program in the source lan-
guage M , the following statements hold for the program M0 and the elaborated
program N0 = A[[M ]]0:

1. eval(M0) = V iff evalt(N0) = A[[V ]].
2. eval(M0) = error iff evalt(N0) = error.
3. if S = (M0 7→ · · · 7→ Mn), there exists St = (N0 7→t · · · 7→t Nk) s.t.

trace[[S]] = T (trace[[St]])

Proof Sketch: The relevant invariant of the elaboration is that every non-value
is wrapped in exactly one w-c-m, and values are not wrapped at all. The w-c-m
wrapping of an expression indicates what kind of expression it is, what stage of
evaluation it is in, and all subexpressions and values needed to reconstruct the
program expression.

The proof of the theorem is basically a simulation argument upon the two
program evaluations. It is complicated by the fact that one step in the source
program corresponds to either one, two, or four steps in the elaborated program.
The additional steps in the elaborated program are w-c-m reductions, which
patch up the invariant that the source program and the elaborated program are
related by A.
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4 Stepping with Continuation Marks

The full stepper is built on top of the framework of section 3, and also comprises
an elaborator and reconstructor. The elaborator transforms the user’s program
into one containing breakpoints that correspond to the reduction steps of the
source program. At runtime, the reconstructor translates the state of the evalu-
ation into an expression from the information in the continuation marks.

In this section we develop the model of our stepper implementation and its
correctness proof. Subsection 4.1 describes the elaborator and the reconstructor,
and formalizes them. Subsection 4.2 presents the stepper theorem, which shows
that the elaborator and reconstructor simulate algebraic reduction.

4.1 Elaboration and Reconstruction

The stepper’s elaborator extends the elaborator from section 3.2. Specifically,
the full elaborator is the composition of a “front end” and a “back end.” In fact,
the back end is simply the function A of section 3.

The front end, B, translates a plain functional language into the source lan-
guage of section 3. More specifically, it accepts expressions in Ms, which is the
language M without the (breakpoint) expression. Its purpose is to insert as
many breakpoints as necessary so that the target program stops once for each
reduction step according to the language’s semantics. Fig. 7 shows the definition
of B. The translation is syntax-directed according to the expression language.
Since some expressions have subexpressions in non-tail positions, B must elabo-
rate these expressions so that a breakpoint is inserted to stop the execution after
the evaluation of the subexpressions and before the evaluation of the expression
itself. We use I0, I1, and I2 as temporary variables that do not appear in the
source program. In this and later figures we use the let* expression as syntactic
shorthand.5

The full elaborator is the composition of B and A. It takes terms in Ms to
terms in Mt, via a detour through M .

Like the elaborator, the reconstructor is based on the infrastructure of sec-
tion 3. The execution of the target program produces a stream of output values.
The function T of fig. 6 maps these values back to evaluation contexts of the
intermediate language, that is, the source language of section 3. Since the in-
struction filling these contexts must be breakpoint, the reconstruction function
R is defined simply as the inversion of the annotation applied to the context filled
with breakpoint. In other words, R[[E]] = B−1[[E[(breakpoint)]]]. 6 Like T , R
is extended pointwise to sequences of expressions.

The full reconstructor is the composition of R and T . It takes terms in Et

to terms in Ms.

5 The let* expression is roughly equivalent to the sequential let of ML. It is used as
syntactic shorthand for a corresponding set of applications like those in fig. 5.

6 Inspection of the definition of B demonstrates that it is invertible.
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Fig. 7. The stepper’s breakpoint-inserting function, B : Ms →M

4.2 Properties of the Stepper

To prove that the stepper works correctly, we must show that the elaborated
program produces one piece of output per reduction step in the source semantics
and that the output represents the entire program.

Theorem 2 (Stepping Theorem). For an evaluation sequence S = (M0 7→
· · · 7→ Mn), there exists an evaluation sequence St = (A[[B[[M0]]]] 7→t · · · 7→t Nk)
such that S = R[[T [[trace[[St]]]]]].

Proof Sketch: By the Elaboration theorem, it suffices to prove that, given a
sequence S as in the theorem statement, there exists Sa = (B[[M0]] 7→ · · · 7→ Nk′)
such that S = R[[tracet[[Sa]]]].

The proof again uses a simulation argument. Evaluation of the source pro-
gram for one step and evaluation of the target program for either one or two
steps maintains the invariant that the source program and the target program
are related by B.

4.3 From Model to Implementation

From an implementation perspective, the key idea in our theorems is that the
stepper’s operation is independent of the intermediate state in the evaluation
of the elaborated program. Instead, the elaborated program contains informa-
tion in the marked continuations that suffices to reconstruct the source program
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from the output. The correctness theorem holds for any evaluator that properly
implements the continuation-mark framework. That is, the stepper’s correct op-
eration is entirely orthogonal to the implementation strategy and optimizations
of the evaluator; as long as that evaluator correctly implements the language
with continuation marks, the stepper will work properly.

5 Related Work

The idea of elaborating a program in order to observe its behavior is a familiar
one. Early systems included BUGTRAN [7] and EXDAMS [1] for FORTRAN.
More recent applications of this technique to higher-order languages include
Tolmach’s smld [24], Kellomaki’s PSD [14], and several projects in the lazy FP
community [12,20,22,23]. None of these, however, addressed the correctness of the
tool — not only that the transformation preserves the meaning of the program,
but also that the information divulged by the elaborated program matches the
intended purpose.

Indeed, work on modeling the action of programming environment tools is
sparse. Bernstein and Stark [3] put forward the idea of specifying the semantics
of a debugger. That is, they specify the actions of the debugger with respect to
a low-level machine. We extend this work to show that the tool preserves the
semantics and also performs the expected computation.

Kishon, Hudak, and Consel [15] study a more general idea than Bernstein and
Stark. They describe a theoretical framework for extending the semantics of a
language to include execution monitors. Their work guarantees the preservation
of the source language’s semantics. Our work extends this (albeit with a loss of
generality) with a proof that the information output by the tool is sufficient to
reconstruct a source expression.

Bertot [4] describes a semantic framework for relating an intermediate state
in a reduction sequence to the original program. Put differently, he describes
the semantic foundation for source tracking. In contrast, we exploit a practical
implementation of source tracking by Shriram Krishnamurthi [16] for our im-
plementation of the stepper. Bertot’s work does not verify a stepper but simply
assumes that the language evaluator is a stepper.

6 Conclusion

Our paper presents a high-level model of an algebraic stepper for a functional
language. Roughly speaking, the model extends a conventional reduction se-
mantics with a high-level form of weak continuation manipulations. The new
constructs represent the essence of the stepper’s compiler and run-time actions.
They allow programs to mark continuations with values and to observe the mark
values, without any observable effect on the evaluation. Using the model, we can
prove that the stepper adds enough information to the program so that it can
stop for every reduction step. At each stop, furthermore, the source information
in the continuation suffices for a translation of the execution state into source
syntax—no matter how the back end represents code and continuations.
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Because the model is formulated at a high level of abstraction, the model and
the proofs are robust. First, the model should accommodate programming envi-
ronment tools such as debuggers and profilers that need to associate information
about the program with the continuation. After all, marking continuations and
observing marks are two actions that are used in the run-time environment of
monitoring tools; otherwise, these tools are simply aware of the representations
of values, environments, heaps, and other run-time structures. Indeed, we are
experimenting at this moment with an implementation of a conventional debug-
ger directly based on the continuation mark mechanism. Performance penalties
for the debugger prototype run to a factor of about four.

Second, the proof applies to all implementations of steppers. Using conven-
tional machine derivation techniques from the literature [5,6], one can translate
the model to stack and heap machines, conventional machines (such as Landin’s
SECD [17] machine) or tail-optimizing machines (such as Felleisen’s CE(S)K
machine). In each case, minor modifications of the adequacy proofs for the trans-
formations show that the refined stepper is still correct.

The model of this paper covers only the functional kernel of Scheme. Using
the extended reduction semantics of Felleisen and Hieb [6], the model scales to
full Scheme without much ado. We also believe that we could build an algebraic
stepper for Java-like languages, using the model of Flatt et al. [11]. In contrast,
it is an open question how to accommodate the GUI (callback) and concurrency
facilities of our Scheme implementation [10], both in practice and in theory. We
leave this topic for future research.
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Typestate Checking of Machine Code

Abstract. We check statically whether it is safe for untrusted foreign machine
code to be loaded into a trusted host system. Our technique works on ordinary ma-
chine code, and mechanically synthesizes (and verifies) a safety proof. Our earlier
work along these lines was based on a C-like type system, which does not suffice
for machine code whose origin is C++ source code. In the present paper, we ad-
dress this limitation with an improved typestate system and introduce several new
techniques, including: summarizing the effects of function calls so that our anal-
ysis can stop at trusted boundaries, inferring information about the sizes and types
of stack-allocated arrays, and a symbolic range analysis for propagating informa-
tion about array bounds. These techniques make our approach to safety checking
more precise, more efficient, and able to handle a larger collection of real-life
code sequences than was previously the case. 

1 Introduction

Our goal is to check statically whether it is safe for a piece of untrusted foreign machine
code to be loaded into a trusted host system. (Here “safety” means that the program
abides by a memory-access policy that is supplied on the host side.) We start with ordi-
nary machine code and mechanically synthesize (and verify) a safety proof. In an earlier
paper [24], we reported on initial results from our approach, the chief advantage of
which is that it opens up the possibility of being able to certify code produced by a gen-
eral-purpose off-the-shelf compiler from programs written in languages such as C, C++,
and Fortran. Furthermore, in our work we do not limit the safety policy to just a fixed
set of memory-access conditions that must be avoided; instead, we perform safety
checking with respect to a safety policy that is supplied on the host side. 

Our earlier work was based on a C-like type system, which does not suffice for ma-
chine code whose origin is C++ source code. In the present paper, we address this lim-
itation and also introduce several other techniques that make our safety-checking anal-
ysis more precise and scalable. These techniques include: 

1. An improved typestate-checking system that allows us to perform safety-checking
on untrusted machine code that implements inheritance polymorphism via physical
subtyping [15]. This work introduces a new method for coping with subtyping in
the presence of mutable pointers (Section 3).

2. A mechanism for summarizing the effects of function calls via safety pre- and post-
conditions. These summaries allow our analysis to stop at trusted boundaries. They
form a first step toward checking untrusted code in a modular fashion, which makes
the safety-checking technique more scalable (Section 4).

3. A technique to infer the sizes and types of stack-allocated arrays (local arrays). This
was left as an open problem in our previous paper [24] (Section 5).
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4. A symbolic range analysis for propagating information about array bounds. This
analysis makes the safety-checking algorithm less dependent upon expensive pro-
gram-verification techniques (Section 6).

Section 2 provides a brief review of the safety-checking technique from our earlier
work [24]. Section 7 illustrates the benefits of our techniques via a few case studies.
Section 8 compares our techniques with related work.

As a result of these improvements, we can handle a broader class of real-life code
sequences with better precision and efficiency. For example, allowing subtyping among
structures and pointers allows us to analyze code originating from object-oriented
source code. The use of symbolic range analysis eliminated 55% of the total attempts
to synthesize loop invariants in the 11 programs of our test suite that have array access-
es. In 4 of these programs, it eliminated the need to synthesize loop invariants altogeth-
er. The resulting speedup for global verification ranges from -4% to 53% (with a median
of 29%). Together with improvements that we made to our global-verification phase,
range analysis allows us to verify untrusted code that we were not able to handle previ-
ously.

2 Safety Checking of Machine Code

We briefly review the safety-checking technique from our earlier work [24]. The safety-
checking analysis enforces a default collection of safety conditions to prevent type vi-
olations, array out-of-bounds violations, address-alignment violations, uses of uninitial-
ized variables, null-pointer dereferences. In addition, the host side can specify a precise
and flexible access policy. This access policy specifies the host data that can be access-
ed by the untrusted code, and the host functions (methods) that can be called. It provides
a means for the host to specify the “least privilege” the untrusted code needs to accom-
plish its task.

Our approach is based on annotating the global data in the host. The type informa-
tion in the untrusted code is inferred. Our analysis starts with information about the ini-
tial memory state at the entry of the untrusted code. It abstractly interprets the untrusted
code to produce a safe approximation of the memory state at each program point. It then
annotates each instruction with the safety conditions each instruction must obey and
checks these conditions.

The memory states at the entry, and other program points of the untrusted code, are
described in terms of an abstract storage model. An abstract store is a total map from
abstract locations to typestates. An abstract location summarizes one or more physical
locations so that our analysis has a finite domain to work over. A typestate describes the
type, state, and access permissions of the values stored in an abstract location.

The initial memory state at the entry of the untrusted code is given by a host-
typestate specification, and an invocation specification. The host typestate specification
describes the type and the state of the host data before the invocation of the untrusted
code, as well as safety pre- and post-conditions for calling host functions (methods).
The invocation specification provides the binding information from host resources to
registers and memory locations that represent initial inputs to the untrusted code. 
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The safety-checking analysis consists of five phases. The first phase, preparation,
combines the information that is provided by the host-typestate specification, the invo-
cation specification, and the access policy to produce an abstract store for the program’s
entry point. It also produces an interprocedural control-flow graph for the untrusted
code. The second phase, typestate-propagation, takes the control-flow graph and the
abstract store for the program’s entry point as inputs. It abstractly interprets [6] the un-
trusted code to produce a safe approximation of the memory contents (i.e., a typestate
for each abstract location) at each program point. The third phase, annotation, takes as
input the typestate information discovered in the typestate-propagation phase, and an-
notates each instruction with local and global safety conditions and assertions: the local
safety preconditions are conditions that can be checked using typestate information
alone; the assertions are restatements (as logical formulas) of facts that are implicit in
the typestate information. The fourth phase, local verification, checks the local safety
conditions. The fifth phase, global verification, checks for array out-of-bounds viola-
tions, null-pointer dereferences, and misaligned loads and stores. 

At present, our implementation handles only non-recursive programs.

3 An Improved Typestate System

In our past work, our analysis made the assumption that a register or memory location
stored values of a single type at any given program point (although a register/memory
location could store different types of values at different program points). However, this
approach had some drawbacks for programs written in languages that support subtyping
and inheritance, and also for programs written in languages like C in which program-
mers have the ability to simulate subtyping and inheritance.

In this section, we describe how we have extended the typestate system [24] to in-
corporate a notion of subtyping among pointers. With this approach, each use of a reg-
ister or memory location at a given occurrence of an instruction is resolved to a poly-
morphic type (i.e., a super type of the acceptable values). In the rest of this section, we
describe the improved type component of our typestate system. 

3.1 Type Expressions
Figure 1 shows the language of type expressions used in the typestate system. Com-
pared with our previous work, the typestate system now additionally includes (i) bit-
level representations of integer types, and (ii) top and bottom types that are parameter-
ized with a size parameter. The type int(g:s:v) represents a signed integer that has
g+s+v bits, of which the highest g bits are ignored, the middle s bits represent the sign
or are the result of a sign extension, and the lowest v bits represent the value. For exam-
ple, a 32-bit signed integer is represented as int(0:1:31), and an 8-bit signed integer
(e.g., a C/C++ char) with a 24-bit sign extension is represented as int(0:25:7). The
type uint(g:s:v) represents an unsigned integer, whose middle s bits are zeros. The
type t(n] denotes a pointer that points somewhere into the middle of an array of type t
of size n.

The bit-level representation of integers allows us to express the effect of instruc-
tions that load (or store) partial words. For example, the following code fragment (in
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SPARC machine language) copies a character pointed to by register %o1 to the location
that is pointed to by register %o0: 

ldub [%o1],%g2

stb %g2,[%o0]

If %o1 points to a signed character and a C-like type system is used (i.e., as in [24]),
typestate checking will lose precision when checking the above code fragment. There
is a loss of precision because the instruction “ldub [%o1], %g2” loads register %g2
with a byte from memory and zero-fills the highest 24 bits, and thus the type system of
[24] treats the value in %g2 as an unsigned integer. In contrast, with the bit-level integer
types of Figure 1, we can assign the type int(24:1:7) to %g2 after the execution of the
load instruction. This preserves the fact that the lowest 8 bits of %g2 store a signed char-
acter (i.e., an int(0:1:7)). 

3.2 A Subtyping Relation
We now introduce a notion of subtyping on type expressions, adopted from the physi-
cal-subtyping system of [15], which takes into account the layout of aggregate fields in
memory. Figure 2 lists the rules that define when a type t is a physical subtype of t’ (de-
noted by t <:  t’).1 (In Figure 2, the rules [Top], [Bottom], [Ground], [Pointer], and [Ar-
ray] are our additions to the physical-subtyping system given in [15].) An integer type
t is a subtype of type t’ if the range represented by t is a subrange of the range represent-
ed by t’, and t has at least as many sign-extension bits as t’. Rule [First Member] states
that a structure is a subtype of type t’ if the type of the first member of the structure is
a subtype of t’. The consequence of this rule is that it is valid for a program to pass a

t :: ground Ground types

| t [n] Pointer to the base of an array of type t of size n

| t (n] Pointer into the middle of an array of type t of size 
n

| t ptr Pointer to t

| s {m1, ..., mk} struct

| u {m1, ..., mk} union

| (t1, ..., tk) →  t Function

| T(n) Top type of n bits

| ⊥ (n) Bottom type of n bits (Type “any” of n bits)

m:: (l, t, i) Member labeled l of type t at offset i

ground:: int(g:s:v) | uint(g:s:v) | . . .

Figure 1   A Simple Language of Type Expressions. t stands for type, and m stands for a struct
or union member. Although the language in which we have chosen to express the type system
looks a bit like C, we do not assume that the untrusted code was necessarily written in C or C++ 

1. Note that the subtype ordering is conventional. However, during typestate checking the order-
ing is flipped: t1≤  t2 in the type lattice iff t2 <: t1.
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structure in a place where a supertype of its first member is expected. The rules [Struc-
tures] and [Members] state that a structure s is a subtype of s’ if s’ is a prefix of s, and
each member of s’ is a supertype of the corresponding member of s. The rule [Pointer]
states if t is a subtype of t’, than t ptr is a subtype of t’ ptr. Rule [Array] states that a
pointer to the base of an array is a subtype of a pointer into the middle of an array. 

In our system, an assignment is legal only if the type of the right-hand-side expres-
sion is a physical subtype of the type of the receiving location, and the receiving loca-
tion has enough space. The Rule [Array] is valid because t (i] describes a larger set of
states than t [i]. (The global-verification phase of the analysis will check that all array
references are within bounds.)

Allowing subtyping among integer types, structures, and pointers allows the analy-
sis to handle code that implements inheritance polymorphism via physical subtyping.
Figure 3 shows an example that involves subtyping among structures and pointers. Ac-
cording to the subtyping inference rules for structures and pointers, type Color-
Point* is a subtype of Point*. Function f is polymorphic because it is legal to pass
an actual parameter that is of type ColorPoint* to function f.

For object-oriented languages such as C++, there is an additional complication
that arises from the use of virtual functions, where a virtual function could be imple-
mented by any of the subclasses. As long as we have full information about the class
hierarchy, we can simply assume that the callee of a call to a virtual function can be
any of the functions that implement the virtual function and check all of them.

3.3 The State and Access Component of our Typestate system
We briefly review the state and access components of the typestate system. The state
lattice contains a bottom element ⊥ s that denotes an undefined value of any type. For a
scalar type t, its state can be u or i, which denote uninitialized and initialized values, re-

Figure 2   Inference Rules that Define the Subtyping Relation 

struct Point {
int(0:1:31) x; 
int(0:1:31) y;

};

struct ColorPoint {
int(0:1:31) x; 
int(0:1:31) y;
uint(24:0:8) color;

};

void f(Point* p) {
p->x++;
p->y--;

}

Figure 3   Subtyping Among Pointer Types 

[Structures]
 s(m1,..., mk) <: s (m’1, ..., m’k’) 

[Top]
T(sizeof(t)) <: t 

[Bottom]
 t  <:  ⊥ (sizeof(t))

[Ground]
int(g:s:v) < : int(g’:s’:v’)

g+s+v=g’+s’+v’, g ≤  g’, v ≤  v’
[First Member]

s{m1, ..., mk} <: t’ 

m1 = (l, t, 0), t <: t’

[Members]
m <: m’

k’ ≤ k, m1 < : m’1, ..., mk’ < : m’k’ m=(l, t, i), m’=(l’, t’, i’), l=l’, i=i’, t <: t’

[Reflexivity]
t <:  t

[Array]
t [i] <:  t (i][Pointer]

t ptr <:  t’ ptr
t <: t’

uint(g:s:v)<:  uint(g’:s’:v’)
uint(g:s:v) < : int(g’:s’:v’) 
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spectively. We define u ≤  i in the state lattice. For a pointer type p, its state can be either
u or P (a non-empty set of abstract locations referenced); we define u ≤  P. One of the
elements of P can be null. For sets P1 and P2, we define P1 ≤  P2 iff P2 ⊆  P1. For an
aggregate type G, its state is given by the states of its fields.

An access permission is either a subset of {f, x, o}, or a tuple of access permissions.
The access permission f is introduced for pointer-typed values to indicate whether the
pointer can be dereferenced. The access permission x applies to values that hold the ad-
dress of a function to indicate whether the function pointed to can be called by the un-
trusted code. The access permission o includes the rights to “examine”, “copy”, and per-
form other operations not covered by x and f. The meet of two access-permission sets is
their intersection. The meet of two tuples of access permissions is given by the meet of
their respective elements.

3.4 Typestate Checking with Subtyping
Readers who are familiar with the problems encountered with subtyping in the presence
of mutable pointers may be suspicious of rule [Pointer]. In fact, rule [Pointer] is un-
sound for traditional flow-insensitive type systems in the absence of alias information.
This is because a flow-insensitive analysis that does not account for aliasing is unable
to determine whether there are any indirect modifications to a shared data structure, and
some indirect modifications can have disastrous effects. Figure 4 provides a concrete
example of this. The statement at line 8 changes clrPtr to point to an object of the
type Point indirectly via the variable t, so that clrPtr can no longer fulfill the ob-
ligation to supply the color field at line 9.

A static technique to handle this problem has to be able to detect whether such di-
sastrous indirect modifications could happen. There are several approaches to this prob-
lem found in the literature. For example, the linear type system given in [22] avoids
aliases altogether (and hence any indirect modifications) by “consuming” a pointer as
soon as it is used once. Smith et al [18] use singleton types to track pointers, and alias
constraints to model the shape of the store. (Their goal is to tracks non-aliasing to facil-
itate memory reuse and safe deallocation of objects.) 

Another approach involves introducing the notions of immutable fields and objects
[1]. The idea is that if t is a subtype of type t’, type t ptr is a subtype of t’ ptr only if
any field of t that is a subtype of the corresponding field of t’ is immutable. Moreover,
if a field of t is a pointer, then the object pointed by it must also be immutable. This rule

1: ColorPoint clr;
2: Point bw;

3: void f2(void) {
4: Point* bwPtr = &bw;
5: ColorPoint* clrPtr = &clr;
6: ColorPoint** r = &clrPtr;
7: Point** t = r;
8: *t = bwPtr;
9: clrPtr->color = 1;
10: }

Figure 4   Rule [Pointer] is unsound for flow-insensitive type checking in the absence of alias-
ing information. (Assume the same type declarations as shown in Figure 3.) 

bwPtr bw

clrPtr clr

r

t

clrPtr clr

r
clrPtr clr

r
clrPtr

bwPtr bw

bwPtr bw

bwPtr bw

bwPtr bw

After 4:

After 5:

After 6:

After 7:

After 8: clr
t
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applies transitively. For this approach to work correctly, a mechanism is needed to en-
force these immutability restrictions.

Our work represents yet a fourth technique. Our system performs typestate check-
ing, which is a flow-sensitive analysis that tracks aliasing relationships among abstract
locations. (These state descriptors resemble the storage-shape graphs of Chase et al [4],
and are similar to the diagrams shown in the right-hand column of Figure 4.) By in-
specting the storage-shape graphs at program points that access heap-allocated storage,
we can (safely) detect whether an illegal field access can occur. For instance, from the
shape graph that arises after statement 8 in Figure 4, the analysis can determine that the
access to color in statement 9 represents a possible memory-access error. Programs
with such accesses are rejected by our safety checker.

4 Summarizing Function Calls

By summarizing function calls, the safety-checking analysis can stop at the boundaries
of trusted code. Instead of tracing into the body of a trusted callee, the analysis can
check that a call obeys a safety pre-condition, and then use the post-condition in the rest
of the analysis. We describe a method for summarizing trusted calls with safety pre- and
post-conditions in terms of abstract locations, typestates, and linear constraints. The
safety pre-conditions describe the obligations that the actual parameters must meet,
whereas the post-conditions provide a guarantee on the resulting state. 

Currently, we produce the safety pre- and post-conditions by hand. This process is
error-prone, and it would be desirable to automate the generation of function summa-
ries. Recent work on interprocedural pointer analysis has shown that pointer analysis
can be performed in a modular fashion [5]. These techniques analyze each function as-
suming unknown initial values for parameters (and globals) at a function’s entry point
to obtain a summary function for the dataflow effect of the function. In future work, we
will investigate how to use such techniques to create safety pre- and post- conditions
automatically.

We represent the obligation that must be provided by an actual parameter as a
placeholder abstract location (placeholder) whose size, access permissions, and
typestate provide the detailed requirements that the actual parameter must satisfy. When
a formal parameter is a pointer, its state descriptor can include references to other place-
holders that represent the obligations that must be provided by the locations that may
be pointed to by the actual parameter. In our model, the state descriptor of a pointer-
typed placeholder can refer to null, to a placeholder, or to a placeholder and null. If
it refers to just null, then the actual parameter must point to null. If it refers to a
placeholder, then all locations that are pointed to by the actual parameter must satisfy
the obligation denoted by the placeholder. If the state descriptor refers to both null
and a placeholder, then the actual parameter must either point to null, or to locations
that satisfy the obligation. We represent the pre-conditions as a list of the form “place-
holder : typestate”.

The safety post-conditions provide a way for the safety-checking analysis to com-
pute the resulting state of a call to a summarized function. They are represented by a list
of post-conditions of the form [alias context, placeholder : typestate]. An alias context
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[5] is a set of potential aliases (l eq l’) (or potential non-aliases (l neq l’)), where l and
l’ are placeholders. The alias contexts capture how aliasing among the actual parame-
ters can affect the resulting state.

The safety pre- and post-conditions can also include linear constraints. When they
appear in the safety pre-conditions, they represent additional safety requirements. When
they appear in the post-conditions, they provide additional information about the result-
ing memory state after the call.

To make this idea concrete, Figure 5 shows an example that summarizes the C li-
brary function gettimeofday. It specifies that for the call to be safe, %o0 must either
be (i) null or (ii) be the address of a writable location of size sufficient for storing a
value of the type struct timeval.The safety post-conditions specify that after the
execution of the call, the two fields of the location will be initialized, and %o0 will be
an initialized integer. (On SPARC, the actual parameters will be passed through the reg-
isters %o0, %o1, ..., %o5, and the return value of the function will be stored in the reg-
ister %o0.) 

In the example in Figure 5, the alias contexts are empty because there is no ambi-
guity about aliasing. Having alias contexts allows us to summarize function calls with
better precision (as opposed to having to make fixed assumptions about aliasing). Now
consider the example in Figure 6, which shows how alias contexts can provide better
precision. Function g returns either null or the object that is pointed to by the first pa-
rameter, depending on whether *p1 and *p2 are aliases. 

Checking a call to a trusted function involves a binding process and an update pro-
cess. The binding process matches the placeholders with actual abstract locations, and
checks whether they meet the obligation. The update process updates the typestates of

int gettimeofday (struct timeval *tp);

Safety Pre-condition:
%o0: <struct timeval ptr, {null, t}, fo>

t: <struct timeval, u, wo>

Safety Post-condition:
[(), t: <struct timeval, [0:<int(0:1:31), i, o>, 32:<int(0:1:31), i, o>], o>]

[(), %o0 : <int(0:1:31), i, o>]

[(), %o1-%o5, %g1-%g7: <⊥ (32), ⊥ , o>]

Figure 5   Safety Pre- and Post- Conditions. The typestate of an aggregate is given by the
typestates of its components (enclosed in “[“ and “]”). Each component is labeled by its off-
set (in bits) in its closest enclosing aggregate 

PointPtr 

g(PointPtr *p1, PointPtr* p2){

*p2 = null;

return *p1

}

Safety Pre-condition:

%o0: <PointPtr ptr, {q1}, fo>

%o1:<PointPtr ptr, {q2}, fo>

q1: <PointPtr, {r1}, fo>

Safety Post-condition:

[(q1 neq q2), %o0 : <PointPtr, {r1}, ...>]

[(q1 eq q2), %o0 : <PointPtr, {null}, ...>]

Figure 6   An example of safety pre- and post-conditions with alias contexts. 
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all actual locations that are represented by the placeholders according to the safety post-
conditions. 

Our goal is to summarize library functions, which generally do not do very compli-
cated things with pointers. Thus, at present we have focused only on obligations that
can be represented as a tree of placeholders. When obligations cannot be represented in
this way, we fall back on letting the typestate-propagation phase trace into the body of
the function. Tree-shaped placeholders allow the binding process to be carried out with
a simple algorithm: The binding algorithm iterates over all formal parameters, and ob-
tains the respective actual parameters from the typestate descriptors at the call site. It
then traverses the obligation tree, checks whether the actual parameter meets the obli-
gation, and establishes a mapping between the placeholders and the set of abstract lo-
cations they may represent in the store at the callsite. 

The binding process distinguishes between may information and must information.
Intuitively, a placeholder must represent a location if the binding algorithm can estab-
lish that it can only represent a unique concrete location. The algorithm for the updating
process interprets each post-condition. It distinguishes a strong update from a weak up-
date depending on whether a placeholder must represent a unique location or may rep-
resent multiple locations, and whether the alias context evaluates to true or false. A
strong update happens when the placeholder represents a unique location and the alias
context evaluates to true. A weak update happens if the placeholder may represent mul-
tiple locations or the alias context cannot be determined to be either definitely true or
definitely false; in this case, the typestate of the location receives the meet of its
typestate before the call and the typestate specified in the post-condition. When the alias
context cannot be determined to be either definitely true or definitely false, the update
specified by the post-condition may or may not take place. We make the safest assump-
tion via a weak update. 

5 Inferring Information about Stack-Allocated Arrays

Determining information about arrays that reside on the stack is difficult because we
need to figure out both their types and their bounds. Our previous work [24] required
manual annotations of procedures that made use of local arrays. In this section, we de-
scribe a method for inferring that a subrange of a stack frame holds an array, and illus-
trate the method with a simple example. 

Figure 7 shows a C program that updates a local array; the second column shows
the SPARC machine code that is produced by compiling the program with “gcc -O”
(version 2.7.2.3). To infer that a local array is present, we examine all live pointers each
time the typestate-propagation algorithm reaches the entry of a loop. In the following
discussion, the abstract location SF denotes the stack frame that is allocated by the add
instruction at line 2; SF[n] denotes the point in SF at offset n; and SF[s,t] denotes the
subrange of SF that starts at offset s and ends at offset t-1.

By abstractly interpreting the add instructions at lines 3 and 5, we find that %g3
points to SF[96] and %g2 points to SF[176]. The first time the typestate-checking al-
gorithm visits the loop entry, %g2 and %o1 both point to SF[176] (see the third column
of Figure 7). Abstractly interpreting the instructions from line 10 to line 14 reveals that
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SF[96,100] stores an integer. The second time the typestate-checking algorithm visits
the loop entry, %g3 points to either SF[96] or SF[104]. We now have a candidate for
a local array. The reasoning runs as follows: if we create two fictitious components A
and B of SF (as shown in the right-most column in Figure 7), then %g3 can point to ei-
ther A or B (where B is a component of A). However, an instruction can have only one
(polymorphic) usage at a particular program point; therefore, a pointer to A and a point-
er to B must have compatible types. The only choice (in our type system) is a pointer
into an array. Letting τ  denote the type of the array element, we compute a most general
type for τ  by the following steps:

1. Compute the size of τ . We compute the greatest common divisor (GCD) of the sizes
of the slots that are delimited by the pointer under consideration. In this example,
there is only one slot: SF[96, 104], whose size is 8. Therefore, the size of τ  is 8.

2. Compute the possible limits of the array. We assume that the array ends at the loca-
tion just before the closest live pointer into the stack (other than the pointer under
consideration). 

3. Compute the type of τ . Assuming that the size of τ  we have computed is n, we create
a fictitious location e of size n, and give it an initial type T(n). We then slide e over
the area that we have identified in the second step, n bytes at a time—e.g.,
SF[96,176], 8 bytes at a time—and perform a meet operation with whatever is cov-
ered by e. If an area covered by e (or a sub-area of it) does not have a type associated
with it, we assume that its type is T. In this example, the τ  that we find is 

struct {

int m1;

T(32) m2;

}

No more refinement is needed for this example. In general, we may need to make re-
finements to our findings in later iterations of the typestate-checking algorithm. Each
refinement will bring the element type of the array down in the type lattice. In this ex-

C program SPARC Machine Language First Time Second Time

typedef struct {
  int f;
  int g;
} s;

int main() {
  s a[10];
  s *p = &a[0];
  int i=0;
  while (p<a+10) {
    (p++)->f = i++;
  }
}

1:
2:
3:
4:
5:
6:
7:
8:
9:
10:
11:
12:
13:
14:
15:
16:
17:

main:
add %sp,-192,%sp
add %sp,96,%g3
mov 0,%o0
add %sp,176,%g2
cmp %g3,%g2
bgeu .LL3
mov %g2,%o1

.LL4:
st %o0,[%g3]
add %g3,8,%g3
cmp %g3,%o1
blu .LL4
add %o0,1,%o0

.LL3:
retl
sub %sp,-192,%sp

Figure 7   Inferring the Type and Size of a Local Array. The label .LL4 represents the entry of
the while loop. 
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ample, the address under consideration is the value of a register; in general it could be
of the form “r1+r2” or “r1 +n”, where r1 and r2 are registers and n is an integer. 

This method uses some heuristics to compute the possible limits of the array. This
does not affect the soundness of this approach for the following two reasons: (i) The
typestate-propagation algorithm will make sure that the program is type correct. This
will ensure that the element type inferred is correct. (ii) The global-verification phase
will verify later that all references to the local array are within the inferred bounds.

Note that it does not matter to the analysis whether the original program was written
in terms of an n-dimensional array or in terms of a 1-dimensional array; the analysis
treats all arrays as 1-dimensional arrays. This approach works even when the original
code was written in terms of an n-dimensional array because the layout scheme that
compilers use for an n-dimensional array involves a linear indexing scheme, which is
reflected in linear relationships that the analysis infers for the values of registers. 

6 Range Analysis

The technique we have used for array bounds checking in our earlier work [24], and
techniques such as those described by Cousot and Halbwachs [7,19] are precise, but
have a high cost. We describe a simple range analysis that determines safe estimates of
the range of values each register can take on at each program point [21].This informa-
tion can be used for determining whether accesses on arrays are within bounds. We take
advantage of the synergy of an efficient range analysis and an expensive but powerful
technique that can be applied on demand. We apply the program-verification technique
only for the conditions that cannot be proven by the range analysis.

The range-analysis algorithm that we use is a standard worklist-based forward data-
flow algorithm. It finds a symbolic range for each register at each program point. In our
analysis, a range is denoted by [l, u], where l and u are lower and upper bounds of the
form ax+by+c (a, b, and c are integer constants, and x and y are symbolic names that
serve as placeholders for either the base address or the length of an array). The reason
that we restrict the bounds to the form of ax+by+c is because that array-bounds checks
usually involves checking either that the range of an array index is a subrange of [0,
length-1], or that the range of a pointer that points into an array is a subrange of [base,
base+length-1], where base and length are the base address and length of the array, re-
spectively. In the analysis, symbolic names such as x and y stand for (unknown) values
of quantities like base and length. Symbolic information about bases and lengths of the
arrays are initially given in the host-typestate specification, and are then propagated to
the various program points during range analysis.

Ranges form a meet semi-lattice with respect to the following meet operation: for
ranges r=[l, u], r’=[l’, u’], the meet of r and r’ is defined as [min(l, l’), max(u, u’)]; the
top element is the empty range; the bottom element is the largest range [− ∞ , ∞ ]. The
function min(l, l’) returns the smaller of l and l’. If l and l’ are not comparable (i.e., we
cannot determine the relative order of l and l’ because, for instance, l=ax+by+c,
l’=a’x’+b’y’+c’, x≠ x’, and y≠ y’), min returns − ∞ . The function max is defined simi-
larly except that it returns the greater of its two parameters, and ∞  if its two parameters
are not comparable. 
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We give a dataflow transfer function for each machine instruction, and define data-
flow transfer functions to be strict with respect to the top element. We introduce four
basic abstract operations, +, − , × , and ÷,  for describing the dataflow transfer functions.
The abstract operations are summarized below, where n is an integer: 

[l, u] + [l’, u’] = [l  +− l’, u ++ u’]

[l, u] −  [l’, u’] = [l − − u’, u  − + l’]

[l, u] ×  n = [l ×  n, u ×  n]
[l, u] ÷  n = [l ÷  n, u ÷  n]

The arithmetic operations ++ , +−,  − +, − −  over bounds ax+by+c and a’x’ + b’y’+c’ are
given in Figure 8, where a, b, a’, and b’ are non-zero integers. These arithmetic opera-
tions ensure that the bounds are always of the form ax+by+c.

Comparison instructions are a major source of bounds information. Because our
analysis works on machine code, we need only consider tests of two forms: w ≤ v and
w = v (where w and v are program variables). Figure 9 summarizes the dataflow transfer
functions for these two forms. We assume that the ranges of w and v are [lw, uw] and [lv,
uv] before the tests. The function min1(l, l’) and max1(l, l’) are defined as follows:

If a upper bound of a range is smaller than its lower bound, the range is equivalent to
the empty range. For the dataflow functions for variables w and v along the false branch
of the test w=v, we could improve precision slightly by returning the empty range when
lw, uw, lv, and uv are all equal.

To ensure the convergence of the range-analysis algorithm in the presence of loops,
we perform a widening operation [7] at a node in the loop that dominates the source of
the loop backedge. Let r=[l, u] be the range of an arbitrary variable x at the previous

Operation x=x’, y=y’ x=x’, y≠ y’ x≠ x’, y=y’
x≠ x’, 
y≠ y’

++
(a+a’)x+(b+b’)y+c+c’

if (a+a’)=0, by+b’y’+c+c’
otherwise, ∞

if (b+b’)=0, ax+a’x’+c+c’
otherwise, ∞

∞

+−
if (a+a’)=0, by+b’y’+c+c’
otherwise, −∞

if (b+b’)=0, ax+a’x’+c+c’
otherwise, −∞

−∞

− +
(a− a’)x+(b− b’)y+c− c’

if (a− a’)=0, by− b’y’+c− c’
otherwise, ∞

if (b− b’)=0, ax− a’x’+c− c’
otherwise, ∞

∞

− −
if (a− a’)=0, by− b’y’+c− c’
otherwise, −∞

if (b− b’)=0, ax− a’x’+c− c’
otherwise, −∞

−∞

Figure 8   Binary Operations over Symbolic Expressions 

min1(l, l’)= {
min(l, l’) if comparable(l,l’)

and max1(l, l’)= {
max(l, l’) if comparable(l,l’)

l otherwise l otherwise

Test w v

w = v 
True Branch [max1(lw, lv), min1(uw, uv)] [max1(lv, lw ), min1(uv, uw)]

False Branch [lw, uw] [lv, uv]

 w ≤ v
True Branch [lw, min1(uw, uv)] [max1(lv, lw), uv]

False Branch [max1(lw, lv+1), uw] [lv, min1(uv, uw-1)]

Figure 9   Dataflow Functions for Tests 
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iteration and r’=[l’, u’] be the dataflow value of x at the current iteration. The resulting
range will be r’’= r ∇  r’ where ∇ is the widening operator defined as follows: 

We sharpen the basic range analysis with two enhancements. The first enhancement
deals with selecting the most suitable spot in a loop to perform widening. The key ob-
servation is that for a “do-while” loop (which is the kind that dominates in binary
code1), it is more effective to perform widening right before the test to exit the loop. In
the case of a loop that iterates over an array (e.g., where the loop test is “i < length”) this
strategy minimizes the imprecision of our relatively crude widening operation: the
range for i is widened to [0, +∞ ] just before the loop test, but is then immediately sharp-
ened by the transfer function for the loop test, so that the range propagated along the
loop’s backedge is [0, length-1]. Consequently, the analysis quiesces after two itera-
tions. The second enhancement is to utilize correlations between register values. For ex-
ample, if the test under consideration is r < n and we can establish that r = r’+c at that
program point, where c is a constant, we can incorporate this information into the range
analysis by assuming that the branch also tests r’ < n-c. 

7 Case Studies

All of the techniques described above, except for the technique to infer sizes of local
arrays (Section 5), have been implemented in our safety-checker for SPARC machine
programs [24]. We illustrate the benefits of these improvements on a few example pro-
grams. These examples include array sum, start-timer and stop-timer code taken from
Paradyn’s performance-instrumentation suite [11], two versions of Btree traversal (one
version compares keys via a function call), hash-table lookup, a kernel extension that
implements a page-replacement policy [17], bubble sort, two versions of heap sort (one
manually inlined version and one interprocedural version), stack-smashing (example
9.b described in [16]), MD5Update of the MD5 Message-Digest Algorithm [13], sev-
eral functions from jPVM [9] (two cases, where one case includes more functions), and
a module in the device driver /dev/kerninst [20] that reads the kernel symbol table.

In our experiments, we were able to find a safety violation in the example that im-
plements a page-replacement policy—it attempts to dereference a pointer that could be
null—and we identified all array out-of-bounds violations in the stack-smashing ex-
ample, and all array out-of-bounds violations in the /dev/kerninst example. Figure 10
summarizes the time needed to verify each of the examples on a 440MHz Sun Ultra 10
machine. The times are divided into the times to perform typestate propagation, create

[l,u]∇  [l’, u’] = [l’’, u’’], where l’’ = {
−∞ if (l’<l)

and u’’= {
∞ if (u’>u)

l otherwise u otherwise

1. Although “while” and “for” loops are more common in source code, compilers typically trans-
form them to an “if” with a “do-while” in the “then-part” of the “if”. After this transformation
has been done, the compiler can exploit the fact that the code in the body of the “do-while” will
always be executed at least once if the loop executes. Thus, it is possible to perform code-mo-
tion without the fear of ever slowing down the execution of the program. In particular, the com-
piler can hoist expressions from within the body of the loop to the point in the “then-part” just
before the loop, where they are still guarded by the “if”.
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annotations and perform local verification, perform range analysis, and perform global
verification. Figure 10 also characterizes the examples in terms of the number of ma-
chine instructions, number of branches, number of loops (total versus number of inner
loops), number of calls (total versus number of calls to trusted functions), number of
global safety conditions (number of bounds checks), and the source language in which
each test case is written. Note that the checking of the lower and upper bounds are re-
garded as two separate safety conditions. The times to verify these examples range from
0.1 seconds to 14 seconds.

The extensions to the typestate system allow us to handle a broader class of real-life
examples. Having bit-level representations of integers allow the analysis to deal with
instructions that load/store a partial word in the Md5Update and stack-smashing exam-
ples. The technique to summarize trusted functions allows the analysis to use summa-
ries of several host and library functions in hash, start- and stop-timer, Btree2, the two
jPVM examples, and /dev/kerninst. Subtyping among structures and pointers allows
summaries to be given for JNI [8] methods that are polymorphic. For example, the JNI
function “jsize GetArrayLength(JNIEnv* env, jarray array)” takes
the type jarray as the second parameter, and it is also applicable to the types jin-
tArray and jobjectArray, both of which are subtypes of jarray. Because all
Java objects have to be manipulated via the JNI interface, we model the types jin-
tArray and jobjectArray as physical subtypes of jarray when summarizing
the JNI interface functions.

Symbolic range analysis allows the system to identify the boundaries of an array
that is one field of a structure in the MD5 example. When the typestate-propagation al-
gorithm needs information about the range of a register value, we run an intraprocedural
version of the range analysis on demand, and the intraprocedural range analysis is run
at most once for each function. In the 11 of our test cases that have array accesses, range
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M
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5

INSTRUCTIONS 13 20 22 25 25 36 41 51 71 95 157 309 315 339 883

BRANCHES 2 5 1 4 5 3 11 11 9 16 12 89 16 45 11

LOOPS (INNER) 1 2 (1) 0 1 2 (1) 0 2 (1) 2 (1) 4 (2) 4 (2) 3 7(1) 3 6(4) 5(2)

 PROCEDURAL CALLS 
(TRUSTED)

0 0
1

(1)
1

(1)
0

2
(2)

0
4

(4)
3 0

21
(21)

2
40 

(40)
36

(25)
6

GLOBAL CONDITIONS 
(BOUNDS CHECKS)

4
(2)

9 13
15
(2)

16
(8)

17
35

(14)
39

(14)
56

(26)
84

(42)
49

(18)
100
(74)

99
(18)

116
(42)

121
(30)

SOURCE LANGUAGE C C C C C C C C C C C C C C++ C

TYPESTATE 
PROPAGATION

0.02 0.05 0.02 0.04 0.04 0.03 0.09 0.11 0.17 0.15 0.63 0.69 3.05 4.88 5.92

ANNOTATION 0.003 0.005 0.005 0.006 0.005 0.007 0.008 0.01 0.015 0.015 0.034 0.03 0.069 0.068 0.082

RANGE ANALYSIS 0.01 0 0 0.01 0.03 0 0.03 0.04 0.08 0.12 0.13 0.54 0.24 0.68 1.24

GLOBAL VERIFICATION 0.08 0.18 0.13 0.40 0.18 0.14 0.40 0.35 1.15 2.46 0.78 12.74 1.55 8.60 3.41

TOTAL (SECONDS) 0.1 0.23 0.16 0.46 0.26 0.18 0.53 0.51 1.42 2.75 1.57 14.0 4.91 14.2 10.65

Figure 10   Characteristics of the Examples and Performance Results 
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analysis eliminated 55% of the total attempts to synthesize loop invariants. In 4 of the
11 test cases, it eliminated the need to synthesize loop invariants altogether. The result-
ing speedup for global verification ranges from -4% to 53% (with a median of 29%).
Furthermore, in conjunction with improvements that we made to our global-verification
phase, range analysis allows us to verify the /dev/kerninst example, which we were not
able to handle previously. Figure 11 shows the times for performing global verification,
together with the times for performing range analysis (normalized with respect to the
times for performing global verification without range analysis). The reason that the
analysis of the stack-smashing example is not speeded up is because most array access-
es in that example are out of bounds. When the array accesses are, in fact, out of bounds,
range analysis will not speed up the overall analysis because the analysis still needs to
apply the program-verification technique before it can conclude that there are array out-
of-bounds violations. Similarly, the reason that hash is slowed down is because only 2
of the 14 conditions are array-bounds checks, and the range analysis cannot prove that
the array accesses are within bounds.

Note that range analysis has eliminated the need to synthesize loop invariants for
array bounds checks in about 55% of the cases. Two of the reasons why range analysis
has not been able to do better are: (i) lost precision due to widening, and (ii) the inability
of the range-analysis algorithm to recognize certain correlations among registers. In our
implementation, we perform a widening operation just before the test to exit a loop for
better precision. However, with nested loops, a widening operation in an inner loop
could cause information in its outer loop to lose precision. A potential improvement to
range analysis would be to not perform widening for variables that are invariants in the
loop that contains the widening point. Another potential improvement is to identify cor-
relations among loop induction variables and to include a pass after range analysis to
make use of these correlations.

8 Related Work

There are several papers that have investigated topics related to the typestate-checking
system and symbolic range analysis that we use. 

Figure 11   Times to perform global verification with range analysis normalized with respect
to times to perform global verification without range analysis. 
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Mycroft [10] described a technique that reverse engineers C programs from target
machine code using type-inference techniques. His type-reconstruction algorithm is
based on Milner’s algorithm W [12]; it associates type constraints with each instruction
in an SSA representation of a program; type reconstruction is via unification. Mycroft’s
technique infers recursive data-types when there are loops or recursive procedures. We
start from annotations about the initial inputs to the untrusted code, whereas his tech-
nique requires no annotation. We use abstract interpretation, whereas he uses unifica-
tion. Note that the technique we use to detect local arrays is based on the same principle
as his unification technique. Mycroft’s technique currently only recovers types for reg-
isters (and not memory locations), whereas our technique can handle both stack- and
heap-allocated objects. Moreover, his technique recovers only type information, where-
as ours propagates type, state, and access information as well. Our analysis is flow-sen-
sitive, whereas Mycroft’s is flow-insensitive, but it recovers a degree of flow sensitivity
by using SSA form so that different variables are associated with different live ranges.

Several people have described techniques that can be used to statically check for
out-of-bounds array accesses. Cousot and Halbwachs [7] described a method that is
based on abstract interpretation using convex hulls of polyhedra. Their technique is pre-
cise in that it does not simply try to verify assertions, but instead tries to discover asser-
tions that can be deduced from the semantics of the program. Our range analysis can be
regarded as a simple form of Cousot and Halbwachs’ analysis with an eye towards ef-
ficiency. Our goal is to take advantage of the synergy of an efficient range analysis and
an expensive but powerful program-verification technique [24] that can be applied on
demand. We apply the program-verification technique only for conditions that cannot
be proven by the range analysis.

Verbrugge et al [21] described a range-analysis technique called Generalized Con-
stant Propagation (GCP). Our symbolic range analysis differs from GCP in the follow-
ing respects: GCP uses a domain of intervals of scalars, whereas we use symbolic rang-
es. GCP attempts to balance convergence and precision of analysis by “stepping up”
ranges for variables that have failed to converge after some fixed number of iterations.
We perform a widening operation right away for quicker convergence, but sharpen our
analysis by selecting suitable spots in loops for performing the widening operation, and
also by incorporating correlations among register values. Both GCP and our technique
use points-to information discovered in an earlier analysis phase. Our current imple-
mentation of range analysis is context-insensitive, whereas GCP is context-sensitive.

Rugina and Rinard [14] also use symbolic bounds analysis. Their analysis gains
context sensitivity by representing the symbolic bounds for each variable as functions
(polynomials with rational coefficients) of the initial values of formal parameters. Their
analysis proceeds as follows: For each basic block, it generates the bounds for each vari-
able at the entry; it then abstractly interprets the statements in the block to compute the
bounds for each variable at each program point inside and at the exit of the basic block.
Based on these bounds, they build a symbolic constraint system, and solve the con-
straints by reducing it to a linear program over the coefficient variables from the sym-
bolic bound polynomials. They solve the symbolic constraint system with the goal of
minimizing the upper bounds and maximizing the lower bounds. 
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Other techniques for eliminating array bounds checks include the work described
by Bodik et al [2] and Wegner at al [23].
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Abstract. We present a proof theoretical method for de-compiling low-
level code to the typed lambda calculus. We first define a proof system
for a low-level code language based on the idea of Curry-Howard iso-
morphism. This allows us to regard an executable code as a proof in
intuitionistic propositional logic. As being a proof of intuitionistic logic,
it can be translated to an equivalent proof of natural deduction proof
system. This property yields an algorithm to translate a given code into
a lambda term. Moreover, the resulting lambda term is not a trivial en-
coding of a sequence of primitive instructions, but reflects the behavior
of the given program. This process therefore serves as proof-directed de-
compilation of a low-level code language to a high-level language. We
carry out this development for a subset of Java Virtual Machine in-
structions including most of its features such as jumps, object creation
and method invocation. The proof-directed de-compilation algorithm has
been implemented, which demonstrates the feasibility of our approach.

1 Introduction

The ability to analyze compiled code before its execution is becoming increas-
ingly important due to recently emerging network computing, where pieces of
executable code are dynamically exchanged over the Internet and used under
the user’s own privileges. In such circumstances, it is a legitimate desire to ver-
ify that a foreign code satisfies some desired properties before it is executed.
This problem has recently attracted the attention of programming language re-
searchers. One notable approach toward verification of properties of compiled
code is to construct a formal proof of certain desired properties of a code using a
theorem prover, and to package the code with its proof to form a proof-carrying
code [8]. The user of the code can then check the attached proof against the code
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to ensure that the code satisfies the properties. Another approach is to develop a
static type system for compiled code [1,6,7,13]. By checking the type consistency
of a code, the user can ensure that the code does not cause any run-time type
errors.

Both of these are effective in verifying certain predetermined safety proper-
ties. In many cases, however, the user would like to know the actual behavior
of a foreign code for ensuring that the code correctly realizes its expected func-
tionality. Moreover, analysis of the exact behavior of a code would open up a
new possibility of network computing, where foreign code can be dynamically
analyzed and adapted or optimized to suit the user’s environment.

An executable code is a large sequence of instructions, which can be rather
hard for humans to understand. However this does not mean, at least in principle,
that a code is incomprehensible. A properly compiled code of a correct program
is a consistent syntactic object that can be interpreted by a machine to perform
the function denoted by the original program. This fact suggests that it should
be possible to develop a systematic method to extract the logical structure of a
code and present it in a high-level language.

The key to developing a code analysis system is the Curry-Howard isomor-
phism for machine code presented in [11]. In this paradigm, a code language
corresponds to a variant of the sequent calculus of intuitionistic propositional
logic, called the sequential sequent calculus. Being a proof system of the logic, it
can be translated to and from other languages corresponding to proof systems
of intuitionistic logic. Compilation is one instance, which translates natural de-
duction to the sequential sequent calculus. It is shown that the converse is also
possible, leading to the proof-directed de-compilation of machine code. In the
next section, we outline our approach based on the Curry-Howard isomorphism.

The purpose of the present paper is to show that this general idea can be
used to develop a de-compiler for a low-level code language. Our de-compilation
method is most naturally applicable to lambda calculus. We also believe that
the general principle of the method can be applicable to a wide range of low-
level code languages. To demonstrate the practical feasibility of our method we
carry out the development for the Java bytecode language [4], which is the target
language of the Java programming language [3]. This language provides several
practically useful features such as objects and methods at the bytecode level, for
which there is no obvious Curry-Howard isomorphism. The language with these
features is a good touchstone for the scalability of our approach to practical
extra-logical structures.

We first give, in Section 3, a term language called JAL0 for a subset of
Java Virtual Machine (JVM) assembly language including basic instructions
and develop a de-compilation from JAL0 to a PCF-like language. We show that
this de-compilation algorithm preserves both the typing and the semantics of a
given bytecode program. We then give an extention, called JAL, of JAL0 with
objects and methods in Section 4. Based on these results, we have implemented
a proof-directed de-compiler for the Java bytecode language supporting most of
its features. Figure 1 shows an actual output of our decompiler. The input JVM
bytecode is the result of compiling the following Java program.



354 S. Katsumata and A. Ohori

An input to the de-compiler. Output of the de-compiler.

.method public
static fact(I)I

iconst_1
istore_1
goto L12

L5:
iload_1
iload_0
imul

istore_1
iinc 0 -1

L12:
iload_0
iconst_1
if_icmpgt L5
iload_1
ireturn

.end method

fact(e0) =
L12(e0, 1)

L12(e0, e1) =
if(1 < e0) then

L12(e0 - 1, e1 * e0)
else

return e1

Fig. 1. An example of the proof-directed de-compilation

public static int fact (int n) { int m;
for(m = 1; n > 1; --n)

m = m * n;
return m; }

As seen in this example, our de-compiler correctly recovers the factorial pro-
gram as a tail recursive function without using any knowledge other than the
given bytecode. Section 5 describes our prototype de-compiler. Section 6 com-
pares our approach with related work, and Section 7 concludes the paper.

Limitations of space make it difficult to cover the de-compilation method
fully; the authors intend to present a more detailed description in another paper.

Conventions and Notations: We count the elements of a list from the left starting with
0. We write |l| for the length of the list l, and write l, e for the list obtained from l by
adding the element e at the end of l. We write {d1 : e1, · · · , dn : en} for the function
which maps dj to ej (1 ≤ j ≤ n), and write f{d : e} for the function f ′ such that
dom(f ′) = dom(f) ∪ {d}, f ′(d) = e and f ′(x) = f(x) for any x 6= d.

2 Logical Approach to Code Analysis

In this section, we describe Curry-Howard isomorphism for machine code pre-
sented in [11] and outline the proof-directed de-compilation.

We let ∆ range over lists of formula representing an assumption set of a
logical sequent. The basic observation underlying the logical interpretation of
machine code is to consider each instruction I as a logical inference step of the

form ∆′ � B : τ
∆ � I; B : τ

similar to a left rule in Gentzen’s sequent calculus. Regarding

the assumption set as a description of machine memory (stack), an inference
rule of this form represents a primitive machine instruction that transforms a
memory state ∆ to that of ∆′. The conclusion τ of the judgement ∆ � B : τ is
the type of the value returned by the code B.

A bytecode language corresponds to a proof system consisting of this form
of rules, called a sequential sequent calculus, which has the same deducibility as
intuitionistic propositional logic. One important implication of this result is that
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∆, τ � return : τ

∆, ∆i � B : τ 0 ≤ i < |∆|
∆ � acc i; B : τ

∆, int � B : τ

∆ � iconst n; B : τ

∆, τ ′×τ ′′ � B : τ

∆, τ ′, τ ′′ � pair; B : τ

∆, τ ′ � B : τ

∆, τ ′×τ ′′ � fst; B : τ

∆, τ ′′ � B : τ

∆, τ ′×τ ′′ � snd; B : τ

∆, (∆0 ⇒ τ ′) � B : τ

∆ � code B0; B : τ
(if ∆0 � B0 : τ ′)

∆, τ ′ � B : τ

∆, (∆0 ⇒ τ ′), ∆0 � call n; B : τ
(|∆0| = n)

Fig. 2. A sequential sequent calculus for a simple bytecode language

a bytecode language can be translated to and from other proof systems of intu-
itionistic propositional logic. Compilation of lambda terms can be regarded as
a proof transformation from natural deduction (i.e. typed lambda calculus) into
this proof system. Moreover, it is shown that the converse is also possible. The
lambda term obtained through the inverse transformation exhibits the logical
structure of the code. This process can therefore be regarded as de-compilation.
Below, we outline this process using a simple bytecode language.

The set of types (ranged over by τ), instructions (ranged over by I) and code
blocks (ranged over by B) of the bytecode language are given below.

τ ::= int | τ × τ | τ, · · · , τ ⇒ τ

B ::= return | I;B

I ::= iconst n | acc i | pair | fst | snd | code B | call n

The type τ1, · · · , τn ⇒ τ is the type of functions which map lists of values of type
τ1, · · · , τn to values of type τ . Instructions iconst n, acc i, and code B push onto
the stack the integer value n, the ith element of the stack, and the pointer to the
code block B, respectively. pair constructs a pair on the stack, and fst and snd
take the first and second element of a pair on the stack. call n pops n elements
and a code pointer off the stack, and calls the code with the n arguments.

We consider a list ∆ of types as a type of a machine stack with the convention
that the right-most formula in a list corresponds to the top of the stack, and
interpret a block of this bytecode language as a proof of the sequential sequent
calculus. The term assignment system for the sequential sequent calculus is given
in Figure 2.

The intended semantics of each instruction should be understood by reading
the corresponding proof rule “backward”. For example, pair changes the stack
state from ∆, τ, τ ′ to ∆, τ×τ ′ indicating the operation that replaces the top-most
2 elements with their product.

We consider the following typed lambda calculus as the target of de-
compilation.

τ ::= int | τ × τ | τ → τ

M ::= n | x | (M, M) | fst(M) | snd(M) | λx.M | M M
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[[∆, τ � return : τ ]] = s|∆|
[[∆ � acc i; B : τ ]] = [si/s|∆|][[∆, ∆i � B : τ ]]

[[∆ � iconst n; B : τ ]] = [n/s|∆|][[∆, int � B : τ ]]

[[∆, τ ′, τ ′′
� pair; B : τ ]] = [(s|∆|, s|∆|+1)/s|∆|][[∆, τ ′×τ ′′

� B : τ ]]

[[∆, τ ′×τ ′′
� fst; B : τ ]] = [fst(s|∆|)/s|∆|][[∆, τ ′

� B : τ ]]

[[∆, τ ′×τ ′′
� snd; B : τ ]] = [snd(s|∆|)/s|∆|][[∆, τ ′′

� B : τ ]]

[[∆ � code B0; B : τ ]] =

[λs0 · · · s|∆′|−1.[[∆
′
� B′ : τ ′]]/s|∆|][[∆, (∆′ ⇒ τ ′) � B : τ ]]

[[∆, (∆′ ⇒ τ ′), ∆′
� call n; B : τ ]] =

[(s|∆| s|∆|+1 · · · s|∆|+n)/s|∆|][[∆, τ ′
� B : τ ]] (n = |∆′|)

Fig. 3. De-compilation algorithm for a simple bytecode language

Its type system is the standard one. We write [M/x]N for the term obtained
from N by substituting M for x (with necessary bound-variable renaming.)

We write [[∆ � B : τ ]] for the lambda term obtained by transforming the
derivation ∆ � B : τ . The general idea behind the transformation is to assign a
variable si to each element ∆i in the assumption list ∆, and to proceed by in-
duction on the derivation of the code. The algorithm translates an initial sequent
to the variable corresponding to the top of the stack. For a compound proof, the
algorithm first obtains the term corresponding to its sub-proof. It then applies
the transformation corresponding to the first instruction to obtain the desired
lambda term. The set of equations in Figure 3 defines the transformation.

3 JAL0 : The JVM Assembly Language without Objects

Compared to the simple bytecode language considered above, Java bytecode has
the following additional features.

1. Restricted stack access and local variable support. JVM does not include an
instruction to access an arbitrary stack element. This restriction is compen-
sated by JVM’s support for directly accessible mutable local variables.

2. Labels and jumps. As in most existing computer architectures, JVM uses
labels and jumps to realize control flow.

3. Classes, objects and methods. JVM has types and instructions to support
object-oriented features.

Since the third feature requires significantly new machinery, we divide our de-
velopment into two stages. In this section, we define a JVM assembly language
without objects, denoted by JAL0, supporting the first two features, and present
its proof system and the proof-directed de-compilation algorithm for JAL0. Then
we state the semantic correctness of the de-compilation algorithm. Later, in Sec-
tion 4, we describe the necessary extensions to objects and methods.
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3.1 Syntax of JAL0

With the introduction of labels and jumps, an executable program unit is no
longer a sequence of instructions, but a collection of labelled blocks, mutually
referenced through labels. We let l range over a given countably infinite set of
labels, and i range over a given countably infinite set of local variables. We assume
a fixed linear order on the set of local variables, and that any sequence of local
variables mentioned in the following development is ordered by this relation.

The syntax of program units (ranged over by K), blocks (ranged over by B)
and instructions (ranged over by I) of JAL0 are given below.

K ::= {l : B, · · · , l : B}
B ::= ireturn | goto l | I;B

I ::= iconst n | pop | dup | swap | iload i | istore i | iadd | ifzero l

ireturn is for returning an integer value. goto l transfers control to the block
labelled l. iconst n is the same as before. pop, dup, swap are the stack operations
for popping the stack, for duplicating the top element, and for swapping the
top two elements, respectively. iload i pushes the contents of the local variable
i onto the stack. istore i pops the top value off the stack and stores it in the
local variable i. iadd pops two integers off the stack and pushes back the sum
of the two. ifzero l pops the top element off the stack, and transfers control to
the code block labelled l if it is 0. A JAL0 program is a program unit K with a
distinguished entry label l, written K.l.

The following example is a JAL0 program, which takes an integer input
through local variable i0 and returns 1 if it is 0, otherwise returns 0.

K0.l ≡
{

l : iload i0; ifzero l′; iconst 0; goto l′′

l′ : iconst 1; goto l′′

l′′ : ireturn

}

.l

3.2 The Type System for JAL0

Each JAL0 instruction operates on the stack and the local variables, and is

represented as an inference rule of the form
Γ ; ∆ � B : τ

Γ ′; ∆′ � I;B : τ
where Γ is a local

variable context which maps local variables to value types, ∆ is a stack context
which is a finite sequence of value types, and τ is the value type of the block
B. In JAL0 considered in this section, the only possible value type is “int” of
integers. In Section 4, we extend JAL0 to include object types.

Since blocks in general refer to other blocks through labels, the typing of a
block is determined relative to an assumption on the types of blocks assigned to
the labels. We define a block type to be a logical sequent of the form Γ ; ∆ � τ
denoting possible blocks B such that Γ ; ∆ � B : τ . We let Λ range over label
contexts, which maps labels to block types.

Judgement forms and typing rules of JAL0 are given in Figure 4. The defini-
tion of typing Λ � K of a program unit K is essentially the same as the typing
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Judgements:

Λ | Γ ; ∆ � B : τ block B has block type Γ ; ∆ � τ under Λ
Λ � K program unit K is well-typed with Λ
Λ | Γ ; ∆ � K.l : τ the entry point l of a program K.l has block type Γ ; ∆ � τ under Λ

Typing rules for blocks:

Λ | Γ ; ∆, int � ireturn : int
Λ(l) = Γ ; ∆ � τ

Λ | Γ ; ∆ � goto l : τ

Λ | Γ ; ∆ � B : τ ′

Λ | Γ ; ∆, τ � pop; B : τ ′

Λ | Γ ; ∆, τ, τ � B : τ ′

Λ | Γ ; ∆, τ � dup; B : τ ′
Λ | Γ ; ∆, τ ′, τ � B : τ ′′

Λ | Γ ; ∆, τ, τ ′ � swap; B : τ ′′
Λ | Γ ; ∆, int � B : τ

Λ | Γ ; ∆ � iconst n; B : τ

Λ | Γ ; ∆, int � B : τ Γ (i) = int
Λ | Γ ; ∆ � iload i; B : τ

Γ{i : int}; ∆ � B : τ

Λ | Γ ; ∆, int � istore i; B : τ

Λ | Γ ; ∆, int � B : τ

Λ | Γ ; ∆, int, int � iadd; B : τ

Λ | Γ ; ∆ � B : τ Λ(l) = Γ ; ∆ � τ

Λ | Γ ; ∆, int � ifzero l; B : τ

Typing of program units:

∀l ∈ dom(Λ).Λ | Γ ; ∆ � K(l) : τ Λ(l) = Γ ; ∆ � τ

Λ � K

Typing of programs:

Λ � K Λ(l) = Γ ; ∆ � τ

Λ | Γ ; ∆ � K.l : τ

Fig. 4. Type system of JAL0

rule for recursive definitions in a functional language. The rules for pop, dup and
swap correspond to logical rules for weakening, contraction and exchange, respec-
tively. The rules for iload i and istore i can also be understood as structural rules
across two assumptions Γ and ∆. Conditional branch and jump instructions are,
as already mentioned, considered as rules referring to other blocks in a program
unit. These rules require that the type of the referenced block has the same local
variable context, stack context and return type as those of the reference point.

As an example, let Λ0 be a label context

Λ0 = {l : {i0 : int}; ∅ � int, l′ : {i0 : int}; ∅ � int, l′′ : {i0 : int}; int � int}.

Then the program unit K0 given in the previous subsection has the typing Λ0 �

K0 and therefore Λ0 | {i0 : int}; ∅ � K0.l : int.

3.3 Operational Semantics of JAL0 and the Type Soundness

The language JAL0 is intended to model a subset of JVM bytecode. As such,
we define its operational semantics by specifying the effect of each instruction
on a machine state. A machine state is described by a triple (E; S; B) of a
local variable environment E which maps local variables to run-time values, a
stack S which is a sequence of run-time values, and a current block B where
the left-most instruction is the next one to be executed. For JAL0, the possible
run-time values (ranged over by v) are integers.

We write (E; S; (I; B)) −→K (E′; S′; B′) if the state (E; S; (I; B)) is
changed to (E′; S′; B′) by the execution of I. Figure 5 gives the set of transition
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Fig. 5. Operational semantics of JAL0

rules. The reflexive transitive closure of −→K is denoted by ∗−→K . A program
K.l computes a value v from an initial local variable environment E and a stack
S, written (E; S; K.l) ∗−→ v, if (E; S; K(l)) ∗−→K (∅; v; ∅).

We show that the type system of JAL0 is sound with respect to this opera-
tional semantics. We write |= v : τ if v has type τ , and define the typing relations
for local variable environments and stacks as follows.

E |= Γ ⇐⇒ dom(E) = dom(Γ ) and ∀i ∈ dom(E). |= E(i) : Γ (i)

S |= ∆ ⇐⇒ |S| = |∆| and ∀0 ≤ i < |S|. |= Si : ∆i

Since JAL0 only contains integers, the typing relation for values is the trivial
relation between integers and int, but can easily be extended to other primitive
types. We can then show the following.

Theorem 1. If E |= Γ, S |= ∆ and Λ |Γ ; ∆�K.l : τ then either (E; S; K.l) ∗−→
v such that |= v : τ or the computation of a program K.l under E, S does not
terminate.

3.4 Proof-Directed De-compilation of JAL0

To develop a proof-directed de-compilation algorithm for JAL0, we need to ac-
count for jump instructions and local variables. Our strategy is to translate a
labelled block to a function from its contexts to its return type, and to translate
a jump to a label as a tail call of the function corresponding to the label. Since
basic blocks in a program may have jumps mutually calling the other blocks, we
assume that the target language supports mutual recursion.

As we mentioned earlier, manipulation of local variables can be modelled
by structural rules across a local variable context and a stack context. Their
mutability is reduced to introducing a new binding each time a value is stored
to a variable, and therefore no additional mechanism is required.

Our target language is the following PCF-like language, which we call λrec:

τ ::= int | τ → τ

M ::= n | x | λx.M | M M

| ifzero M then M else M | iadd (M, N) | rec {x = M, · · · , x = M} in x
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[[Γ ; ∆, int � ireturn : int]] = s|∆|
[[Γ ; ∆, τ � pop; B : τ ]] = [[Γ ; ∆ � B : τ ]]

[[Γ ; ∆, τ � dup; B : τ ]] = [s|∆|/s|∆|+1][[Γ ; ∆, τ, τ � B : τ ]]

[[Γ ; ∆, τ, τ ′
� swap; B : τ ]] = [s|∆|+1/s|∆|, s|∆|/s|∆|+1][[Γ ; ∆, τ ′, τ � B : τ ]]

[[Γ ; ∆ � iconst n; B : τ ]] = [n/s|∆|][[Γ ; ∆, int � B : τ ]]

[[Γ ; ∆ � iload i; B : τ ]] = [i/s|∆|][[Γ ; ∆, int � B : τ ]]

[[Γ ; ∆, int � istore i; B : τ ]] = [s|∆|/i][[Γ{i : int}; ∆ � B : τ ]]

[[Γ ; ∆, int � ifzero l; B : τ ]] = ifzero(s|∆|, apply(l, Γ, ∆), [[Γ ; ∆ � B : τ ]])

[[Γ ; ∆, int, int � iadd; B : τ ]] = [iadd (s|∆|, s|∆|+1)/s|∆|][[Γ ; ∆, int � B : τ ]]

[[Γ ; ∆ � goto l : τ ]] = apply(l, Γ, ∆)

Fig. 6. De-compilation algorithm for JAL0 blocks

rec {x1 = M1, · · · , xn = Mn} in xj denotes the term Mj with mutually recursive
definitions, where x1, . . . , xn may appear in M1, . . . , Mn. The type system of
λrec is standard. We write Γ � M : τ if M has type τ under context Γ .

To present our de-compilation algorithm, we introduce some definitions and
notations. We assume that the set of variables of λrec is the disjoint union of
the set of labels, the set of local variables, and a given countably infinite set of
stack variables indexed with natural numbers. We write si for the stack variable
of index i. We define the application of all variables in the context Γ ; ∆ to
the label l, written apply(l, Γ, ∆), as the term l i0 · · · in s0 · · · s|∆|−1 for which
dom(Γ ) = {i0, · · · , in}. The de-compilation algorithm for blocks is given by the
equations in Figure 6.

We turn to de-compilation of JAL0 programs. First we define a closure of a ba-
sic block, written Cls(Γ ; ∆�B : τ), as the λrec term λi0 · · · ins0 · · · s|∆|−1.[[Γ ; ∆�

B : τ ]]. Let Λ = {l1 : Γ1; ∆1 �τ1, . . . , ln : Γn; ∆n �τn} and K be a JAL0 program
unit such that Λ � K. The transformation of a program Λ |Γj ; ∆j � K.lj : τj is
given as follows:

[[Λ |Γj ; ∆j � K.lj : τj ]] = rec {l1 = Cls(Γ1; ∆1 � K(l1) : τ1), · · · ,
ln = Cls(Γn; ∆n � K(ln) : τn)} in lj .

The above de-compilation algorithm is a proof transformation and as such
it preserves types. We establish this statement via the following translation of
block types in JAL0 to types in λrec.

Γ ; ∆ � τ = Γ (i0) → · · · → Γ (in) → ∆0 → · · · → ∆|∆|−1 → τ

Theorem 2. If Λ |Γ ; ∆ � K.l : τ then the judgement ∅ � [[Λ |Γ ; ∆ � K.l : τ ]] :
Γ ; ∆ � τ is derivable in λrec.
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We apply the above transformation to the example K0.l:

[[Λ0 | {i0 : int}; ∅ � K0.l : int]] = rec

{
l = λi0.ifzero (i0, l′ i0, l′′ i0 0)
l′ = λi0.l

′′ i0 1
l′′ = λi0s0.s0

}

in l.

3.5 Correctness of the De-compilation

From Theorem 2, one can see that our de-compilation algorithm is a proof trans-
formation preserving typing. We provide further evidence of the correctness of
our de-compilation algorithm by establishing that the algorithm also preserves
semantics of JAL0 programs.

An operational semantics of λrec is defined in the same way as the standard
semantics of call-by-value PCF language. The semantics is determined by the
evaluation relation M ⇓ W which says that the term M evaluates to the value W .
A value W is either a natural number n or a term of the form λx.M (i.e. closure).
Here we only show the evaluation rule for the mutual recursion operator:

[· · · rec {x1 = M1, · · · , xn = Mn} in xi/xi · · ·]Mj ⇓ W

rec {x1 = M1, · · · , xn = Mn} in xj ⇓ W .

The other evaluation rules are standard.
We establish the preservation of semantics via the following interpretation of

virtual machine states as term substitutions in λrec. Let Λ be a label context,
K be a program unit, E be a local variable environment and S be a stack. The
interpretation Λ � K; E; S of a machine state Λ�K; E; S is the term substitution
defined by the following partial function from variables to λrec terms.

Λ � K; E; S(x) =

{
[[Λ | Γ ; ∆ � K.x : τ ]] x ∈ dom(K) ∧ Λ(x) = Γ ; ∆ � τ
E(x) x ∈ dom(E)
Sj x ≡ sj ∧ 0 ≤ j < |S|

Then the preservation of semantics is stated as the following theorem.

Theorem 3. If Λ � K, Λ |Γ ; ∆ � B : τ , E |= Γ , S |= ∆ and (E; S; B) ∗−→K

(∅; V ; ∅), then Λ � K; E; S([[Λ |Γ ; ∆ � B : τ ]]) ⇓ V.

4 Bytecode with Objects and Methods

This section develops the framework for proof-directed de-compilation with ob-
ject oriented features. We concentrate on the basic mechanism for creating ob-
jects and invoking their methods, and leave the other object-oriented features
to future research. This development requires us to extend both JAL0 and the
target language λrec. We extend both of them by adding primitives having the
same functionality for object manipulation. In this approach the de-compiler just
sends these primitives from the source to the target language. Another approach
is to extend the target language with rich types so that the de-compiler can give
an encoding of objects. However, we do not adopt this approach, because giving



362 S. Katsumata and A. Ohori

such an encoding is usually associated with compilation process, which is the
inverse of de-compilation.

There still remains one complication in this basic model, which is related to
object initialization. As observed by Freund and Mitchell [1], a straightforward
formulation of a type system for Java bytecode language is unsound due to the
possibility of accessing uninitialized objects. Their solution is to distinguish types
of initialized objects from those of uninitialized ones by indexing the type of an
uninitialized object with the invocation of the corresponding object creation
method. Although their type system is based on the one by Stata and Abadi,
this mechanism has sufficient generality that it can be adopted to our framework.

4.1 JAL: JAL0 with Objects and Classes

We give an extention, called JAL, of JAL0 with object-oriented features. We
assume there is a countably infinite set of class identifiers(ranged over by c)
and a countably infinite set of object indexes(ranged over by u). An object index
indicates the invocation point of the object creation method. The syntax of types
is extended with class identifiers as follows.

κ ::= c | cu τ ::= int | κ

The type cu is for a reference to an uninitialized object created at the point u.
We let f and m range over the set of field names and the set of method names,

respectively. We define a class structure as a pair of the form ({f1 : τ1, · · · , fn :
τn}, {m1 : Γ1; ∅� τ1, · · ·mn : Γn; ∅� τn}). A class structure specifies the types of
fields and methods in a class. We regard class structures as overloaded functions
for field names and method names. We define a class context , ranged over by C,
as a map from class identifiers to class structures.

The set of instructions are extended with the following new instructions.

areturn aload i astore i new c init c invoke c, m getfield c, f putfield c, f

areturn, aload and astore have analogous behavior on object references as the
corresponding ones on integers. new c creates an uninitialized object instance of
class c and pushes its reference onto the stack. init c pops an uninitialized object
reference off the stack and initializes it by replacing each c with cu. Practically,
this instruction corresponds to invoking initialization method of uninitialized
object. We omit its arguments for simplicity. invoke c, m invokes a method m on
an object of class c by popping m arguments and an object off the stack and
transferring control to the method code m of the object. The return value of the
method is pushed onto the stack. getfield c, f and setfield c, f reads and writes field
f of instance objects of class c respectively. invoke, getfield and setfield instructions
fail if they operate on uninitialized object instances.

Judgement forms and typing rules of JAL are given in Figure 7. Typing rules
for instructions not included in the figure are the same as those in JAL0. In the
rule for init, [c/cu]Γ or [c/cu]∆ is obtained from Γ or ∆ by substituting c for each
occurrence of cu respectively. The mechanism for type safe object initialization
realized by the rules for new and init is the adaptation of that of [1].
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Judgements:

C; Λ | Γ ; ∆ � B : τ block B has block type Γ ; ∆ � τ under C and Λ
C; Λ � K program unit K is well-typed under C and Λ
C; Λ | Γ ; ∆ � K.l : τ the entry point l of the program K.l has block type Γ ; ∆ � τ

under C and Λ

Typing rules for blocks involving objects:

C; Λ | Γ ; ∆, c � areturn : c

C; Λ | Γ ; ∆, κ � B : τ Γ (i) = κ

C; Λ | Γ ; ∆ � aload i; B : τ

C; Λ | Γ{i : κ}; ∆ � B : τ

C; Λ | Γ ; ∆, κ � astore i; B : τ

C; Λ | Γ ; ∆, cu � B : τ c ∈ dom(C) u fresh
C; Λ | Γ ; ∆ � new c; B : τ

C; Λ | [c/cu]Γ ; [c/cu]∆ � B : τ

C; Λ | Γ ; ∆, cu � init c; B : τ

C; Λ | Γ ; ∆, C(c)(f) � B : τ

C; Λ | Γ ; ∆, c � getfield c, f ; B : τ

C; Λ | Γ ; ∆ � B : τ

C; Λ | Γ ; ∆, c, C(c)(f) � putfield c, f ; B : τ

C; Λ | Γ ; ∆, τ � B : τ ′ C(c)(m) = {i0 : c, i1 : τ1, · · · , in : τn}; ∅ � τ

C; Λ | Γ ; ∆, c, τ1, · · · , τn � invoke c, m; B : τ ′

Typing of program units:

∀l ∈ dom(Λ).C; Λ | Γ ; ∆ � K(l) : τ Λ(l) = Γ ; ∆ � τ

C; Λ � K

Typing of programs:

C; Λ � K Λ(l) = Γ ; ∆ � τ

C; Λ | Γ ; ∆ � K.l : τ

Fig. 7. Type system of JAL

4.2 De-compilation Algorithm

The target language of the de-compilation is an extention of λrec with primitives
for object manipulation corresponding to those in JAL. We call it λobj. The set
of types and terms of λobj is the following:

τ ::= c | int | τ → τ

M ::= · · · | let x = new c in M | x.init c; M | let x = x.m(M, · · · , M) in M

| let x = x.f in M | x.f := M ; M

The last five terms are those for object creation, object initialization, method
invocation, object field extraction and object field update. The typing rules for
these additional terms to λrec are shown in Figure 8. The type system for λobj is
defined relative to a fixed class context C. We should note that this type system
does not take into account of uninitialized object types. Because of the higher-
order feature, the Freund and Mitchell’s technique does not easily extend to the
lambda calculus. In this type system, uninitialized object types of the form cu

are identified with c. As a result, we can only show the type preservation up to
this identification.

The de-compilation algorithm is obtained by extending the one for JAL0

presented in the previous section with the equations for object manipulation
instructions. Figure 9 shows the additional equations required for this extension.
The transformation of JAL programs is given in the same way as the one for
JAL0 using the mutual recursion operator.
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Fig. 8. Additional typing rules for objects

[[Γ ; ∆, τ � areturn : τ ]]C = s|∆|
[[Γ ; ∆ � aload i; B : τ ]]C = [i/s|∆|][[Γ ; ∆, Γ (i) � B : τ ]]C

[[Γ ; ∆, κ � astore i; B : τ ]]C = [s|∆|/i][[Γ{i : κ}; ∆ � B : τ ]]C
[[Γ ; ∆ � new c; B : τ ]]C = let s|∆| = new c in [[Γ ; ∆, cu � B : τ ]]C

[[Γ ; ∆, cu � init c; B : τ ]]C = s|∆|.init c; [[[c/cu]Γ ; [c/cu]∆ � B : τ ]]C
[[Γ ; ∆, c, τ1, · · · , τn � invoke c, m; B : τ ′]]C = let s|∆| = s|∆|.m(s|∆|+1, . . . , s|∆|+n)

in [[Γ ; ∆, τ � B : τ ′]]C
where C(c)(m) = {i0 : c, i1 : τ1, · · · , in : τn}; ∅ � τ

[[Γ ; ∆, c � getfield c, f ; B : τ ]]C = let s|∆| = s|∆|.f in [[Γ ; ∆, C(c)(f) � B : τ ]]C
[[Γ ; ∆, c, C(c)(f) � setfield c f ; B : τ ]]C = s|∆|.f := s|∆|+1; [[Γ ; ∆ � B : τ ]]C

Fig. 9. De-compilation algorithm for object primitives in JAL

As in the case for the de-compilation algorithm for JAL0, this algorithm is a
type-preserving proof transformation from a sequential sequent calculus to (an
extension of) natural deduction. The following theorem formally establishes this
property.

Theorem 4. If C; Λ |Γ ; ∆ � K.l : τ then the judgement C | ∅ � [[Λ |Γ ; ∆ � K.l :
τ ]]C : Γ ; ∆ � τ is derivable in λobj up to the identification of cu with c.

5 A Prototype Implementation of a De-compiler

We have implemented a prototype de-compiler, JD, based on the transformation
algorithm presented in this paper. Input to JD is an JVM assembly language
source file in the format of Jasmin described in [5], which can be mechanically
constructed from a JVM class file. JD first parses a given source file to obtain an
internal representation of a set of sequences of JVM instructions, each of which
corresponds to one method. JD then converts each sequence of instructions into
a program unit consisting of blocks. In doing this, JD considers a cascaded block
as a collection of blocks connected by implicit jumps, and inserts jumps to make
the block structure explicit. This insertion does not change the semantics of the
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program. Finally, JD de-compiles each program unit by applying the algorithm
presented in this paper to generate a term in the lambda calculus with objects.

JD supports more instructions and types than those we have considered in
the formal framework, including those for arithmetics, arrays, double-word types.
In addition, JD performs more jobs than we presented in the previous sections.
One is removing intermediate labels and temporary variables. Since most Java
bytecode programs consist of many small blocks, without this processing, the
resulting lambda term would contain many redundant labels and variables. JD
achieves this removal by applying a code manipulation which corresponds to
some β reductions in the target language. In Figure 1, the block corresponding
to label L5 is eliminated by this process.

6 Related Work

The work most relevant to ours is perhaps Stata and Abadi [13] on a type
system for Java bytecode subroutines. This work is further refined in [9,1]. In
these approaches, a type system is used to check the consistency of an array of
instructions. The result of typechecking is success or failure indicating whether
the array of instruction is type consistent or not. In contrast, our approach is
to interpret a given code as a constructive proof representing its computation.
This allows us to de-compile a code to a lambda term.

Our work is also related to the typed assembly language (TAL) of Morrisett
et. al. [6,7]. Their type system is designed to check the type consistency of a
sequence of instruction, and is not intended to serve as a logic. Nonetheless, some
of our proof rules are similar to the corresponding ones in their type system. In
our proof theory, for example, a jump instruction is interpreted as a rule to refer
to an existing proof, which has some similarity to the TAL’s treatment of jumps.

Our de-compilation performs proof transformation from a variant of the se-
quent calculus to natural deduction. Raffalli [12] considers compilation as proof
transformation. The TAL approach emphasizes the benefit of compilation as
type-preserving transformation, which can be regarded as proof transformation.
In the general perspective, our approach shares the same spirit with these ap-
proaches. However, the problem of the converse of compilation has not been
investigated. From a logical perspective, the relationship between Gentzen’s in-
tuitionistic sequent calculus and natural deduction has been extensively studied.
(See [2] for a survey.) Our proof system for bytecode languages is similar to the
Gentzen’s sequent calculus, and therefore some of the cases in de-compilation
algorithm have the similar structure to the corresponding cases in proof trans-
formation from the Gentzen’s sequent calculus to the natural deduction.

There are a number of works for “reverse engineering” machine code. (See for
example [14].) There are also several working de-compilers for Java bytecode lan-
guage. However, little has been known about the foundation of de-compilation.
The major technical contribution of our work is to provide a logical foundation
for systematic development of a de-compilation algorithm, for reasoning about
the de-compilation process, and for establishing its correctness.
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7 Conclusions

We have developed a framework for proof-directed de-compilation of low-level
code based on the Curry-Howard isomorphism for machine code, and have pre-
sented a proof-directed de-compilation algorithm for a subset of Java bytecode
language including integer primitives, stack operations, local variable manipu-
lation, conditional and unconditional jumps. A prototype de-compiler for Java
bytecode has been implemented, which demonstrates the feasibility of the proof-
directed de-compilation approach presented in this paper. We believe that by
combining the existing strategies and heuristic techniques, the method presented
in this paper will contribute to developing a practical and robust de-compiler.

Acknowledgements. We thank some of anonymous referees for thorough and
careful reading of the paper and for providing many helpful comments, which
have been very useful for improving the presentation of the paper.
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1 Introduction

In industrial contexts, safety regulations often mandate upper bounds on the
probabilities of failure. Now that embedded computers are part of many indus-
trial environments, it is often needed to analyze programs with non-deterministic
and probabilistic behavior. We propose a general abstract interpretation based
method for the static analysis of programs using random generators or random
inputs. Our method also allows “ordinary” non-deterministic inputs, not neces-
sarily following a random distribution.

1.1 Our Approach

Our method is set in the general framework of abstract interpretation. We first
introduce an adjoint semantics for probabilistic programs using “weight func-
tions”, basing ourselves on the standard semantics of probabilistic programs as
linear operators on measures [8,9,12] (see §1.4 for an explanation on measures).
Similarly as it has been done for the standard semantics [12], we introduce a
notion of abstract interpretation on weight functions. We then propose a highly
generic construction of abstract lattices, lifting an “ordinary” abstract lattice
used for the analysis of non-probabilistic programs to one suitable for proba-
bilistic programs.

As salient point of this method is that it starts from the description of an
output event (for instance, an anomalous condition) and computes back a de-
scription of areas in the input domain describing their probability of making the
behavior happen. This allows finding what parts of the input domain are more
likely to elicit anomalous behavior, as an extension to probabilistic programs of
ordinary backwards analysis.

We shall give all our examples using a simple imperative language extended
with nondeterministic and probabilistic inputs, for the sake of simplicity. This
by no means indicates our method is restricted to imperative languages. There
has been much work done, for instance, on the analysis of complex imperative
languages [1], and our method can be applied to lift it to probabilistic cases as
well.

D. Sands (Ed.): ESOP 2001, LNCS 2028, pp. 367–382, 2001.
c© Springer-Verlag Berlin Heidelberg 2001
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1.2 Comparison with Other Approaches

There has been several propositions of weakest precondition semantics and asso-
ciated sets of rules, similar to Dijkstra’s for non-probabilistic programs [7,11,14,
15]. However, these methods, while adequate for computer-aided program design
or verification, cannot be automated easily.

Abstract interpretation has already been applied to probabilistic semantics
[12]. However, the method that we describe here, while similar, considers different
semantics, hence leads to different informations about the programs. In [12],
following the standard semantics proposed by Kozen [8,9] and used in most
analysis schemes, the semantics of a program is a function mapping an input
probability measure onto an output probability measure, taking into account
the random generators and random inputs happening in the meantime. The
goal is to derive knowledge on the output from knowledge of the input. Here,
we derive weights on the input from an area in the output. Another notion of
forward probabilistic abstract interpretation has been proposed by Di Pierro
and Wiklicky [4], but it is unclear how it can handle problems except in simple,
discrete cases; furthermore, their model does not support nondeterminism.

Statistical sampling methods are already used to test software, and they were
improved to allow for both nondeterministic and probabilistic behavior [13] in a
mathematically sound fashion. However, when dealing with rare behavior, these
methods are greatly improved using additional knowledge on the system allowing
for stratified sampling or importance sampling [16, chap. 4]. The analysis we
describe in this paper could be used to supply data for importance sampling,
improving the speed of precision of the Monte-Carlo method of [13].

1.3 Nondeterminism and Probabilities

We shall make clear what we call “nondeterministic” and “probabilistic”. A
nondeterministic choice allows for several independent outcomes of the choice. A
probabilistic choice also allows for several outcomes, but constrains the frequency
of those outcomes. For instance, let us consider an input x ∈ [0, 1] to the program.
If it is nondeterministic, then the only thing we know is that it is in [0, 1].
Simply supposing it is probabilistic, without any additional knowledge, already
establishes that this variable has numerous properties such as an average and
a standard deviate, and implies statistical properties on successive uses of this
input.

With respect to program semantics, purely probabilistic programs are to be
treated much like nondeterministic nonprobabilistic ones [7], except that the val-
ues that are manipulated are (sub)probability measures on the set of program
environments instead of program environments. A notion of nondeterministic,
probabilistic programs arises when nondeterministic choice between several mea-
sures is allowed. Our analysis takes care of that most complex case.

1.4 Notations, Measures, and Integrals

Standard probability theory is based on measures [17,5]. A probability measure
µ on a set X is a function that assigns to each event (subset of X) its probability.
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For instance, the uniform probability measure on the segment [0, 1] assigns to
each segment [a, b] the probability b − a. The Dirac measure δx0 assigns 1 to
any event containing x0 and 0 otherwise; it modelizes a value that is “known for
sure” to be x0. For technical reasons, not all subsets are necessarily measurable
— this is not a problem in our case. A measurable space is the couple of a set
and an associated set of events (measurable subsets).

A function f is said to be measurable if and only if for any measurable
set X, f−1(X) is measurable; we shall often use the vector space M(X,R) of
measurable functions from a measurable space to R (the real field).

For technical reasons, we shall also use signed measures in this paper.
Signed measures over a measurable set X, using the norm of the total variation
[5] ‖ · ‖, constitute a vector space M(X). M+(X) will denote the positive mea-
sures. We shall consider continuous linear operators [10] over such spaces. As an
extension to the usual notion of the adjoint of a linear operator with respect to
a hermitian form [10, VIII, §4], we use adjoints of linear operators with respect
to a bilinear form.

We shall often use integrals, in the sense of Lebesgue integration [17].
∫
f dµ

denotes the integral of the function f with respect to the measure µ. For instance,
if the integration set is R and µ is the usual Lebesgue measure on the segment
[a, b] (the measure that assigns to each segment its length),

∫
f dµ is the usual

integral
∫ b

a
f(x) dx; if the measure µ is the Dirac measure at x0, then

∫
f dµ is

f(x0).
We shall often use the vector space B(X,R) of bounded measurable functions

from X to R, with the norm ‖f‖∞ = supx∈X |f(x)|.
L(X,Y ) is the vector space of linear functions from X to Y . The phrase

“linear function” shall always be taken in its linear algebra sense.

2 Adjoint Semantics

In his seminal papers, Kozen proposed semantics of probabilistic programs as
continuous linear operators on measure spaces. We shall see that operators rep-
resenting the semantics of probabilistic programs have adjoints, in a certain
sense that we shall define (§2.3). These adjoints are the basis of our analysis
techniques; furthermore, their existence yields a proof of a theorem of Kozen’s.

2.1 Intuition

Let us consider a very simple C program (Fig. 1) where centered_uniform()
is a random generator returning a double uniformly distributed in [−1, 1], in-
dependent of previous calls. We are interested in the relationship between the
probability of executing B depending on the probability distribution generated
in x by A. What we would therefore like is a (linear) function f mapping the
probability measure µ generated at A onto the probability f(µ) that program
point B is executed. It will be proved that there exists a “weight function” g such
that f(µ) =

∫
g dµ. We shall see how to compute such a g.

A plotting of g is featured in figure 2. Let us give a few examples of the use
of this function:
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double x, y;
... /* A */
y = centered_uniform()+centered_uniform();
x += y/2;
...
if (fabs(x) <= 1)
{

... /* B */
}

Fig. 1. A simple probabilistic program.

g

x
g(x)

Fig. 2. Weight function g such that the probability of outcome of step B (see Fig. 1)
given the probability measure µ at step A is

∫
g dµ. x is the value of variable x.

– The probability that B will happen if A drives x according to some uniform

distribution in [a, b] is
∫ b

a

g(x) dx.

– The probability that B will happen if A sets x to a constant C is g(C).

The set g−1(0) is the set of values at step A that have no chance of starting
a program trace reaching step B. Please note that this is slightly different from
the set of values that cannot start a program trace reaching step B. This is
the difference between “impossible” and “happening with 0 probability”. For
instance, if in the program of Fig 1 we put x=2; as statement A, then statement
B is reachable; however g(2) = 0 thus there is zero probability that statement B
is reached.

2.2 Summary of Semantics According to Kozen

The semantics of a probabilistic program c can be seen as a linear operator
[[c]]p mapping the input probability distribution (measure µ) onto an output
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double x, y;
... /* A */
if (x+y >= -1)
{

x += 2;
}
y = centered_uniform()+centered_uniform();
x += y/2;
...
if (fabs(x) <= 1)
{

... /* B */
}

Fig. 3. Another probabilistic program.

g(x, y)

0.5
0.45
0.4

0.35
0.3

0.25
0.2

0.15
0.1

0.05
0

y

3
2

1
0

-1
-2

-3x
3210-1-2-3

weight function

Fig. 4. Weight function g such that the probability of outcome of step B (see Fig. 3)
given the probability measure µ at step A is

∫
g dµ. x and y are the respective values

of variables x and y.

measure [[c]]p.µ. Values given by random number generators can either be seen
as successive reads from streams given as inputs or are handled internally in the
semantics [8,9]; here we shall use the second approach, though both approaches
are equivalent. We shall not discuss here the technical details necessary to ensure
continuity of operators, convergences etc . . . and we shall refer the reader to
[12][extended version].

The semantics of a program c whose initial environment lies in the measurable
set X and whose final environment lies in the measurable set Y shall be given
as a linear operator (of norm less than 1 for the norm of total variation [5] on
measures). If c contains no calls to random number generators, [[c]] is just a
measurable function.
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We shall base ourselves on an ordinary denotational semantics: [[c]] is a func-
tion from set X to set Y if c has type X → Y . For the sake of simplicity, we shall
not deal with nontermination here so no ⊥ value is needed. To make meaningful
probabilities, X and Y are measurable sets (for instance, countable sets) and
[[c]] is assumed to be a measurable function. These restrictions are of a technical
nature and do not actually restrict the scope of the analysis in any way; the
reader shall refer to [12] for more details.

Let us summarize the probabilistic semantics [[c]]p : L(M+(X),M+(Y )):

Elementary constructs (assignments etc...) get simple semantics: [[c]]p.µ =
λX.µ([[c]]−1(X)).

Random number generation. Let us suppose each invocation of random
yields a value following distribution µR, each invocation being independent
from another, and stores the value into a fresh variable. Then [[c]]p.µ = µ⊗µR

where ⊗ is the product on measures.
Tests. Let us define φW (µ) = λX.µ(X ∩W ).

Then [[if c then e1 else e2]]p(µ) = [[e1]]p ◦φ[[c]](µ)+ [[e2]]p ◦φ[[c]]C (µ) where
XC denotes the complement of the subset X.

Loops [[while c do e]]p(µ) =
∑∞

n=0 φ[[c]]C ◦ ([[e]]p ◦ φ[[c]])n(µ), the limit being
taken set-wise [5, §III.10].

2.3 Adjoints and Pseudo-Adjoints

In this section, we shall recall the usual definition of an adjoint of a linear
operator and give a definition of a pseudo-adjoint. We shall also give some easy
properties, without proofs for the sake of brevity.

Let us consider two measurable sets (X,σX) and (Y, σY ). Let us first define,
for f a measurable function and µ a measure, 〈f, µ〉 =

∫
f dµ.

Proposition 1. Taking f ∈ B(X,R) and µ ∈ M(X), this defines a continuous
bilinear scalar form. Moreover, this form has the following properties:

– for all f and µ, |〈f, µ〉| ≤ ‖f‖∞.‖µ‖;
– 〈f, ·〉 = µ 7→ 〈f, µ〉 has norm ‖f‖∞;
– 〈·, µ〉 = f 7→ 〈f, µ〉 has norm ‖µ‖.

Corollary 1. If 〈f, ·〉 = 0 then f = 0. If 〈·, µ〉 = 0 then µ = 0.

Let us consider a linear operator H from the signed measures on X to the
signed measures on Y , and we can consider whether it admits an adjoint op-
erator R:

∫

(R.f) dµ =
∫

f d(H.µ) (1)

or 〈R.f, µ〉 = 〈f,H.µ〉.
Proposition 2. If an operator has an adjoint, then this adjoint is unique.
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Proof. Follows from corollary 1.

Lemma 1. If R is the adjoint of H:

– R is continuous if and only H is continuous;
– ‖R‖ = ‖H‖.

Corollary 2. The operator mapping an operator onto its adjoint is therefore a
linear isometry.

The reason why we consider such adjoints is the following lemma:

Lemma 2. If H ∈ L(M(X),M(Y )) has an adjoint operator R ∈ L(B(Y,R),
B(X,R)) and H is zero on all the Dirac measures, then H is zero.

The implications of this lemma on probabilistic program semantics is that if
we can prove, which we shall do later, that linear operators representing program
semantics have adjoints, then the semantics of two programs will be identical on
all input measures if and only if they are identical on discrete measures.

Proposition 3. In general, not all positive continuous linear operators on mea-
sures have adjoints in the above sense.

For technical reasons, we shall also have to use a notion of pseudo-adjoint.
Let H be a function from M(X) to M(Y ). Let us suppose there exists a func-
tion R such that for any measurable function f : Y → [0,∞] R(f) : X → [0,∞],
〈f,H.µ〉 = 〈R.f, µ〉. We shall then call R the pseudo-adjoint of H. As previ-
ously, we have:

Proposition 4. An operator has a unique pseudo-adjoint.

Adjoints and pseudo-adjoints are identical notions in well-behaved cases. A
continuity condition ensures that we do not get undefined cases, e.g. ∞ − ∞.

Lemma 3. If H is a continuous positive linear operator on measures (positive
meaning that µ ≥ 0 ⇒ H.µ ≥ 0) and R is a positive linear operator that is the
pseudo-adjoint of H, then R is the adjoint of H and ‖R‖ = ‖H‖.

2.4 Program Semantics Have Adjoints

A few facts are easily proved:

Proposition 5. Operators on measures that are lifted from functions (e.g.
fp where fp.µ is the measure X 7→ µ(f−1(X))) have (pseudo-)adjoints: the
(pseudo-)adjoint of fp is g 7→ g ◦ f .

Proposition 6. If H1 and H2 have (pseudo-)adjoints R1 and R2, then R2 ◦R1
is the adjoint of H1 ◦H2.
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Proposition 7. φW has (pseudo-)adjoint RW = f 7→ f.χW where χW is the
characteristic function of W .

Proposition 8. If H1 and H2 have respective (pseudo-)adjoint R1 and R2, then
H1 +H2 has (pseudo-)adjoint R1 +R2.

Proposition 9. If µR is a σ-finite positive measure, µ 7→ µ ⊗ µR has pseudo-
adjoint f 7→ (

x 7→ ∫
f(x, ·) dµR

)
.

This is an application of the Fubini-Tonelli theorem [5, VI.10].

Lemma 4. If f : X → [0;∞] is a positive measurable function and (µn)n∈N is
a sequence of positive measures, then

∫

f d

( ∞∑

n=0

µn

)

=
∞∑

n=0

∫

f dµn. (2)

The sum of measures is taken set-wise.

Corollary 3. If (Hn)n∈N are operators on measures with respective pseudo-
adjoints (Rn)n∈N, then

∑∞
n=0Hn has pseudo-adjoint

∑∞
n=0Rn (these sum being

taken as simple convergences).

Theorem 1. Let c be a probabilistic program. Then the linear operator [[c]]p has
a pseudo-adjoint.

Corollary 4. Since program semantics operators are continuous, of norm less
than 1, they have adjoints of norm less than 1.

Kozen proved [8,9] the following theorem:

Theorem 2. Semantics of probabilistic programs differ if and only if they differ
on point masses.

Proof. This theorem follows naturally from the preceding corollary and lemma 2.

We shall often note T ∗ the adjoint of T . We therefore have defined an adjoint
semantics for programs: [[c]]∗p ∈ L(M(Y,R+),M(X,R+)).

3 Abstract Interpretation of Backwards Probabilistic
Semantics

We wish to apply the usual framework of abstract interpretation to the above
semantics; that is, for any program c, whose type (not considering probabilistic
and nondeterministic effects) is X → Y , we want:

– abstract domains X]
w and Y ]

w, representing sets of weight functions respec-
tively on X and Y ;

– a computable abstraction [[c]]∗p
] of [[c]]∗p.

The construction of the abstract shall be made compositionnally. We shall first
see briefly what we call “abstraction”. The reader shall refer to the standard
texts on abstract interpretation for more information [3].



Backwards Abstract Interpretation of Probabilistic Programs 375

3.1 Abstract Interpretation

Taking nondeterminism into consideration, our program semantics is defined as
a function [[c]]∗[ from the set Yw = P(M(X,R+)) of sets of weight functions on
X to the set Xw = P(M(Y,R+)) of sets of weight functions on Y . To simplify
the treatment of such sets of weight functions and make operations effectively
computable, we choose to over-approximate them by sets of a “simpler” form.
Those sets are characterized by elements x]

w of a preordered abstract domain
X]

w (resp. Y ]
w). We also consider a γ : X]

w → Xw function, which maps an
element of the abstract domain to what it represents: if A ⊆ γ(A]), then A] is
said to be an abstraction of A and A a concretization of A].

A function H]
w : Y ]

w → X]
w is said to be an abstraction of an operator

Hw : Yw → Xw if for any weight function fw in Yw and any abstraction f ]
w of

fw, then H]
w(y]

w) is an abstraction of Hw(yw).
Our idea is the following: as seen earlier, our objective is to give bounds

on integrals of the form V = 〈[[c]]∗.χP , µ〉 where P is a subset of Y ; we take
an abstraction χ]

P of its characteristic function, then compute f ]
w = [[c]]∗](χ]

P ).
We then compute a bound V ′ such that for any weight function fw and any
concretization fw of f ]

w, 〈fw, µ〉 ≤ V ′; then V ≤ V ′. Of course, we choose the
abstract domain so that computing such a V ′ from f ]

w is easy.
For technical reasons, we shall also require the concretizations to be topolog-

ically closed with respect to the topology of simple convergence on the weight
functions. More precisely, we require that for any abstract element f ] and as-
cending sequence (fn)n∈N of concretizations of f ], then the point-wise limit
x 7→ limn→∞ fn(x) is also a concretization of f ].

3.2 Ordinary Backwards Abstract Interpretation

We shall suppose we have an abstraction of the normal, non-probabilistic, seman-
tics, suitable for backwards analysis: for any elementary construct (assignments,
arithmetic operations...) c such that [[c]] : X → Y , we must have a monotonic

function [[c]]−1]
: Y ] → X] such that for all A], [[c]]−1(γY (A])) ⊆ γX([[c]]−1]

(A)).
We also must have abstractions for the φ[[c]] functions.

Let us note the following interesting property of the “usual” assignment
operator: [[x := e]]−1 = π̄x ◦ φ[[x = e]] where π̄x is the “projection parallel to x”:
π̄x(W ) = {v | ∃v′ ∀x′ x′ 6= x ⇒ vx′ = vx}. It is therefore quite easy to build
reverse abstractions for the elementary constructs.

3.3 General Form of Abstract Computations

Let us now suppose we have an abstract domain with appropriate abstract op-
erators for the elementary constructs of the language (we shall give an example
of construction of such domains in the next section). We shall see in this section
how to deal with the flow-control constructs: the sequence, the test and the loop.
The abstract domain shall therefore also supply abstract operators R]

[[c]] and +].
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Sequence. Since [[e1;e2]]∗p = [[e1]]∗p ◦ [[e2]]∗p then [[e1;e2]]∗p
] = [[e1]]∗p

] ◦ [[e2]]∗p
].

Tests. Let us recall the reverse semantics of the if construct:

[[if c then e1 else e2]]∗p = R[[c]] ◦ [[e1]]∗p +R[[c]]C ◦ [[e2]]∗p (3)

This equation gets straightforwardly lifted to the abstract domain:

[[if c then e1 else e2]]∗p
] = R]

[[c]] ◦ [[e1]]∗p
] +] R]

[[c]]C
◦ [[e2]]∗p

] (4)

is a valid abstraction.

Loops. Let us recall the reverse semantics of the while construct:

[[while c do e]]∗p =
∞∑

n=0

(
R[[c]] ◦ [[e]]∗p

)n ◦R[[c]]C (5)

Defining fn recursively, as follows: f0 = λx.0 and fn+1 = ψfn, with

ψ(g) = R[[c]]C .f +R[[c]] ◦ [[e]]∗p.g,

we can rewrite equation 5 as [[while c do e]]∗p.f = limn→∞ fn. We wish to
approximate this limit in the measure space by an abstract element.

ψ gets lifted straightforwardly to an abstract operator:

ψ](g]) = R]

[[c]]C
.f ] +] R]

[[c]] ◦ [[e]]∗p
]
.g]. (6)

Let us define f ]
0 to be an abstraction of the set {f0} and f ]

n+1 = ψ](f ]
n). Obvi-

ously, for all n, fn ∈ γ(f ]
n). If there exists an N such that ∀n ≥ N , fn ∈ γ(f ]

N )
then limn→∞ fn ∈ γ(f ]

N ) since γ(f ]
N ) is topologically closed. We have therefore

found an abstraction of [[while c do e]]∗p.f .
If the lattice T ] is such that all ascending sequences are stationary, then

such a N will necessarily exist. In general, such a N does not exist and we are
forced to use so-called widening operators [3, §4.3], as follows: we replace the
sequence fn by the sequence defined by f̂ ]

0 = f ]
0 and f̂ ]

n+1 = f̂ ]
n∇nψ

](f̂ ]
n) where

∇n are widening operators:

– for all a and b, a v a∇b and b v a∇b;
– for all sequence (un)n∈N and any sequence (vn)n∈N defined recursively as
vn+1 = vn∇un, then (vn) is stationary.

Obviously, for all n, fn v γ(f̂ ]
n). Since (f̂ ]

n)n∈N is stationary after rank N , and
γ(f̂ ]

N ) is topologically closed, this implies that limn→∞ fn ∈ γ(f ]
N ) as above.

This proof extends to the cases where the body of the loop contains nonde-
terministic constructs in addition to probabilistic ones — we then consider a set
of ascending sequences, each having a limit in γ(f̂ ]

N ).
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4 A Generic Construction of Abstract Domains

Our goal now is to have an efficient way of representing sets of weight functions.
In this section we propose an abstract lattice based on step functions. As usual
in Lebesgue integration theory, a step function is a finite linear combination
of characteristic functions of (measurable) subsets of the domain (see Fig. 5);
this generalizes the usual definition when the domain is R. χM will denote the
characteristic function of subset M — that is, the function mapping x onto 1 if
x ∈ M and 0 elsewhere.

g(x, y)

0.5
0.45
0.4

0.35
0.3

0.25
0.2

0.15
0.1

0.05
0

y

4
2

0
-2

-4x 420-2-4

step function

Fig. 5. An example of a step function: 0.2χ[−1,1]×[0,2] +0.3χ[0,3]×[1,4] +0.1χ[−3,0]×[−4,1].
The nonvertical slopes are of course an artefact from the plotting software.

4.1 Representation

Let us take an “ordinary” abstract interpretation lattice X] for the domain X.
This means we have a nondecreasing function γ : (X],v) → (P(X),⊆). We
shall only consider the set X]

w of step functions of the form
∑

k αk.χγA]
k

where

A]
k ∈ X]. This function can be represented in machine by a finite list of couples

(A]
k, αk)1≤k≤n.
The set X]

w is pre-ordered by the usual pointwise ordering: (A]
k, αk) v

(B]
k, βk) if and only if for all x ∈ X then

∑
k αk.χγA]

k
(x) ≤ ∑

k βk.χγB]
k
(x).

Please note that while the pointwise ordering ≤ on step function is in-
deed antisymmetric, v is only a preorder since representation is not unique:
(([0, 1], 1), (]1, 2], 1)) and (([0, 2], 1)) both represent χ[0,2]. Let us define

γw :

∣
∣
∣
∣
∣

(X]
w,v) → (P(M(X,R+)),⊆)

(A]
k, αk) 7→ {f ∈ M(X,R+) | f ≤∑k αk.χγA]

k
} (7)

(X]
w,v) is therefore a suitable abstract domain for weight functions.
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4.2 Comparison

Our abstract lattice does not have unicity of representation, as noted above. Yet
comparisons and equivalence testings are easily computable, provided the un-
derlying abstract domain provides an intersection test — a computable function

(A], B]) 7→
{

1 if γ(A) ∩ γ(B) 6= ∅
0 otherwise.

Let us take two abstract values A]
w = ((A]

i , αi)1≤i≤m) and B]
w =

((B]
j , αj)1≤j≤n). Let us consider the set C of nonempty intersections

⋂
γ(A]

i)i∈I∩⋂
γ(B]

j)j∈J
6= ∅ where I is a subset of the indices 1..m and J is a subset of the

indices 1..n: each element of C is denoted by a couple (I, J).

Let us define w :
∣
∣
∣
∣
C → R

(I, J) 7→∑
i∈I αi −∑j∈J βi.

Then A]
w v B]

w ⇐⇒ ∀c ∈
C w(c) ≤ 0.

4.3 Abstract Operations

We must provide abstract operators for each construction of the language.

Basic Constructs. Let us now suppose we have an abstraction [[c]]−1]
of the

function [[c]]−1 : P(Y ) → P(X). Then an abstraction of [[c]]∗p is

[[c]]∗p
] = (X]

λ, αλ)λ∈Λ 7→ ([[c]]−1]
(X]

λ), αλ)λ∈Λ (8)

Random Number Generation. We shall obtain here an abstraction of
r:=random where r is a new variable and random follows probability measure
µR. Let us suppose the random variable lies in a set R. [[r:=random]]∗ is therefore
a linear operator from M(X ×R,R+) to M(X,R+).

Let us suppose that µR =
∑n

k=1 µk where each µk is concentrated on a subset
Mk or R. For instance, taking R = R, the uniform probability measure on [0, 1]
can be split into n measures µk, the Lebesgue measure on [k/n, (k + 1)/n]. Let
us call πX and πR the projections of X ×R onto X and R respectively.

Using prop. 9,

[[r:=random]]∗.χA = x 7→
n∑

k=1

∫

χA(x, y) dµk(y). (9)

But
∫
χA(x, y) dµk(y) ≤ µk(πR(A)), and

∫
χA(x, y) dµk(y) = 0 if x 6∈ πX(A).

Therefore

[[r:=random]]∗.χA ≤ µk(πR(A)).χπX(A). (10)

Lifting to abstract semantics is then easy: [[r:=random]]∗](A]
i , αi)1≤i≤m maps

to (A]
i,k, αi.βi,k)1≤i≤m,1≤k≤n where A]

i,k is an abstraction of πX(γ(A]
i) ∩ (X ×
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x

y

1

1

y

a
b 0.02

0.10
0.14
0.18
0.18
0.14
0.10
0.06
0.02

0.06

h(y)0.06.χ[−1.8,1.8]

|x| ≤ 1

=
∫ b

a

h(x) dx

Fig. 6. Construction of the output value of Fig. 7 for n = 10. The |x + y| ≤ 1
abstract area is sliced along divisions on the y axis. Each slice Sk is pro-
jected onto the y axis and the integral of the distribution function h of
(centered uniform()+centered uniform())/2 is taken on this projection, yielding a
coefficient αk. The slice is then projected on the x axis and this projection Bk, with the
αk coefficient is an element of the abstract value

∑n
k=i αk.χBk . The approximations

plotted in Fig. 7 are those sums, with various numbers of slices.

Mk)) and βi,k ≥ µk(πR(A)) (Fig. 6 explains how we built the approximations in
Fig. 7). Both the A]

i,k and the βi,k can be computed easily for many underlying
abstract domains, such as the nondependent product of intervals [2].

Of course, there is some amount of choice in the choice of how to cut µ into
µk. We suggest to cut into measures of equal weights. Of course, the higher
the number of µk’s, the better the immediate results (Fig. 7), nevertheless a
high number of elements in abstract values may necessitate an early use of
widenings (see 4.3). We hope the forthcoming implementation will help adjust
such heuristic parameters.

Tests. The semantics for tests gets straightforwardly lifted to abstract seman-
tics, provided we have abstract operators for RW and +:

[[if b then c1 else c2]]∗p
]
.f ] = R]

[[b]] ◦ [[c1]]∗p
]
.f ] +] R]

[[b]]C
◦ [[c2]]∗p

]
.f ] (11)
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Approx. n = 30
Approx. n = 10

g

x

g(x)

Fig. 7. Two approximations of the actual distribution of Fig. 2, resulting from the
abstract interpretation of the program of Fig. 1. Our generic lattice is parameterized
by the product lattice of intervals. Different discretizations of the probability measure
h(x) dx of (centered uniform()+centered uniform())/2 yield more or less precise
abstractions. Here, the interval [−1, 1] where h is nonzero is divided into n segments
of equal size, yielding n elements in the output abstract value.

Abstracting + is easy: +] is the concatenation operator on sequences (or
families); as for RW :

R]
W ] = (X]

λ, αλ)λ∈Λ 7→ (X]
λ ∩] W ], αλ)λ∈Λ (12)

Widening Operators. Using the above abstractions for RW and +], it is
easy (3.3) to find an approximation of the semantics of the loop, provided we
have suitable widening operators. We shall here propose a few heuristics for
widenings. Widenings are also useful since they provide a way to “simplify”
abstract elements, to save memory, even if such a simplification loses precision.

Let us suppose we have a widening sequence ∇k on X]. We shall now give
heuristics for computing x∇ky where x = (X]

i , αi)1≤i≤a and y = (Y ]
j , βj)1≤j≤b.

For the sake of simplicity, we shall suppose we aim at keeping Λ index sets less
than n elements for a certain fixed n. We shall suppose that a ≤ n.

The main idea is that of coalescing. For each element (X]
i ), find “close”

elements (Y ]
ji,1

), . . . , (Y ]
ji,m

), the closeness criterion being largely heuristic and
dependent on the chosen lattice; this criterion does not influence the correctness
of the method, only its precision and efficiency. We then pose

x∇ky = (X]
i ∇k

(
Y ]

ji,1
∪ · · · ∪ Y ]

ji,m
),max(αi, βji,1 + . . .+ βji,m)

)
. (13)
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Let us now take a sequence (x(k))k∈N such that x(k + 1) = x(k)∇y(k). Then for
all 1 ≤ i ≤ n, X(k + 1)i = X

(k)
i ∇v(k)

i for some v(k)
i , so the sequence (X(k)

i )k∈N

is stationary. Since this holds for all i, this means that (x(k)) is stationary.
The design of widenings is an inherently heuristic process, and we thus ex-

pect to have better widenings as implementation progresses and experiments are
possible.

5 Comparison with Other Methods

Let us first remark that our method is a natural extension of conventional back-
wards abstract interpretation. Indeed, let us consider only programs containing
no random-like operations; any program, even including random-like operations,
can be transformed into a program containing none by moving the streams of
random numbers into the environment of the program (this corresponds to the
first semantics proposed by Kozen [8,9]).

With such programs, our framework is equivalent to computing reverse im-
ages of sets: [[c]]∗p.µ.χW = µ([[c]]−1(W )) and our proposed abstract domain just

expresses that [[c]]∗p.µ.χW ≤ µ ◦ γ ◦ [[c]]−1]
(W ]). There are nevertheless two dif-

ferences that makes our abstract domain more interesting:

– in the presence of streams of random numbers, our abstract domain just
makes use of an ordinary abstract domain, while computing approximate
reverse images in the presence of infinite streams requires an abstract do-
main capable of abstracting infinite sequences so that the results remain
interesting;

– we can “simplify” abstract values representing weight functions heuristically
so that we do not waste time giving too much precision to negligible parts
of the domain.

6 Conclusions

We have proposed a general scheme for the backwards abstract interpretation of
nondeterministic, probabilistic programs. This scheme allows the effective com-
putation of upper bounds on the probability of outcomes of the program. It is
based on abstract interpretation, which it extends to an adequate “adjoint se-
mantics” of probabilistic programs. We propose a parametric abstract domain
for this analysis; this domain is based on an underlying “ordinary” abstract
domain, which can be any domain proposed for abstract interpretation of non-
probabilistic programs.
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Tool Demonstration: Finding Duplicated Code
Using Program Dependences

Raghavan Komondoor and Susan Horwitz
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1 Introduction

The results of several studies [1,7,8] indicate that 7–23% of the source code
for large programs is duplicated code. Duplication makes programs harder to
maintain because when enhancements or bug fixes are made in one instance of
the duplicated code, it is necessary to search for the other instances in order to
perform the corresponding modification.

A tool that finds clones (instances of duplicated code) can help to alleviate
this problem. When code is modified, the tool can be used to find the other
copies that also need modification. Alternatively, the clones identified by the
tool can be extracted into a new procedure, and the clones themselves replaced
by calls to that procedure. In that case, there is only one copy to maintain (the
new procedure), and the fact that the procedure can be reused may cut down
on future duplication.

We have designed and implemented a tool for C programs that finds clones
and displays them to the programmer. To find clones in a program, we represent
each procedure using its program dependence graph (PDG) [6]. In the PDG,
nodes represent program statements and predicates, and edges represent data
and control dependences. To find a pair of clones we use a variation on back-
ward slicing [11,10]. We start with two matching nodes (nodes that represent
statements or predicates with matching syntactic structure, ignoring variable
names and literal values), and we then slice backwards from those nodes in lock
step, including a predecessor (and the connecting edge) in one slice iff there is a
corresponding, matching predecessor in the other slice. Thus, when the process
finishes, we will have identified two isomorphic subgraphs (two partial backward
slices), that represent two clones. Pairs of clones are then combined into groups
using a kind of transitive closure. For example, clone pairs (S1, S2), (S1, S3),
and (S2, S3) would be combined into the clone group (S1, S2, S3).

The key benefits of a slicing-based approach, compared with previous ap-
proaches to clone detection such as [1,2,7,4,9,3,5], is that our tool can find non-
contiguous clones (i.e., clones whose statements do not occur as contiguous text
in the program), clones in which matching statements have been reordered, and
clones that are intertwined with each other. (Our tool can also find clones in
which variables have been renamed, and different literal values have been used;
however, this is also true of some previous clone-detection algorithms.) Further-
more, the clones found using slicing are likely to be meaningful computations,

D. Sands (Ed.): ESOP 2001, LNCS 2028, pp. 383–386, 2001.
c© Springer-Verlag Berlin Heidelberg 2001
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and thus good candidates for procedural extraction. These benefits arise mainly
because slicing is based on the PDG, which provides an abstraction that ignores
arbitrary sequencing choices made by the programmer, and instead captures the
important dependences among program components. In contrast, most previous
approaches to clone detection use the program text, its control-flow graph, or
its abstract-syntax tree, all of which are more closely tied to the (sometimes
irrelevant) lexical structure.

2 Example Clones Found by Our Tool

Non-contiguous clones: Shown below are three fragments of code from the
Unix utility bison that contain a group of three clones identified by our tool. The
clones (which were found by slicing back from the statement “*p++ = c;”) are
indicated by “++” signs. The function of the clones is to grow the buffer pointed
to by p if needed, append the current character c to the buffer and then read the
next character. The clone in Fragment 3 is contiguous, but the corresponding
clones in Fragments 1 and 2 are non-contiguous.

Fragment 1: Fragment 3:

while (isalpha(c) || while (c != ’>’) {
c == ’_’ || c == ’-’) { if (c == EOF) fatal();

++ if (p == token_buffer + maxtoken) if (c == ’\n’) {
++ p = grow_token_buffer(p); warn("unterminated type name");

if (c == ’-’) c = ’_’; ungetc(c, finput);
++ *p++ = c; break;
++ c = getc(finput); }

} ++ if (p == token_buffer + maxtoken)
++ p = grow_token_buffer(p);
++ *p++ = c;

Fragment 2: ++ c = getc(finput);
}

while (isdigit(c)) {
++ if (p == token_buffer + maxtoken)
++ p = grow_token_buffer(p);

numval = numval*20 + c - ’0’;
++ *p++ = c;
++ c = getc(finput);

}

Although two of the three clones are non-contiguous, they can still be ex-
tracted into a procedure: in both cases the statement in the middle of the clone
can be moved out of the way without affecting semantics. We have observed that
non-contiguous clones that are good candidates for extraction (as in the example
above) occur frequently in real programs. Therefore, the fact that our approach
can find such clones is a significant advantage over most previous approaches to
clone detection.

Reordered clones: Non-contiguous clones are a kind of near duplication. An-
other kind of near duplication occurs when the ordering of matching nodes is
different in the different clones, as illustrated below by two code fragments from
bison. Both clones modify a portion of a bit array (lookaheadset / base) by
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performing a bit-wise or with the contents of another array (LA / F). The clones
are identified by slicing back from the statement inside the while loop. Fragment
2 differs from Fragment 1 in two ways: the variables have been renamed (includ-
ing renaming fp1 to fp2 and vice versa), and the order of the first and second
lines has been reversed. Since this renaming and reordering does not affect the
data or control dependences, the first and second statements of Fragment 1 are
matched with the second and first statements of Fragment 2 by our approach
(and the two while loops are matched with each other).

Fragment 1: Fragment 2:
++ fp1 = LA + i * tokensetsize; ++ fp1 = base;
++ fp2 = lookaheadset; ++ fp2 = F + j * tokensetsize;
++ while (fp2 < fp3) ++ while (fp1 < fp3)
++ *fp2++ |= *fp1++; ++ *fp1++ |= *fp2++;

Intertwined clones: The use of backward slicing is also effective in finding
intertwined clones. An example from the Unix utility sort is given below. In this
example, one clone is indicated by “++” signs while the other clone is indicated
by “xx” signs. The clones take a character pointer (a/b) and advance the pointer
past all blank characters, also setting a temporary variable (tmp1/tmpb) to point
to the first non-blank character. The final component of each clone is an if
predicate that uses the temporary. Those predicates were the roots of the slices
used to find the two clones (the second one – the last line shown below – occurs
43 lines further down in the code).

++ tmpa = UCHAR(*a),
xx tmpb = UCHAR(*b);
++ while (blanks[tmpa])
++ tmpa = UCHAR(*++a);
xx while (blanks[tmpb])
xx tmpb = UCHAR(*++b);
++ if (tmpa == ’-’)

...
xx else if (tmpb == ’-’) ...

3 Experimental Results

We have performed several studies in which we compared the output of our
tool to the clone groups identified by a programmer. We found that the tool is
quite effective at identifying interesting clones; in particular, it found at least
one clone group for every human-identified group of clones. Furthermore, many
of the clones were non-contiguous and involved variable renaming; some also
involved reordering and intertwining; this is an indication that our approach is
capable of finding interesting clones that would be missed by other approaches.

A limitation of the tool is that the clones that it finds are often not “ideal”,
i.e., are not exactly those that a human would have identified. Instead, they
contain some extra statements, or fail to contain some statements that should
be part of the clones. Because of this, the tool often identifies several overlapping
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groups of clones that are variants of each other rather than identifying a single
group of ideal clones (i.e., the clones in each group found by the tool have many
statements in common with the clones in the other groups, but are not exactly
the same). For example, in one study the programmer identified 4 ideal clone
groups in one file, while the tool identified 17 clone groups that were variations
on the 4 ideal groups. Future work includes finding heuristics that will help the
tool to identify clones that are as close as possible to ideal.
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Abstract. We present a compiler that translates a problem specification
into a propositional satisfiability test (SAT). Problems are specified in a
logic-based language, called np-spec, which allows the definition of com-
plex problems in a highly declarative way, and whose expressive power is
such to capture exactly all problems which belong to the complexity class
NP. The target SAT instance is solved using any of the various state-
of-the-art solvers available from the community. The system obtained is
an executable specification language for all NP problems which shows
interesting computational properties. The performances of the system
have been tested on a few classical problems, namely graph coloring,
Hamiltonian cycle, and job-shop scheduling.

1 Introduction

We present a system for writing and executing specifications for search problems,
which makes use of np-spec, a highly declarative specification language. np-
spec has a datalog-like, i.e., prolog with no function symbols, syntax; its
semantics is based on the notion of model minimality, an extension of the well-
known least-fixed-point semantics of the Horn fragment of first-order logic [26].
np-spec allows the user to express every problem belonging to the complexity
class NP [12], which notoriously includes many problems interesting for real-
world applications. Restriction of expressiveness to NP guarantees termination
and helps to obtain efficient executions.

The core of our system is the compiler, called Spec2SAT, that translates
problem specifications written in np-spec into instances of the propositional
satisfiability problem (SAT). An instance π of the original problem is translated
into a formula T of propositional logic in conjunctive normal form, in such a way
that T is satisfiable if and only if π has a solution. Moreover, from the variable
assignments that satisfy T the system reconstructs the solution of π.

A specification S of π is a set of metarules defining the search space, plus
a set of rules defining the admissibility function. Both metarules and rules are
transformed into a set of clauses of T encoding their semantics. The translation
of rules is based on their ground instantiation over the Herbrand universe. Our
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algorithm for instantiation uses complex auxiliary data structures so as to try
as much as possible to avoid the generation of useless clauses.

The approach of translation into SAT is motivated by the huge amount of re-
search devoted to such a problem in last years (see, e.g., [15]), and the number of
fast solvers available from the research community. Such solvers, both complete
and incomplete ones, are able to solve in a few seconds instances of hundreds
of thousands of clauses; and this result was unconceivable only a few years ago.
In addition, the community working on SAT is still very active, and even better
SAT solvers can be expected to come up in the future.

SAT is the prototypical NP-complete problem, and every instance π of a
problem in NP can be translated into an instance of SAT of polynomial size
in the size of π. In practice, this idea has been exploited since several years
for various problems such as planning [17,16], scheduling [7], theorem proving
in finite algebra [11], generation of test patterns for combinatorial circuits [18],
and cryptography [21]. Those papers showed that translating a problem into
SAT can give good performance of the resulting system, when compared with
state-of-the-art dedicated solvers.

The shortcoming of those previous works is that the translation had to be
done completely by hand for each problem. Conversely, we aim at a system
that automatically translates any NP problem into SAT using the simple and
declarative language np-spec.

In terms of performances np-spec cannot compete with state-of-the-art solv-
ers of well-studied problems, anyway we believe that it is a valuable tool for
developing fast prototypes for new problems, or variations of known ones, for
which no specific solver is available. Nevertheless, experimental results show that
our system is able to solve in reasonable time medium-size instances of various
classical problems. In addition, it works much faster that the original engine of
np-spec [5,3] which is based on a translation of the input specification in the
logic programming language prolog.

2 Preliminaries

2.1 Overview of the np-spec Language

An np-spec program consists of a DATABASE section and a SPECIFICATION sec-
tion. The former section includes the definition of extensional relations, and of
integer intervals and constants. The latter section consists of two parts: a search
space declaration, and a stratified datalog program [2], which can include the
six predefined relational operators and negative literals.

As a first example, we show an np-spec program for the Hamiltonian path
NP-complete problem, i.e., the problem where the input is a graph and the
question is whether there is a traversal that touches each node exactly once.

DATABASE
NODES = 6;
EDGE = {(1,2),(3,1),(2,3),(6,2),(5,6),(4,5),(3,5),(1,4),(4,1)};
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SPECIFICATION
Permutation({1..NODES},path). // H1
fail <-- path(X,P), path(Y,P+1), NOT edge(X,Y). // H2

The following comments are in order:

– The input graph is defined in the DATABASE section.
– In the search space declaration (metarule H1) the user declares the predicate

symbol path to be a “guessed” one of arity 2. All other predicate symbols are,
by default, not guessed. Being guessed means that we admit all extensions
for the predicate, subject to the other constraints.

– path is declared to be a permutation of the finite domain {1..NODES}. This
means that its extension must represent a permutation of order 6. As an
example, {(1, 5), (2, 3), (3, 6), (4, 2), (5, 1), (6, 4)} is a valid extension.

– Comments can be inserted using the symbol “//”.
– Rule H2 is the constraint permutations must obey in order to be Hamilto-

nian paths: a permutation fails, i.e., it is not valid, if two nodes X and Y
which are adjacent in the permutation are not connected by an edge. X and
Y are adjacent because they occupy places P and P+1 of the permutation,
respectively.

Running this program on the np-spec compiler produces the following out-
put:

path: (1, 1) (2, 5) (3, 6) (4, 2) (5, 3) (6, 4)

which means “1 is the first node in the path, 4 is the second node in the path,
. . . , 3 is the sixth node in the path”, and is indeed an Hamiltonian path.

As another example, in the graph coloring NP-complete problem the input
are a graph G and a positive integer k representing the number of available
colors, and the question is whether it is possible to give each node of G a color
in such a way that adjacent nodes are never colored the same way. The intuitive
structure of the search space in this case is a partition of the nodes of G into
k distinct subsets, since an assignment of nodes to colors must be guessed. The
np-spec program for checking colorability is:

DATABASE
K = 3;
N = 6;
EDGE = {(1,2),(3,1),(2,3),(6,2),(5,6),(4,5),(3,5)};

SPECIFICATION
Partition({1..N},coloring,K). // GC1
fail <-- edge(X,Y), coloring(X,C), coloring(Y,C). // GC2

Another typical structure of the search space is the integer function, i.e., the
assignment of a value in a specified domain to a set of variables. As an example,
in the quadratic Diophantine equations NP-complete problem the input are three
positive integers a, b, c, and the question is whether there is an integer solution
to the equation ax2+by = c. In np-spec the program is the following (we declare
that we are considering assignments to x and y in the range 10..100):
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DATABASE
a = 5; b = 3; c = 1874;

SPECIFICATION
IntFunc({x,y},assign,10..100).
fail <-- assign(x,Xval), assign(y,Yval), c != a*Xvalˆ2 + b*Yval.

Finally, we present the specification for the SAT problem (cf. Subsection 2.4).
In this case, we just want to guess a subset of the variables, and assign them the
value true; other variables are assigned the value false.

DATABASE
N = 100; // number of propositional variables
IN_CLAUSE = { // IN_CLAUSE(X,Y) <--> literal X is in clause Y

(12,1),(25,1),(71,2),(-23,2), ... };
SPECIFICATION

Subset({1..N},true).
good_clause(Y) <-- in_clause(X,Y), X > 0, true(X).
good_clause(Y) <-- in_clause(X,Y), X < 0, NOT true(-X).
fail <-- NOT good_clause(Y).

We note that predicate good clause is defined, i.e., is in the head of auxiliary
rules. A guessed assignment fails if it produces a clause which is not good; a
clause is good if it contains at least a literal which is assigned a truth value that
makes it true.

We remark that the declarative style of programming in np-spec is very
similar to that of datalog, and it is therefore easy to extend programs for in-
corporating further constraints. As an example, the program for the Hamiltonian
path can be extended to the Hamiltonian cycle problem by adding the following
rule

fail <-- path(X,NODES), path(Y,1), NOT edge(X,Y). // H3

Moreover, undirected graphs can be handled by including a further literal NOT
edge(Y,X) in the body of both rules H2 and H3.

2.2 Formal Properties of np-spec

The formal properties of np-spec are explained in detail in [3]. Concerning
syntax, we remark that np-spec offers also useful aggregates, such as SUM, COUNT,
MIN, and MAX.

The semantics of np-spec is based on a generalization of the minimal mo-
del semantics of [26], called (P, Q)-minimal model semantics [20]. The formal
definition can be found in [4], here we just recall some elementary notions. The
Herbrand universe U of an np-spec program S is the set of all constant symbols
occurring in S. The Herbrand base of S is the set {p(e1, . . . , en) | p is a predicate
symbol of arity n of S and e1, . . . , en ∈ U}. A model of S is a subset of its
Herbrand base which satisfies its rules and assigns false to fail.
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As for its computational properties, the data complexity of np-spec, i.e.,
the complexity of query answering measured in the size of the input extensional
database only, is NP-complete. The expressiveness of np-spec is such that the
language captures NP. This has been proven showing that, for each problem A
in NP, there is a fixed database-free np-spec program SP such that for each
instance db of A encoded as an input database DB, it holds that SP ∪DB returns
a solution iff db is a “yes” instance of A. This means that np-spec is capable
of specifying exactly all problems belonging to NP. We remind that, conversely,
datalog is capable of expressing only a strict subset of the polynomial-time
problems. As an example, it cannot express the “even” query, which input is a
domain C of objects, and which question is: “Is the cardinality of C even?”.

2.3 Prolog-Based Compilation

The first implementation of np-spec has been in ECLiPSe [1], a prolog engine
integrated with several extensions.

The compiler takes two files, one containing the specification section, and
another containing the database section of a np-spec program, and merges them
with a program-independent header to form an ECLiPSe target program file.

The ECLiPSe runtime system evaluates the target program file and produ-
ces the results. The prototype implements a simple guess-and-check evaluation
strategy. This is obtained by defining the search space using ECLiPSe constraint
declaration mechanisms, and then instantiating all domain variables before pro-
ceeding with constraint checking.

This approach allowed us to obtain a fast implementation, because it relies
on the mechanisms of unification typical of prolog. As for the efficiency, we
were able to solve just toy-size instances of NP-complete problems.

2.4 SAT Technology

A propositional formula in conjunctive normal form (CNF) is a set of clauses,
and a clause is a set of literals. A literal is either a propositional variable or the
negation of a propositional variable. Sometimes a formula in CNF is referred
to as a conjunction of clauses, and a clause as a disjunction of literals. The
vocabulary V (T ) of T is the set of propositional variables occurring in T . An
interpretation of T is an assignment of a Boolean value, i.e., either true or false,
to each variable in V (T ). A model of T is an interpretation that assigns true to T ,
using the usual semantical rules for the interpretation of negation, disjunction,
and conjunction. The SAT problem has as input a formula T in CNF and the
question is whether T is satisfiable, i.e., if it has a model, or not.

Algorithms for the SAT problem are either complete, i.e., if there is a model,
they are guaranteed to find one, or incomplete, i.e., they may fail to find a model
if there is one.

The main complete algorithms for SAT are based on the famous DPLL pro-
cedure [9,8], and may differ quite a lot on the heuristics for the variable selection.
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Fig. 1. Architecture of the np-spec compilation and execution environment

We have performed preliminary tests with various solvers. The relatively simple
mechanism of constraint propagation of DPLL can be implemented in a quite
efficient way, and gives surprisingly good results. Complete algorithms are able
to solve SAT instances of several hundreds of variables and several thousands of
clauses in the worst conditions, i.e., at the so-called crossover point [25]. Such
point refers to a particular random generation of CNFs, and is determined ex-
perimentally as the point in which the probability of a formula to be satisfiable
equals the probability of being unsatisfiable. As for instances of SAT which are
not randomly generated, the size of formulae that can be dealt with is quite lar-
ger. Generally, incomplete algorithms are much faster than complete ones. Most
popular algorithms such as GSAT and WALKSAT [24] are based on randomized
local search.

Many solvers are publicly available on the WWW, cf. e.g., [23], and use the
DIMACS [15] input format, i.e., a text file containing one clause per line, where
each line contains an integer for each literal, and is terminated by 0.

In the experiments presented in Section 4 we used the DPLL-based complete
system satz, described in [19].

3 Compilation into SAT

Our system is written in C++, and its general architecture is shown in Figure 1.
The module Parser receives a text file containing the specification S in np-

spec, parses it, and builds its internal representation. The module Spec2SAT
compiles S into a CNF formula T in DIMACS format, and builds an object
representing a dictionary which makes a 1-1 correspondence between ground
atoms of the Herbrand base of S and variables of the vocabulary V (T ). The
file in DIMACS format is given as an input to the SAT solver, which delivers
either a text file containing a model of T , if satisfiable, or the indication that
it is unsatisfiable. At this point, the Model2Spec module performs, using the
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dictionary, a backward translation of the model (if found) in the original language
of the specification.

In the current version we do not allow aggregates, recursion and negative
occurrences of defined predicates in np-spec. It is important to note that such
syntactic restrictions do not limit the expressive power of np-spec [4].

3.1 Basic Algorithm of Spec2SAT

From this point on we focus on the Spec2SAT module, the most important
of the system. Formally, the module receives as input an np-spec specification
S = 〈DB, SP 〉, and outputs a propositional formula T in CNF such that T is
satisfiable if and only if the answer to S is “yes”; moreover, if T is satisfiable,
then each model of T corresponds to a solution of S.

As an example, Figure 2 shows an instance of graph 3-coloring (a), the cor-
responding dictionary (b) and the DIMACS file generated (c).

4

21

3

(a) Problem Instance

np-spec atom variable kind
edge(1,2) 1
edge(1,3) 2 α
edge(2,4) 3

coloring(1,0) 4
coloring(1,1) 5
coloring(1,2) 6
coloring(2,0) 7
coloring(2,1) 8
coloring(2,2) 9 β
coloring(3,0) 10
coloring(3,1) 11
coloring(3,2) 12
coloring(4,0) 13
coloring(4,1) 14
coloring(4,2) 15

fail 16 γ

(b) Dictionary

+-----+------------+----------------+-------+
| | -4 -5 0 | | |
| | -4 -6 0 | | |
| | -5 -6 0 | 16 -1 -4 -7 0 | |
| | 4 5 6 0 | 16 -2 -4 -10 0 | |
| | -7 -8 0 | 16 -3 -7 -13 0 | |
| 1 0 | -7 -9 0 | 16 -1 -5 -8 0 | -16 0 |
| 2 0 | -8 -9 0 | 16 -2 -5 -11 0 | |
| 3 0 | 7 8 9 0 | 16 -3 -8 -14 0 | |
| | -10 -11 0 | 16 -1 -6 -9 0 | |
| | -10 -12 0 | 16 -2 -6 -12 0 | |
| | -11 -12 0 | 16 -3 -9 -15 0 | |
| | 10 11 12 0 | | |
| | -13 -14 0 | | |
| | -13 -15 0 | | |
| | -14 -15 0 | | |
| | 13 14 15 0 | | |
+-----+------------+----------------+-------+

1 2 3 4

(c) CNF formula: clauses of kinds 1..4

Fig. 2. Example of the results of the Spec2SAT module
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In order to understand how the given dictionary and file are obtained, we
first notice that only a subset of the Herbrand base of S is really meaningful
for the compilation process. For example, ground instantiations of a predicate
in DB which are not facts in the database can be neglected when building the
vocabulary V (T ). More precisely, V (T ) is made of variables of three kinds:

α. one variable for every fact in DB;
β. one variable for every ground instantiation of a guessed predicate on elements

of the relevant domain;
γ. one variable for every ground instantiation of other predicates.

Figure 2(b) shows the three kinds of variables for the graph coloring problem.
In particular, for the coloring predicate we have N · K atoms of the kind β.

The set of clauses of T is made of clauses of four kinds:

1. A clause {c} for each variable c of the kind α.
2. Clauses using variables of the kind β encoding the meaning of the correspon-

ding metarule.
3. Clauses using variables of the kind α, β, and γ encoding the meaning of the

rules of SP . Each ground instantiation of a rule can in principle originate
several clauses.

4. The clause {¬fail}.

Figure 2(c) shows the four sets of clauses for the current example. In parti-
cular, metarule GC1 originates the clauses of kind 2 and rule GC2 originates the
clauses of kind 3. Clauses of kind 2 are of the following two subkinds:

¬coloring(r, c1) ∨ ¬coloring(r, c2) ∀r ∈ {1..n} ∀c1, c2 ∈ {0..k − 1} (1)
coloring(r, 0) ∨ · · · ∨ coloring(r, k − 1) ∀r ∈ {1..n} (2)

Set of clauses (1) states that each node has at most one color in 0..k − 1 and
set (2) that each node has at least one color. Similar sets of clauses exist for the
other kinds of metapredicates, i.e., for Permutation, IntFunc, and Subset.

3.2 Optimization of Spec2SAT

Several simplifications of T are possible, some simple and some more complex.
The simple ones consist in eliminating the unary clauses, i.e., those of kind 1
and 4. This implies that clauses in which such literals occur will be –according
to the sign– either shortened or eliminated.

More complex optimizations –which do not apply for very simple specificati-
ons such as the one for graph coloring– involve clauses of kind 3, and are based
on the elimination of useless variables of the kind γ. Let us consider for example
the following rule:

p(X,Y,Z) <-- q(X,Y), s(Y,Z,W), r(Z,W). (3)
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In principle, a clause of T is generated for each of the |U |4 ground instan-
tiations of the rule (one for each possible value assignment to the four variables
occurring in it). This can be obviously unpractical when the Herbrand universe
U is sufficiently large, e.g., |U | > 100.

Our goal is to avoid most of those instantiations, by using information on the
plausible extensions of the predicates. In order to do that, first of all we build
the precedence graph G of SP . The nodes of G are the predicates of SP , and
there is an edge from q to p iff there is a rule with p in the head and q in the
body in SP . Predicates of SP are naturally partitioned in two subsets:

– “primitive”, i.e., sources in G; they are either predicates of DB, or guessed
predicates;

– “defined”, i.e., they occur in the head of some rule.

Note that the special predicate fail is defined, and it is actually the only sink
of G. Note also that G is a DAG, since recursion is not allowed.

Basically, predicates are processed in the order given by the topological sort
of G, i.e., no node is visited before all of its predecessors are visited, and each
predicate contributes to T with a set of clauses. In particular, primitive predi-
cates are quite straightforward to deal with, and they are taken into account by
the clauses of kinds 1 and 2.

As for a defined predicate p, using the assumption that it is considered only
after all predicates occurring in the body of rules with p in the head have been
considered, in some important cases we can discard several instantiations of such
rules. As an example, in rule (3) if q is a DB predicate we have to consider only
value assignments to X and Y which correspond to facts in DB, instead of all
|U |2 assignments.

Generalizing this idea, we introduce the notion of “alive” for ground instan-
tiations of predicates. In particular, the set alive(p) (a subset of the Herbrand
base) of ground instances of p is defined in the following way:

– if p is a primitive predicate, alive(p) is the set of the ground instantiations
corresponding to variables of the kinds α and β;

– if p is a defined predicate, alive(p) is recursively defined as the set of atoms
occurring in the head of ground instances of rules with p in the head, such
that all positive literals in the body are alive.

Our algorithm traverses G following its topological sort. When a predicate p
is under analysis, the set alive(p) is built, and clauses (kind 3) corresponding
to instantiations of rules with p in the head are generated. Referring to the
above example, in rule (3) we must consider only value assignments to the four
variables according to alive(q), alive(s), and alive(r).

Another key point of the algorithm concerns the way assignments to the
variables are generated. As we already mentioned the number n of variables in a
rule is a crucial parameter, because in the worst case |U |n variable assignments
must be taken into account. In very simple specifications, n can be as large as
10 (cf. Section 4.3), and |U | as large as 100, therefore it is very important to
avoid a simple-minded enumeration of all variable assignments.
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To this aim we use a backtracking-based algorithm that for each rule explores
a tree of depth n (one level for each variable) and uses sets alive for pruning
the search. The algorithm considers partial assignments, i.e., assignments to a
subset of m variables, with m < n. As an example, referring to rule (3), if Z and
W have already been assigned to, e.g., 2 and 7, and r(2, 7) 6∈ alive(r), then it is
useless to consider assignments to the other variables X and Y.

4 Considerations on Performance

In this section we discuss the effectiveness of the system for the solution of NP-
complete problems. It is quite obvious that, in terms of performances, our system
cannot compete with state-of-the-art solvers of the original problems. In fact, our
system is meant mainly for developing executable specifications, rather than for
effective program development. The main emphasis of our work is on obtaining
simple and readable specifications, an activity that in np-spec typically takes
hours or even minutes; on the other hand implementing a very efficient solver for
a new problem in NP may take weeks or even months. Nevertheless, we want to
show that the system is able to solve medium-size instances of various classical
hard problems.

Conversely, the enumerative algorithm of the original prolog engine of np-
spec is able to solve only small instances. We believe that the ability to solve
non-toy cases helps the user to get a better understanding of her/his application
and to capture aspects of the problem that might fail to appear in very small
instances.

In the following subsections, we analyze the performances of our system on
three problems: graph coloring, Hamiltonian cycle, and job shop scheduling.
Experiments use the solver satz and run on a Pentium II PC at 300 MHz.
Times are expressed in seconds of CPU use, and the symbol “–” means that
satz did not terminate within half an hour.

The total time for finding a solution is the sum of the compilation time t1 and
the time t2 needed by satz. We remark that, asymptotically, t1 is polynomial in
the size of the input, while t2 can be exponential in the worst case. Nevertheless,
in some cases t1 > t2, as an example when the generated CNF is quite large and
has many models.

4.1 Graph Coloring

The specification of the graph coloring problem has been provided in Section 2.1.
Given a graph G with n nodes, e edges, and k colors, the compilation of

the metarule GC1 generates a formula with n · k variables, one for each pair
(〈node〉, 〈color〉). The formula contains O(n · k2) clauses which state that each
node has exactly one color. The rule GC2 adds e · k clauses that forbid two
adjacent nodes to have the same color (cf. Figure 2(c)).

For the experimentation of the system, we use a set of instances taken from
the DIMACS benchmark repository. In particular, we select the family DSJC of
randomly-generated graphs proposed in [14]. Table 1 reports our results.
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Table 1. Performances on the graph coloring problem

graph nodes edges colors (min) colorable compile time SAT time variables clauses
125.1 125 736 4 NO 3.19 0.33 500 3,819
125.1 125 736 5 (5) YES 3.27 0.20 625 5,055
125.5 125 7,782 21 (16) YES 26.62 54.10 2,625 108,086
250.1 250 3,218 9 (9) YES 30.53 4.12 2,250 38,212
250.5 250 31,336 40 (27) YES 234.1 215.6 10,000 821,970
500.1 500 12,456 16 (14) YES 243.52 63.91 8,000 259,828

The table shows that the system has been able to solve some large instances.
In one case, i.e., the instance DSJC.125.1, it has been able also to prove the
minimality of k. Such a result has been obtained by proving the unsatisfiability
of the formula generated with k − 1 colors. Conversely, for some instances it
found a solution only for a less constrained instance with a number of colors
larger than the minimum (provided in parenthesis).

4.2 Hamiltonian Cycle

The specification of the Hamiltonian cycle problem has also been provided in
Section 2.1.

Given a graph G with n nodes and e edges, the resulting SAT formula has
n2 variables and O(n3) clauses. In fact, the compilation generates a variable for
each fact of the form path(i,j), with i and j ranging from 1 to n. The number
of clauses generated by the metapredicate Permutation is O(n3). The number of
clauses generated by the rules H2 and H3 depends on e. In the two extreme cases
of complete and empty graph, no clauses and exactly n3 clauses, respectively,
are generated.

We experiment our system on random instances. It is known [6] that the
hardest random instances are obtained for a number of edges e equal to p =
n log n/2, i.e., p is the crossover point. We consider graphs such that e = p, taking
into account both solvable and unsolvable instances. In addition, we consider
graphs far from that point: solvable instances with e = 3p/2, and unsolvable
ones with e = p/2.

Table 2 shows our average results of 5 instances for n = 15, 17, and 20
(p = 60, 70, and 86, respectively). We note that compilation is quite fast, while
the SAT solver is very slow. In fact, the solver is able to handle easily only
satisfiable instances with n = 15 and 17. Unsatisfiable instances are solved very
slowly by satz, even for “easy” instances for the original problem. For larger
instances, the solver is quite inefficient for the satisfiable cases, and ineffective
for unsatisfiable ones.

Experiments with other SAT solvers provide similar results, whereas cur-
rent solvers of the Hamiltonian cycle problem are able to solve instances with
thousands of nodes quite easily.
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Table 2. Performances on the Hamiltonian cycle problem

nodes edges cycle compile time avg. SAT time variables clauses
15 30 NO 1.00 478.47 225 6,570
15 60 NO 1.00 1,577.00 225 6,090
15 60 YES 1.00 0.53 225 6,090
15 90 YES 1.00 0.39 225 5,190
17 35 NO 1.33 1,342.87 289 8,976
17 70 NO 1.33 – 289 8,364
17 70 YES 1.33 4.03 289 8,364
17 105 YES 1.33 1.09 289 7,752
20 43 NO 2.73 – 400 14,780
20 86 NO 2.73 – 400 13,900
20 86 YES 2.73 704.61 400 13,900
20 130 YES 2.73 324.41 400 13,020

4.3 Job Shop Scheduling

Job shop scheduling [12, Prob. SS18, p. 242] is a very popular NP-complete
scheduling problem. In job shop scheduling, there are n jobs, m tasks, and p
processors. Jobs are ordered collections of tasks and each task has a length
and the processor that performs it. Each processor can perform a task at the
time, and the tasks belonging to the same job must be performed in their order.
Finally, there is a global deadline D that has to be met by all jobs. In np-spec
the problem is specified as follows.

DATABASE
TASKS = 36; D = 55;

// task(T,J,Po,Pr,L): the task T belongs to job J in position Po,
// it runs on processor Pr with length L

task = {(1,1,1,2,1), (2,1,2,6,3), (3,1,3,1,6), ..., (36,6,6,2,1)};
SPECIFICATION

// start_time(T,S): task T starts at time S
IntFunc({1..TASKS},start_time,0..D-1).

// tasks T1 and T2 of job J are ordered correctly
fail <-- start_time(T1, S1), task(T1, J, Po, _, L1),

start_time(T2, S2), task(T2, J, Po + 1, _, _),
S2 < S1 + L1.

// no overlap of tasks in the same processor
fail <-- start_time(T1, S1), task(T1, _, _, Pr, L1),

start_time(T2, S2), task(T2, _, _, Pr, L2),
T1 != T2, S1 <= S2, S2 < S1 + L1.

fail <-- start_time(T1, S1), task(T1, _, _, Pr, L1),
start_time(T2, S2), task(T2, _, _, Pr, L2),
T1 != T2, S2 <= S1, S1 < S2 + L2.

// meet the deadline
fail <-- start_time(T1, S1), task(T1, _, _, _, L1),

L1 + S1 > D.
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The compilation of this np-spec file generates a SAT instance with m · D
variables. Regarding the number of clauses, for each quadruple 〈t1, t2, i, j〉 formed
by two tasks t1 and t2 and two time points i and j, there is a clause if and only if
one of the rules prohibits t1 to start at i and t2 to start at j jointly. This number
of clauses is O(m2 · D2), and its actual value depends on the relative length of
the tasks which belong to either the same job or the same processor.

Many benchmark instances are available for this problem, whose sizes range
from 36 to 1,000 tasks. We consider two relatively small instances, known as
FT06 (36 tasks, 6 jobs, 6 processors, solvable with deadline 55), and LA02 (50
tasks, 10 jobs, 5 processors, solvable with deadline 655).

As shown in Table 3 the first instance is solved easily, and the proof of the
optimality of the deadline (i.e., no solution with deadline 54) is quite fast as well.
Unfortunately, for the second instance, the SAT instance generated has more
than a billion clauses, and it is too big to be solved by the current solvers. In order
to find at least an approximate solution, we create a new instance called LA02r in
which all lengths are divided by 20 and rounded up. This corresponds to reducing
the granularity of the problem, and allowing only starting times divisible by
20. The smallest deadline found for LA02r is D = 46, which corresponds to
920(= 46 · 20) in LA02. If we give a looser deadline of 1,000, the problem is
solved much faster. We remark that the minimum value of the deadline for this
instance is 655, and all state-of-the art solvers find solutions below 700.

Table 3. Performances on the job shop scheduling problem

instance tasks deadline solvable compile time SAT time variables clauses
FT06 36 54 NO 215.07 53.07 1,944 355,871
FT06 36 55 YES 220.17 20.140 1,980 365,333
LA02 50 920 YES 335.830 364.74 2,300 392,816
LA02 50 1,000 YES 426.71 19.390 2,500 440,628

Summing up, these results show that for job shop scheduling, the critical
factors are the compilation times and the size of the SAT formula obtained.
Conversely, the solution of such formula is relatively fast compared with its size.

We remark that, without the optimizations described in Section 3.2, none of
the instances of Table 3 was compiled by Spec2SAT in less than one day.

5 Conclusions, Related, and Future Work

We have presented a novel approach for the execution of specifications of pro-
blems in NP, based on the translation into SAT. The performance of the re-
sulting system is very good, compared to the previous, prolog-based, engine
underlying np-spec. As an example, we were able to solve benchmarks of graph
coloring problems with 500 nodes, while the previous approach was able to deal
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with graph of just 14 nodes. As another example, we were able to increase the
size of the chessboard in the n-queens problem –in which the goal is to place
n non-attacking queens on a n × n chessboard– from 12 to 60. The reason for
such an increase in performance is that we exploit the best SAT solvers, deve-
loped by third parties. Further improvements of SAT solvers will reflect in an
improvement of our system.

Moreover, our system can be used as a tool for the generation of new bench-
mark instances of SAT. In fact, SAT solvers are currently tested on encodings
of a variety of problems, such as graph coloring, planning, Latin square, blocks
world, Towers of Hanoi, circuit fault analysis, and others [23]. For example, the
encoding used for graph coloring is the same as the one generated by Spec2SAT
with our specification of Section 2.

As for related research, we have listed in the introduction several approaches
to the solution of problems, ranging from planning to cryptography, based on
translation into SAT.

Other researchers [10,22] propose datalog-like languages for problem speci-
fication. The main difference between np-spec and the other languages relies in
its semantics, which is based on the notion of model minimality. Alloy Analyzer,
a system for reasoning in an extension of first-order logic based on a translation
to SAT, has been proposed in [13]. The main difference wrt np-spec is that in
Alloy Analyzer in general decidability is not guaranteed, and consequently the
user must supply a bound on the number of atoms in the universe.

In the future, first we plan to include aspects of np-spec that have been
neglected in this version, such as aggregates and recursion. Furthermore, we plan
to introduce some form of program transformation for improving compilation in
terms of both the size and the hardness of the generated formula. Finally, we
want to equip the system with a learning mechanism for automatic selection
of the best SAT solver for the instance at hand. In particular, fast incomplete
algorithms could be used for instances that are known to be satisfiable.

Acknowledgements. The authors are grateful to Giovambattista Ianni, Lu-
igi Palopoli, and Domenico Vasile for useful discussion and for providing some
examples.
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Abstract. In logic programming, dynamic scheduling refers to a situ-
ation where the selection of the atom in each resolution (computation)
step is determined at runtime, as opposed to a fixed selection rule such
as the left-to-right one of Prolog. This has applications e.g. in parallel
programming. A mechanism to control dynamic scheduling is provided
in existing languages in the form of delay declarations.
Input-consuming derivations were introduced to describe dynamic sched-
uling while abstracting from the technical details. In this paper, we
first formalise the relationship between delay declarations and input-
consuming derivations, showing in many cases a one-to-one correspon-
dence. Then, we define a model-theoretic semantics for input-consuming
derivations of simply-moded programs. Finally, for this class of programs,
we provide a necessary and sufficient criterion for termination.

1 Introduction

Background. Logic programming is based on giving a computational interpre-
tation to a fragment of first order logic. Kowalski [14] advocates the separation
of the logic and control aspects of a logic program and has coined the famous
formula

Algorithm = Logic + Control.

The programmer should be responsible for the logic part. The control should be
taken care of by the logic programming system.

In reality, logic programming is far from this ideal. Without the programmer
being aware of the control and writing programs accordingly, logic programs
would usually be hopelessly inefficient or even non-terminating.

One aspect of control in logic programs is the selection rule, stating which
atom in a query is selected in each derivation step. The standard selection rule
in logic programming languages is the fixed left-to-right rule of Prolog. While
this rule provides appropriate control for many applications, there are situations,
e.g. in the context of parallel execution or the test-and-generate paradigm, that
require a more flexible control mechanism, namely, dynamic scheduling, where
the selectable atoms are determined at runtime. Such a mechanism is provided
in modern logic programming languages in the form of delay declarations [16].
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To demonstrate that on the one hand, the left-to-right selection rule is some-
times inappropriate, but that on the other hand, the selection mechanism must
be controlled in some way, consider the following programs APPEND and IN ORDER

% append(Xs,Ys,Zs) ← Zs is the result of concatenating the lists Xs and Ys
append([H|Xs],Ys,[H|Zs]) ← append(Xs,Ys,Zs).
append([],Ys,Ys).

% in order(Tree,List) ← List is an ordered list of the nodes of Tree
in order(tree(Label,Left,Right),Xs) ← in order(Left,Ls),

in order(Right,Rs), append(Ls,[Label|Rs],Xs).
in order(void,[]).

together with the query (read tree and write list are defined elsewhere)

q : read tree(Tree), in order(Tree,List), write list(List).

If read tree cannot read the whole tree at once – say, it receives the input
from a stream – it would be nice to be able to run the “processes” in order
and write list on the available input. This can only be done if one uses a
dynamic selection rule (Prolog’s rule would call in order only after read tree
has finished, while other fixed rules would immediately diverge). In order to
avoid nontermination one should adopt appropriate delay declarations, namely

delay in order(T, ) until nonvar(T).
delay append(Ls, , ) until nonvar(Ls).
delay write list(Ls, ) until nonvar(Ls).

These declarations avoid that in order, append and write list are selected
“too early”, i.e. when their arguments are not “sufficiently instantiated”. Note
that instead of having interleaving “processes”, one can also select several atoms
in parallel, as long as the delay declarations are respected. This approach to
parallelism has been first proposed in [17] and “has an important advantage over
the ones proposed in the literature in that it allows us to parallelise programs
written in a large subset of Prolog by merely adding to them delay declarations,
so without modifying the original program” [4].

Compared to other mechanisms for user-defined control, e.g., using the cut
operator in connection with built-in predicates that test for the instantiation of a
variable (var or ground), delay declarations are more compatible with the declar-
ative character of logic programming. Nevertheless, many important declarative
properties that have been proven for logic programs do not apply to programs
with delay declarations. The problem is mainly related to deadlock.

In the first place, for such programs the well-known equivalence between
model-theoretic and operational semantics does not hold. For example, the query
append(X,Y,Z) does not succeed (it deadlocks) and this is in contrast with the
fact that (infinitely many) instances of append(X,Y,Z) are contained in the
least Herbrand model of APPEND. This shows that a model-theoretic semantics
in the classical sense is not achievable, in fact the problem of finding a suitable
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declarative semantics is still open. Moreover, while for the left-to-right selection
rule there are results that allow us to characterise when a program is terminating,
these results do not apply any longer in presence of dynamic scheduling.

Contributions. This paper contains essentially four contributions tackling the
above problems.

In order to provide a characterisation of dynamic scheduling that is rea-
sonably abstract and hence amenable to semantic analysis, we consider input-
consuming derivations [18], a formalism similar to Moded GHC [20]. In an input-
consuming derivation, only atoms whose input arguments are not instantiated
through the unification step may be selected. Moreover, we restrict our atten-
tion to the class of simply-moded programs, which are programs that are, in a
well-defined sense, consistent wrt. the modes. As also shown by the benchmarks
in Sec. 6, most practical programs are simply-moded. We analyse the relations
between input-consuming derivations and programs with delay declarations. We
demonstrate that under some statically verifiable conditions, input-consuming
derivations are exactly the ones satisfying the (natural) delay declarations of
programs.

We define a denotational semantics which enjoys a model-theoretical reading
and has a bottom-up constructive definition. We show that it is compositional,
correct and fully abstract wrt. the computed answer substitutions of successful
derivations. E.g., it captures the fact that the query append(X,Y,Z) does not
succeed.

Since dynamic scheduling also allows for parallelism, it is sometimes impor-
tant to model the result of partial (i.e., incomplete) derivations. For instance,
one might have queries (processes) that never terminate, which by definition may
never reach the state of success, i.e. of successful completion of the computation.
Therefore, we define a second semantics which enjoys the same properties as the
one above. We demonstrate that it is correct, fully abstract and compositional
wrt. the computed substitutions of partial derivations. We then have a uniform
(in our opinion elegant) framework allowing us to model both successful and
partial computations.

Finally, we study the problem of termination of input-consuming programs.
We present a result which fully characterises termination of simply-moded input-
consuming programs. This result is based on the semantics mentioned in the
previous paragraph.

The rest of this paper is organised as follows. The next section introduces
some preliminaries. Section 3 defines input-consuming derivations and delay dec-
larations, and formally compares the two notions. Section 4 provides a result
on denotational semantics for input-consuming derivations, first for complete
derivations, then for incomplete (input-consuming) derivations. Section 5 pro-
vides a sufficient and necessary criterion for termination of programs using input-
consuming derivations. Section 6 surveys some benchmark programs. Section 7
concludes. The proofs have been omitted and can be found in [8].
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2 Preliminaries

The reader is assumed to be familiar with the terminology and the basic results of
the semantics of logic programs [1,2,15]. Following [2], we use boldface characters
to denote sequences of objects: t denotes a sequence of terms, B is a query (i.e.,
a possibly empty sequence of atoms). The empty query is denoted by 2. The
relation symbol of an atom A is denoted Rel(A). The set of variables occurring
in a syntactic object o is denoted Var(o). We say that o is linear if every variable
occurs in it at most once. Given a substitution σ = {x1/t1, . . . , xn/tn}, we say
that {x1, . . . , xn} is its domain (denoted by Dom(σ)), and Var({t1, . . . , tn})
is its range (denoted by Ran(σ)). Note that Var(σ) = Dom(σ) ∪ Ran(σ). If
t1, . . . , tn is a permutation of x1, . . . , xn then we say that σ is a renaming. The
composition of substitutions is denoted by juxtaposition (xθσ = (xθ)σ). We say
that a term t is an instance of t′ iff for some σ, t = t′σ; further, t is a variant
of t′, written t ≈ t′, iff t and t′ are instances of each other. A substitution θ
is a unifier of terms t and t′ iff tθ = t′θ. We denote by mgu(t, t′) any most
general unifier (mgu, in short) of t and t′. A query Q : A, B,C and a clause
c : H ← B (variable disjoint with Q) yield the resolvent (A,B,C)θ with θ =
mgu(B, H). We say that A, B,C θ=⇒ (A,B,C)θ is a derivation step (using c),
and call B the selected atom. A derivation of P ∪ {Q} is a sequence of derivation
steps Q

θ1=⇒ Q1
θ2=⇒ · · · using (variants of) clauses in the program P . A finite

derivation Q
θ1=⇒ · · · θn=⇒ Qn is also denoted Q

ϑ−→P Qn, where ϑ = θ1 . . . θn.
The restriction of ϑ to Q is a computed answer substitution (c.a.s.). If Qn = 2,
the derivation is successful.

Delay Declarations. Logic programs with delay declarations consist of two
parts: a set of clauses and a set of delay declarations, one for each of its predicate
symbols. A delay declaration associated with an n-ary predicate symbol p has
the form

delay p(t1, . . . , tn) until Cond(t1, . . . , tn)

where Cond(t1, . . . , tn) is a formula in some assertion language [12]. A derivation
is delay-respecting if an atom p(t1, . . . , tn) is selected only if Cond(t1, . . . , tn) is
satisfied. In particular, we consider delay declarations of the form

delay p(X1, . . . , Xn) until nonvar(Xi1) ∧ . . . ∧ nonvar(Xik
).

where 1 ≤ i1 < . . . < ik ≤ n.1 The condition nonvar(ti1) ∧ . . . ∧ nonvar(tik
) is

satisfied if and only if ti1 , . . . , tik
are non-variable terms. Such delay declarations

are equivalent to the block declarations of SICStus Prolog [13].

Moded Programs. A mode indicates how a predicate should be used.
1 For the case that k = 0, the empty conjunction might be denoted as true, or the

delay declaration might simply be omitted.
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Definition 2.1. A mode for a predicate symbol p of arity n, is a function mp

from {1, . . . , n} to {In,Out}. ut

If mp(i) = In (resp. Out), we say that i is an input (resp. output) position
of p. We denote by In(Q) (resp. Out(Q)) the sequence of terms filling in the
input (resp. output) positions of predicates in Q. Moreover, when writing an
atom as p(s, t), we are indicating that s is the sequence of terms filling in its
input positions and t is the sequence of terms filling in its output positions.

The notion of simply-moded program is due to Apt and Etalle [3].

Definition 2.2. A clause p(t0, sn+1) ← p1(s1, t1), . . . , pn(sn, tn) is simply-
moded iff t1, . . . , tn is a linear vector of variables and for all i ∈ [1, n]

Var(ti) ∩Var(t0) = ∅ and Var(ti) ∩
i⋃

j=1

Var(sj) = ∅.

A query B is simply-moded iff the clause q ← B is simply-moded, where q is
any variable-free atom. A program is simply-moded iff all of its clauses are. ut

Thus, a clause is simply-moded if the output positions of body atoms are
filled in by distinct variables, and every variable occurring in an output position
of a body atom does not occur in an earlier input position. In particular, every
unit clause is simply-moded. Notice also that programs APPEND and IN ORDER
are simply-moded wrt. the modes append(In,In,Out) and in order(In,Out).

3 Input-Consuming Programs

Input-consuming derivations are a formalism for describing dynamic scheduling
in an abstract way [18].

Definition 3.1. A derivation step A, B,C θ=⇒ (A,B,C)θ is input-consuming
iff In(B)θ = In(B). A derivation is input-consuming iff all its derivation steps
are input-consuming. ut

Thus, allowing only input-consuming derivations is a form of dynamic sched-
uling, since selectability depends on the degree of instantiation at runtime. If no
atom is resolvable via an input-consuming derivation step, the query deadlocks.2

It has been shown that the input-consuming resolvent of a simply-moded
query using a simply-moded clause is simply-moded [4].

Example 3.2. Consider again the delay declaration

delay append(Ls, , ) until nonvar(Ls).

2 Notice that there is a difference between this notion of deadlock and the one used
for programs with delay declarations; see [6] for a detailed discussion.
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It is easy to check that every derivation starting in a query append(t,s,X), where
X is a variable disjoint from s and t, is input-consuming wrt. append(In,In,Out)
iff it respects the delay declaration. ut

To show the correspondence between delay declarations and input-consuming
derivations suggested by Ex. 3.2, we need some further definitions. We call a term
t flat if t has the form f(x1, . . . , xn) where the xi are distinct variables. Note that
constants are flat terms. The significance of flat term arises from the following
observation: if s and t are unifiable, s is non-variable and t is flat, then s is an
instance of t. Think here of s being a term in an input position of a selected
atom, and t being the term in that position of a clause head.

Definition 3.3. A program P is input-consistent iff for each clause H ← B of
it, the family of terms filling in the input positions of H is linear, and consists
of variables and flat terms. ut

We also consider here delay declarations of a restricted type.

Definition 3.4. A program with delay declarations is simple if every delay
declaration is of the form

delay p(X1, . . . , Xn) until nonvar(Xi1) ∧ . . . ∧ nonvar(Xik
).

where i1, . . . , ik are input positions of p.
Moreover, we say that the positions i1, . . . , ik of p are controlled, while the

other input positions of p are free. ut
Thus the controlled positions are those “guarded” by a delay declaration.

The main result of this section shows that, under some circumstances, using
delay declarations is equivalent to restricting to input-consuming derivations.

Lemma 3.5. Let P be simply-moded, input-consistent and simple. Let Q be a
simply-moded query.

– If for every clause H ← B of P , H contains variables in its free positions,
then every derivation of P ∪ {Q} respecting the delay declarations is input-
consuming (modulo renaming).

– If in addition for every clause H ← B of P , the head H contains flat terms
in its controlled positions, then every input-consuming derivation of P ∪{Q}
respects the delay declarations. ut

In order to assess how realistic these conditions are, we have checked them
against a number of programs from various collections. (The results can be found
in Sec. 6). Concerning the statement that all delay-respecting derivations are
input-consuming, we are convinced that this is the case in the overwhelming
majority of practical cases. Concerning the converse, that is, that all input-
consuming derivations are delay-respecting, we could find different examples in
which this was not the case. In many of them this could be fixed by a simple
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transformation of the programs3, in other cases it could not (e.g., flatten, [19]).
Nevertheless, we strongly believe that the latter form a small minority.

The delay declarations for the considered programs were either given or de-
rived based on the presumed mode. Note that delay declarations as in Def. 3.4
can be more efficiently implemented than, e.g., delay declarations testing for
groundness. Usually, the derivations permitted by the latter delay declarations
are a strict subset of the input-consuming derivations.

4 A Denotational Semantics

Previous declarative semantics for logic programs cannot correctly model dy-
namic scheduling. E.g., none of them reflects the fact that append(X,Y,Z) dead-
locks. We define a model-theoretic semantics that models computed answer sub-
stitutions of input-consuming derivations of simply-moded programs and queries.

We now define simply-local substitutions, which reflect the way clauses be-
come instantiated in input-consuming derivations. A simply-local substitution
can be decomposed into several substitutions, corresponding to the instantia-
tion of the output of each body atom, as well as the input of the head.

Definition 4.1. Let θ be a substitution. We say that θ is simply-local wrt. the
clause c : p(t0, sn+1) ← p1(s1, t1), . . . , pn(sn, tn) iff there exist substitutions
σ0, σ1 . . . , σn and disjoint sets of fresh (wrt. c) variables v0, v1, . . . , vn such that
θ = σ0σ1 · · ·σn where for i ∈ {0, . . . , n},

– Dom(σi) ⊆ Var(ti),
– Ran(σi) ⊆ Var(siσ0σ1 · · ·σi−1) ∪ vi.4

θ is simply-local wrt. a query B iff θ is simply-local wrt. the clause q ← B
where q is any variable-free atom. ut

Note that if A, B,C θ=⇒ (A,B,C)θ is an input-consuming derivation step
using clause c : H ← B, , then θ|H is simply-local wrt. the clause H ← and θ|B
is simply-local wrt. the query B.

Example 4.2. Consider APPEND in mode append(In,In,Out), and its recursive
clause c : append([H|Xs], Ys, [H|Zs]) ← append(Xs, Ys, Zs). The substitution θ =
{H/V, Xs/[], Ys/[W], Zs/[W]} is simply-local wrt. c: let σ0 = {H/V, Xs/[], Ys/[W]}
and σ1 = {Zs/[W]}; then Dom(σ0) ⊆ {H, Xs, Ys}, and Ran(σ0) ⊆ v0 where v0 =
{V, W}, and Dom(σ1) ⊆ {Zs}, and Ran(σ1) ⊆ Var((Xs, Ys)σ0).

3 To give an intuitive idea, the transformation would, e.g., replace the clause
even(s(s(X))):- even(X). with even(s(Y)):- s decomp(Y,X), even(X)., where
we define s decomp(s(X),X). and the mode is s decomp(In,Out).

4 Note that s0 is undefined. By abuse of notation, Var(s0 . . .) = ∅.
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4.1 Modelling Complete Derivations

In predicate logic, an interpretation states which formulas are true and which
ones are not. For our purposes, it is convenient to formalise this by defining an
interpretation I as a set of atoms closed under variance. Based on this notion
and simply-local substitutions, we now define a restricted notion of model.

Definition 4.3. Let M be an interpretation. We say that M is a simply-local
model of c : H ← B1, . . . , Bn iff for every substitution θ simply-local wrt. c,

if B1θ, . . . , Bnθ ∈M then Hθ ∈M . (1)

M is a simply-local model of a program P iff it is a simply-local model of each
clause of it. ut

Note that a simply-local model is not necessarily a model in the classical
sense, since the substitution in (1) is required to be simply-local. For example,
given the program {q(1), p(X)← q(X)} with modes q(In), p(Out), a model must
contain the atom p(1), whereas a simply-local model does not necessarily contain
p(1), since {X/1} is not simply-local wrt. p(X) ← q(X).

We now show that there exists a minimal simply-local model and that it is
bottom-up computable. For this we need the following operator TSL

P on inter-
pretations: Given a program P and an interpretation I, define

TSL
P (I) = {Hθ | ∃ c : H ← B1, . . . , Bn ∈ P

∃ θ simply-local wrt.c
B1, . . . , Bnθ ∈ I }.

Operator’s powers are defined in the standard way: TSL
P ↑ 0(I) = I, TSL

P ↑
(i + 1)(I) = TSL

P (TSL
P ↑ i(I)), and TSL

P ↑ ω(I) =
⋃∞

i=0 TSL
P ↑ i(I). It is easy

to show that TSL
P is continuous on the lattice where interpretations are ordered

by set inclusion. Hence, by well-known results, TSL
P ↑ ω exists and is the least

fixpoint of TSL
P . We can now state our main result.

Theorem 4.4. Let P be simply-moded. Then TSL
P ↑ ω(∅) is the least simply-

local model of P . ut

We now prove correctness, fully abstractness and compositionality of the
semantics. We denote the least simply-local model of P by M SL

P .

Theorem 4.5. Let the program P and the query A be simply-moded. The
following statements are equivalent:

(i) there exists an input-consuming successful derivation A ϑ−→P 2,
(ii) there exists a substitution θ, simply-local wrt. A, such that Aθ ∈ M SL

P ,

where Aθ is a variant of Aϑ. ut
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Example 4.6. Considering again APPEND, we have that

M SL
APPEND =

∞⋃

n=0

{append([t1, . . . , tn], s, [t1, . . . , tn|s]) | t1, . . . , tn, s are any terms }.

Using Thm. 4.5, we can conclude that the query append([a,b],X,Y) succeeds
with computed answer θ = {Y/[a, b|X]}. In fact, append([a,b],X,[a,b|X])∈
M SL

APPEND, and θ is simply-local wrt. the query above.
On the other hand, we can also say that the query append(X,[a,b],Y) has

no successful input-consuming derivations. In fact, for every A ∈ M SL
APPEND we have

that the first input position of A is filled in by a non-variable term. Therefore
there is no simply-local θ such that append(X,[a,b],Y)θ ∈ M SL

APPEND. This shows
that this semantics allows us to model correctly deadlocking derivations.

However, append(X,[a,b],Y) has instances in M SL
APPEND, and successful deriva-

tions, if the requirement of simply-local substitutions, resp. input-consuming
derivations, is ignored.

4.2 Modelling Partial Derivations

Dynamic scheduling also allows for parallelism. In this context it is important
to be able to model the result of partial derivations. That is to say, instead
of considering computed answer substitutions for complete derivations, we now
consider computed answer substitutions for partial derivations. As we will see,
this will be essential in order to prove termination of the programs.

Let SM P be the set of all simply-moded atoms of the extended Herbrand
universe of P . In analogy to Theorem 4.4, we have the following theorem.

Theorem 4.7. Let P be simply-moded. Then TSL
P ↑ ω(SM P ) is the least

simply-local model of P containing SM P . ut
We denote the least simply-local model of P containing SM P by PM SL

P , for
partial model. We now show correctness, fully abstractness and compositionality
of this semantics for partial derivations.

Theorem 4.8. Let the program P and the query A be simply-moded. The
following statements are equivalent:

(i) there exists an input-consuming derivation A ϑ−→P A′,
(ii) there exists a substitution θ, simply-local wrt. A, such that Aθ ∈ PM SL

P ,

where Aθ is a variant of Aϑ. ut
Note that the derivation in point (i) ends in A′, which might be non-empty.

Example 4.9. Consider again APPEND. First, PM SL
APPEND contains M SL

APPEND as a sub-
set (see Ex. 4.6). Note that M SL

APPEND is obtained by starting from the fact clause
append([],Ys,Ys) and repeatedly applying the TSL

P operator using the recur-
sive clause of APPEND. Now to obtain the remaining atoms in PM SL

APPEND, we must
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repeatedly apply the TSL
P operator, starting from any simply moded atom, i.e.,

an atom of the form append(s, t, x) where s and t are arbitrary terms but x does
not occur in s or t. It is easy to see that we thus have to add SM P together with

{append([t1, . . . , tn|s], t, [t1, . . . , tn|x]) | t1, . . . , tn, s, t are arbitrary terms,
x is a fresh variable}.

Using Thm. 4.8, we can conclude that the query append([a,b|X],Y,Z) has a
partial derivation with computed answer θ = {Z/[a, b|Z′]}, and indeed,
append([a, b|X], Y, [a, b|Z′]) ∈ PM SL

APPEND, and θ is simply-local wrt. the query
above. Notice that, following the same reasoning, one can also conclude that
the query also has a partial derivation with computed answer θ = {Z/[a|Z′]}.

5 Termination

Input-consuming derivations were originally conceived as an abstract and “rea-
sonably strong” assumption about the selection rule in order to prove termi-
nation [18]. The first result in this area was a sufficient criterion applicable to
well- and nicely-moded programs. This was improved upon by dropping the re-
quirement of well-modedness, which means that one also captures termination
by deadlock [6]. In this section, we only consider simply moded programs and
queries (simply-moded and well-moded programs form two largely overlapping,
but distinct classes), and we provide a criterion for termination which is suffi-
cient and necessary, and hence an exact characterisation of termination. We first
define our notion of termination.

Definition 5.1. A program is input terminating iff all its input-consuming
derivations started in a simply-moded query are finite. ut

In order to prove that a program is input terminating we need the concept
of moded level mapping [10].

Definition 5.2. A function | | is a moded level mapping iff it maps atoms into
N and such that for any s, t and u, |p(s, t)| = |p(s,u)|. ut

The condition |p(s, t)| = |p(s,u)| states that the level of an atom is indepen-
dent from the terms in its output positions.

Note that programs without recursion terminate trivially. In this context, we
need the following standard definitions [2].

Definition 5.3. Let P be a program, p and q be relations. We say that

– p refers to q iff there is a clause in P with p in the head and q in the body.
– p depends on q iff (p, q) is in the reflexive and transitive closure of the relation

refers to.
– p and q are mutually recursive, written p ' q, iff p and q depend on each

other. ut
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We now define simply-acceptability, which is in analogy to acceptability [5],
but defined to deal with simply-moded and input-consuming programs.

Definition 5.4. Let P be a program and M a simply-local model of P con-
taining SM P . A clause H ← A, B,C is simply-acceptable wrt. the moded level
mapping | | and M iff for every substitution θ simply-local wrt. it,

if Aθ ∈M and Rel(H) ' Rel(B) then |Hθ| > |Bθ|.

The program P is simply-acceptable wrt. M iff there exists a moded level map-
ping | | such that each clause of P is simply-acceptable wrt. | | and M .

We also say that P is simply-acceptable if it is simply acceptable wrt. some
M . We can now show that this concept allows to characterize the class of input
terminating programs.

Theorem 5.5. A simply-moded program P is simply-acceptable iff it is input
terminating. In particular, if P is input terminating, then it is simply-acceptable
wrt. PM SL

P . ut
Let us compare simply-acceptability to acceptability, used to prove left-

termination [5]. Acceptability is based on a (classical) model M of the pro-
gram, and for a clause H ← A1, . . . , An, one requires |Hθ| > |Aiθ| only if
M |= (A1, . . . , Ai−1)θ. The reason is that for LD-derivations, A1, . . . , Ai−1 must
be completely resolved before Ai is selected. By the correctness of LD resolu-
tion [2], it turns out that the c.a.s. θ, just before Ai is selected, is such that
M |= (A1, . . . , Ai−1)θ. It has been argued previously that it is difficult to use
a similar argument for input-consuming derivations [18]. Using the results of
the previous section, we have overcome this problem. We exploited that pro-
vided that programs and queries are simply-moded, we know that even though
A1, . . . , Ai−1 may not be resolved completely, A1, . . . , Ai−1θ will be in any “par-
tial model” of the program.

Example 5.6. Figure 1 shows program 15.3 from [19]: quicksort using a form of
difference lists (we permuted two body atoms for the sake of clarity). This pro-
gram is simply-moded, and when used in combination with dynamic scheduling,
the standard delay declarations for it are the following:

delay quicksort(Xs, ) until nonvar(Xs)
delay quicksort dl(Xs, , ) until nonvar(Xs)
delay partition(Xs, , , ) until nonvar(Xs)
delay =<(X,Y) until ground(X) and ground(Y)
delay >(X,Y) until ground(X) and ground(Y)

The last two declarations fall out of the scope of Lemma 3.5. Nevertheless, if
we think of the built-ins > and =< as being conceptually defined by a program
containing infinitely many ground facts of the form >(n,m), with n and m being
two appropriate integers, the derivations respecting the above delay declarations
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% quicksort(Xs, Ys) ← Ys is an ordered permutation of Xs.

quicksort(Xs,Ys) ← quicksort dl(Xs,Ys,[]).

quicksort dl([X|Xs],Ys,Zs) ← partition(Xs,X,Littles,Bigs),
quicksort dl(Bigs,Ys1,Zs).
quicksort dl(Littles,Ys,[X|Ys1]),

quicksort dl([],Xs,Xs).

partition([X|Xs],Y,[X|Ls],Bs) ← X =< Y, partition(Xs,Y,Ls,Bs).
partition([X|Xs],Y,Ls,[X|Bs]) ← X > Y, partition(Xs,Y,Ls,Bs).
partition([],Y,[],[]).

mode quicksort(In,Out).
mode quicksort dl(In,Out,In).
mode partition(In,In,Out,Out).
mode =<(In,In).
mode >(In,In).

Fig. 1. The quicksort program

are exactly the input-consuming ones. We can prove that the program is input
terminating. Define len as

len([h|t]) = 1 + len(t),
len(a) = 0 if a is not of the form [h|t].

We use the following moded level mapping (positions with are irrelevant)

|quicksort dl(l, , )| = len(l),
|partition(l, , , )| = len(l).

The level mapping of all other atoms can be set to 0. Concerning the model, the
simplest solution is to use the model that expresses the dependency between the
list lengths of the arguments of partition, i.e., M should contain all atoms of
the form partition(l1, x, l2, l3) where len(l1) > len(l2) and len(l1) > len(l3).

6 Benchmarks

In order to assess how realistic the conditions of Lemma 3.5 are, we have looked
into three collections of logic programs, and we have checked whether those
programs were simply moded (SM), input-consistent (IC) and whether they
satisfied both sides of Lemma 3.5 (L). Notice that programs which are not input-
consistent do not satisfy the conditions of Lemma 3.5. For this reason, some L
columns are left blank. The results, reported in Tables 1 to 3, show that our re-
sults apply to the majority of the programs considered. We considered in Table 1
the programs from Apt’s collection [2,5], in Table 2 those of the DPPD’s col-
lection, (http://dsse.ecs.soton.ac.uk/∼mal/systems/dppd.html), and in Table 3
some programs of Lindenstrauss’s collection (http://www.cs.huji.ac.il/∼naomil).



414 A. Bossi et al.

Table 1. Programs from Apt’s Collection

SM IC L SM IC L
append(In,In,Out) yes yes yes mergesort(In,Out) yes no
append(Out,Out,In) yes yes no mergesort(Out,In) no
append3(In,In,In,Out) yes yes yes mergesort variant(In,Out,In) yes yes no
color map(In,Out) yes no ordered(In) yes no
color map(Out,In) yes yes yes overlap(In,In) yes no
dcsolve(In, ) yes yes yes overlap(In,Out) yes yes yes
even(In) yes no overlap(Out,In) yes yes yes
fold(In,In,Out) yes yes yes perm select(In,Out) yes yes no
list(In) yes yes yes perm select(Out,In) yes yes no
lte(In,In) yes yes no qsort(In,Out) yes yes yes
lte(In,Out) yes yes yes qsort(Out,In) no
lte(Out,In) yes yes no reverse(In,Out) yes yes yes
map(In,In) yes yes yes reverse(Out,In) yes yes yes
map(In,Out) yes yes yes select(In,In,Out) yes no
map(Out,In) yes yes yes select(Out,In,Out) yes yes yes
member(In,In) yes no subset(In,In) yes no
member(In,Out) yes yes yes subset (Out,In) yes yes yes
member(Out,In) yes yes yes sum(In,In,Out) yes yes yes
type(In,In,Out) no sum(Out,Out,In) yes yes yes

7 Conclusion

In this paper, we have proven a result that demonstrates – for a large class
of programs – the equivalence between delay declarations and input-consuming
derivations. This was only speculated in [6,7]. In fact, even though the class
of programs we are considering here (simply-moded programs) is only slightly
smaller than the one of nicely-moded programs considered in [6,7], for the latter
a result such as Lemma 3.5 does not hold.

We have provided a denotational semantics for input-consuming deriva-
tions using a variant of the well-known TP -operator. Our semantics follows the
s-semantics approach [9] and thus enjoys the typical properties of semantics in
this class. This semantics improves on the one introduced in [7] in two respects:
The semantics of this paper models (within a uniform framework) both complete
and incomplete derivations, and there is no requirement that the program must
be well-moded.

Falaschi et al. [11] have defined a denotational semantics for CLP programs
with dynamic scheduling of a somewhat different kind: the semantics of a query
is given by a set of closure operators; each operator is a function modelling a
possible effect of resolving the query on a program state (i.e., constraint on the
program variables). However, we believe that our approach is more suited to
termination proofs.
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Table 2. Programs from DPPD’s Collection

SM IC L SM IC L
applast(In,In,Out) yes yes yes relative (In,Out) yes yes yes
depth(In,Out) yes no relative (Out,In) yes yes yes
flipflip(In,Out) yes yes yes rev acc(In,In,Out) yes yes yes
flipflip(Out,In) yes yes yes rotate(In,Out) yes yes yes
generate(In,In,Out) yes no rotate(Out,In) yes yes yes
liftsolve(In,In) yes yes yes solve(In,In,Out) ) yes no
liftsolve(In,Out) yes yes yes square square(In,Out) yes yes yes
match(In,In) yes no squretr(In,Out) yes yes yes
match app(In,In) yes yes no ssupply(In,In,Out) yes yes yes
match app(In,Out) yes yes no trace(In,In,Out) yes no
max lenth(In,Out,Out) yes yes yes trace(In,Out,Out) no
memo solve(In,Out) yes no transpose(In,Out) yes no
prune(In,Out) yes no transpose(Out,In) yes yes yes
prune(Out,In) yes no unify(In,In,Out) yes no

Table 3. Programs from Lindenstrauss’s Collection

SM IC L SM IC L
ack(In,In, ) yes yes no huffman(In,Out) no
concatenate(In,In,Out) yes yes yes huffman(In,Out) no
credit(In,Out) yes yes yes normal form( ,In) yes no
deep(In,Out) yes yes yes queens(In,Out) yes yes yes
deep(Out,In) no queens(Out,In) yes yes no
descendant(In,Out) yes yes yes rewrite(In,Out) yes no
descendant(Out,In) yes yes yes transform(In,In,In,Out) yes yes yes
holds(In,Out) yes yes yes twoleast(In,Out) no

As mentioned in Sec. 4.2, in the context of parallelism and concurrency [17],
one can have derivations that never succeed, and yet compute substitutions.
Moreover, input-consuming derivations essentially correspond to the execution
mechanism of (Moded) FGHC [20]. Thus we have provided a model-theoretic
semantics for such programs/programming languages, which go beyond the usual
success-based SLD resolution mechanism of logic programming.

On a more practical level, our semantics for partial derivations is used in order
to prove termination. We have provided a necessary and sufficient criterion for
termination, applicable to a wide class of programs, namely the class of simply-
moded programs. For instance, we can now prove the termination of QUICKSORT,
which is not possible with the tools of [18,6] (which provided only a sufficient
condition). In the termination proofs, we exploit that any selected atom in an
input-consuming derivation is in a model for partial derivations, in a similar way
as this is done for proving left-termination. It is only on the basis of the semantics
that we could present a characterisation of input-consuming termination for
simply-moded programs.
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Abstract. We propose a new representation for the domain of Defi-
nite Boolean functions. The key idea is to view the set of models of a
Boolean function as an incidence relation between variables and mod-
els. This enables two dual representations: the usual one, in terms of
models, specifying which variables they contain; and the other in terms
of variables, specifying which models contain them. We adopt the dual
representation which provides a clean theoretical basis for the definition
of efficient operations on Def in terms of classic ACI1 unification theory.
Our approach illustrates in an interesting way the relation of Def to the
well-known set-Sharing domain which can also be represented in terms
of sets of models and ACI1 unification. From the practical side, a proto-
type implementation provides promising results which indicate that this
representation supports efficient groundness analysis using Def formula.
Moreover, widening on this representation is easily defined.

1 Introduction

Boolean functions play an important role in various formal methods for specifica-
tion, verification and analysis of software systems. In program analysis, Boolean
functions are often used to approximate properties of the set of states encoun-
tered at a given program point. For example, a conjunction x ∧ y could specify
that variables x and y satisfy some property whenever control reaches a given
program point. A Boolean function ϕ1 → ϕ2 could specify that if ϕ1 is satisfied
at a program point (perhaps depending on the unknown inputs to the program)
then also ϕ2 is satisfied. A disjunction ϕ1 ∨ϕ2 could arise as a consequence of a
branch in the control where ϕ1 and ϕ2 approximate properties of the then and
else branches respectively.

For program analysis, we often consider the positive Boolean functions, Pos.
Namely, those for which f(true, . . . , true) = true. This restriction is natural as,
due to the element of approximation, the result of an analysis is not a “yes/no”
answer, but rather a “yes/maybe not” answer. In this case there is no “nega-
tive” information. Sophisticated Pos-based analyzers implemented using binary
decision diagrams (BDD’s) [4] have been shown [12] to give good experimental
results both with regards to precision as well as with regards for the efficiency of
the analyzers. However, scalability is a problem and inputs (programs) for which
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the analysis requires an exponential number of iterations or exponentially large
data structures are encountered [6].

In general, scalability problems with program analyses are often tackled by
introducing widening operations [14]. Widening techniques can be applied to
restrict the number of iterations as well as to limit the size of data-structures.
A disadvantage of the use of binary decision diagrams for Pos-based groundness
analyses is the lack of suitable widening techniques which maintain reasonable
precision on the one hand and guarantee scalability on the other.

The domain, Def, of definite Boolean functions is a subdomain of Pos. These
are the positive functions whose sets of models are closed under intersection. The
domain Def is less expressive than Pos. For example, the formula x ∨ y is not in
Def. However, Def-based analyzers can be implemented using less complex data
structures and can be faster than Pos-based analyzers. As for precision, Def has
been shown to provide a reasonable tradeoff between efficiency and precision
for goal dependent groundness analyses (where a description of the inputs to
the program being analyzed is given) [20,19]. Our present work indicates that in
practice, for a large set of benchmark programs, goal independent Def analysis is
just as precise as goal dependent analysis with respect to the groundness informa-
tion derived. However, scalability remains a problem for Def. In [17], the authors
demonstrate a series of inputs (programs) for which Def-based groundness anal-
ysis involves 2

√
n iterations (where n is the size of the input). An advantage of

basing analyses on Def is the fact that widening operations are not difficult to
define and implement.

This paper investigates a new representation for Def functions. The key idea
is to abstract the terms to the set of variables they contain, then dependencies
between the terms are represented by set expressions. This turns out to be
equivalent to viewing the models of a Boolean function (the dependencies) as an
incidence relation between the variables of the function and its models which are
sets of variables. This leads to two dual views of the structure. The usual view
looks at the sets and specifies which are their elements. The dual view looks at
the variables and specifies which are their sets. We take the dual view and show
that Def is isomorphic to the domain of tuples of sets of variables modulo ACI1
equivalence.

The approach and the design of our domain build on two previous results,
presented in [8] and in [9,10]. The work presented in [8] illustrates the application
of logic programming with sets (of variables) to support an isomorphic repre-
sentation for set sharing analysis. This approach is theoretically pleasing as the
operations for sharing analysis are based on a classic ACI1 equality theory. In
[9,10], the authors present an isomorphism between Sharing and Pos which leads
to a better understanding of the similarities between groundness and sharing
analyses. In particular Def analyses in the two domains are shown to coincide
exactly extending an important result by Cortesi et al. [11]. From the practical
point of view, the consequence is that the operations in a Sharing analysis are
simplified when the focus is restricted to Def information.
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This result is applied by King et al. in [20] where the authors quotient the
Sharing domain to perform groundness analysis in Def. Their analyzer is reported
to perform well in comparison to a Pos analysis using BDD’s. In a sequel to
[20] described in [19], the authors obtain a much faster analysis by factoring
the representation into three components: G (ground arguments), E (equivalent
arguments) and P (a propositional Horn clause component). The G and the E
components can be represented as an atom containing only variables and the
constant true. For example, the atom p(A, true, A,B, true) represents the Def
function (x1 ↔ x3) ∧ x2 ∧ x5 on five variables. The approach is similar to the
GER representation for Pos described in [3].

This paper, supports the view that groundness dependencies in Def can be
obtained efficiently by quotienting a Sharing analysis. We are motivated by the
preliminary results described in [20] and challenged by the speed of the analyzer
described in [19]. We argue that when adopting the set logic programming ap-
proach of [8] we obtain “for free” a factoring of the domain to consider separately
ground arguments and equivalence between arguments. Moreover, we obtain a
representation which is easy to implement and to widen.

From the technical point of view, the set logic programming approach is
attractive because we prove that the quotient of Sharing for Def in our repre-
sentation is the well-studied and classic notion of ACI1 equivalence. Namely,
two atoms with sets of variables as terms, representing corresponding Sharing
elements are equivalent in Def if and only if they are ACI1 equivalent. All of
the operations for Def analysis in Sharing are shown to be classic operations for
ACI1 terms which are in our special case known to be efficient to maintain. This
is in contrast to the use of ACI1 theory in the context of sharing analysis which
requires a specialized notion of ACI1 unification (which chooses the most general
unifier according to a non-standard ordering).

So, the quotient of Sharing for Def in our representation sums up to applying
the standard ACI1 ordering on tuples of sets instead of the specialized ordering
used in [8].

2 A Motivating Example

Groundness dependencies, as expressed using Boolean functions, capture infor-
mation about the sets of variables that can occur in the terms the arguments
of a predicate are bound to during the execution of a program. For exam-
ple, the dependency p(x1, x2) ← (x1 → x2) specifies that if x1 and x2 are
bound (during program execution) to the terms t1 and t2 respectively, then for
any substitution θ, if θ grounds t1 then it also grounds t2. Essentially all this
means is that the variables in t2 are a subset of those in t1. Viewing x1 and
x2 as denoting sets of variables (instead of terms) we can represent this de-
pendency as p(x1, x2) ← (x1 ⊇ x2) or alternatively using “set expressions” as
p(x1, x2) ← (x1 = a ∪ b) ∧ (x2 = b) where a and b are existentially quantified
(names for) sets. This paper illustrates that representing groundness dependen-
cies in terms of set expressions has practical implications.
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Table 1 illustrates these two representations for positive Boolean functions
and some relations between them. Each row in the first and second columns
depicts a (positive) Boolean function ϕ on n variables V and its set of models
[[ϕ]]. Each model is represented as a set of variables indicating that the function
assumes the value true under the assignment of these variables to true and all
other variables to false. The model {x, y} (for example, in the first row) is
written xy for short and ⊥ (for example, in the third row) denotes the empty
model. Note that a positive function always contains V as one of its models.
Throughout the example we take n = 2. In the third column the models of ϕ are

Table 1. Representations of Positive Boolean functions on {x, y}.

ϕ [[ϕ]] [[coneg(ϕ)]] Tuplen ϕ↓
x ∧ y {xy} {⊥} 〈⊥, ⊥〉 (x ↔ true) ∧ (y ↔ true)

x {x, xy} {y, ⊥} 〈⊥, a〉 ∃a.((x ↔ true) ∧ (y ↔ a))

x ↔ y {⊥, xy} {xy, ⊥} 〈a, a〉 ∃a.((x ↔ a) ∧ (y ↔ a))

x → y {⊥, y, xy} {xy, x, ⊥} 〈ab, a〉 ∃a,b.((x ↔ a ∧ b) ∧ (y ↔ a))

y → x {⊥, x, xy} {xy, y, ⊥} 〈a, ab〉 ∃a,b.((x ↔ a) ∧ (y ↔ a ∧ b))

x ∨ y {x, y, xy} {y, x, ⊥} 〈a, b〉 ∃a,b.((x ↔ b) ∧ (y ↔ a))

true {⊥, x, y, xy} {xy, y, x, ⊥} 〈ac, ab〉 ∃a,b,c.((x ↔ a ∧ c) ∧(y ↔ a ∧ b))

pointwise complemented with respect to V . These are the models of the “dual
negation” of ϕ which is denoted coneg(ϕ). Some readers may observe that the
elements of this column correspond to elements of the Sharing domain (which
always contain ⊥ as a model). Dual negation is discussed in [10] and shown to
provide an isomorphism between Sharing and Pos. The forth column represents
ϕ in terms of set expressions. The set-expression a∪ b is written ab for short and
the notation is thus an n-tuple of sets (“Tuplen”) of variables disjoint from V .
To obtain this representation, the models of coneg(ϕ) are first given arbitrary
names (a, b, c, . . .). The ith set in a tuple then specifies which models of coneg(ϕ)
contain the ith variable of V . For example, if we name the models in

[[coneg(x→ y)]] = {xy, x,⊥}
by a, b and c respectively, then the Tuplen representation of x→ y is 〈ab, a〉: ab in
the first position because x occurs in both a and b; and a in the second position
because y occurs only in a. This is the representation used in [8] which is shown
to be isomorphic to the Sharing domain when viewed modulo an appropriate
notion of equivalence. It is also the representation we work with in this paper
where we make the observation that looking at the elements of this column
modulo standard ACI1 equivalence gives precisely Def.

The fifth column in Table 1 illustrates the relation between the tuples of
sets representation of a positive Boolean function ϕ and its strongest logical
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consequence which is in Def (denoted ϕ↓). All of the functions in the example,
except for x ∨ y, satisfy ϕ↓= ϕ because they are already in Def. For x ∨ y we
have (x ∨ y)↓= true. In the sequel (1 )we will observe that the tuples 〈a, b〉 and
〈ac, ab〉 corresponding to x ∨ y and true are ACI1 equivalent.

The class of definite Boolean functions is a complete lattice ordered by im-
plication. The meet of two functions is their conjunction (Def is closed under
conjunction) and the join is obtained by closing their disjunction under inter-
section of models (Def is not closed under disjunction).

Adopting the tuples of sets notation for Def, the join operation is defined
as pointwise union. For example, the joins of x and x ↔ y and of x and y are
obtained as: 〈⊥, b〉t 〈a, a〉 = 〈a, ab〉 and 〈⊥, b〉t 〈a,⊥〉 = 〈a, b〉 which correspond
to y → x and true respectively. The meet is defined in terms of ACI1 unification.
For example the meet of x → y and y → x is obtained as the ACI1 unification
of the corresponding (renamed apart) tuples 〈ab, a〉 and 〈c, cd〉. The unification
involves solving the system of ACI1 equations {ab = c, a = cd} and applying the
result on the given tuples. The result is 〈a′, a′〉 which corresponds to the formula
x↔ y. In the sequel we formalize these definitions.

3 Preliminaries

Boolean Functions

Let B = {true, false}. A Boolean function on V = {x1, . . . , xn} is a function
ϕ : Bn → B. An interpretation µ : V → B is an assignment of truth values
to the variables in V . An interpretation µ is a model for ϕ, denoted µ |= ϕ, if
ϕ(µ(x1), . . . , µ(xn)) = true. We write an interpretation as the set of variables
which are assigned to the value true. The set of models of ϕ is thus viewed as
a set of sets of variables defined by [[ϕ]]V =

{ {x ∈ V | µ(x) = true} ∣
∣µ |= ϕ

}
.

Much of the time we will omit the subscript V as it will be clear from the
context.

Let ϕ be a Boolean function on V . We say that ϕ is positive if V ∈ [[ϕ]], that
is, ϕ(true, . . . , true) = true. We say that ϕ is down-closed if [[ϕ]] is closed under
intersection. We denote by ϕ↓ the strongest logical consequence of ϕ which is
down-closed. In other words, [[ϕ↓]] = [[ϕ]]↓ is the smallest set that contains [[ϕ]]
and is closed under intersection.

The class of positive Boolean functions ordered by logical consequence is a
complete lattice denoted as Pos (sometimes we write PosV ). An element of Pos
is definite if it is down-closed. The definite Boolean functions form a sub-lattice
of Pos denoted by Def (sometimes we write DefV ).

The dual of a Boolean function is the function that results when the roles
of false and true are interchanged. For any Boolean function ϕ we denote by
coneg(ϕ) the dual of the negation of ϕ (or, equivalently, the negation of its dual).
In terms of the models of a function ϕ we have the following pointwise comple-
mentation principle [10] which states that to move from [[ϕ]] = {m1, . . . ,mn} to
its dual negated counterpart, we should replace each element mi by its comple-
ment:

[[coneg(ϕ)]]V = {V \m | m ∈ [[ϕ]]}.
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ACI1 Equivalence and Tuples of Sets

We assume a denumerable set of variables V and an alphabet Σ = {⊕,⊥}
consisting of a binary function symbol ⊕ and a constant symbol ⊥. Sets of
variables from V are represented as elements of the term algebra T (Σ,V) modulo
an equality theory consisting of the following axioms:

(x⊕ y)⊕ z = x⊕ (y ⊕ z) (associativity)
x⊕ y = y ⊕ x (commutativity)
x⊕ x = x (idempotence)
x⊕⊥ = x (unit element)

The corresponding equivalence relation on terms is denoted ≈aci1. This notion of
equivalence suggests that set expressions can be viewed as flat sets of variables.
For example, the terms x1 ⊕ x2 ⊕ x3, x1 ⊕ x2 ⊕ x3 ⊕⊥, and x1 ⊕ x2 ⊕ x3 ⊕ x2
can each be viewed as representing the set {x1, x2, x3} of three variables. The
set of n-tuples of set expressions is denoted Tuplen(Σ,V). Set atoms are entities
of the form p(τ̄) where p/n is an n-ary predicate symbol and τ̄ is an n-tuple of
set expressions.

Set substitutions are substitutions which map variables of V to set expressions
from T (Σ,V). The application of a set substitution µ to a syntactic object τ
is defined as usual by replacing occurrences of each variable x in τ by the set
expression µ(x). The standard operations on set substitutions such as projection
and composition are also defined just as for usual substitutions.

A preorder �aci1 on tuples of set expressions (and other syntactic objects) is
defined as usual so that τ1 �aci1 τ2 if there exists a set substitution µ such that
τ1 =aci1 µ(τ2). In this case we say that τ1 is less instantiated (modulo ACI1)
than τ2. This preorder induces a corresponding equivalence relation ≈aci1 on
tuples and a partial order �aci1 on the equivalence classes. For each natural n,
Tuplen = (Tuplen(Σ,V)/≈aci1 ,�aci1) is a complete lattice. The join is defined by

〈τ1, . . . , τn〉 t 〈τ ′
1, . . . , τ

′
n〉 = 〈(τ1 ⊕ τ ′

1), . . . , (τn ⊕ τ ′
n)〉

and the meet is defined through ACI1 unification [2]. An ACI1 unifier for two
tuples τ1 and τ2 is a set substitution µ such that µ(τ1) =aci1 µ(τ2).

Example 1. Consider the tuples τ̄1 = 〈a⊕ c, a⊕ b〉 and τ̄2 = 〈a′, b′〉. Their ACI1
equivalence is illustrated by the substitutions µ1 = {a 7→ ⊥, b 7→ b′, c 7→ a′} and
µ2 = {a′ 7→ a⊕ c, b′ 7→ a⊕ b}.

In our case, the underlying alphabet contains only the two (interpreted)
function symbols {⊕,⊥}. In this case the unification problem is classified as
elementary [2]. The elementary unification problem is trivial (there always exists
a unifier which binds all variables to ⊥), the problem is unitary (there always
exists a unique most general unifier) and the unification algorithm is efficient.
The unique most general unifier for two set expressions (in our special case) τ
and τ ′ is a substitution µ which maps variables to sets of variables as follows:

µ(X) =
{

Zab

∣
∣
∣
∣
(a, b) ∈ vars(τ)× vars(τ ′)
and X ∈ {a, b}

}

where a fresh variable Zab from V is introduced for each pair (a, b).
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Example 2. Let τ = w ⊕ u and τ ′ = x ⊕ y. The most general ACI1 unifier of τ
and τ ′ is obtained as:

µ =
{
w 7→ Zwx ⊕ Zwy, u 7→ Zux ⊕ Zuy,
x 7→ Zux ⊕ Zwx, y 7→ Zuy ⊕ Zwy

}

.

4 Boolean Functions as Tuples of Sets

Let V ⊆ V be a finite set of variables. A set M = {m1, . . . ,mk} of subsets of
V can be represented as an incidence structure S = (V ,M, ρ) whereM⊆ V is
a set of variables, disjoint from V , corresponding to the (names of the) sets in
M and ρ ⊆ V ×M is a relation which specifies which elements from V belong
to which sets from M . If (x,m) ∈ ρ then we say that x and m are incident. For
m ∈M and x ∈ V we denote the elements of m by (m) = {y ∈ V | (y,m) ∈ ρ}
and the sets containing x by (x) = {q ∈ M | (x, q) ∈ ρ}. For V = {x1, . . . , xn},
we denote the n-tuple 〈(x1), . . . , (xn)〉 by T (M).

Example 3. Consider the set M = {⊥, x, y, xy} over V = {x, y}. Its representa-
tion as an incidence structure is illustrated in Figure 1.

(a) = {x} (x) = {a, b}
(b) = {x, y} (y) = {b, c}
(c) = {y}
(d) = ∅ 〈(x), (y)〉 = 〈{a, b}, {b, c}〉

q

q

q

q

q

q

!!!
!!!
aaa
aaa

y

x
b

c

d

a

Fig. 1. Incidence structure for {⊥, x, y, xy}.

Viewing a set of sets of variables M over V = {x1, . . . , xn} as an incidence
structure (V ,M, ρ) provides two alternative representations. The original set M
is obtained as {(m) | m ∈ M}. A dual representation is obtained as T (M) =
〈(x1), . . . , (xn)〉. Note that the number of symbols in the two representations is
always the same. Note also that the dual representation is ambiguous concerning
the presence of the empty set. Luckily, in our application the empty set will
always be present and hence there will be no ambiguity. This is because ϕ ∈ Pos
if and only if [[coneg(ϕ)]] contains the empty set.

In the remainder of this section we prove that for V = {x1, . . . , xn}, DefV is
isomorphic to Tuplen.

Definition 1. Let V = {x1, . . . , xn}. We define the mapping iff : Tuplen →
DefV such that for τ̄ = 〈τ1, . . . , τn〉 ∈ Tuplen:

iff (τ̄) = ∃vars(τ̄).
∧

i

(xi ↔ ∧τi)
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where vars(τ̄) denotes the set of variables in τ̄ and ∧τi is the conjunction of
the variables in the ith argument τi of τ̄ . Note that iff (τ̄) ∈ Def because Def is
closed under existential quantification and xi ↔ (a1 ∧ · · · ∧ an) is equivalent to
[(a1 ∧ · · · ∧ an) → xi] ∧ [(xi → a1) ∧ · · · ∧ (xi → an)] which is in propositional
definite form.

Example 4. Consider τ̄ = 〈a⊕b, b〉. We have iff (τ̄) = ∃a,b.(x1 ↔ a∧b)∧(x2 ↔ b)
which is equivalent to x1 → x2.

Theorem 1. Let V = {x1, . . . , xn} then Tuplen and DefV are isomorphic do-
mains.

The results follows from Definition 1, and the following two lemmas which
state that T is 1-1 and onto. The full proofs appear in [16].

Lemma 1. Let τ1, τ2 ∈ Tuplen then: τ1 ≤aci1 τ2 ⇔ (iff (τ1)→ iff (τ2)).

Lemma 2. Let ϕ ∈ Pos and τ̄ = T ([[coneg(ϕ)]]) then iff (τ̄) = ϕ↓

5 Groundness Analysis Using Tuplen

The specification of a program analysis within the framework of abstract inter-
pretation [13] requires: (1) a concrete semantics, (2) an abstract domain, and
(3) abstract operations. Our abstract domain is Tuplen and is isomorphic to Def.
This section focuses on the abstract operations required to support groundness
analyses as determined by the standard choices of a concrete semantics. In ad-
dition, we suggest two widening techniques which can be applied to improve the
scalability properties of the analysis.

Representation and Abstract Operations

We adopt a non-ground representation. The sets of variables in a tuple are rep-
resented as lists of (Prolog) variables. In this way we benefit from the underlying
renaming mechanism of Prolog. For example, the Def object p(x1, x2) ← (x1 →
x2) is represented by p([A,B], [A]).

The isomorphism between Def and Tuple establishes the formal correspon-
dence between the domain elements and operations (join and meet). The com-
plexity of the join operator is linear in the number of the arguments (pointwise
union). The complexity of the meet operator (ACI1 unification) is quadratic
in the size of the atoms being unified (because ACI1 unification introduces a
quadratic number of fresh variables). Projection is also straightforward to define
(it is the same as the standard operation on atoms).

There is one additional operation that we must consider. Given two elements
from Tuplen (which are representatives of equivalence classes), we need to de-
termine if they are ACI1 equivalent. To this end we introduce a normal form
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ϕ
iff (·)←− τ̄

m.i. ↓ m
ϕ′ T (coneg(·))−→ τ̄ ′

Fig. 2. Normal form representation in Tuple.

representation and hence an operation which given a tuple of sets computes its
normal form.

Figure 2 illustrates the definition of the normal form operation which is more
easily described through Def. We have a tuple of sets of variables τ̄ (on the top
right side of the figure) with iff (τ̄) = ϕ (on the top left). We take as ϕ′ (bottom
left) the conjunction of all of the Boolean functions ψ ∈ Pos such that ψ↓= ϕ.
Stated alternatively: [[ϕ]]′ is the meet irreducible subset of [[ϕ]]. Namely we remove
from [[ϕ]] any model obtained as the intersection of other models. The existence
and uniqueness of ϕ′ is justified by Proposition 1 (below). Our normal form is
the tuple (on the bottom right side of the figure) τ̄ ′ = T (coneg(ϕ′)).

Proposition 1. Let ϕ1, ϕ2 ∈ Pos and ϕ1↓= ϕ2↓ then (ϕ1 ∧ ϕ2)↓= ϕ1↓= ϕ2↓.

In the implementation, the normal form is computed directly on the tuple
representation. Whereas in Def we removed sets obtained as the intersection of
others, for tuples (which encode the coneg of the formula) we remove variables
that correspond to models obtained as the union of others. The operation is
described viewing the n-tuple in terms of the incidence structure it represents.
We demonstrate the computation of the normal form of the tuple

〈abce︸︷︷︸
x

, acd︸︷︷︸
y

, ae︸︷︷︸
z

〉

which represents the coneg models {a = {x, y, z}, b = {x}, c = {x, y}, d = {y},
e = {z, x}, f = ⊥}. The corresponding incidence structure is illustrated in Figure
3 (on the left).

We should eliminate a (obtained as the union of e and d) and c (obtained
as the union of d and b). We refer to the points on the left of the incidence
structure (x,y,z) as variables and to those on the right (a,b,c,d,e) as models. The
algorithm considers each model m to determine if can be obtained as the union
of other models as follows:

1. color the variables connected to m;
2. color the models, except m, which are connected only to colored variables;
3. if each of the colored variables is connected to at least one colored model

then remove m.



426 S. Genaim and M. Codish

a

b

c

d

e

f

a

b

c

d

e

f

x

y

z

x

y

z

x

y

z

a

b

d

e

f

Fig. 3. Computing a normal form: eliminating c.

Figure 3 depicts the process of eliminating the model c in our example. First
the variables x and y (connected to c) are colored and then the models b and
d (connected only to colored variables) are colored. The colored variables are
each connected to at least one colored model, so c is removed. Repeating this
operation for all models gives the normal form 〈be, d, de〉.

The complexity of the algorithm is O(|V | ∗ |E|), where |V | and |E| are the
number of vertices and edges in the incidence structure (note that |V | and |E|
might be exponential in the number of arguments).

Widening the Tuples

The size of a (normal form) representation of a tuple of sets is potentially expo-
nential in the number of sets. This can be problematic because the operations
for meet and for computing a normal form (as implemented) are quadratic in
the size of their inputs. As an illustration, consider the n-ary Boolean function
whose set of models consist of the empty set together with the (

n

n/2) sets with n
2

variables. This set of models is meet irreducible and of exponential size. Hence
so is the normal form of its dual representation as a tuple of sets.

In addition to the potential size problem, we also know from [17] that the
number of iterations in a Def analysis has a worst case of at least 2

√
n. To

guarantee a robust analysis we introduce two possible widening operations [14]
on our tuple representation. Note that widening operations are usually used
to avoid infinite chains during an analysis. In our case, the domain is of finite
height. Widening is applied to avoid generating tuples with large sets as well as
to reduce the number of iterations needed to reach a fixed point.

Restricting the size of sets: A simple widening operation is obtained by
restricting the size of the sets which occur in a (normalized) tuple to contain
at most k variables. Similar to a depth-k abstraction on terms [21], a tuple
which violates the restriction is replaced by a more general tuple which contains
smaller sets and captures less dependencies between arguments. In contrast to
a depth-k abstraction on terms the operation on tuples of sets cannot be de-
scribed as an abstraction in the adjoint framework [13] because there is no “best
approximation”.
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Restricting the size of the sets in a tuple limits the types of dependencies
that we can express. For example, with k = 1 we can express groundness in-
formation and equivalences between arguments as in p([A], [ ], [A], [B], [ ]) which
corresponds in Def to p(x1, x2, x3, x4, x5)← (x1 ↔ x3)∧ x2 ∧ x5. With k = 2 we
can express simple dependencies such as in p([A,B], [A]) which corresponds in
Def to p(x1, x2) ← (x1 → x2) and as append([A], [B], [A,B]) which corresponds
in Def to append(x1, x2, x3) ← ((x1 ∧ x2)↔ x3).

The widening algorithm should generalize a given tuple τ̄ (which contains
sets larger than k) to provide a tuple τ̄ ′ in which the sets have no more than
k elements. It is always possible to find such a generalization because the most
general tuple 〈[ ], [ ], . . . , [ ]〉 contains sets of size 1 consisting of distinct variables.

A naive widening algorithm simply “drops” sets with more than k elements
(replacing them by fresh singletons) hence maintaining the dependencies between
the smaller sets.

Example 5 (Naive widening). Consider π = p([A,B,C,D], [A,B,C], [A,B],
[A]), which corresponds in Def to p(x1, x2, x3, x4) ← (x1 → x2) ∧ (x2 →
x3) ∧ (x3 → x4), and k = 2. The naive widening of π with k = 2 results in
p([X],[Y ],[A,B],[A]) which corresponds in Def to p(x1, x2, x3, x4) ← (x3 → x4).
The dependencies (in π) that involve sets with more than 2 elements, i.e
(x1 → x2) and (x2 → x3), are lost.

A less naive widening algorithm might capture some of the dependencies
between the large sets. A simple approach is to rename the variables in the large
sets and apply normalization. For instance, applying this technique to the tuple
p([A,B,C,D], [A,B,C], [A,B], [A]) from Example 5 gives p([X,W,Z,Y ],[X,W,Z],
[A,B],[A]) which is normalized to p([X,Y ], [X], [A,B], [A]). This approach may
be applied iteratively until no sets are larger than k, or until normalization does
not further reduce the size of the sets in the tuple (in which case we can apply
the naive approach).

It is interesting to note that widening with k = 1 results in an analysis over
the domain EPos described in [18] which is a polynomial analysis that captures
groundness information and equivalences between pairs of variables. The reader
familiar with that work will note that where EPos analysis is inefficient due
to the use of non-deterministic iff/2 atoms, our approach applies deterministic
ACI1 unifications. In [18] the authors avoided the non-determinism of EPos
by application of local iteration with some loss of precision. Our approach with
k = 1 is both efficient and precise.

Restricting the size of unifications: An alternative approach to avoid gen-
erating large sets in tuples is to restrict the application of operations which gen-
erate complex dependencies. Given a sequence of ACI1 unifications that need
to be solved (for example unifications of the atoms of a clause body with the
current approximations for these atoms) we can obtain a more general solution
is obtained by “dropping” unifications between large sets. Recall that the unifi-
cation between sets containing n and m variables respectively generates n ∗m
fresh variables. If n and m are large this introduces an even larger number of
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fresh variables, many of which are redundant and eliminated by a subsequent but
costly application of the normalization algorithm. Strictly speaking this opera-
tion could be described as a less precise unification algorithm. But to formalize
it that way we would have to normalize before each application of unification.

With this approach we drop equations such that both m and n (the number
of variables in each side) are greater than a constant u. For example, with u = 1
we drop any unification for which both m and n are larger than 1. Note that
the ACI1 unification for u = 1 is very efficient because: (1) Solving equations of
the form ⊥ = [A1, . . . , An] results in the bindings {A1 7→ ⊥, . . . , An 7→ ⊥}; and
(2) Solving equations of the form [B] = [A1, . . . , An] gives {B 7→ [A1, . . . , An].
In both cases no fresh variables are introduced.

6 Experimentation

We have implemented a prototype analyzers based on the Tuple domain isomor-
phic to Def for groundness analysis. The implementation is based on a simple
bottom-up meta-interpreter enhanced by ACI1 unification. The implementation
was coded in SICStus Prolog (version 3, release 7), and the experiments where
performed on a Pentium III (300 MHz) and 64MB memory that run Linux Red-
hat 6.2 (kernel 2.2.4-15). The implementation effort itself involved a small effort
given the analyzers described in [8] and in [7]. The main difference is in the
simplifications made in the unification and in the normal form algorithms.

For goal-dependent analyses we use an interpreter which applies induced
magic-sets [5] and eager evaluation [22]. This is basically the same analysis en-
gine used in [20] and [19]. We have performed 4 experiments for goal-dependent
analysis, on a set of 60 benchmarks programs from the benchmark suit used
in [19]. Analysis times are described in Table 2. The first two columns in the
table (Defk=1 and Defk=2) correspond to Def analysis widened (using the less
naive approach described above) to restrict the size of sets to k = 1 and k = 2.
The third column (Defu=1) corresponds to a Def analysis restricting the size of
unifications to u = 1. The last column corresponds to a Def analysis without
widening. The entries of the first three columns represent the time (in seconds)
required to perform the analysis. Programs from the benchmark suit, the Def
analysis of which requires less than 0.1 seconds and which exhibit no loss of pre-
cision for the widenings, are not shown (the full table is available in [16]). In the
first three columns the notation (n1

n2
) indicates a loss of precision of n1 ground

arguments with respect to the n2 ground arguments found in the corresponding
Def analysis.

For Def analyses the analyzer exhibits better timings than those described
in [20] (for Def and widenings of Def). It “times out” only on the aqua_c bench-
mark, while the analyzer of [20] “times out” also on reducer.pl and ili.pl.
For Defk=1 the analyzer looses some precision on 6 out of the 60 programs. This
analysis is equivalent to groundness analysis over the EPos domain that de-
scribed in [18]. Our analyzer is faster than the non-deterministic version of [18].
For Defk=2 the analysis looses some precision for three benchmark programs. For
Defu=1 the analysis gives no lose of precision Comparing to the timing results of
our analyzer to those of [19] show that their analyzer is 2 to 5 times faster than
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Table 2. Benchmarks : Times (in seconds) and loss of precision.

Program Defk=1 Defk=2 Defu=1 Def
aircraft 0.75 0.73 0.70 0.69
ann 0.33 0.49 0.41 0.52
asm 0.15 0.15 0.15 0.15
bryant 0.27 0.49 0.39 0.89
chat 80 2.30 ( 3

855
) 2.86 ( 3

855
) 2.85 3.38

chat parser 0.96 ( 1
505

) 0.99 ( 1
505

) 1.16 1.18
essln 0.39 ( 4

162
) 0.39 0.39 0.40

flatten 0.13 0.16 0.17 0.22
ili 0.40 0.57 0.54 1.15
ime v2-2-1 0.12 ( 1

101
) 0.16 0.17 0.17

lnprolog 0.21 ( 33
145

) 0.18 0.17 0.17
map 0.34 0.34 0.33 0.32
music 0.07 0.10 0.11 1.34
nandc 0.05 ( 3

37
) 0.05 0.04 0.05

nbody 0.14 0.16 0.16 0.16
peep 0.15 0.18 0.19 0.18
peval 0.36 0.42 0.44 0.59
press 0.28 ( 1

53
) 0.42 0.36 4.59

reducer 0.22 0.29 0.31 3.77
rotate 0.00 ( 1

3
) 0.01 0.00 0.01

rubik 0.26 0.24 0.24 0.23
scc1 0.25 0.26 0.24 0.25
sdda 0.14 0.16 0.17 0.18
semi 0.14 0.16 0.16 0.15
sim 0.64 0.93 0.87 0.99
sim v5-2 0.15 0.15 0.14 0.33
simple ana 0.54 0.66 0.74 1.70
trs 0.47 0.72 0.63 0.78
unify 0.16 0.19 0.23 0.24
aqua c 14.55 ( 63

1285
) 86.41 ( 33

1285
) 21.16 time out

our analyzer and in particular it does not “times out” on the aqua_c benchmark.
This is mainly because of the technique they apply for “entailment checking”
(checking if a new atom descreption is already entailed by an old one without
applying join and projection). Experiments show that in our analyzer more than
80% of the attempts to add new tuples to the database fails. Namely, more that
80% of the calls to join and normal form could be avoided if we had “entailment
checking”.

We also implemented a goal-independent analyzer based on a semi-naive
interpreter optimized for strongly connected components. For this analyses, it is
interesting to note that although Def is known not to be a condensing domain,
the amount of groundness obtained when applying a goal independent analysis is
precisely the same as with the goal dependent analysis for the set of benchmarks
chosen. However, for goal independent analyses, extreme widening such as k = 2
and u = 1 are not realistic with regards to the loss of precision. A table with
run times for this analysis available in [16].
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7 Conclusion

The study of the relationships between Pos, Sharing and Def has been the topic
of many research papers in the last 10 years. Analyses using Def were defined
early on in the work of Dart [15] and an evaluation of various representations
for Def can be found in [1]. However, the use of BDD’s for Pos analysis is more
popular. Due to the difficulty in widening BDD representations, it is a recent
trend to look for weaker domains which support analyses that are fast and do
not exhibit (or can be widened so as not to exhibit) the underlying worst case
complexity for the occasional hard example. Recent results described in [20] and
[19] indicate that Def is a promising candidate for the groundness analysis of
(constraint) logic programs.

We provide a new representation for Def based on n-tuples of sets of variables
as proposed in [8] for representing set Sharing. Our main result states that the
quotient of Sharing to Def is precisely the quotient of our n-tuples representation
with respect to ACI1 equivalence. From the practical point of view this provides
the basis to implement program analysis over Def using the classic and well-
studied ACI1 unification algorithms. For the special case where the only constant
symbol is the unit element this is efficient and simple to implement. An advantage
of basing Def analyses on tuples representation is the simplicity of which the
widening can be defined and implemented.

The absence of an “entailment checking” for tuples is the main reason why
the analysis of [19] is faster than ours. Filling this gap is the topic of ongoing
reaserch.
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