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Foreword

ETAPS 2001 was the fourth instance of the European Joint Conferences on
Theory and Practice of Software. ETAPS is an annual federated conference that
was established in 1998 by combining a number of existing and new conferences.
This year it comprised five conferences (FOSSACS, FASE, ESOP, CC, TACAS),
ten satellite workshops (CMCS, ETT Day, JOSES, LDTA, MMAABS, PFM,
RelMiS, UNIGRA, WADT, WTUML), seven invited lectures, a debate, and ten
tutorials.

The events that comprise ETAPS address various aspects of the system deve-
lopment process, including specification, design, implementation, analysis, and
improvement. The languages, methodologies, and tools which support these ac-
tivities are all well within its scope. Different blends of theory and practice are
represented, with an inclination towards theory with a practical motivation on
one hand and soundly-based practice on the other. Many of the issues involved
in software design apply to systems in general, including hardware systems, and
the emphasis on software is not intended to be exclusive.

ETAPS is a loose confederation in which each event retains its own identity,
with a separate program committee and independent proceedings. Its format is
open-ended, allowing it to grow and evolve as time goes by. Contributed talks
and system demonstrations are in synchronized parallel sessions, with invited
lectures in plenary sessions. Two of the invited lectures are reserved for “unify-
ing” talks on topics of interest to the whole range of ETAPS attendees. The
aim of cramming all this activity into a single one-week meeting is to create a
strong magnet for academic and industrial researchers working on topics within
its scope, giving them the opportunity to learn about research in related areas,
and thereby to foster new and existing links between work in areas that were
formerly addressed in separate meetings.

ETAPS 2001 was hosted by the Dipartimento di Informatica e Scienze dell’In-
formazione (DIST) of the Universita di Genova and was organized by the following
team:

Egidio Astesiano (General Chair)
Eugenio Moggi (Organization Chair)
Maura Cerioli (Satellite Events Chair)
Gianna Reggio (Publicity Chair)
Davide Ancona

Giorgio Delzanno

Maurizio Martelli

with the assistance of Convention Bureau Genova. Tutorials were organized by
Bernhard Rumpe (TU Miinchen). Overall planning for ETAPS conferences is the
responsibility of the ETAPS Steering Committee, whose current membership is:



VI Foreword

Egidio Astesiano (Genova), Ed Brinksma (Enschede), Pierpaolo Degano
(Pisa), Hartmut Ehrig (Berlin), José Fiadeiro (Lisbon), Marie-Claude
Gaudel (Paris), Susanne Graf (Grenoble), Furio Honsell (Udine), Nigel
Horspool (Victoria), Heinrich Hufmann (Dresden), Paul Klint (Amster-
dam), Daniel Le Métayer (Rennes), Tom Maibaum (London), Tiziana
Margaria (Dortmund), Ugo Montanari (Pisa), Mogens Nielsen (Aarhus),
Hanne Riis Nielson (Aarhus), Fernando Orejas (Barcelona), Andreas
Podelski (Saarbriicken), David Sands (Géteborg), Don Sannella (Edin-
burgh), Perdita Stevens (Edinburgh), Jerzy Tiuryn (Warsaw), David
Watt (Glasgow), Herbert Weber (Berlin), Reinhard Wilhelm (Saar-
briicken)

ETAPS 2001 was organized in cooperation with

the Association for Computing Machinery

the European Association for Programming Languages and Systems
the European Association of Software Science and Technology

the European Association for Theoretical Computer Science

and received generous sponsorship from:

ELSAG

Fondazione Cassa di Risparmio di Genova e Imperia

INDAM - Gruppo Nazionale per I'Informatica Matematica (GNIM)
Marconi

Microsoft Research

Telecom Italia

TXT e-solutions

Universita di Genova

I would like to express my sincere gratitude to all of these people and organiza-
tions, the program committee chairs and PC members of the ETAPS conferen-
ces, the organizers of the satellite events, the speakers themselves, and finally
Springer-Verlag for agreeing to publish the ETAPS proceedings.

January 2001 Donald Sannella
ETAPS Steering Committee chairman



Preface

This volume contains the 28 papers presented at ESOP 2001, the Tenth Euro-
pean Symposium on Programming, which took place in Genova, Italy, April 4-6,
2001. The ESOP series began in 1986, and addresses both practical and theore-
tical issues in the design, specification, and analysis of programming languages
and systems.

The call for ESOP 2001 encouraged papers addressing (but not limited to)

— Programming paradigms (including functional, logic, concurrent, and object-
oriented) and their integration;

— Semantics with applications to the development of correct, secure, and effi-
cient software and systems;

— Advanced type systems, program analysis, program transformation.

The volume begins with two invited contributions. The first contribution belongs
to ETAPS as a whole, and accompanies the “unifying” ETAPS invited talk given
by Luca Cardelli. The second contribution is from the ESOP invited speaker,
John Mitchell. The remaining 26 papers were selected by the program committee
from the 76 submissions, and include one short paper which accompanied a tool-
demo presentation.

Each submission was reviewed by at least three referees, and papers were sel-
ected in the latter stages of a two week discussion phase. My thanks to the mem-
bers of the program committee and other referees for their hard work. Thanks
also to Christian Probst for help with the conference management software, and
to Don Sannella for steering the ETAPS ship so smoothly.

January 2001 David Sands
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A Query Language Based on the Ambient Logic

Luca Cardelli! and Giorgio Ghelli?

! Microsoft Research, 1 Guildhall Street, Cambridge, UK
2 Universita di Pisa, Dipartimento di Informatica, Corso Italia 40, Pisa, Italy

Abstract. The ambient logic is a modal logic proposed to describe the
structural and computational properties of distributed and mobile com-
putation. The structural part of the ambient logic is, essentially, a logic
of labeled trees, hence it turns out to be a good foundation for query
languages for semistructured data, much in the same way as first order
logic is a fitting foundation for relational query languages. We define here
a query language for semistructured data that is based on the ambient
logic, and we outline an execution model for this language. The language
turns out to be quite expressive. Its strong foundations and the equiva-
lences that hold in the ambient logic are helpful in the definition of the
language semantics and execution model.

1 Introduction

This work arises from the unexpected convergence of studies in two different
fields: mobile computation and semistructured data.

Unstructured collections, or unstructured data, are collections that do not
respect a predefined schema, and hence need to carry a description of their own
structure. These are called semistructured when one can recognize in them some
degree of homogeneity. This partial regularity makes semistructured collections
amenable to be accessed through query languages, but not through query lan-
guages that have been designed to access fully structured databases. New lan-
guages are needed that are able to tolerate the data irregularity, and that can
be used to query, at the same time, both data and structure. Semistructured
collections are usually modeled in terms of labeled graphs, or labeled trees [3].

The ambient logic is a modal logic proposed to describe the structural and
computational properties of distributed and mobile computation [TI0]. The logic
comes equipped with a rich collection of logical implications and equivalences.
The structural part of the ambient logic is, essentially, a logic designed to describe
properties of labeled trees. It is therefore a good foundation for query languages
for semistructured data, much in the same way as first order logic is a fitting
foundation for relational query languages. First order logic is a logic of predicates
(i.e. relations) and therefore it is particularly suitable to describe relational data.
But, to describe tree-shaped data, we need a more suitable logic: a logic of trees
or graphs.

This is an invited paper.

D. Sands (Ed.): ESOP 2001, LNCS 2028, pp. 1-B2] 2001.
© Springer-Verlag Berlin Heidelberg 2001



2 L. Cardelli and G. Ghelli

Here we define a query language for semistructured data that is based on the
ambient logic, and we outline an execution model for this language. The language
turns out to be quite expressive. Its strong foundations and the equivalences that
hold in the ambient logic are helpful in the definition of the language semantics
and execution model.

The paper is structured as follows. In this section we present a preview of the
query language, and compare it with related proposals. In Section [2] we define
the tree data model. In Section ] we present the logic, upon which the query
language, defined in Section B is defined. In Section B we present the evaluation
model. In Section [(] we draw some conclusions.

1.1 A Preview

Consider the following bibliography, expressed in the syntax of our language
TQL, which we explain in detail later. Informally, a[F] represents a piece of data
labeled a with contents F. The contents can be a collection of similar pieces of
data, separated by “|”. When the collection is empty, we can omit the brackets,
so that, for example, POPL] | can be written as POPL.

The bibliography below consists of a set of references all labeled article. Each
entry contains a number of author fields, a title field, and possibly other fields.

ARTICLES =

article] author{Cardelli] | author|Gordon] | title[ Anytime_Anywhere]
| conference]POPL] | year[2000]
| keyword] Ambient_Calculus] | keyword|Logic] ] |

article] author{Cardelli] | title] Wide_Area-Computation)
| booktitle[ICALP] | year[1999] | pages[403-444] | publisher[SV] ] |

article] author{Ghelli] | author{Pierce] | title] Bounded_Eristentials|
| journal[ TCS] | year[1998] ]

Suppose we want to find all the papers in ARTICLES where one author is
Cardelli; then we can write the following query:

from ARTICLES E .article[X]
X E .author|Cardelli]
select  paper|X]

The query consists of a list of matching expressions contained between from
and select, and a reconstruction expression, following select. The matching ex-
pressions bind X with every piece of data that is reachable from the root
ARTICLES through an article path, and such that a path author goes from
X to Cardelli; the answer is paper[author[Cardelli] | author[Gordon] | ...] |
paper|author|[Cardelli] | title]Wide Area Computation] | ...], i.e. the first two
articles in the databases, with the outer article rewritten as paper.

This query language is characterized by the fact that a matching expression
is actually a logic expression combining matching and logical operators. For
example, the following query combines path expressions and logical implication
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(=) to retrieve papers with no other author then Cardelli. Informally, T matches
anything, hence the second condition says: if X is an author, then it is Cardelli.

from ARTICLES E .article[X]
X E .author[T] = .author|{ Cardelli]
select X

Moreover, queries can be nested, giving us the power to restructure the collection,
as we explain later.

1.2 Comparisons with Related Proposals

In this paper we describe a logic, a query language, and an abstract evaluation
mechanism.

The tree logic can be compared with standard first order formalizations of
labelled trees. Using the terminology of [3], we can encode a labeled tree with a
relation Ref(source:OID, label:A, destination:OID). The nodes of the tree are the
OIDs (Object IDentifiers) that appear in the source and destination columns,
and any tuple in the relation represents an edge, with label label. Of course,
such a relation can represent a graph as well as a tree. It represents a forest if
destination is a key for the relation, and if there exists an order relation on the
OIDs such that, in any tuple, the source strictly precedes the destination.

First order formulas defined over this relation already constitute a logical
language to describe tree properties. Trees are represented here by the OID of
their root. We can say that, for example, “the tree x is a[]” by saying:

Jy. Ref(x,a,y) A (VY',y". —Ref(y,y',y")) A (Vo' 2" 2" # y = —Ref (z,2',2"))

There are some differences with our approach. First, our logic is ‘modal’, which
means that a formula A is always about one specific ‘subject’, that is the part of
the database currently being matched against A. First order logic, instead, does
not have an implicit subject: one can, and must, name a subject. For example,
our modal formula af] implicitly describes the ‘current tree’, while its translation
into first order logic, given above, gives a name z to the tree it describes.

Being ‘modal’ is neither a merit nor a fault, in itself; it is merely a difference.
Modality makes it easier to decribe just one tree and its structure, whereas it
makes it more difficult to describe a relationship between two different trees.

Apart from modality, another feature of the ambient logic is that its funda-
mental operators deal with one-step paths (a[A]) and with the composition of
trees (A | A’), whereas the first order approach describes everything in terms of
one-step paths (Ref (0l, a, 02)). Composition is a powerful operator, at least for
the following purposes:

— it makes it easy to describe record-like structures both partially (8] | ¢[] | T
means: contains b[], ¢[], and possibly more fields) and completely (b[] | ¢[|
means: contains b|], ¢[] and only b[], ¢[]); complete descriptions are difficult in
the path based approach;

— it makes it possible to bind a variable to ‘the rest of the record’; as in ‘X is
everything but the title’: paper[title[T] | X].
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The query language we described derives its essential from-select structure
from set-theoretics comprehension, in the SQL tradition, and this makes it sim-
ilar to other query languages for semistructured data, such as StruQL [14]/15],
Lorel [5IT8], XML-QL [13], Quilt [I1], and, to some extent, YATL [12]. An in-
depth comparison between the XML-QL, YATL, and Lorel languages is carried
out in [16], based on the analysis of thirteen typical queries. In [I7] we wrote
down those same queries in TQL; the result of this comparison is that, for the
thirteen queries in [16], their TQL expression is very similar to the correspond-
ing XML-QL, with a couple of exceptions. First, those XML-QL queries that,
in [16], are expressed using Skolem functions, have to be expressed in a different
way in TQL, since we do not have Skolem functions in the current version of
TQL. However, our Skolem-free version of these queries is not complex. Second,
XML-QL does not seem to have a general way of expressing universal quantifi-
cation, and this problem shows up in the query that asks for pairs of books with
the same set of authors; this is rather complex to express in XML-QL, but it is
not difficult in TQL. Another related class of queries that are simpler to express
using TQL are those related to the non-existence of paths, such as ‘find all the
papers with no title’ or ‘find all the papers whose only author, if any, is Ghelli’.
Lorel does not have these problems, since it allows universal quantification. Quilt
and XDuce [19] are Turing complete, hence are more expressive than the other
languages we cited here.

One important feature of TQL is that it has a clean semantic interpretation,
which pays off in several ways. First, the semantics should make it easier to
prove the correctness and completeness of a specific implementation. Moreover,
it simplifies the task of proving equivalences between different logic formulas or
queries. To our knowledge, no such formal semantics has been defined for YATL.
The semantics of Lorel has been defined, but looks quite involved, because of
their extensive use of coercions.

2 Information Trees

We represent semistructured data as information trees. In this section we first
define information trees, then we give a syntax to denote them, and finally we
define an equivalence relation that determines when two different expressions
denote the same information tree.

2.1 Information Trees

We represent labeled trees as nested multisets; this corresponds, of course, to
unordered trees. Ordered trees (e.g. XML data) could be represented as nested
lists. This option would have an impact on the logic, where the symmetric A | B
operator could be replaced by an asymmetric one, A;B. This change might
actually simplfy some aspects of the logic, but in this paper we stick to the
original notion of unordered trees from [I0)], which also matches some recent
directions in XML [1].

For a given set of labels A, we define the set Z7T of information trees, ranged
over by I, as the smallest collection such that:
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— the empty multiset, {}, is in ZT;

— ifmisin A and I is in ZT then the singleton multiset {(m, I)} is in ZT;

— IT is closed under multiset union ;. ; M(j), where J is an index set, and
MeJ—=IT.

2.2 Information Terms

We denote finite information trees by the following syntax of information term
(info-terms), borrowed from the ambient calculus [9]. We define a function [F]
mapping the info-term F' to the denoted information tree. To this aim, we define
three operators, 0, m[] and |, on the domain of the information trees, which we
use to interpret the corresponding operations on info-terms.

Info-terms and their information tree meaning
I 1

F = info-term
0 denoting the empty multiset
m[F] denoting the multiset {(m, F')}
F | F denoting multiset union
[0] =4ef O =der {}
[m[F]] — =aes m[[F]] =der {(m, [F])}

[FNE] =aep V") =aep [FTO[F]

We use IT to denote the set of all terms generated by this grammar, also
using parentheses for precedence. We often abbreviate m[0] as m/[], or as m. We
assume that A includes the disjoint union of each basic data type of interest
(integers, strings. .. ), hence 5[0], or 5, is a legitimate info-term. We assume that
“|” associates to the right, i.e. F'| F' | F" isread F | (F' | F").

2.3 Congruence over Info-Terms

The interpretation of info-terms as information trees induces an equivalence
relation F' = F’ on info-terms. This relation is called info-term congruence, and
it can be axiomatized as follows.

Congruence over info-terms

I

F=F

FF=F=F=F

F=F F =F'=F=F"
F =F = m[F] = m[F']
F=F =F|F'=F|F"
F|0o=F

F|F=F|F

(F|F)| F'=F | (F'| F")
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This axiomatization of congruence is sound and complete with respect to the
information tree semantics. That is, F' = F’ if and only if F' and F’ represent
the same information tree.

2.4 Information Trees, OEM Trees, UnQL Trees

We can compare our information trees with two popular models for semistruc-
tured data: OEM data [24] and UnQL trees [6]. The first obvious difference is
that OEM and UnQL models can be used to represent both trees and graphs,
while here we focus only on trees. We are currently working on extending our
model to include labeled graphs as well, but we prefer to focus on the simpler
issue of trees, which is rich enough to warrant a separate study.

UnQL trees are characterized by the fact that they are considered modulo
bisimulation, which essentially means that information trees are seen as sets
instead of multisets. For example, m[n[| | n[]] is considered the same as m[n[]];
hence UnQL trees are more abstract, in the precise sense that they identify more
terms than we do.

On the other hand, information trees are more abstract than OEM data,
since OEM data can distinguish a DAG from its tree-unfolding.

3 The Tree Logic

In this section we present the tree logic. The tree logic is based on Cardelli and
Gordon’s modal ambient logic, defined with the aim of specifying spatial and
temporal properties of the mobile processes that can be described through the
ambient calculus [I0]. The ambient logic is particularly attractive because it is
equipped with a large set of logical laws for tree-like structures, in particular
logical equivalences, that can provide a foundation for query rewriting rules and
query optimization.

We start here from a subset of the ambient logic as presented in [10], but we
enrich it with information tree variables, label comparison, and recursion.

3.1 Formulas

The syntax of the tree logic formulas is presented in the following table.

The symbol ~, in the label comparison clause, stands for any label compar-
ison operator chosen in a predefined family ©; we will assume that © at least
contains equality, the SQL string matching operator like, and their negations.
The positivity condition on the recursion variable £ means that an even number
of negations must be traversed in the path that goes from each occurrence of &
to its binder.

Formulas:
I 1

n = label expression

n label constant
T label variable
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A, B = formula
0 empty tree
n[Al location
Al B composition
T true
-A negation
ANB conjunction
X tree variable
Jz. A quantification over label variables
JxX.A quantification over tree variables
n~n label comparison
& recursion variable
néA recursive formula (least fixpoint); & may appear only positively

The interpretation of a formula A is given by a semantic map [A],, s that maps
A to a set of information trees, with respect to the valuations p and 4. The
valuation p maps label variables x to labels (elements of A) and tree variables
X to information trees, while 6 maps recursion variables £ to sets of information
trees.

Formulas as sets of information trees

[[O]]p,é —def {O}

Al s =aer {p(mI] | I €[A], s}
[A|Blys  =aey {I|T | I€[Als 1 €[Bl,s}
[T, s =qer LT

[-Al,,s =def ZT \ [Alp,s

[ANBlps =daer [Alp,s N[Bp,s

[XT5.5 =aer {p(X)}

[[333../4]];,,5 —def UneA [[Aﬂp[wr—)n],é

[EX'A]]pMS —def UIeIT [[A]]p[XHI],(S

In~nlys =ae if p(n)~p(n') then IT else 0

(€Al s =aer N{SSIT | S2[Al, s1e51}
l[[E]]p,(S =aef 6(§)

This style of semantics makes it easier to define the semantics of recursive
formulas. Some consequences of the semantic definition are detailed shortly.

[0],,5 is the singleton {0}. [n[A]], s contains the information tree m[I], if
m = p(n) and I is in [A], 5. (We assume that p maps any label in A to itself,
so that we can apply p to 7 even when 7 is not a variable.) For each I in [A], s
and I" in [B], s, [A | B],,s contains the information tree I | I'. [T],, 5 is the set
of all information trees (while its negation F denotes the empty set). [-.A],, s is
the complement of [A],, s with respect to the set of all information trees Z7. I
is in [AAB],,s if it is in [A], s and in [B], s. I is in [3z.A],, s if there exists
some value n for x such that I is in [A] plwsn], s+ Here plz — n] denotes the
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subtitution that maps « to n and otherwise coincides with p. [ ~ 7], 5 is the
set ZT if the comparison holds, else it is the empty set. [u&.A],, s is the least
fixpoint (with respect to set inclusion) of the monotonic function that maps any
set of information trees S to [A], s s)-

The meaning of a variable X" is given by the valuation p. Valuations connect
our logic to pattern matching; for example, [m[n[0]]] is in [z[X]],, s if p maps x
to m and & to [n[0]]. The process of finding all possible p’s such that I €[A], s
is our logic-based way of finding all possible answers to a query with respect to
a database I.

We say that F satisfies A under p,d, when the information tree [F] is in the
set [A],, 5, and then we write F F, 5 A:

FEy s A =aes [F] € [Alp,s

Satisfaction enjoys the following properties, which are easily derived and help
making the above semantic definition more explicit. These properties may form
the basis of a matching algorithm of F' against A.

Some properties of satisfaction

I

FE,s0 & F=0

FrpsnlAl & 3F.F=pm)F] A F'E,5 A

Frps AIB & 3F F.F=F[F'"NF'EsANF'Fy5B

Fr,sT

F )=p75 -A = —\(F )=p75 A)

FE,s ANB & FE,s AN FF,sB
F ?pﬁ Jzr. A & dmeA F ':p[x»—>m],6 A
FE,s 3X. A & 3I€IT. FF,xons A
Fr,sn~n < pn)~p(n)

FE,s u6 A & FE,s A{{+ p A}
Frps X & [F] = p(X)

Frose o [F e

3.2 Some Derived Formulas

As usual, negation allows us to define many useful derived operators, as described
in the following table.

Derived formulas:

n= Al =aes ~(n[-Al) AllB - =aey ~(=A|=DB)
F =4y T AVB =45 —(~AA-B)
Vx. A =def ﬁ(ﬂl‘ﬁA) VX.A =def ﬁ(ﬂXﬁA)

vEA = —(pg—A{E — =E})

F £ m[= A] means that ‘it is not true that, for some F’, F' = m[F’] and not
F'E A, ie. ‘if F has the shape m[F'], then F' F A’. To appreciate the difference
between m[A] and its dual m[= A], consider the following statements.
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— F is an article where Ghelli is an author: F'E article[author|Ghelli]|T]
— If F is an article, then Ghelli is an author: F' F article[= author|Ghelli]|T|

F E A || B means that ‘it is not true that, for some F’ and F”, F = F' | F”
and F' F = A and F” E —B’, which means: for every decomposition of F into
F' | F", either F' E A or F" £ B. To appreciate the difference between the |
and the || operators, consider the following statements.

— There exists a composition of F' into F’ and F”, such that F’ satisfies
article[A], and F" satsfies T; i.e., there is an article inside F' that satis-
fies A: F E article[A] | T

— For every decomposition of F into F’ and F"”| either F” satisfies article[= A,
or F" satisfies F; i.e., every article inside F satisfies A: F F article[= A] || F

The dual of the least fixpoint operator uf.A is the greatest fixpoint opera-
tor v€.A. For example p€.€ is equivalent to F, while v£.€ is equivalent to T.
More interestingly, u€.0 V m[€] describes every information tree that matches

m[m/[...m[]]], and, on finite trees, it is equivalent to v€.0 V m[¢]. However,
if we consider infinite trees, the distinction between least and greatest fix-
point becomes more important. For example, the infinite tree m[m]...]] satisfies

v€.0Vm[], but does not satisfy p&.0Vm|€]. When we consider only finite trees,
as we do here, the p and v operators are quite similar in practice, since most
interesting formulas have a single fixpoint.

Satisfaction over the derived operators enjoys the following properties, most
of which are easily derived from the definition, while others are more subtle.
For example, the properties of greatest fixpoints include a coinduction principle.
Again, these properties may form the basis for a matching algorithm.

Some properties of satisfaction for derived formulas

r
-FE,s F

FE,sn= A< VF' . (F=pn)[F'] = F E,s A)

FE,s A||B & VF' . F'. F=F |F" = (F'E,s AV F"E,;B)
Fr,s AVB & FF,s AV FF,sB

F ’:p’g V. A & VmeA. F':p[m,_}m]ﬁ A

F ’:p7§ VXA & VIeIT. F ':p[Xl—)I],5 A

FE, s vEA & FE,s A{{—vEA}

FE,svEA & 3B.FE,sB AVF.F F,sB= FF,5 A{t + B}
L

Many logical equivalences have been derived for the ambient logic, and are in-
herited by the tree logic. We list some of them here. These equivalences could
be exploited by a query logical optimizer.

Some equations

nlA] < n[T] A nl= A n= Al < n[T] = nlA
n[F] s F n[= T & T

nNANAT & A An[A] n=AvAl &= A V= A]
nAvVAT & glAlvnlA] n=ANAl & n= A An= A
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n[Fz.A] < Jz.q[A] (x #n) n=VvVe.A] & Vaen= Al (x#n)
n[Vz. A < Ve[A] (x #1n) n[=3z.A] < Jzy= A (z#n)
n[3X.A] & 3X (A n= VXA < VXn= A
NvVX.A| < VX .n[A] n=3IX.A] & IXn= A

AlA s A|A Al A s A A

(A[A) A" & A (A" | A”) (A A) [[ A" Al (A" A7)
A|F < F AT < T

T|T T F|F & F

Al (A VA ) (AJA)VATAY) A (AANA") < (Al A)A(AAY)
AlJe A o FmA|A (3¢ FV(A) Al VoA & VoA || A (z¢ FV(A))
AlVe. A SVzA|A (3¢ FV(A) Al 2. A © I A|| A (v¢ FV(A))

3.3 Path Formulas

All query languages for semistructured data provide some way of retrieving all
data that is reachable through a path described by a regular expression. The tree
logic is powerful enough to express this kind of queries. We show this fact here
by defining a syntax for path expressions, and showing how these expressions
can be translated into the logic. This way, we obtain also a more compact and
readable way of expressing common queries, like those outlined in the previous
section.

Consider the following statement: X" is some article found in the ARTICLES
collection, and some author of X is Cardelli. We can express it in the logic using
the m[A] | T pattern as:

ARTICLES F article[X A (author|[Cardelli] | T)] | T

Using the special syntax of path expressions, we express the same condition as

follows.
ARTICLES F .article(X).author|Cardelli]

Our path expressions support also the following features:

— Universally quantified paths: X is an article and every author of X is
Cardelli.
ARTICLES E .article(X)!author|Cardelli]

— Label negation: X is an article where Ghelli is the value of a field, but is not
the author.
ARTICLES F .article(X).(—author)[Ghelli]

— Path disjunction: X is an article that either deals with SSD or cites some
paper ) that only deals with SSD.

ARTICLES E .article(X)(.keyword V .cites.article(Y) keyword)[SSD]

— Path iteration (Kleene star): X' is an article that either deals with SSD, or
from which you can reach, through a chain of citations, an article that deals
with SSD.

ARTICLES E .article(X)(.cites.article)” .keyword[SSD)]
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— Label matching: there exists a path through which you can reach some field
X whose label contains e and mail (% matches any substring).

ARTICLES £ (.%)* (Y% e%mail%)[X]

We now define the syntax of paths and its interpretation.

Path formulas:

o= label matching expression
n matches any n such that n like 7
le matches whatever a does not match
8= path element
. some edge matches «
la each edge matches «
p,q = path
16} elementary path
g path concatenation
p* Kleene star
pVyq disjunction
p(X) naming the tree at the end of the path

A path-based formula p[A] can be translated into the tree logic as shown below.
We first define the tree formula Matches(z, o) as follows:

Matches(x,n) =gef x like n
Matches(x, ~a) =g4ef ~Matches(x, o)

Path elements are interpreted by a translation, [_]?, into the logic, using the
patterns m[A] | T and m[= A] || F that we have previously presented:

[.alA]]P =4ef (3x.Matches(xz, o) A z[[A]P]) | T
NafA]]P =4ef (Vo.Matches(z, o) = z[= [A]?]) || F

General paths are interpreted as follows. p*[A] is recursively interpreted as ‘either
A holds here, or p*[A] holds after traversing p’. Target naming p(X')[A] means:
at the end of p you find X, and X satisfies A; hence it is interpreted using
logical conjunction. Formally, path interpretation is defined as shown below; path
interpretation translates all non-path operators as themselves, as exemplified for
T and |.

[pa[AlP  =aer [plalAll]P [p*[All" =aer n€-A V [PIE]]P
[(pV QAP =der [p[A]P Vv [glAIIP [p(X)[AIP =aer [P[X A AJIP
[T]? =def T [A]A]? =aer [A]P | [AT]P
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3.4 Tree Logic and Schemas

Path formulas explore the vertical structure of trees. Our logic can also express
easily horizontal structure, as is common in schemas for semistructured data.
(E.g. in XML DTDs, XDuce [19] and XMLSchema [I]. However, the present
version of our logic deals directly only with unordered structures.)

For example, we can extract the following regular-expression-like sublan-
guage, inspired by XDuce types. Every expression of this language denotes a
set of information trees:

0 the empty tree

A|B an A next to a B

AV B either an A or a BB

n[A an edge n leading to an A

A* =g p€. 0V (A | €) a finite multiset of zero or more A’s
At =g A| A a finite multiset of one or more A’s
A? =4, OV A optionally an A4

In general, we believe that a number of proposals for describing the shape of
semistructured data can be embedded in our logic. Each such proposal usually
comes with an efficient algorithm for checking membership or other properties.
These efficient algorithms, of course, do not fall out automatically from a general
framework. Still, a general frameworks such as our logic can be used to compare
different proposals.

4 The Tree Query Language

In this section we build a full query language on top of the logic we have defined.

4.1 The Query Language
A query language should feature the following functionalities:

— binding and selection: a mechanism to select values from the database and
to bind them to variables;

— construction of the result: a mechanism to build a result starting from the
bindings collected during the previous stage.

Our Tree Query Language (TQL) uses the tree logic for binding and selection,
and tree building operations to construct the result. Logical formulas A are as
previously defined.

TQL queries:
I

Q == query
from QE A select Q' valuation-collecting query
X matching variable

0 empty result
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QlQ composition of results
Q] nesting of result
f(@) tree function, for any f in a fixed set @

We allow some tree functions f, chosen from a set @ of functions of type
ZT — IT, to appear in the query. For example:

— count(I), which yields a tree n[0], where n is the cardinality of the multiset
I
— op(1), where op is a commutative, associative integer function with a neutral
element; if all the pairs in I have a shape n[I'], where n is a natural number,
then op(I) combines all the n’s using the op operation obtaining the integer

r, and returns r[0].

In practice, these functions would include user-defined functions written in an
external programming language.

4.2 Query Semantics

The semantics of a query is defined in the following table. The interesting case
is the one for from Q E A select @)'. In this case, the subquery Q' is evaluated
once for each valuation p’ that extends the input valuation p and such that
[Q], € [A]y,e; all the resulting trees are then combined using the | operator.
The notation p'V’" D pY means that V/ O V and that p’V’ and pV coincide
over V. For F € RV — IT, we define Par,vegv F(pV) =aer W, verv F(pVY),
where © is multiset union, namely the information tree operator that is used to
interpret |.

Query semantics

[[X]]pv = pV(X)

[O] v =0

[Q1QT,v = [Qlov [ [Q],v
[m[Q]] v = m[[Q],v]
[=[Q1] v = p¥(2)[[Ql,v]
[f(@]pv = f(IQl,v)

[from QF A select Q'] ,v

— /
= Par,vicipv | visvurva), pV'opv, [Ql,vElA]l v .} [@T v
L i 1

According to this semantics, the result of a query from Q' E A select Q" can
be an infinite multiset. Therefore, in a nested query, the database @’ can be
infinite, even if we start from a finite initial database. Obviously, one would not
like this to happen in practice. One possible solution is to syntactically restrict
@' to a variable X'. Another solution is to have a static or dynamic check on the
finiteness of the result; one such option is dicussed in Section FE.4l.
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4.3 Examples of Queries

We explain the query operators through examples. As in Section [[J], we abbre-

viate a query
from Q E A select from Q' = A" select Q"

as

from QF A, Q' F A select Q" .

The database ARTICLES is the one given in Section [[LT]

All papers whose only author (if any) is Cardelli can be retrieved by the
following query (where we use X A ... as an alternative to a nested binder
XE ..

from ARTICLES E .article[X A lauthor[Cardelli]]  select X

We may use disjunction to find both e-mails and emails inside some author
field.

from ARTICLES E .article|.author[.e-mail[X] V .email[X]]]
select  e-mail[X]

Using recursion, we look for e-mail at the current level or, recursively, at any
inner nesting level [l

from ARTICLES E u€. .e-mail[X]V .email[X]V Jz. x[¢]
select  e-mail[X)

The following query binds two label variables y and z to the label and the
content of a field y[z], where z is ‘like %Ghelli%’ (like matches "%’ to any
substring). Recursion may be used to look for such fields at any depth.

from ARTICLES E .article[.y[z] A z like %Ghelli%)]
select  found[labelly] | content|z]]

Query nesting allows us to restructure data. For example, the following query
rearranges papers according to their year of publication: for each year X’ (outer
from), it collects all the papers of that year. The composition Year[X] | Z binds
Z to all fields but the year; this way of collecting all the siblings except one is
impossible, or difficult, in most other query languages.

from  ARTICLES E .article].Year[X]]
select  publications_by_year| Year[X]
| (from ARTICLES E .article|Year[X] | Z]
select article[Z] )
]

Relational-style join queries can be easily written in TQL either by matching
the two data sources with two logical expressions that share some variables (equi-
joins) or by exploiting the comparison operators. Universal quantification can be
expressed both on label and tree variables; more examples can be found in [17].

! When every & is inside an m|] operator, like in this example, recursion is guaranteed
to terminate, but we still have enough flexibility to express complex queries, such as
queries that evaluate boolean circuits [22].
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4.4 Safe Queries

It is well-known that disjunction, negation, and universal quantification create
‘safety’ problems in logic-based query languages. The same problems appear in
our query language.

Consider for example the following query:

from dbE (author[X]V autore[Y]) | T select author[X] | autorel))]

Intuitively, every entry in db that is an author binds X but not Y, and vice-
versa for autore entries. Formally, both situations generate an infinite amount
of valuations; for example, if p(db) = author[m/[]], then {p’ | [db], € [A],,} is
the infinite set

{(db author[ml[]], X+—>m[, Y—=I) | I €ZIT}.
Negation creates a similar problem. Consider the following query.
from db¥E —author[X] select notauthor[X]

Its binder, with respect to the above input valuation, generates the following
infinite set of bindings:

{(db— author[m|[]], X—1I) | I € ZT,I #m][}},
and the query has the following infinite result:
{notauthor[I| | I€ZT,I # m||} .
These queries present two different, but related, problems:

— their semantics depends on the sets A and ZT of all possible labels and
information trees;
— their semantics is infinite.

We say that a query is safe when its semantics is finite. Query safety is
known to be undecidable for the relational tuple calculus [4], and we suspect
it is undecidable for our calculus too. However, as in relational calculi, it is not
difficult to devise some sufficient syntactical conditions for safety, and to solve the
non-safety problem by restricting the language to the syntactically safe queries.
A different way to solve the problem is to allow unsafe queries, and to design
a query processor for them. Our semantics accounts for unsafe queries, since it
does not restrict the set of valuations generated by a binder to be finite, nor
does it restrict the query answer to be finite.

5 Query Evaluation

In this section we define a query evaluation procedure. This procedure is really
a refined semantics of queries, which is intermediate in abstraction between the
semantics of Section and an implementation algorithm. It is based on an
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algebra of trees and tables that is suggestive of realistic implementations, and
may be seen as a specification of such implementations. In Pisa we have realized
one such implementation, which is described in [23]/§].

The query evaluation procedure is based on the manipulation of sets of val-
uations. These sets, unfortunately, may be infinite. For a real implementation,
one must typically find a finite representation of infinite sets. Moreover, at the
level of query manipulations, one would like to push negation to the leaves, in-
troducing dualized logical operators as indicated in the first table in Section [3:21
These dualized operators also become part of an implementation. We do not deal
here with the possible ways of finitely representing these infinite sets, or how to
implement operators over them. In [23J§], though, we describe a technique for
finitely representing sets of valuations in terms of a finite disjunction of a set of
conjunctive constraints over the valuations, in the style of [20/2T].

Any practical implementation of a query language is based on the use of
particular efficiently implementable operators, such as relational join and union.
We write our query evaluation procedure in this style as much as possible, but
we naively use set complement to interpret negation, and we do not deal with
dualized operators.

Our query evaluation procedure shows how to directly evaluate a query to a
resulting set of trees. In database technology, instead, it is typical to translate
the query into an expression over algebraic operators (which, in [238] and in
XML Query Algebra [2], include also operators such as if-then-else, iteration
and fixpoint). These expressions are first syntactically manipulated to enhance
their performance, and finally evaluated. We ignore here issues of translation
and manipulation of intermediate representations.

The core of the query evaluation problem is binder evaluation. A binder
evaluation procedure takes an information tree I and a formula A, that is used
as a pattern for matching against I. The procedure takes also a valuation p and
returns the set of all the valuations for the free variables of A that are not in
the domain of p.

To describe the procedure, we first introduce an algebra over tables. Tables
are sets of valuations (here called rows). We then use this algebra to define the
evaluation procedure.

5.1 The Table Algebra

Let V = V4,...,V, be a finite set of variables, where each variable V; is either an
information tree variable X', whose universe U(X) is defined to be the set ZT
of all information trees, or a label variable z, whose universe U(x) is defined to
be the set A of all labels.

A row with schema V is a function that maps each V; to an element of U (V});
we use pV as a meta-variable to range over rows with schema V (or just p when
V is clear from context). A table with schema V is a set of rows over V; we use
TV for the set of tables with schema V, and RV as a meta-variable to range
over TV. When V is the empty set, we have only one row over V, which we
denote with €; hence we have only two tables with schema ), the empty one, 0,
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and the singleton, {e}. We use 1V to denote the largest table with schema V,
i.e. the set of all rows with schema V.

The table algebra is based on five primitive operators: union, complement,
product, projection, and restriction, each carrying schema information. They
correspond to the standard operations of relational algebra.

The operators of table algebra:
I

RY UV RV =4 RVURY c1v

CoV (RY) =des 1Y\ RY c1v
vVnv=0: RY xV'V' RV = {p;p) | peRY, p e RV} C1VWV
V' CV: [Tv. RY =aer {0 | €1V, FpeRY.p2p} 1V
FV(n,1) CV: oy RY =aef {p | p€RY, pY(n) ~pY(n)} €1V

The table union RY UV RV is defined as the set-theoretic union of two tables
with the same schema V.

The table complement CoY (RV) is defined as the set-theoretic difference
1V \ RV.

If RY and R’V are two tables whose schemas are disjoint, their table carte-
sian product RV xV:V' RV is defined as the set containing all rows obtained
by concatenating each row of RV with each row of R’ V' The result has schema
VuVv.

If V' is a subset of V, the projection Hx,RV is defined as the set of all rows
in RV restricted to the variables in V',

Let pX be the function that coincides with pV over V, and maps every n € V
to n. If FV(n,n") C 'V, then the restriction U?Y~U’RV is the set

{pV | p¥ € RY and pY(n) ~ pY(n')} ,

where ~ is a label comparison operator, as in Section [3]
We will also use some derived operators, defined in the following table.

Table algebra, derived operators:

v C V' : Exty,(RY) =4 RV xV:V\VVAV c1Vv
RV NV RV =4of CoV(CoV(RV)UY CoY(RV)) c1v
RY MVV' RV = Eaty v (RY) VY EatY v (RY') € 1YY
RY @V:V' RV’ = dof E$t¥UV/ (RY) Uvuv’ El’tX/uV/ (R’V/) c v’

V' CV: [V, RY —4ep Co¥ (TIV, CoV (RV)) c1v
L

The operator RY XV:V" RV is well-known in the database field. It is called
‘natural join’, and can be also defined as follows: the set containing all rows
obtained by concatenating each row p in RY with those rows p’ in RV’ such
that p and p’ coincide over V N V’. One important property of natural join
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is that it always yields finite tables when is applied to finite tables, even if its
definition uses the extension operator. Moreover, the optimization of join has
been extensively studied; for this reason we will use this operator, rather than
extension plus intersection, in the definition of our query evaluation procedure.
Outer union RY @V>V' R’V and co-projection ]_[3, RY are useful for treating
the dualized operators.
Outer union is dual to join, in the following sense:

RY V.V RV — OOVUV’(COV(RV> Vv,V COV/(R/V/))
Projection and co-projection are both left-inverse of extension:
V/
[1v (Bzty.(RY)) = RY
\'%4 v
[Iv (Baty,(RY)) = RY
However, they represent two different ways of right-inverting extension:

[TV RY = {RV' | Exty, (RV') D RV}
[TV, RY = U{R"Y | Exty (RV') C RV}

5.2 Query Evaluation

We specify here an evaluation procedure Q(Q), that, given a query @ and a row
p that specifies a value for each free variable of @), evaluates the corresponding
information tree. A closed query “from Q E A select Q" is evaluated by first
evaluating @) to an information tree I. The pair I, A is then evaluated to yield
a table RY whose schema contains all the free variables in A. Finally, Q' is
evaluated once for each row p of RV; all the resulting information trees are
combined using |, to obtain the query result. This process is expressed in the
last case of the table below.

The first part of the table describes how a quadruple I, A, pV, v is evaluated
by a binder evaluation procedure B to return a table with schema S(A,V,#).
The schema function § is specified in the table that follows, and enjoys the
property that S(A,V,é) = FV(A)\ V. Here v is an environment that maps
recursion variables £ to functions from information trees to tables. We assume
that ~ is always given together with a schema 4 mapping recursion variables to
sets of variables V, such that v(¢) € ZT — 77,

The notation {(z — n)} represents a table that contains only the row that
maps z to n, and similarly for {(X —1I)}.

Binder and query evaluation
I 1

B(I1,0),v., = if I =0 then {e} else 0

B(I,n[A]),v. = if I =n[l'] then B(I',A),v., else )

B(I,z[A]) v, = B, pY(@)A]),v, ifxeV
B(I,z[A]) v, = ifx gV
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if I =nl[I'] then {(z+>n)} X=HSAVD B(I' A) v _else (
B(I,A|B)yv., =

‘ISI(,-’IA/‘/i’{\;;j/I)” | I"I”:I} (B(I/,A)pv7,y MS(A7V7;Y)7S(B7V7;?) B(I/CB)pV’V)
B(I,T),v = {¢}
B(I, ) = CoSAVIB(I,A),v.,)
B(I, A/\B)p = B(I,A),v, XSAVN.SBVI B B) v,
B(I,X),v., = if I =pY(X) then {e} else 0 ifxev
B(I,X),v., = {(X—=1)} ifxgv

AVA

B(I,3X. A) v = Iy Dy B A) vy

B(I, 3. A) vy = TISND o BULA) v,

S(AV )\ {=}

—~

B~ )y = 7SN 15 V)

B(I,p&A) v, = FPig(AM LT — TSWEAVANY BV, A) pvqesnr)) (1)
B(I,§)vy = ()

Q&) v = p¥(X)

Q(0),v =0

AR Qv = Q(Q)pv | Qv

Q(m[Q])pv = m[Q(Q),v]

Qz[@])pv = p¥()[2(Q),v]

Qf(Q))pv = f(Q(Q),v)

Q(from Q F A select Q') v =1let I = Q(Q),v and RFVIO\V = B(I, A),v

in Pa'rp/ERFV(.A)\V Q(Q/)(pv;p/)
L 1

The schema function S
500,V F) — ¢

[A], V. T)

[A], V., I)

A| B, V ,I)

T,V, I =

S(A,V,T)
SA V., IU{z}\V)
S
0

(A, V, IYUSB,V,I

S(n
S(z
S(
S(
S(-A,V,I) = S(A,V,T)
S(AANB,V,I') = S(A,V,IUS(B,V,TI)
S(x,V, T = {xX}\V
SEX. AV, = S(AV, I\ {X}
S3z. A, V,I') = S(A,V, 1)\ {z}
Sm~n',V,I')= FV(n,n')\'V
S(ué.A,V,TI) S(A,V,T[¢—0))
IS(E, I) = I'(§)
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Since the rule for comparisons i ~ 7’ is subtle, we expand here some special
cases.

Some special cases of comparison evaluation

= oIt ifeg Ve gV
B(l,x~a')v., = ol 1 iz} ifzgV,z' eV

PYY z~pV(z')
Vo= Ol eV EV
B(l,x ~n),v., = ol 1{a} ifegV

In~n)v,= ol 1% (ie if n~n' then {e} else ()

n~n’

S(pE-A, V. 9) = S(A, VA6 = S(p-A, V. 9)))
B(I, ,Ll)pv’7 € TSAVA),

Lemma 2. Let A be a formula, V be a set of variables, let = be a set {&;} 1 of
recursion variables that includes those that are free in A, and let v be a function
defined over = such that, for every &, v(&) € IT — TVE) | where (&) is
disjoint from V. then:

Vpel1V, I eIT. B(I, A)pry ={p" | p' € 15AVA) e [[Aﬂ(p’;p),"y(p’)}

where 5(p) = A&: 241 | p € v(€)(D)} .

The following proposition states that the query evaluation procedure is equiv-
alent to the query semantics of Section [£2l The proof uses Lemma [@ in the
from-select case.

Proposition 1. VQ, V D FV(Q), pv- Q(Q)pv = [[Q]]p"

6 Conclusions and Future Directions

We have defined a query language that operates on information represented
as unordered trees. One can take different views of how information should be
represented. For example as ordered trees, as in XML, or as unordered graphs,
as in semistructured data. We believe that each choice of representation would
lead to a (slightly different) logic and a query language along the lines described
here. We are currently looking at some of these options.

There are currently many proposals for regular pattern languages for semi-
structured data, many having in common the desire to describe tree shapes and
not just linear paths. Given the expressive power of general recursive formulas
& A, we believe we can capture many such proposals, even though an important
part of those proposals is to describe efficient matching techniques.
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In this study we have exploited a subset of the ambient logic. The ambi-
ent logic, and the calculus, also offer operators to specify and perform tree
updates [7]. Possible connections with semistructured data updates should be
explored.

An implementation of TQL is currently being carried out, based on the im-
plementation model we described. The current prototype can be used to query
XML documents accessible through files or through web servers.
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Abstract. We propose a formal framework for analyzing security proto-
cols. This framework, which differs from previous logical methods based
on the Dolev-Yao model, is based on a process calculus that captures
probabilistic polynomial time. Protocols are written in a restricted form
of m-calculus and security is expressed as a form or observational equiv-
alence, a standard relation from programming language theory that in-
volves quantifying over possible additional processes that might interact
with the protocol. Using an asymptotic notion of probabilistic equiva-
lence, we may relate observational equivalence to polynomial-time sta-
tistical tests. Several example protocols have been analyzed. We believe
that this framework offers the potential to codify and automate realistic
forms of protocol analysis. In addition, our work raises some foundational
problems for reasoning about probabilistic programs and systems.

1 Summary

This invited lecture for ESOP '01 will describe an approach to security protocol
analysis based on a probabilistic polynomial-time process calculus and asymp-
totic observational equivalence. The work has been carried out in collaboration
with P. Lincoln, M. Mitchell, A. Scedrov, A. Ramanathan, and V. Teague. Some
of the basic ideas are described in [LMMS98], with a description of a simpli-
fied form of the process calculus appearing in [MMS98] and further example
protocols considered in [LMMS99]. The closest technical precursor is the Abadi
and Gordon spi-calculus [AG99JAGI8] which uses observational equivalence and
channel abstraction but does not involve probability or computational complex-
ity bounds; subsequent related work is cited in [AF01], for example. Prior work
on CSP and security protocols, e.g., [Ros95ISch96], also uses process calculus
and security specifications in the form of equivalence or related approximation
orderings on processes. Slides from this talk will be available on the author’s
web site at http://www.stanford.edu/~jcm.

2 Protocols

Protocols based on cryptographic primitives are commonly used to protect access
to computer systems and to protect transactions over the Internet. Two well-
known examples are the Kerberos authentication scheme [KNT94[KN93|, used

D. Sands (Ed.): ESOP 2001, LNCS 2028, pp. 23-29] 2001.
© Springer-Verlag Berlin Heidelberg 2001
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to manage encrypted passwords, and the Secure Sockets Layer [FKK96|, used
by Internet browsers and servers to carry out secure internet transactions. In
recent years, a variety of methods have developed for analyzing and reasoning
about such protocols. These approaches include specialized logics such as BAN
logic [BANS9], special-purpose tools designed for cryptographic protocol analysis
[KMM94], and theorem proving [Pau97a/[Pau9d7b] and model-checking methods
using general purpose tools [Low96IMea96IMMS97/R0s95/Sch96].

Although there are many differences among existing formal approaches, most
use the same basic model of adversary capabilities. This model, apparently de-
rived from [DY83|] and views expressed in [NST78|, treats cryptographic opera-
tions as “black-box” primitives. For example, encryption is generally considered
a primitive operation, with plaintext and ciphertext treated as atomic data that
cannot be decomposed into sequences of bits. In most uses of this model, as ex-
plained in [MMS97/Pau97allSch96], there are specific rules for how an adversary
can learn new information. For example, if the decryption key is sent over the
network “in the clear”, it can be learned by the adversary. However, it is not
possible for the adversary to learn the plaintext of an encrypted message unless
the entire decryption key has already been learned. Generally, the adversary is
treated as a nondeterministic process that may attempt any possible attack, and
a protocol is considered secure if no possible interleaving of actions results in a
security breach. The two basic assumptions of this model, perfect cryptography
and nondeterministic adversary, provide an idealized setting in which protocol
analysis becomes relatively tractable.

While there have been significant accomplishments using this model, the
assumptions inherent in the standard model also make it possible to “verify”
protocols that are in fact susceptible to attack. For example, the model does
not allow the adversary to learn a decryption key by guessing, since then some
nondeterministic execution would allow a correct guess, and all protocols relying
on encryption would be broken. However, in some real cases, adversaries can
learn some bits of a key by statistical analysis, and can then exhaustively search
the remaining (smaller) portion of the key space. Such an attack is simply not
considered by the model described above, since it requires both knowledge of the
particular encryption function involved and also the use of probabilistic methods.

Our goal is to develop an analysis framework that can be used to explore
interactions between protocols and cryptographic primitives. We are also in-
terested in devising specifications of cryptographic primitives such as oblivi-
ous transfer and selective decommittment. Our framework uses a language for
defining communicating probabilistic polynomial-time processes [MMS98]. We
restrict processes to probabilistic polynomial time since the adversary is rep-
resented by an arbitrary context, written in the process calculus. Limiting the
running time of an adversary allows us to lift other restrictions on the behavior of
an adversary. Specifically, an adversary may send randomly chosen messages, or
perform arbitrary probabilistic polynomial-time computation on messages over-
heard on the network. In addition, we treat messages as sequences of bits and
allow specific encryption functions such as RSA or DES to be written in full as
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part of a protocol. An important feature of this framework is that we can analyze
probabilistic as well as deterministic encryption functions and protocols. With-
out a probabilistic framework, it would not be possible to analyze an encryption
function such as ElGamal [EIG85], for example, for which a single plaintext may
have more than one ciphertext.

Security properties of a protocol P may be formulated by writing an idealized
protocol @ so that, intuitively, for any adversary M, the interactions between M
and P have the same observable behavior as the interactions between M and Q.
This intuitive description may be formalized by using observational equivalence
(also called observational congruence), a standard notion from the study of pro-
gramming languages. Namely, two processes (such as two protocols) P and Q
are observationally equivalent, written P ~ @, if any program C[P] containing P
has the same observable behavior as the program C[Q] with @ replacing P. The
reason observational equivalence is applicable to security analysis is that it in-
volves quantifying over all possible adversaries, represented by the environments,
that might interact with the protocol participants. In our asymptotic formula-
tion, observational equivalence between probabilistic polynomial-time processes
coincides with the traditional notion of indistinguishability by polynomial-time
statistical tests [Lub96/Yao82)], a standard way of characterizing cryptographi-
cally strong pseudo-random number generators.

The remainder of this short document presents the key definitions, as refer-
ence for the author’s invited talk.

3 Process Calculus

The protocol language consists of a set of terms, or sequential expressions that
do not perform any communication, and processes, which can communicate with
one another. The process portion of the language is a restriction of standard n-
calculus [MPW92]. All computation done by a process is expressed using terms.
Since our goal is to model probabilistic polynomial-time adversaries by quanti-
fying over processes definable in our language, it is essential that all functions
definable by terms lie in probabilistic polynomial time. Although we use pseudo-
code to write terms in this paper, we have developed an applied, simply-typed
lambda calculus which exactly captures the probabilistic polynomial-time terms
[MMS9Sg].
The syntax of processes is given by the following grammar:

P:=0 (termination)
Veg(npy-(F) (private channel)
Cq(n)) (). P (input)
cq(|n|) (T) (output)
[T =T].P (match)
r | pP (parallel composition)
Latinp)-P (¢(|n|)-fold replication)

Polynomials appear explicitly in the syntax of processes in two places, in
channel names and in replication. In a channel name cy(j,)), the polynomial
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q(|n]) associated with the channel ¢ indicates that for some value n of the security
parameter, channel ¢ can carry values of ¢(|n|) bits or fewer. This restriction on
the size of natural numbers that are communicated from one process to another
is needed to maintain the polynomial-time restriction on process computations.
Replication !y(,)y.P results in g(|n|) copies of process P, where n is again the
security parameter. For simplicity, after fixing n when we evaluate a process
P, we replace all subexpressions of P of the form !;(,,y.R with g(|n|) copies of
R in parallel. We also assume that all channel names and variable names are
a-renamed apart.

The operational semantics of this process calculus is fairly intricate, due
to probabilistic considerations and the desire to keep communication on a pri-
vate channel from biasing the probabilities associated with externally observable
communication on public channels. In brief, executing a process step begins with
outer evaluation of any terms. In a process [T1 = T3].P, for example, we eval-
uate terms 7} and T before possibly performing any communication inside P.
Similarly, execution of cg(j,)(T") begins with the evaluation of the term T, and
execution of P | with the outer-evaluation of both P and Q.

Once a process is outer-evaluated, a set of eligible communication pairs is
selected. The set of schedulable processes S(P) is defined inductively by

5(0) =0

SWepny (@) =5(Q)

S(ep(inp (7)-Q) = {cp(n)) (2).Q}
S(epnp(T)) = {ep(np ()}
S(Q11Q2) =5(Q1)US(Q2)

Since P is outer-evaluated prior to computing S(P), we do not need to consider
the case P = [T1 = T5].Q. Note that every process in S(P) is either waiting for
input or ready to output. The set of communication triples C'(P) is

{{(P1, P2, Qp, p,[ )| P € S(P), P1 = cp(np(a), P2 = cpn)y(z).R, P =
Qp, p,[P1, P2]}

and the set of eligible processes E(P) is defined by

B(P) {C (P)]private channels  1f there is a possible private communication

C(P)|public channels otherwise .
The reason for this definition, explained intuitively in [LMMS99], is to keep
communication on a private channel from biasing the probabilities associated
with externally observable communication on public channels. Once a set of
eligible processes have been determined, a computation step of P proceeds by
selecting one communication triple from E(P) at random and performing the

resulting communication step.
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4 Equivalence

An observation is a test on a specific public channel for a specific natural number.
More precisely, let Obs be the set of all pairs (i, ¢, (|,,y) Where i is a natural num-
ber and ¢, ||y is a public channel. If, during an evaluation of process expression
P, the scheduler selects the communication triple

(ep(int) (1) Cp(inl) (Z)-P's Qeprnpy ),y (). P7)

we will say that the observable (i, c,(jn))) € Obs occurs and write P~ (i, Cp(jn|))-
A process P may contain the security parameter n, as described above. We
will write P, to signify that the parameter n is assigned the natural number m.
A process family P is the set (P;| ¢ € N). Since contexts may contain the process
parameter n, we can define the context family C[ ] analogously.
If P and Q are two process families, then P and Q are observationally equiv-
alent, written write that P = Q, if

Yq(x).VC[ ].Vo € Obs.3n,.Vn > n, :

[Prob(C[P] ~ o) — Prob(C[Q] ~ o)| < ﬁ

where C[ | indicates a context family and g(x) an everywhere-positive polyno-
mial.

It is straightforward to check that 2 is an equivalence relation. Moreover, we
believe that this formal definition reasonably models the ability to distinguish
two processes by feasible intervention and observation. If P = {P,},>0 is a
scheme for generating pseudorandom sequences of bits, and @ = {@,, }n>0 con-
sists of processes that generate truly random bits (e.g., by calls to our built-in
random-bit primitive), then our definition of observational equivalence corre-
sponds to a standard notion from the study of pseudorandomness and cryptog-
raphy (see, e.g., [Lub96l[Yao82)). Specifically, P ~ @ iff P and @ pass the same
polynomial-time statistical tests.

5 Applications and Future Directions

An example authentication protocol, proposed by Bellare and Rogaway [BR94],
is discussed in [LMMS99]. However, the proof of security of this protocol that
is presented in [LMMS99| is ad hoc, and relies on specific syntactic similarities
between the protocol and its specification. In the future, we hope to develop more
powerful systematic proof methods for observational congruence. Since there has
been little prior work on complexity-bounded probabilistic process formalisms
and asymptotic equivalence, one of our near-term goals is to better understand
the forms of probabilistic reasoning that would be needed to carry out more
rigorous protocol analysis.
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Abstract. The Java JDK 1.2 Security Architecture includes a dynamic
mechanism for enforcing access control checks, so-called stack inspec-
tion. This paper studies type systems which can statically guarantee the
success of these checks. We develop these systems using a new, system-
atic methodology: we show that the security-passing style translation,
proposed by Wallach and Felten as a dynamic implementation tech-
nique, also gives rise to static security-aware type systems, by compo-
sition with conventional type systems. To define the latter, we use the
general HM(X) framework, and easily construct several constraint- and
unification-based type systems. They offer significant improvements on
a previous type system for JDK access control, both in terms of expres-
siveness and in terms of readability of inferred type specifications.

1 Introduction

The Java Security Architecture [2], found in JDK 1.2 and later, includes mech-
anisms to protect systems from operations performed by untrusted code. These
access control decisions are enforced by dynamic checks. Our goal is to make
some or all of these decisions statically, by extensions to the type system. Thus,
access control violations will be caught at compile-time rather than run-time.
Furthermore, types (whether inferred or programmer-supplied) will constitute a
specification of the security policy.

A Brief Review of the JDK Security Architecture. For lack of space, we
cover the JDK security architecture in a cursory manner here; see [2[T3]] for
more detailed background. To use the access control system, the programmer
adds doPrivileged and checkPrivilege commands to the code. At run-time,
a doPrivileged command adds a flag to the current stack frame, enabling a
particular privileged operation. The flag is implicitly eliminated when the frame
is popped. When a privilege is checked via a checkPrivilege command, the
stack frames are searched most to least recent. If a frame is encountered with
the desired flag, the search stops and the check succeeds. Additionally, each stack
frame is annotated with its owner (the owner of the method being invoked), and
all stack frames searched by the above algorithm must be owned by some prin-
cipal authorized for the privilege being checked. This keeps illicit code, invoked
by the trusted codebase when doPrivileged is on the stack, from performing
the privileged operation.

D. Sands (Ed.): ESOP 2001, LNCS 2028, pp. 30-435] 2001.
© Springer-Verlag Berlin Heidelberg 2001
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Our Framework. This paper follows up on an initial access control type system
presented by the last two authors in [8] and places emphasis on a more modular
approach to type system construction. The previous paper developed the security
type system ab initio. In this paper, we reduce the security typing problem to a
conventional typing problem using a translation-based method inspired by [5].
We use a standard language of row types [7] to describe sets of privileges. We also
re-use the HM(X) framework [3|[9], which allows a wide variety of type systems
to be defined in a single stroke, saves some proof effort, and (most importantly)
shows that our custom type systems arise naturally out of a standard one.

In addition to these methodological enhancements, this paper improves upon
its predecessor in several other ways. In particular, [8] was based on subtyping
constraints, whereas one of the type systems presented here uses row unification
alone; this makes it more efficient and leads to more concise types. Also, the
calculus studied in this paper allows for dynamic test-and-branch on whether a
privilege is enabled. Lastly, because our new approach relies on HM (X)), we can
easily provide let-polymorphism.

We begin by defining a simplified model of the Java JDK 1.2 security archi-
tecture. It is a A-calculus, called Agec, equipped with a non-standard operational
semantics that includes a specification of stack inspection. In order to construct
a static type system for A, we translate it into a standard A-calculus, called
Aset- The translation is a security-passing style transformation [13]: it imple-
ments stack inspection by passing around sets of privileges at run-time. For this
purpose, Aget is equipped with built-in notions of set and set operations.

Then, we define a type system for Age;. Because gt is a standard A-calculus,
we are able to define our type system as a simple instance of the HM(X) frame-
work [3]. In fact, by using this framework a whole family of type systems may be
succinctly defined, each with different costs and benefits. In order to give precise
types to Aget’s built-in set operations, our instance uses set types, defined as a
simplification of Rémy’s record types [1].

Lastly, we show that any type system for Ast gives rise through the transla-
tion to a type system for Agec. The latter’s correctness follows immediately from
the former’s, provided the translation itself is correct. This is quite easy to show,
since the property does not involve types at all.

2 The Source Language A

This section defines Agec, a simplified model of the JDK 1.2 security architecture.
It is a A-calculus equipped with a notion of code ownership and with constructs
for enabling or checking privileges. Its grammar is given in Fig. [l.

We assume given notions of principals and resources (the latter also known
as privileges), taken from arbitrary sets P and R. We use p and r to range over
principals and resources, respectively, and P and R to range over sets thereof.

We assume given a fixed access credentials list A. It is a function which maps
every principal p € P to a subset of R. We let A~! denote its “inverse”, that is,
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peP,PCP principals
reR,RCR resources
Aecp —=2® access credentials
v = Az f values
ex=z|Ax.flee|letx =eine | letprivrine | exTPressions
checkpriv r for e | testpriv rtheneelsee | f
fa=npe stgned expressions
E:=]|FEe|vE|letz=FEine| evaluation contexts
letprivrin E | p.E

Fig. 1. Grammar for Asec

the function which maps a resource r € R to {p € P | r € A(p)}. Without loss of
generality, we assume the existence of a fixed principal pg such that A(pg) = &.
A signed expression p.e behaves as the expression e endowed with the au-
thority of principal p. Notice how the body of every A-abstraction is required to
be a signed expression — thus, every piece of code must be vouched for by some
principal. The construct letpriv r in e allows an authorized principal to enable the
use of a resource r within the expression e. The construct checkpriv r for e asserts
that the use of r is currently enabled. If r is indeed enabled, e is evaluated; oth-
erwise, execution fails. The construct testpriv r then e; else eo dynamically tests
whether r is enabled, branching to e; or es if this holds or fails, respectively.

2.1 Stack Inspection

The JDK 1.2 determines whether a resource is enabled by literally examining the
runtime stack, hence the name stack inspection. We give a simple specification
of this process by noticing that stacks are implicitly contained in evaluation
contexts, whose grammar is defined in Fig. [[l Indeed, a context defines a path
from the term’s root down to its active redex, along which one finds exactly the
security annotations which the JDK 1.2 would maintain on the stack, that is,
code owners p and enabled resources r.

To formalize this idea, we associate a finite string of principals and resources,
called a stack, to every evaluation context E. The right-most letters in the string
correspond to the most recent stack frames.

stack([]) =€ stack(E e) = stack(E)
stack(v F) = stack(FE) stack(let z = E'ine) = stack(E)
stack(letprivrin E) = r.stack(FE) stack(p.F) = p.stack(E)

Then, Fig.[2 defines stack inspection, with S F r meaning access to resource r is
allowed by stack S, and S F P meaning some principal in P is the most recent
owner on S. This specification corresponds roughly to Wallach’s [13], p. 71]. We
write E  r for stack(E) F r.
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re Alp) Skr Str SEA () S+p peEP
Spkr Sl Srkr Srk+P Spk P

Fig. 2. Stack inspection algorithm

2.2 Operational Semantics for Mg

The operational semantics of Agec is defined by the following reduction rules:

E[(Az.f)v] = E[f[v/x]]
Elletz = vine] = Ele[v/xz]]
El[checkpriv r fore] — Ele] itErFr
Eltestpriv r then e; else es] — Eleq] itErFr
Eltestpriv r then e; else ea] — Fles] if «(EF7)
E[letprivrinv] — E[v]
E[p.v] = E[v]

The first two rules are standard. The next rule allows checkpriv rfore to
reduce into e only if stack inspection succeeds (as expressed by the side condi-
tion E F r); otherwise, execution is blocked. The following two rules use stack
inspection in a similar way to determine how to reduce testpriv r then e; else es;
however, they never cause execution to fail. The last two rules state that secu-
rity annotations become unnecessary once the expression they enclose has been
reduced to a value. In a Java virtual machine, these rules would be implemented
simply by popping stack frames (and the security annotations they contain) after
executing a method.

This operational semantics constitutes a concise, formal description of Java
stack inspection in a higher-order setting. It is easy to check that every closed
term either is a value, or is reducible, or is of the form FE[checkpriv r for e] where
—(E F 7). Terms of the third category are stuck; they represent access control
violations. An expression e is said to go wrong if and only if e —* €', where €’ is
a stuck expression, holds.

3 The Target Calculus Ay

We now define a standard calculus, Aget, to be used as the target of our transla-
tion. It is a A-calculus equipped with a number of constants which provide set
operations, and is given in Fig. Bl We will use e.r, e V R and e A R as syntactic
sugar for (.. e), (Vge) and (Age), respectively.

The constant R represents a constant set. The construct e.r asserts that r
is an element of the set denoted by e; its execution fails if that is not the case.
The construct eV R (resp. e A R) allows computing the union (resp. intersection)
of the set denoted by e with a constant set R. Lastly, the expression ?7,.e fg
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ex=xz|v]|eel|letx =cine expressions
vi=Aze|R| .| % |Vr]| AR values
E:=[|Ee|vE|letx =Fine evaluation contexts

Fig. 3. Grammar for Aset

dynamically tests whether r belongs to the set R denoted by e, and accordingly
invokes f or g, passing R to it. The operational semantics for Ag is as follows:

(Az.e)v — e[v/x]
letz =vine — efv/x]
Rr—R ifreR
7+ R—= A Ag.(fR) ifreR
7+ R — AfAg.(g R) ifreg R
R1 \Y RQ — R1 U R2
R1 A\ R2 — R1 n R2
Ele] — Ele'] ife— ¢

Again, an expression e is said to go wrong if and only if e —* €/, where ¢’ is a
stuck expression, holds.

4 Source-to-Target Translation

A translation of Agee into Mgt is defined in Fig. M. The distinguished identifiers
s and _ are assumed not to appear in source expressions. Notice that s may ap-
pear free in translated expressions. Translating an (unsigned) expression requires
specifying the current principal p.

One will often wish to translate an expression under minimal hypotheses, i.e.
under the initial principal py and a void security context. To do so, we define
(e) = [e]p,[@/s]. Notice that s does not appear free in (e). If e is closed, then
so is (e).

[z]p ==
Mz f1p = Az As.[f]
lexe2]p = [er]p [e2]n s
[let z = e1ines], = letz = [e1]p in [e2]p
[letprivrine], = lets = sV ({r} N A(p)) in [e],

[checkpriv r fore], = let _ = s.rin [e],
[testpriv rthene; elsees]p, = 77 s (As.[er]p) (As.[e2]p)
/1> = [f]

[p-e] =lets =sA A(p)in[e],

Fig. 4. Source-to-Target Translation
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The idea behind the translation is simple: the variable s is bound at all times
to the set of currently enabled resources. Every function accepts s as an extra pa-
rameter, because it must execute within its caller’s security context. As a result,
every function call has s as its second parameter. The constructs letprivrine
and p.e cause s to be locally bound to a new value, reflecting the new security
context; more specifically, the former enables r, while the latter disables all priv-
ileges not in A(p). The constructs checkpriv r for e and testpriv r then e else es
are implemented simply by looking up the current value of s. In the latter, s is
re-bound, within each branch, to the same value. This may appear superfluous
at first sight, but has an important impact on typing, because it allows s to be
given a different (more precise) type within each branch.

This translation can be viewed as a generalization of Wallach’s security-
passing style transformation [I3] to a higher-order setting. Whereas they advo-
cated this idea as an implementation technique, with efficiency in mind, we use
it only as a vehicle in the proof of our type systems. Here, efficiency is not at
stake. Our objective is only to define a correct translation, that is, to prove the
following:

Theorem 4.1. If e —* v, then (e]) —=* (v). If e goes wrong, then (e]) goes
wrong. If e diverges, then (e| diverges.

The proof is divided in two steps. First, we define a new stack inspection
algorithm, which walks the stack forward instead of backward, and computes,
at each step, the set of currently enabled resources. Then, we show that the
translation implements this algorithm, interleaved with the actual code. Both
proof steps are straightforward, and we omit them here for brevity.

5 Types for A

We define a type system for the target calculus as an instance of the parametric
framework HM(X) [3J9]. HM(X) is a generic type system in the Hindley-Milner
tradition, parameterized by an abstract constraint system X. Sect. [5]] briefly
recalls its definition. Sect. defines a specific constraint system called SETS,
yielding the type system HM(SETS). Sect. B3 extends HM(SETS) to the entire
language Age; by assigning types to its primitive operations. Sect. [5.4]states type
safety results and discusses a couple of choices.

5.1 The System HM(X)

The system HM(X) is parameterized by a sound term constraint system X, i.e.
by notions of types T, constraints C, and constraint entailment |, which must
satisfy a number of axioms [3].

Then, a type scheme is a triple of a set of quantifiers &, a constraint C', and
a type 7 (which, in this paper, must be of kind Type; see Sect. [(:2)), written
o =:=Va[C].7. A type environment I is a partial mapping of program variables
to type schemes. A judgement is a quadruple of a satisfiable constraint C', a
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VAR SuB
I'(z) =Va[D].7 C I+ 3a.D CI'ke:T Clrr<7
C,I'tz:Va|D].r C,l'ke:7
ABS Aprp
C,(Iyz:1)kFe:1 CI'tel:m2—T C,I'tex:To
C,F")\l’.eiT*)T/ C,I'Fejex:T
LET V INTRO
CI'kte:o C,(I'iz:0)bFex:T CAD,I'Fe:T antv(C, I =@
C,I'tletx =erines : 7 CAN3Ja.D, Ik e:Va[D].7
vV ELim 3 INTRO
C,I'te:Va[D].T C,I'te:o antv(lo)=o
CAND,I'Fe:T Ja.C,I'+e:o

Fig. 5. The system HM(X)

Tuo=a,0,...|T=T|{r}|r:7; 7|07 |c types
¢ ::= NA | Pre | Abs | Either capabilities
Cu=true|CAC |JalC|7=7|7<7|ifc<7thenT <7 constraints

Fig. 6. SETS Grammar

type environment I, an expression e and a type scheme o, written C,I'F e : o,
derivable using the rules of Fig. Bl These rules correspond to those given in [J].
The following type safety theorem is proven in [3] with respect to a denota-
tional presentation of the call-by-value A-calculus with let. We have proved a
syntactic version of it, in the style of [I4], which better suits our needs.

Theorem 5.1. If C.I' e : o holds, then e does not go wrong.

5.2 The Constraint System SETS

In order to give precise types to the primitive set operations in Mg, we need
specific types and constraints. Together with their logical interpretation, which
defines their meaning, these form a constraint system called SETS.

The syntax of types and constraints is defined in Fig. [0l The type language
features a set type constructor {-}, the two standard row constructors [7], and
four capability constructors. Capabilities tell whether a given element may ap-
pear in a set (Pre), may not appear in it (Abs), may or may not appear in
it (Either), or whether this information is irrelevant, because the set itself is
unavailable (NA). For instance, the singleton set {r} will be one (and the only)
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7: Cap ré¢ R
o € Vg T, 7 Type 7 : Rowgy 7 Rowgrugr) 7: Cap
a:k 7 — 1" Type {T} : Type (r:7; 7'): Rowgr Ot : Rowr
FCh,Co FC ik
c: Cap F true FCi ACo F Jda.C Fr=1
Fif C; then Cs Fr<7

Fig. 7. Kinding rules

value of type {r : Pre; dAbs}. The constraint language offers standard equality
and subtyping constraints, as well as a form of conditional constraints. Sample
uses of these types and constraints will be shown in Sect. (.3

To ensure that only meaningful types and constraints can be built, we im-
mediately equip them with kinds, defined by k ::= Cap | Rowg | Type, where R
ranges over finite subsets of R. For every kind k, we assume given a distinct, de-
numerable set of type variables Vi. We use «, 3,7, . .. to represent type variables.
From here on, we consider only well-kinded types and constraints, as defined in
Fig. [ The purpose of these rules is to guarantee that every constraint has a
well-defined interpretation within our model, whose definition follows.

To every kind k, we associate a mathematical structure [k]. [Cap] is the set
of all four capabilities. Given a finite set of resources R C R, [Rowg] is the set
of total, almost constant functions from R \ R into [Cap]. (A function is almost
constant if it is constant except on a finite number of inputs.) In short, Rowg is
the kind of rows which do not carry the fields mentioned in R; Row g is the kind of
complete rows. [ Type] is the free algebra generated by the constructors —, with
signature [ Type] x [ Type] — [Type], and {-}, with signature [Rowg] — [Type].

Each of these structures is then equipped with an ordering. Here, a choice has
to be made. If we do not wish to allow subtyping, we merely define the ordering
on every [k] as equality. Otherwise, we proceed as follows. First, a lattice over
[Cap] is defined, whose least (resp. greatest) element is NA (resp. Either), and
where Abs and Pre are incomparable. This ordering is then extended, point-
wise and covariantly, to every [Rowg]. Finally, it is extended inductively to
[Type] by viewing the constructor {-} as covariant, and the constructor — as
contravariant (resp. covariant) in its first (resp. second) argument.

We may now give the interpretation of types and constraints within the
model. It is parameterized by an assignment p, i.e. a function which, for every
kind k, maps Vi into [k]. The interpretation of types is obtained by extending
p S0 as to map every type of kind k to an element of [k], as follows:

p(r — 1) = p(r) = p(7') p({r}) = {p(7)}
p(r:7; 7')(r) = p(7) p(ro7; 7)) = p(r)(r')  (r#7)
p(O7)(r) = p(7) plc) =c
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pEC1 pkCy p=pla] p+HC
p F true pECiLANCo pF3Ja.C
() = p(r') p() < p(7') c<p(r)=pkr <7’
pkr=1 pkFr <7 pkifc <7 then 7 < 71"

Fig. 8. Interpretation of constraints

Fig. Bl defines the constraint satisfaction predicate - | -, whose arguments are an
assignment p and a constraint C. (The notation p = p’ [a] means that p and p’
coincide except possibly on a.) Entailment is defined as usual: C' I+ C” (read:
C entails C”) holds iff, for every assignment p, p - C implies p - C".

We refer to the type and constraint logic, together with its interpretation,
as SETS. More precisely, we have defined two logics, where < is interpreted as
either equality or as a non-trivial subtype ordering. We will refer to them as
SETS= and SETSS, respectively. Both are sound term constraint systems [3].

5.3 Dealing with the Primitive Operations in Ay

The typing rules of HM(X) cover only the A-calculus with let. To extend
HM(SETS) to the whole language Aset, we must assign types to its primitive
operations. Let us define an initial type environment I as follows:

R:{R:Pre; 0Abs}

.+ VpAr:Pre; 8} — {r:Pre; 5}

Vg :VB3.{R:7%; 8} —» {R:Pre; 3}

Ar:VByAR:7%; B} = {R:7%; OAbs}

e NafBy{r:y; 6} = ({r:Pre; f} - a) = ({r: Abs; f} - a) >«

Here, a, (3, 7 range over type variables of kind Type, Row,, Cap, respectively.
We abuse notation: if R is {ry,...,r,}, then R : ¢ denotes ry : ¢; ... ; ry @ ¢,
and R: 4 denotes r1 : 415 ... Tn : V-

None of the type schemes in '} carry constraints. If we wish to take advantage
of conditional constraints, we must refine the type of 7,.. Let I's be the initial
type environment obtained by replacing the last binding in I} with

2, :VaBy[C){r:v; B} — ({r : Pre; f1} = a1) = ({r: Abs; (o} — as) = «
where C'= if Pre <~ then 8 < 01 A if Abs <~ then § < (s
A if Pre < v then ay < a A if Abs < then as < «

Here, the input and output of each branch (represented by §; and «;, respec-
tively) are linked to the input and output of the whole construct (represented
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by 8 and «) through conditional constraints. Intuitively, this means that the
security requirements and the return type of a branch may be entirely ignored
unless the branch seems liable to be taken. (For more background on conditional
constraints, the reader is referred to [1l4].)

5.4 The Type Systems S{el

Sect. describes two constraint systems, SETS™ and SETS<. Sect. defines
two initial typing environments, I} and I's. These choices give rise to four related
type systems, which we refer to as S el where rel and i range over {=, <} and
{1, 2}, respectively. Each of them offers a different compromise between accuracy,
readability and cost of analysis. In each case, Theorem BTl may be extended to
the entire language At by proving a simple d-typability [14] lemma, i.e. by
checking that I; correctly describes the behavior of the primitive operations.
The proofs are straightforward and are not given here.

Despite sharing a common formalism, these systems may call for vastly dif-
ferent implementations. Indeed, every instance of HM(X) must come with a
constraint resolution algorithm. ST is a simple extension of the Hindley-Milner
type system with rows, and may be implemented using unification [6]. S5 is sim-
ilar, but requires conditional (i.e. delayed) unification constraints, adding some
complexity to the implementation. ‘S’lS and $2S require maintaining subtyping
constraints, usually leading to complex implementations.

In the following, we lack the space to describe all four variants. Therefore,
we will focus on ST. Because it is based on unification, it is efficient, easy to
implement, and yields readable types. We conjecture that, thanks to the power
of row polymorphism, it is flexible enough for many practical uses (see Sect.[Z.3)).

6 Types for A,

6.1 Definition

Sect. [§ defined a type system, SI!, for Aset. Sect. H] defined a translation of
Asec INt0 Aget- Composing the two automatically gives rise to a type system

for Asec, also called S for simplicity, whose safety is a direct consequence of
Theorems T and 11

Definition 6.1. Let e be a closed Asec expression. By definition, C,I"' F e : o
holds if and only if C, "'+ (e)) : o holds.

Theorem 6.2. If C.I' F e : o holds, then e does not go wrong.

Turning type safety into a trivial corollary was the main motivation for bas-
ing our approach on a translation. Indeed, because Theorem [£1] concerns un-
typed terms, its proof is straightforward. (The J-typability lemmas mentioned
in Sect. (3] do involve types, but are typically very simple.) A direct type safety
proof would be non-trivial and would duplicate most of the steps involved in
proving HM(X) correct.
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6.2 Reformulation: Derived Type Systems

Definition although simple, is not a direct definition of typing for Agec-
We thus will give rules which allow typing Asec expressions without explicitly
translating them into Aget. These so-called derived rules can be obtained in
a rather systematic way from the definition of S and the definition of the
translation. (In fact, it would be interesting to formally automate the process.)

In these rules, the symbols 7 and ¢ range over types of kind Type; more specif-
ically, ¢ is used to represent some security context, i.e. a set of available resources.
The symbols p and ¢ range over types of kind Row, and Cap, respectively. The
* symbol in the rules indicates an irrelevant principal. In the source-to-target
translation, all functions are given an additional parameter, yielding types of
the form 7 — ¢ — 75. To recover the more familiar and appealing notation
proposed in [8], we define the macro 7 =2y =4y TI — S2 — Ta.

Fig.[@ gives derived rules for ST, the simplest of our type systems. There, all

VAR ABs
I'z)=o0c * 6o, (Iz:m) b f:72
p,s, I'Fx:0o p,gl,Fl—)\a:.f:ni>7'2
App

pos, el :m——7 pTFes:m

p,s,I'Feiex: T

LET vV INTRO
ps,'Fei:o p,s,(z:0)Fex:T p,s,'Fe:T antv(s, ) =2
p,s, I'Fletx =ejines : 7 p, s, I'Fe:Va.r
vV ELiM LETPRIV™
p,s, ['Fe:Var p,{p},'Fe:T r & A(p)
p,s,['Fe:7[T/q] p,{p}, I Fletprivrine : 7
LETPRIVT CHECKPRIV
p,{r:Pre; p},'Fe:T r € A(p) p,{r:Pre; p},'Fe:T
p,{r:¢; p}, ' Fletprivrine : 7 p,{r : Pre; p}, ' F checkprivrfore:
TESTPRIV

p,{r:Pre; p},'Fei:T p,{r:Abs; p},'Fex: T
p,{r:¢; p}, ' F testprivrthene;elsees : 7

OwN
pA{riio1; .5 Thipn; OAbsh I'Fe: T Alp) ={r1,...,rn}

*{riio1; .5 Thion; ph L Epe:T

Fig. 9. Typing rules for Asec derived from Sy
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constraints are equations. As a result, all type information can be represented
in term form, rather than in constraint form [9]. We exploit this fact to give a
simple presentation of the derived rules. Type schemes have the form Va.7, and
judgements have the form p,¢,I' Fe: 0.

To check that these derived rules are correct, we prove the following lemmas:

Lemma 6.3. p,s,I" Fe: o holds iff true, (I';I';s : ) F [e], : o holds.

Lemma 6.4. py, {0Abs}, 't e: o holds iff true, (I'; ') - (e) : o holds.

Together, Theorem B.2] and Lemma [6.4] show that, if a closed Agec €xpression
e is well-typed according to the rules of Fig.[d, under the initial principal py and
the empty security context {0Abs}, then e cannot go wrong.

Derived rules for each member of the S/ family can be given in a similar
way. The same process can also be used to yield type inference rules, rather than
the logical typing rules shown here.

7 Examples

7.1 Basic Use of Security Checks

Imagine an operating system with two kinds of processes, root processes and user
processes. Killing a user process is always allowed, while killing a root process
requires the privilege killing. At least one distinguished principal root has this
privilege. The system functions which perform the killing are implemented by
root, as follows:

kill = A(p : process).root.checkpriv killing for ... () — kill the process
killlfUser = X(p : process).root. ... () — kill the process if it is user-level

In system ST, these functions receive the following (most general) types:

{killing:Pre; 3}
_—

kill : V3.process unit

killlfUser : ¥Y3.process ﬂ unit

The first function can be called only if it can be statically proven that the
privilege killing is enabled. The second one, on the other hand, can be called at
any time, but will never kill a root process. To complement these functions, it
may be desirable to define a function which provides a “best attempt” given the
current (dynamic) security context. This may be done by dynamically checking
whether the privilege is enabled, then calling the appropriate function:

tryKill = A\(p : process).root.
testpriv killing then kill(p) else killlfUser(p)
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This function is well-typed in system Si . Indeed, within the first branch of
the testpriv construct, it is statically known that the privilege killing must be
enabled; this is why the sub-expression kill(p) is well-typed. The inferred type
shows that tryKill does not have any security requirements:

tryKill : V3.process ﬂ) unit

7.2 Security Wrappers

A library writer often needs to surround numerous internal functions with “boil-
erplate” security code before making them accessible. To avoid redundancy, it
seems desirable to allow the definition of generic security wrappers. When applied
to a function, a wrapper returns a new function which has the same computa-
tional meaning but different security requirements.

Assume given a principal p such that A(p) = {r, s}. Here are two wrappers
likely to be of use to this principal:

enable, = Af.p.A\x.p.letprivrin f z
require, = \f.p.A\x.p.checkprivrfor f x

In system ST, these wrappers receive the following (most general) types:

enable, : V... (o {r-Pre; sim ; OAbs) as9) {61} (a1 {rma; sm i B} Q)

. {r:Pre; s:y1; 0Abs} {1} {r:Pre; s:v1; B2}
require, V... .(oq asg) (o

042)

These types are very similar; they may be read as follows. Both wrappers expect
a function f which allows that r be enabled (r : Pre), i.e. one which either
requires 7 to be enabled, or doesn’t care about its status. (Indeed, as in ML,
the type of the actual argument may be more general than that of the formal.)
They return a new function with identical domain and codomain (a, as), which
works regardless of r’s status (enable, yields r : 73) or requires r to be enabled
(require,. yields r : Pre). The new function retains f’s expectations about s
(s :71). f must not require any further privileges (0Abs), because it is invoked
by p, which enjoys privileges r and s only.

These polymorphic types are very expressive. Our main concern is that, even
though the privilege s is not mentioned in the code of these wrappers, it does
appear in their type. More generally, every privilege in A(p) may show up in
the type of a function written on behalf of principal p, which may lead to very
verbose types. An appropriate type abbreviation mechanism may be able to
address this problem; this is left as a subject for future work.

7.3 Advanced Examples

We lack space to cover numerous more subtle features of the type systems; let
us give only some brief comments.
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In Sect. our use of testpriv was easily seen to be correct, because the
sensitive action kill(p) was performed within its lexical scope. Matters become
more delicate when testpriv is used to yield a function (or, in Java, an object),
whose security requirements depend on the test’s outcome, and which is later
invoked outside its scope. Conditional constraints are then required to track
the dependency and prove that the function invocation is safe. It is not clear
whether this idiom is a critical one to support in practice, and the question may
be answerable only through experiment.

In Sect.[7.2], we pointed out that it is legal to pass enable, a function f which
doesn’t care about the status of r, provided the type of f is polymorphic in r’s

status, as in

Vry.a {r=y; B} s
If, on the other hand, it is monomorphic (because f is A-bound rather than
let-bound), as in

{r:Either; 8}

o) ————— Q2
then the application (enable, f) becomes well-typed only if subtyping is available,
i.e. if Pre is a subtype of Either. We expect this situation to be infrequent,
although this remains to be confirmed.

8 Discussion

Ezxtension to a Full-Featured Language. Many features of the Java language or
environment are not addressed in this theoretical study. In particular, Java views
privileges as first-class objects, making static typing problematic. In our model,
privileges are identifiers, and expressions cannot compute privileges. In the case
of Java, it is an open question whether a completely static mechanism can be
devised. If not, it may be desirable to take a soft typing approach [I].

Related Work. The security-passing style translation described in Sect. Hl is
monadic. Monadic type systems have been used to analyze the use of impure
language features in otherwise pure languages [I1]. However, as deplored in [I1],
there is still “a need to create a new effect system for each new effect”. In other
words, we apparently cannot readily re-use the work on monadic type systems in
our setting. In fact, our work may be viewed as a systematic construction of an
“effect” type system adapted to our particular effectful programming language.

Several researchers have proposed ways of defining efficient, provably correct
compilation schemes for languages whose security policy is expressed by a se-
curity automaton. Walker [12] defines a source language, equipped with such a
security policy, then shows how to compile it into a dependently-typed target
language, whose type system, by encoding assertions about security states, guar-
antees that no run-time violations will occur. Walker first builds the target type
system, then defines a typed translation. On the opposite, our approach con-
sists in first defining an untyped translation, then letting the source type system
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arise from it. Thiemann’s approach to security automata [10] is conceptually
much closer to ours: he also starts with an untyped security-passing translation,
whose output he then feeds through a standard program specializer, in order to
automatically obtain an optimizing translation.

Our paper shares some motivations with these works; however, our aim was

not only to gain performance by eliminating many dynamic checks, but also to
define a programming discipline. This requires security types to be available not
only at the level of compiled code, as in Walker’s work, but also in the source
code itself.
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Abstract. Security-typed languages enforce secrecy or integrity policies
by type-checking. This paper investigates continuation-passing style as
a means of proving that such languages enforce non-interference and as
a first step towards understanding their compilation. We present a low-
level, secure calculus with higher-order, imperative features. Our type
system makes novel use of ordered linear continuations.

1 Introduction

Language based mechanisms for enforcing secrecy or integrity policies are attrac-
tive because, unlike ordinary access control, static information flow can enforce
end-to-end policies. These policies require that data be protected despite being
manipulated by programs with access to various covert channels. For exam-
ple, such a policy might prohibit a personal finance program from transmitting
credit card information over the Internet even though the program needs Inter-
net access to download stock market reports. To prevent the finance program
from illicitly transmitting the private information (perhaps cleverly encoded),
the compiler checks that the information flows in the program are admissible.

There has been much recent work on formulating Denning’s original lat-
tice model of information-flow control [9] in terms of type systems for static
program verification [IJ16l20121/25[26127/3032]. The desired security property is
non-interference [14], which states that high-security data is not observable by
low-security computation. Nevertheless, secure information flow in the context
of higher-order languages with imperative features is not well understood.

This paper proposes the use of continuation-passing style (CPS) transla-
tions [S12J28] as a means of ensuring non-interference in imperative, higher-
order languages. There are two reasons for using CPS. First, CPS is a vehicle
for proving a non-interference result, generalizing previous work by Smith and
Volpano [30]. Second, CPS is useful for representing low-level programs [4/T8],
which opens up the possibility of verifying the security of compiler output via
typed assembly language [I8] or proof-carrying code [22].
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We observe that a naive approach to providing security types for an imper-
ative CPS language yields a system that is too conservative: secure programs
(in the non-interference sense) are rejected. To rectify this problem, we intro-
duce ordered linear continuations, which allow information flow control in the
CPS target language to be made more precise. The ordering property of linear
continuations is crucial to the non-interference argument, which is the first such
theorem for a higher-order, imperative language.

As with previous non-interference results for call-by-value languages [16/20],
the theorem holds only for programs that halt regardless of high-security data.
Consequently, termination channels can arise, but they leak at most one bit per
run on average, we consider them acceptable. There are other channels not cap-
tured by this notion of non-interference: high-security data can alter the running
time of the program or change its memory consumption. Non-interference holds
despite these apparent information leaks because the language itself provides no
means for observing these resources (for instance, access to the system clock).
Recent work attempts to address such covert channels [3].

The next section shows why a naive type system for secure information flow
is too restrictive for CPS and motivates the use of ordered linear continuations.
Section Bl presents the target language, its operational semantics, and the novel
features of its type system. The non-interference theorem is proved in Section [
and Section [l demonstrates the viability of this language as a low-level calcu-
lus by showing how to CPS translate a higher-order, imperative language. We
conclude with some discussion and related work in Section [l

2 CPS and Security

Type systems for secrecy or integrity are concerned with tracking dependencies
in a program [I]. One difficulty is implicit flows, which arise from the control
flow of the program. Consider the code fragment A in Figure [I There is an
implicit flow between the value stored in x and the value stored in y, because
examining the contents of y after the program has run gives information about
the value in x. There is no information flow between x and z, however. This code
is secure even when x and y are high-security variables and z is low-security. (In
this paper, high security means “high secrecy” or “low integrity.” Dually, low
security means “low secrecy” or “high integrity.”)

Fragment B illustrates the problem with CPS translation. It shows the code
from A after control transfer has been made explicit. The variable k is bound to
the continuation of the if, and the jump is indicated by the application k ().
Because the invocation of k has been lifted into the branches of the conditional, a
naive type system for information flow will conservatively require that the body
of k not write to low-security memory locations: The value of x would apparently
be observable by low-security code. Program B is rejected because k writes to a
low-security variable, z.

However, this code is secure: There is no information flow between x and z in
B because the continuation k is invoked in both branches. As example C shows, if
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(A) if x then { y :=1; } else { y := 2; }
z := 3; halt;

(B) let k = (A(). z := 3; halt) in
if x then { y :=1; k (); } else { y := 2; k (); }

(C) let k = (A(). z := 3; halt) in
if x then { y := 1; k (); } else { y:= 2; halt; }

halt) in

(D) letlin k = (A(). ;
); } else { yi=2; k (); }

z :=3
if x then { y :=1; k (

(E)  letlin kO = (A(). halt) in
letlin k1 = (Ak. z := 1; k ()) in
letlin k2 = (Xk. z := 2; k ()) in
if x then { letlin k = (A(). k1 kO) in k2 k }
else { letlin k = (A(). k2 k0) in k1 k }

>

Fig. 1. Examples of Information Flow in CPS

k is not used in one of the branches, then information about x can be learned by
observing z. Linear type systems [2IT3/3334] can express exactly the constraint
that k is used in both branches. By making k’s linearity explicit, the type system
can use the additional information to recover the precision of the source program
analysis. Fragment D illustrates our simple approach: In addition to a normal let
construct, we include letlin for introducing linear continuations. The program
D certifies as secure even when z is a low-security variable, whereas C does not.

Although linearity allows for more precise reasoning about information flow,
linearity alone is unsafe in the presence of first-class linear continuations. In
example E, continuations k0, k1, and k2 are all linear, but there is an implicit
flow from x to z because z lets us observe the order in which k1 and k2 are
invoked. It is thus necessary to regulate the ordering of linear continuations.

It is simpler to make information flow analysis precise for the source language
because the structure of the language limits control flow. For example, it is
known that both branches of a conditional return to a common merge point.
This knowledge can be exploited to obtain less conservative analysis of implicit
flows, but the standard CPS transformation loses this information by unifying all
forms of control to a single mechanism. In our approach, the target language still
has a single underlying control transfer mechanism (examples B and D execute
exactly the same code), but information flow can be analyzed with the same
precision as in the source.

3 The Secure CPS Calculus

The target is a call-by-value, imperative language similar to those found in the
work on Typed Assembly Language [6I18], although its type system is inspired
by previous language-based security research [I6J20J32]. This section describes
the secure CPS language, its operational behavior, and its static semantics.
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Types Expressions
lipc € L e:x= letx=primine
T u=int | 1| oref | [pcJ(o,k) =0 | let x =reff vine
o n= T | set v:=vine
k =11 (o,k) >0 | letliny =lv ine
| let () =lv ine
Values and Primitive Operations | 10 v then e else e
v z=mn | ) | L7 | Mpcf(z:o,y:K).e | goto v v lv
v u= x| bue | 1goto lv v lv
v == | v | Mpe)(z:o,y:K).¢e | halt” v
prim == v | v®v | deref(v)

Fig. 2. Syntax for the Secure CPS Language

3.1 Syntax

The syntax for the secure CPS language is given in Figure[2. Elements of the
lattice of security labels, £, are ranged over by meta-variables ¢ and pc. We
reserve the meta-variable pc to suggest that the security label corresponds to
information learned by observing the program counter. The C operator denotes
the lattice ordering, with the join operation given by LI, and least element L.

Types fall into two syntactic classes: security types, o, and linear types,
k. Security types are the types of ordinary values and consist of a base-type
component, 7, annotated with a security label, £. Base types consist of integers,
unit, references, and continuations (written [pc|(o, k) — 0). Correspondingly,
base values, bv, include integers, n, a unit, (), type-annotated memory locations,
L?, and continuations, A[pc]f(z:0,y:k).e. All computation occurs over secure
values, v, which are base values annotated with a security label. Variables, z,
range over values. We adopt the notation label(ry) = ¢, and extend the join
operation to security types: 7, LU ¢/ = T(ower)-

An ordinary continuation A\[pc]f(x:0,y: k). e is a piece of code (the expression
e) that accepts a non-linear argument of type o and a linear argument of type
k. Continuations may recursively invoke themselves using the variable f. The
notation [pc| indicates that this continuation may be called only from a context
in which the program counter carries information of security at most pc. To
avoid unsafe implicit flows, the body of the continuation may create effects only
observable by principals able to read data with label pc.

Linear values are either unit, variables, or linear continuations, which contain
code expressions parameterized by non-linear and linear arguments just like
ordinary continuations. Unlike ordinary continuations, linear continuations may
not be recursiveEI, but they may be invoked from any calling context; hence linear
types do not require any pc annotation. The syntax (pc) serves to distinguish

1 A linear continuation k may be discarded by a recursive ordinary continuation that
loops infinitely, passing itself k. Precise terminology for our “linear” continuations
would be “affine” to indicate that they may, in fact, never be invoked.
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linear continuation values from non-linear ones. As for ordinary continuations,
the label pc restricts the continuation’s effects.

The primitive operations include binary arithmetic (), dereference, and a
means of copying secure values. Program expressions consist of a sequence of
let bindings for primitive operations, reference creation, and imperative up-
dates (via set). The letlin construct introduces a linear continuation, and the
expression let () = lv in e, necessary for type-checking but operationally a
no-op, eliminates a linear unit before executing e. Straight-line code sequences
are terminated by conditional statements, non-local transfers of control via goto
(for ordinary continuations) or 1goto (for linear continuations), or halt.

3.2 Operational Semantics

The operational semantics (Figure B]) are given by a transition relation between
machine configurations of the form (M, pc, e). Memories, M, are finite partial
maps from typed locations to closed values. The notation M[L? < v] denotes
the memory obtained from M by updating the location L to contain the value v
of type 0. A memory is well-formed if it is closed under the dereference operation
and each value stored in the memory has the correct type. The notation e{v/x}
indicates capture-avoiding substitution of value v for variable = in expression e.

The label pc in a machine configuration represents the security level of infor-
mation that could be learned by observing the location of the program counter.
Instructions executed with a program-counter label of pc are restricted so that
they update only to memory locations with labels more secure than pc. For
example, [E3] shows that it is valid to store a value to a memory location of
type o only if the security label of the data joined with the security labels of
the program counter and the reference itself is lower than label(o), the security
clearance needed to read the data stored at that location. Rules [E6] and [E7]
show how the program-counter label changes after branching on data of security
level £. Observing which branch is taken reveals information about the condition
variable, and so the program counter must have the higher security label pcLI /.

As shown in rules [P1]-[P3], computed values are stamped with the pc label.
Checks like the one on [E3] prevent illegal information flows. The two let rules
([E1] and [E4]) substitute the bound value in the rest of the program.

Operationally, the rules for goto and lgoto are very similar—each causes
control to be transferred to the target continuation. They differ in their treat-
ment of the program-counter label, as seen in rules [E8] and [E9]. Ordinary
continuations require that the pc before the jump be bounded above by the label
associated with the body of the continuation, preventing implicit flows. Linear
continuations instead cause the program-counter label to be restored (potentially
lowered) to that of the context in which they were declared.

3.3 Static Semantics

The type system for the secure CPS language enforces the linearity and ordering
constraints on continuations and guarantees that security labels on values are re-
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[Pl] <M7 pc, bUz) ‘U’ b’U[UPC [P’Q] <M7 pc, ne @’I’LZ/> ‘U (nll@]]n/)luflupc

M(L?) = buy
[P‘?] (M, pc, deref(L7)) I bveLer Lipe

(M, pe, prim) | v
[E1] (M, pc, let = prim in e) — (M, pc, e{v/z})

LU pcClabel(o) L% & Dom(M)
[E2] (M, pc, let x = refy bue in e) —— (M[L7  bvepc], PC, e{L{ /2 })

LU UpcC label(o) L% € Dom(M)

[E3] (M, pc, set L7 :=buy in e) — (M[L? < bveeriipc], PC, €)
[E4] (M, pc, letlin y = lv in e) — (M, pc, e{lv/y})

[E5] (M, pc, 1let () = () in e) — (M, pc, €)

[E6] (M, pc, i£0 O; then e1 else ex) — (M, pcU ¥4, e1)

[E7] (M, pc, if0 n; then e; else ez) — (M, pcU ¢, e2) (n#0)

pcCpc’ o= (\pclf(@:0,y:x).)e e = elv/ fHbvoupe/sHIv/v}
[E8] (M, pc, goto (A[pc’]f(z:0,y:K).€)e bvy lw) — (M, pc’ UYL, €')

[E9] (M, pc, 1goto (M(pc')(z:0,y:k).e) bug lv) — (M, pc’, e{bveipc/x}Hlv/y})

Fig. 3. Expression Evaluation

spected. Together, these restrictions rule out illegal information flows and impose
enough structure on the language for us to prove a non-interference property.

As in other mixed linear-non-linear type systems [31], two separate type
contexts are used. I' is a finite partial map from non-linear variables to security
types, whereas K is an ordered list (with concatenation denoted by “,”) mapping
linear variables to their types. The order in which continuations appear in K
defines the order in which they are invoked: Given K = o, (y,,:kp), ..., (Y1: K1),
the continuations will be executed in the order y; ...y,. The context I' admits
the usual weakening and exchange rules (which we omit), but K does not. The
two contexts are separated by || in the judgments to make them more distinct,
and e denotes an empty context.

Figuresdland Blshow the rules for type-checking. The judgment formI'F v : o
says that ordinary value v has security type ¢ in context I'. Linear values may
mention linear variables and so have judgments of the form T' || K F v : k.
Primitive operations may not contain linear variables, but the security of the
value produced depends on the program-counter: I' [pc|] - prim : o says that
in context I' where the program-counter label is bounded above by pc, prim
computes a value of type o. Similarly, T' | K [pc] F e means that expression e is
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[TVI] I'Fne:inte f,x & Dom(T)
- o' = ([pc](o,5) — 0).
[TV2] Tk ()e: 1o U f:o',z:0 || y:k [pc] e

[TV5] Tk (Apclf(z:o,y:K).€)r:0’
[TV3] ' L7 : o refy
T'Fov:o Fo<o

_— = . !
(TV/] Fm:ar(x) o [TV6] I'tov:o

pc Cpc Fo' <o FK <k Fr<7 ¢C/
[S1] F[pcl(o,k) =0 < [pc'](0’,k") =0 [S2] Fre <7y

z & Dom(T'),y & Dom(K)
kK =(o,6) =0
Dyz:o || y:x,K [pc] Fe

[TL2] T |y:kby:r [TL3] T | KF Xpe)(z:0,y:k).e: K

[TL1] T |ek{):1

Fig. 4. Value and Linear Value Typing

type-safe and contains no illegal information flows in the type context T || K,
when the program-counter label is at most pc. In the latter two forms, pc is a
conservative approximation to the information affecting the program counter.

The rules for checking ordinary values, [TV1]-[TV6] shown in Figure @] are,
for the most part, standard. A value cannot contain free linear variables because
discarding (or copying) it would break linearity. A continuation type contains
the pc label used to check its body (rule [TV5]). The lattice ordering on security
labels lifts to a subtyping relationship on values (rule [S2]). Continuations exhibit
the expected contravariance (rule [S1]). We omit the obvious reflexivity and
transitivity rules. Reference types are invariant, as usual.

Linear values are checked using rules [TL1]-[TL3]. They may safely mention
free linear variables, but the variables must not be discarded or reordered. Thus,
unit checks only in the empty linear context (rule [T'L1]), and a linear variable
checks only when it is alone in the context (rule [T'L2]). In a linear continuation
(rule [TL3]), the linear argument, y, is the tail of the stack of continuations yet
to be invoked. Intuitively, this judgment says that the continuation body e must
invoke the continuations in K before jumping to y.

The rules for primitive operations ([TP1]-[TP3] in Figure B) require that
the calculated value have security label at least as restrictive as the current pc,
reflecting the “label stamping” behavior of the operational semantics. Values
read through deref (rule [TP3]) pick up the label of the reference as well, which
prevents illegal information flows due to aliasing.

Rule [TE4] illustrates how the conservative bound on the security level of
the program-counter is propagated: The label used to check the branches is
the label before the test, pc, joined with the label on the data being tested,
£. The rule for goto, [TES], restricts the program-counter label of the calling
context, pc, joined with the label on the continuation itself, ¢, to be less than
the program-counter label under which the body was checked, pc’. This prevents
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F'tv:o pcClabel(o) I'Fov:inte T'Fo :inty pcCT/
[TP1] I'lpbo:o [TP2] T [pc] Fv@v :intg

I'wv:orefy pcClabel(o UY)

[TP3] T [pc] F deref(v) : o LI/
T [pc]Fprim: o I'kv:o pcC ¢Ulabel(o)
I'z:o || K [pc] e D,z:0 refy || K [pc] F e

[TE!] T || K [pc]Flet x =primine [TE2] T | K[pc]tklet z=refvine

Phv:orefp T||K[pcke
IT'kv' o pcUlLC label(o) F'kov:intg T K[pcUd e
[TE3] T || Kipc]ksetv:=v"ine [TE{] T | K [pc]F if0 v then e; else e

T || Ko = Xpcd)(z:0,y:k).€" : (0,6) = 0
pcCpc’ T || Ki,y:(o,6) =0 [pc| e

[TES5] T || K1,K2 [pc] - letlin y = M{pc')(z:0,y:k).€" ine
F'tov:o pcLlabel(o) M KikFlw:1 T'||Kzpc]te
[TE6] I'| e [pc]Fhalt” v [TE7] T || Ki,Kz [pc]F1let () =lvine
't ([pc](o, k) = 0)e I[Keklv:(o,6) =0
THY : 0o | KFl:x T'Fov:o NKiFW:k
pcULC pc’ pcC label(o) pc C label(o)
[TES] I || K [pc] F goto v v’ lv [TE9] T | Ki,K2 [pc] - 1goto lv v I’

Fig. 5. Primitive Operation and Expression Typing

implicit information flows from propagating into function bodies. Likewise, the
values passed to a continuation (linear or not) must pick up the calling context’s
pc (via the constraint pc C label(o)) because they carry information about the
context in which the continuation was invoked.

The rule for halt, [TE6], requires an empty linear context, indicating that
the program consumes all linear continuations before stopping. The ¢ annotating
halt is the type of the final output of the program; its label should be constrained
by the security clearance of the user of the program.

The rules for letlin, [TES5], and 1goto, [TE9], manipulate the linear context
to enforce the ordering property on continuations. For letlin, the linear context
is split into K; and Ksy. The body e is checked under the assumption that the
new continuation, y, is invoked before any continuation in K;. Because y invokes
the continuations in Ky before its linear argument (as described above for rule
[TL3]), the ordering K;, K in subsequent computation will be respected. The
rule for 1goto works similarly.

Linear continuations capture the pc (or a more restrictive label) of the con-
text in which they are introduced, as shown in rule [TE5]. Unlike the rule for
goto, the rule for 1goto does not constrain the pc, because the linear continu-
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ation restores the program-counter label to the one it captured. Because linear
continuations capture the pc of their introduction context, we make the mild
assumption that initial programs introduce all linear continuation values (not
variables) via letlin. During execution this constraint is not required, and pro-
grams in the image of the translation satisfy this property.

This type system is sound with respect to the operational semantics [36].
The proof is, for the most part, standard, following in the style of Wright and
Felleisen [35]. We simply state the lemmas necessary for the discussion of the
non-interference result of the next section.

Lemma 1 (Subject Reduction). If e || K [pc] F e and M is a well-formed
memory such that Loc(e) C Dom(M) and (M, pc, e) — (M’', pc’, €'}, then
o | K [pc']F e and M’ is a well-formed memory such that Loc(e’) C Dom(M').

Lemma 2 (Progress). If e | o [pc] F e and Mis well-formed and Loc(e) C
Dom(M), then either e is of the form halt? v or there exist M', pc’, and €
such that (M, pc, e) — (M, pc’, €’)

Note that Subject Reduction holds for terms containing free occurrences of
linear variables. This fact is important for proving that the ordering on linear
continuations is respected. The Progress lemma (and hence Soundness) applies
only to closed programs, as usual.

4 Non-interference

This section proves a non-interference result for the secure CPS language, gen-
eralizing Smith and Volpano’s preservation-style argument [30]. A technical re-
port [36] gives a detailed account of our approach in a more expressive language.

Informally, the non-interference result shows that low-security computations
are not able to observe high-security data. Here, “low-security” refers to the set
of security labels C (, where ( is an arbitrary point in £, and “high-security”
refers to labels IZ (. The proof shows that high-security data and computation
can be arbitrarily changed without affecting the value of any computed low-
security result. Furthermore, memory locations visible to low-security observers
(locations storing data labeled C () are also unaffected by high-security values.

Non-interference reduces to showing that two programs are equivalent from
the low-security perspective. Given a program e; that operates on high- and
low-security data, it suffices to show that ey is low-equivalent to the program e,
that differs from e; in its high-security computations.

How do we show that e; and ey behave the same from the low-security point
of view? If pc C (, meaning that e; and es may perform actions visible to low
observers, they necessarily must perform the same computation on low-security
values. Yet e; and ey may differ in their behavior on high-security data and still
be equivalent from the low perspective. To show their equivalence, we should
find substitutions 7; and 7 containing the relevant high-security data such that
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e =71 (e) and ez = y2(e)—both e; and ey look the same after factoring out the
high-security data.

On the other hand, when pc [Z {, no matter what e; and e; do their ac-
tions should not be visible from the low point of view; their computations are
irrelevant. The operational semantics guarantee that the program-counter label
is monotonically increasing except when a linear continuation is invoked. If ey
invokes a linear continuation causing pc to fall below (, es must follow suit;
otherwise the low-security observer can distinguish them. The ordering on linear
continuations forces e to invoke the same low-security continuation as e .

The crucial invariant maintained by well-typed programs is that it is possible
to factor out (via substitutions) the relevant high-security values and those linear
continuations that reset the program-counter label to be C (.

Definition 1 (Substitutions). For context T, let v = T mean that vy is a finite
map from variables to closed values such that Dom(vy) = Dom(T") and for every
x € Dom(7y) it is the case that @ - ~y(x) : I'(z).

For linear context K, write I' b k |= K to indicate that k is a finite map of
variables to linear values (with free variables from T') with the same domain as
K and such that for every y € Dom(k) we have T || o - k(y) : K(y).

Substitution application, written «(e), indicates the capture-avoiding substi-
tution of the value y(x) for free occurrences of z in e, for each x in the domain
of v (k(e) is defined similarly).

Linear continuations that set the pc label IZ { may appear in low-equivalent
programs, because, from the low-security point of view, they are not relevant.

Definition 2 (letlin Invariant). A term satisfies the letlin invariant if
every linear continuation expression A(pc)(xz:o,y:K).e appearing in the term is
either in the binding position of a letlin or satisfies pc I C.

If substitution k contains only low-security linear continuations and k(e) is a
closed term such that e satisfies the letlin invariant, then all the low-security
continuations not letlin-bound in e must be obtained from k. This invariant
ensures that k factors out all of the relevant continuations from k(e).

Extending these ideas to values, memories, and machine configurations we
obtain the definitions below:

Definition 3 (¢-Equivalence).

I'Ey ey If v1,7v2 =T and for every x € Dom(T') it is the case that
label(y;(x)) Z ¢ and ~v;(x) satisfies the letlin invariant.

I || KbFkyrcke IfTFk, ke =K and for every y € Dom(K) it is the case
that k1(y) =a k2(y) = Mpc)(x:0,y k). e such that pc C ¢
and e satisfies the letlin invariant.

V] R Vg 1 O If there exist T, v1, and o plus terms vy =, vh such that
I'Eyo~eye, and T F v 2 o and v; = v;(v)) and each v

1
satisfies the letlin invariant.
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M, ~¢ Ms If for all L° € Dom(My) U Dom(My) if label(c) C ¢, then
L? € Dom(My) N Dom(Ms) and M1 (L%) ~=¢ My(L?) : 0.

Definition 4 (Non-Interference Invariant). The non-interference invariant
is a predicate on machine configurations, written I' || K F (My, pcy, e1) =¢
(My, pcy, e2) that holds if the following conditions are all met:
(i) There exist substitutions 1,72, k1, ke and terms e and el such
that e1 = v1(k1(e})) and ea = vy2(ka(eh)).
(ii) Fither (a) pc; = pcy E ¢ and €] =, €5 or (b) T || K [pcy] F €]
and T || K [pcy] F eh and pc; £ C.
(iii) 'k Y1 = V2 and T H K+ k‘l ¢ kiQ
(iv) Loc(e1) € Dom(My) and Loc(ez) € Dom(Ms) and My ~¢ M.
(v) Both €} and €} satisfy the letlin invariant.

Our proof is a preservation argument showing that the Non-Interference In-
variant holds after each transition. When the pc is low, equivalent configurations
execute in lock step (modulo high-security data). After the program branches
on high-security information (or jumps to a high-security continuation), the two
programs may temporarily get out of sync, but during that time they may affect
only high-security data. If the program counter drops low again (via a linear
continuation), both computations return to lock-step execution.

We first show that (-equivalent configuration evaluate in lock step as long as
the program counter has low security.

Lemma 3 (Low-pc Step). Suppose T' || K F (Mq, pcy, e1) =¢ (Ma, pcy, €2),
pPcy EC and pco C C ]f <M17 PCy, 61> — <M{a pclla €/1>, then <M27 pCo, 62> —
(M), pch, €5) and there exist IV and K" such that T || K & (M{, pc), €}) ~¢
(M3, pcy, €5).

Proof. (Sketch) We omit the details due to space constraints. Reason by cases on
the security of the value used in the transition—if it’s label is C (, a-equivalence
implies both programs behave identically, otherwise, we extend the substitutions
corresponding to I'” to contain the differing high-security data. a

Next, we prove that linear continuations do indeed get called in the order
described by the linear context.

Lemma 4 (Linear Continuation Ordering). Assume K = y, : kp,..., Y1 :
K1, each k; is a linear continuation type, and @ || K [pc]Fe. Ife -k EK, then
in the evaluation starting from any well-formed configuration (M, pc, k(e)), the
continuation k(y1) will be invoked before any other k(y;).

Proof. The operational semantics and Subject Reduction are valid for open
terms. Progress, however, does not hold for open terms. Evaluate the open term
e in the configuration (M, pc, e). If the computation diverges, none of the y;’s
ever reach an active position, and hence are not invoked. Otherwise, the com-
putation must get stuck (it can’t halt because Subject Reduction implies that
all configurations are well-typed; the halt expression requires an empty linear
context). The stuck term must be of the form 1goto y; v v, and because it is
well-typed, rule [TE9] implies that y; = y;. O
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We use the ordering lemma to prove that equivalent high-security configura-
tions eventually return to equivalent low-security configurations.

Lemma 5 (High-pc Step). If ' || K = (M, pcy, e1) ~¢ (Ma, pcy, €2) and
pc; £ ¢, then (My, pcy, e1) — (M7, pcy, €)) implies that either eo diverges or
(Ms, pcy, e2) —* (M5, pch, eb) and there exist TV and K' such that TV || K' b
<M{7 pc,lv 6/1> ~¢ <Méa pcl27 62>-

Proof. (Sketch) By cases on the transition step of the first configuration. Because
pc; Z ¢ and all rules except [E9] increase the program-counter label, we may
choose zero steps for ey and still show that =~ is preserved. Condition (ii) holds
via part(b). The other invariants follow because all values computed and memory
locations written to must have labels higher than pc; (and hence £ ¢). Thus, the
only memory locations affected are high-security: M{ ~; My = M}. Similarly,
[TES5] forces linear continuations introduced by e; to have pc [Z {. Substituting
them in e; maintains clause (vi) of the invariant.

Now consider the case for [E9]. Let e; = y1(k1(eY)), then ef = 1goto lv vy lv;
for some lv. If lv is not a variable, clause (vi) ensures that the program counter in
lv’s body is [Z (. Pick 0 steps for the second configuration as above. Otherwise,
if v is a variable, y, then [TE9] guarantees that K = K’ y: k. By assumption,
k1(y) = Mpc)(z:0,y": k). e, where pc C (. Assume e does not diverge. By the
ordering lemma, (Ma, pcy, e2) —* (M}, pch, 1goto ka(y) ve lve). Simple in-
duction on the length of this transition sequence shows that My ~¢ M3, because
the program counter may not become C (. Thus, M{ = My ~¢ My ~; Mj. By
invariant (iii), k2(y) =o k1(y). Furthermore, [TE9] requires that label(o) £ .
Let I = [ z:0, 71 = mi{z = 71(v1) Upcy}, %5 = v2{z — 72(v2) U pcy}; take
K} and k) to be the restrictions of k; and ks to the domain of K’, and choose
el = 1 (ki (e)) and e = v4(kh(e)). All of the necessary conditions are satisfied
as is easily verified via the operational semantics. a

Finally, we use the above lemmas to prove non-interference. Assume a pro-
gram that computes a low-security value has access to high-security data. Arbi-
trarily changing the high-security data does not affect the program’s result.

First, some convenient notation for the initial continuation: Let stop(ry) :
Kstop = ML) (2:7¢,y:1). let () =y in halt™ x where Kgpop = (7¢,1) — 0.

Theorem 1 (Non-interference). Suppose x:0 || y: Ksiop [L] F € for some
initial program e. Further suppose that label(o) Z ¢ and e Fvy,v9 : 0. Then

(0, L, e{vy/a}{stop(intc)/y}) —* (M, ¢, halti"e ny,)
and

(0, L, e{va/x}{stop(int)/y}) —* (Mg, ¢, halti" my,)
implies that My ~=¢ My and n = m.

Proof. 1t is easy to verify that
z:0 || y:hstop = (0, L, efvr/at{stop(inte) /y}) ¢ (0, L, e{va/zHstop(intc)/y})
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by letting 71 = {z = vi}, 72 = {z — v2}, and k1 = ko = {y — stop(int¢)}.
Induction on the length of the first expression’s evaluation sequence, using the
Low- and High-pc Step lemmas plus the fact that the second evaluation sequence
terminates implies that T' || K (M, ¢, halt'™¢ n, ) ~¢ (My, ¢, halt!" my,).
Clause (iv) of the Non-interference Invariant implies that M7 ~; Ms. Soundness
implies that ¢; C ¢ and ¢5 C (. This means, because of clause (iii), that neither
ng, nor my, are in the range of +/. Thus, the integers present in the halt ex-
pressions do not arise from substitution. Because ¢ C (, clause (ii) implies that

halt'"t n, =, halt'"tc m,,, from which we obtain n = m as desired. O
5 Translation

This section presents a CPS translation for a secure, imperative, higher-order
language that includes only the features essential to demonstrating the transla-
tion. Its type system is adapted from the SLam calculus [16] to follow our “label
stamping” operational semantics. The judgment I' -, e : s shows that expres-
sion e has source type s under type context I', assuming the program-counter
label is bounded above by pc.

Source types are similar to those of the target, except that instead of contin-
uations there are functions. Function types are labeled with their latent effect,
a lower bound on the security level of memory locations that will be written to
by that function. The type translation, following previous work on typed CPS
conversion [15], is given in terms of three mutually recursive functions: (—)*, for
base types, (=) for security types, and (=)~ to linear continuation types:

int* = int (s ref)* = st ref (s1 N s9)* = [{(sF,85) =0
tf=@t) s =(s7,1)—=0

Figure [6] shows the term translation as a type-directed map from source typ-
ing derivations to target terms. For simplicity, we present an un-optimizing CPS
translation, although we expect that first-class linear continuations will support
more sophisticated translations, such as tail-call optimization [8]. To obtain the
full translation of a closed term e of type s, we use the initial continuation from
Section [} letlin stop = stop(s™) in [0+, e: s]stop.

The basic lemma for establishing correctness of the translation is proved by
induction on the typing derivation of the source term. This result also shows
that the CPS language is at least as precise as the source.

Lemma 6 (Type Translation). Ttye:s =TT || y:s™ [(JF [T Foe: s]y.
6 Related Work

The constraints imposed by linearity can be seen as a form of resource manage-
ment [13], in this case limiting the set of possible future computations. Linear
continuations have been studied in terms of their category theoretic seman-
tics [I1] and also as a computational interpretation of classical logic [A]. Polakow
and Pfenning have investigated the connections between ordered linear-logic,
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[T, z:8" Fpc i 8" Upc]y = lgoto y x ()

L fis,misibpoersy ] _ ] lgoto y Alpc1f(z: 8T,y 1 55).
Thpe (uf(z:s1).€)e:sU pc__y I, f:s,2:81 Fpe € s2]y)e ()

letlin k1 = Apc)(f:st,yi:1).

I'kpce:s T let () =y in
Thoee :s1 letlin ko=A(pc)(z:s],y2:1).
£ C pc Mlabel(sy) |[Y = let ()= g2 in
- goto f z y
Phpc(e€):s2 | in [ Fpe € @ s1]k2

in [ Fpe e: s]kr

I Fpc e :inte letlin ki = A{pc)(z:intf,yi:1).
Fhpe e s let () = y1 in
£ C pc y = if0 z then [ Fpo e1: 8y
T bpe i£0 € then else [I'Fpo ez : sy
e1 else ey : s’ in [T Fpe e :inte]k:

letlin ki = A(pc)(z1:s’ ref/,yi:1).
let () = y1 in

Ihpce:s refy letlin ko=A(pc)(w2:s'F y2:1).
Thpee s let () = y2 in

£ C label(s") y= set 1 := x2 in
IFbpce:=¢€":¢ lgoto y x2 ()

in [ bpe e @ 8'Jke
in [Chpce: s’ refo]k:

Fig. 6. CPS Translation (Here s = (s1 LN s2)¢, and the k;’s and y;’s are fresh.)

stack-based abstract machines, and CPS [24]. Linearity also plays a role in se-
curity types for process calculi such as the m-calculus [I7]. Because the usual
translation of the A-calculus into the m-calculus can be seen as a form of CPS
translation, it might be enlightening to investigate the connections between se-
curity in process calculi and low-level code.

CPS translation has been studied in the context of program analysis [10/23].
Sabry and Felleisen observed that increased precision in some CPS data flow
analyses is due to duplication of analysis along different execution paths [29].
They also note that some analyses “confuse continuations” when applied to
CPS programs. Our type system distinguishes linear from non-linear continu-
ations to avoid confusing “calls” with “returns.” More recently, Damian and
Danvy showed that CPS translation can improve binding-time analysis in the
A-calculus [7], suggesting that the connection between binding-time analysis and
security [I] warrants more investigation.

Linear continuations appear to be a higher-order analog to post-dominators
in a control-flow graph. Algorithms for determining post-dominators (see Much-
nick’s text [19]) might yield inference techniques for linear continuation types.
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Conversely, linear continuations might yield a type-theoretic basis for correctness
proofs of optimizations based on post-dominators.

Understanding secure information flow in low-level programs is essential to
providing secrecy of private data. We have shown that explicit ordering of con-
tinuations can improve the precision of security types. Ordered linear continu-
ations constrain the uses of continuations so that implicit flows of information
can be controlled more accurately. These constraints also make possible our non-
interference proof, the first of its kind for a higher-order, imperative language.

Many thanks to James Cheney, Dan Grossman, Frangois Pottier, Stephanie
Weirich, and Lantian Zheng for their comments on drafts of this paper. Thanks
also to Jon Riecke for many interesting discussions about the SLam calculus.
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Abstract. Type specialization can serve as a powerful tool in enforcing
safety properties on foreign code. Using the specification of a monitoring
interpreter, polyvariant type specialization can produce compiled code
that is guaranteed to obey a specified safety policy. It propagates a secu-
rity state at compile-time and generates code for each different security
state. The resulting code contains virtually no run-time operations on
the security state, at the price of some code duplication. A novel ex-
tension of type specialization by intersection types limits the amount of
code duplication considerably, thus making the approach practical.

A few years back, mobile code was merely an exciting research subject. Mean-
while, the situation has changed dramatically and mobile code is about to invade
our everyday lives. Many applications load parts of their code —or even third-
party extension modules— from the network and run it on the local computer.
Web browsers are the most prominent of these applications, but many others
(e.g., mobile agents) are gaining importance quickly.

The advent of these applications and related incidents has brought an in-
creasing awareness of the problems involved in executing foreign and potentially
hostile programs. Clearly, it should be guaranteed that foreign code does not
compromise the hosting computer, by crashing the computer (data integrity),
by accessing/modifying data that it is not supposed to access (memory integrity)
or —more generally— by using resources that it is not supposed to use. A gen-
erally accepted way of giving this guarantee is to execute the code in a sand
box. Conceptually, a sand box performs monitored execution. It tracks the exe-
cution of foreign code and stops it if it attempts an illegal sequence of actions.
A property that can be enforced in this way is called a safety property.

Such sand box environments have been conceived and implemented with
widely different degrees of sophistication. The obvious approach to such a sand
box is to perform monitoring by interpreting the code. However, while the ap-
proach is highly flexible it involves a large interpretation overhead. Another
approach, taken by the JDK [14], is to equip strategic functions in a library with
calls to a security manager. A user-provided instantiation of the security man-
ager is then responsible to keep track of the actions and to prevent unwanted
actions. The latter approach is less flexible, but more efficient. Java solves the
problem of data and memory integrity statically by subjecting all programs to
a bytecode verification process [I8].

D. Sands (Ed.): ESOP 2001, LNCS 2028, pp. 62-[76] 2001.
© Springer-Verlag Berlin Heidelberg 2001
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Related Work

The Omniware approach [35l[1l[19] guarantees memory integrity by imposing a
simple program transformation on programs in assembly language. The trans-
formation confines a foreign module to its own private data and code segment.
The approach is very efficient, but of limited expressiveness.

Schneider [31] shows that all and only safety properties can be decided by
keeping track of the execution history. The history is abstracted into a (not
necessarily finite) state automaton. The SASI project implemented this idea [17]
for x86-assembly language and for JVM bytecode. Both allow for a separate
specification of a state automaton and rely on an ad-hoc code transformation to
integrate the propagation of the state with the execution of the program.

Evans and Twyman [8] have constructed an impressive system that takes a
specification of a safety policy and generates a transformed version of the Java
run-time classes. Any program that uses the transformed classes is guaranteed
to obey the specified safety policy.

Necula and Lee [23251[22,[24] have developed a framework in which com-
piled machine programs can be combined with an encoding of a proof that the
program obeys certain properties (for example, a safety policy). The resulting
proof-carrying code is sent to a remote machine, which can check the proof lo-
cally against the code, to make sure that it obeys the safety policy. This has
been pursued further by Appel and others [20]2].

Kozen [I6] has developed a very light-weight version of proof-carrying code.
He has built a compiler that includes hints to the structure of the compiled pro-
gram in the code. A receiver of such instrumented code can verify the structural
hints and thus obtain confidence that the program preserves memory integrity.

Typed assembly language (TAL) [21] provides another avenue to generating
high-level invariants for low-level code. Using TAL can guarantee type safety
and memory integrity. TAL programs include extensive type annotations that
enable the receiver to perform type checking effectively.

Wallach and Felten [37] coined the term security-passing style for a trans-
formation that makes explicit the systematic extension of functions by an extra
parameter encoding a security property. This idea has been pursued by a number
of works, including the present one.

Colcombet and Fradet [4] propose to transform code received from a foreign
principal, guided by a safety policy. The transformed code propagates a run-time
encoding of a security state which is checked at run-time to avoid illegal actions.

Walker [36] presents a sophisticated type system that can encode the pass-
ing of the security state on the type-level. The type system enables powerful
optimizations. However, a separate transformation system must be implemented
and lemmas about the security policy must be proven separately and fed into
the system to enable optimizing transformations.

Pottier and others [28] use a transformation to security-passing style as a
starting point to generate a security-aware type system from a standard type
system. They do not consider the implementation of the transformation.

Implementing program transformations by program specialization has been
proposed by Turchin and Gliick [349] and put into practice by Gliick, Jorgensen,
and others [LT1[101[32].
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Syntax

Exp > e s==v|(if e e e)|0(e...e) | e@Q(e...¢e)

Value > v u=z|al|fixz(z...z)e

evaluation contexts C' == (if []| e e) |0(v...[]e..) | []Q(e...e) | v@Q(v...[]e...)
security states c € X

base-type constants a € Base
primitive operators 0 € Op
types 7 = BaseType | (1,...,7) = T

Operational semantics

o, (if true e; e2) — o,e1

o,(if false e1 e2) — o,€2

o,0(a1...an) — 6(0)(0,a1...an),v ifv=1][0](a1,...,an) is defined
o, (fix zo(z1 ... 2n)e)Q(v1 ... v,) — 0, €[z — fix zo(T1...Tn)e, T — ;)

If o,e — o', €’ then o,Cle] — o', C[e'].

Fig. 1. The source language

Contributions. The present work demonstrates that previous ad-hoc ap-
proaches to enforcing safety properties by program transformation can be ex-
pressed uniformly using partial evaluation. This simplifies their theoretical de-
velopment and their implementation considerably since partial evaluation tech-
nology is reused.

After introducing the source language, security automata, and type special-
ization, Section Plgives a naive implementation of monitored execution using an
instrumented interpreter for a simply-typed call-by-value lambda calculus.

In Section [3, we define a translation into a two-level lambda calculus. Type
specialization [12] of the resulting two-level terms can remove (in certain cases)
all run-time operations on the security state. Specialization creates variants of
user code tailored to particular security states. They must be drawn from a finite
set for our approach to work.

In Section[], we introduce a novel extension of type specialization by intersec-
tion types and subtyping. It avoids unnecessary code duplication, thus making
our approach practical. Our prototype implementation automatically performs
all example optimizations from Walker’s paper [36].

Technical results are the correctness proofs of the translation and the non-
standard compilation performed by type specialization. They guarantee the
safety of the translated and the compiled code. We have proved correct our ex-
tension of type specialization, which amounts to proving subject reduction [13].

1 Prerequisites

The source language. is a simply-typed call-by-value lambda calculus with
constants, conditionals, and primitive operations on base types (see Fig. [I).
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Each primitive operation, 0, can change the current security state. The value
of fix zg(x1 ... xp)e is a recursively defined function. Write A(zy ... xz,)e if zg
does not appear in e, and let © = e; in e for (A(x)e2)@(eq). The typing rules
defining the judgement I' e : 7 are standard.

Each primitive operation, 0 : BaseType” — BaseType, comes with a partial
semantic function [0] € BaseType” < BaseType and a total state transition
function, 0 : Op — X x BaseType" — X, which models the change of the
(security-) state on application of the operation. The semantics of the language
is given in structural operational style. It maps a pair of a (security-) state, o,
and a closed term to a new state and closed term.

Each reduction sequence og,eq — 01,1, — ... gives rise to a potentially
infinite sequence o = (09, 01, ...) of states (a trace). Write g, eg | o/, v if there
is a finite sequence of reductions, og,eq — 01,61 — ... — o', v.

Eta-value conversion is the reflexive, transitive, symmetric, and compatible
closure of eta-value reduction: fix zo(x1,...,2n)vQ(21,...,2n) —yy v Where
Zg, X1, ..., Ty are distinct variables not occurring free in v.

A security automaton. is a tuple S = (X, Op, Value, §, 0, bad) [36] where

— X is a countable set of states;

— Op is a finite set of operation symbols;

— Value is a countable set of values;

— §: 0p— X x Value® — X is a total function with §(0)(bad, x1 . ..x,) = bad
(state transition function);

— 0 € X is the initial state; and

bad € X is the sink state with g # bad.

A safety policy is a set of finite and infinite traces that obeys certain restric-
tions [31]. A reduction sequence is acceptable if its associated trace is contained
in the policy. Schneider [31] has shown that all safety policies can be modeled
by a security automaton.

A closed term eq is safe with respect to S and some oy € X'\ {bad} if either
there exist ¢/ € X and v € Value such that og,ep | o/,v and ¢’ # bad or the
trace of 0y, eg is infinite. It is safe with respect to & if it is safe with respect to
the initial state oy.

A typical example is the policy that no network send operation happens
after a read operation from a local file. The transition functions are the identity
functions for all primitive operations except send and read.

X = {before-read, after-read, bad} oo = before-read

o d(read)(o, file)|6(send) (o, data)|6(0) (o, y1 - - - Yn)
before-read||after-read before-read before-read
after-read ||after-read bad after-read

bad bad bad bad

The program (A(z)read(file))@Q(send(data)) is safe (with respect to og) due
to the trace (before-read, before-read, after-read). It is not safe with respect to
after-read: the corresponding trace is (after-read, bad, bad).

The program (A(z)send(data))@(read(file)) is not safe with respect to any
state: it generates the unacceptable traces (before-read, after-read, bad) and
(after-read, after-read, bad).
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Type specialization. [12] transforms a source expression into a specialized
expression and its specialized type. The type contains all the compile-time in-
formation. If there is no run-time information left then the specialized expression
becomes trivial, indicated by e, and can be discarded.

In contrast, traditional partial evaluation techniques [15] rely on non-
standard interpretation or evaluation of a source program to perform as many
operations on compile-time data as possible. They propagate compile-time data
using compile-time values. Once a traditional specializer generates a special-
ized expression, it loses all further information about it. This leads to the well-
formedness restriction in binding-time analysis: if a function is classified as a
run-time value, then so are its arguments and results.

Since type specialization relies on type inference, there is no well-formedness
restriction: compile-time and run-time data may be arbitrarily mixed.

Figure [ defines type specialization as a judgement I' - e ~» €’ : 7/, that is,
in typing context I" the two-level term e specializes to specialized term e’ with
specialized type 7’. In a two-level term, constants are always compile-time values,
variables may be bound to compile-time or run-time values, 1ift converts a
compile-time constant into a run-time constant, and poly and spec control
polyvariance (see below). The operation e;+es is an example primitive operation.
For simplicity, we formalize only single-argument functions.

Here is an example specialization of the term (Azx.1ift z)Q4:

x~o ' S{dyFx~ o S{4}
x~ ' S{4YE lift o~ 4 Int
OF Az.lift x~ A2'.4: S{4} — Int D4~ e:5{4}
0+ (\r.lift 2)Q4 ~ (\2’.4)Qe : Int

The typing expresses the compile-time value 4 as a singleton type, S{4}.

There are two significant changes with respect to Hughes’s presentation [12].
First, Hughes’s two-level terms obey a simple type discipline. It ensures that
the specializer never confuses compile-time and run-time values. However, it
does not guarantee that the two-level term specializes successfully. Moreover,
the specializer discovers errors of this kind anyway while inferring specialized
types. Therefore, we have dropped this set of typing rules.

Second, Hughes’s presentation hardwires the processing of singleton types
into the rule for compile-time addition. Instead, we have formalized compile-
time addition through conversion rules for singleton types. This choice simplifies
the specification of extensions considerably, as demonstrated in Sec. [4l

For brevity, our formalization does not include compile-time functions, which
are expanded at compile-time before their specialized type is inferred. Their
addition is exactly as in Hughes’s work [12l[13] and is orthogonal to the problems
discussed in the present paper.

The poly and spec constructs [I2] introduce and eliminate polyvariant val-
ues. A polyvariant value is a set of specialized terms indexed by their specialized
types. The type specializer employs a numeric encoding of the index in its out-
put. It implements the rules using backtracking.
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Syntax of two-level language

Terms e m=ux|n|eFe|if e then ¢ else ¢ | fix z(x)e | eQe | poly e |
lift e | ete | if e then e else e | fix x(z)e | eQe | spec e
Specialized terms e’ ::= o |z | n | e'+e’ | if ¢’ then €’ else €|
Qe | fix z(z)e' | (¢/,...,€e") | mi(e’)

Specialized types 7' = S{n} | Int| 7" — 7' | 7/+7" | 7' x ... x 7'

Typing contexts I' =:=0 | z~e : 7’

Equality on specialized types
! ! ! ! ! ! !/ ! / !
r TG =Ty T2 =173 T = T2 TN =T2 T3=T4
T =T T 7 — 7 T 7 7
T = T3 To = T1 7'1—>7'3—T2—)T4

S{n1}+S{n2} = S{n1 + na}

/ / / /
T1 = T2 T3 =Ty
el = T
Inference rules of type specialization

I'te~ €' :S{n}
I'-1lifte~n: Int

Ne~eé ' IMtx~e o7 I'tn~e:S{n}

I'Fej~ef:m I' ey~ ¢ Int
I'F ey~ eh: 7 I'kes~seh:Int
I'Fejtes ~> o T]+75 'k eites ~ ef+es : Int
I'teg~ep:S{0} I'Fei~el:7 I'eg~ep:S{1} I'Fexrreh:7
I'-if eg then e; else ea~» €} : 7’ I'Fif eo then e; else ex ~» eh : T’

I'Feg~ep:Int I'Feg~el:m™ IbFey~seh:1

I'if eo then e; else ez ~» if e then e} else e5: T

/

Iaxg~xy T =T, 21~ ) o e~e 17
T fix zo(x1)e ~ fix xh(z))e’ : 7 — 7
fix olz1 2 1

I'tei~elimm—m hex~~ehim
I'F e1Qey ~ e @é) : T

I'te~eée:m =17

I'Fe~é 1
Vi<i<n)'Fe~e;:7] I'Fe~é im x...xT1),

I'Fpoly e~ (el,...,€p) i T X ... X T}, 'k spec e~ mi(e) : 7]

Fig. 2. Standard type specialization

Hughes [I3] has proved the correctness of type specialization by specifying
two reduction relations, one for two-level terms, —;;, and one for specialized
terms, —5p, (see Fig. B) and then proving a result like this:

Proposition 1 (Simulation). If I' b ey ~ €} : 7/ and e; —4 eq then there
exists €y such that ' eg~s € = 7/ and €} —5, eb.

As in Hughes’s paper [13], the proof relies on a number of substitution lemmas
(see Section H)), which are all easy to prove.
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Reduction for two-level terms
ni1+ns =4 (N1 + no2)
Hoﬁelﬁeg —tt €1
if 1 then e; else ex —4¢ €2
(fix f(z)e1)Qeq —tt
el[f = fix f(z)er, x — e

spec (poly e) —it €
lift ni41lift no —¢ 1ift (n1 + n2)
if O then e; else ex —¢; €1
if 1 then e; else ex —>¢ €2
(fix wo(x1)e1)Qes  —u

e1]xo — £ix wo(x1)er, x1 — e2]

Reduction for specialized terms

ni+no —rsp (m + n2)
if 0 then e} else e) —vsp €]
if 1 then e} else e) —rsp €5
(fiX .130(131)8/1)@8/2 —>sp

el[zo — £ix zo(w1)el, z1 — €5
miEh s el) ep €

Fig. 3. Notions of reduction

[(if e1 e2 e3)|(o,c)
|0(e1 .. .en)|(o,c)
let o' = §(0)(on,

YoQ(0n, Y1, ...

if ¢’ = bad then halt() else c(o’,O(y1,..
leo@(er ... en)|(a,¢) = leol(a, A(00,90)-le1|(g0, A(o1,91). .. - |enl(on—1, Aon, yn).
ay’ﬂ7c))"

||BaseTypel| = BaseType
(7, ym) = 7l = (2, Il - - [l (2, 1 7]]) — Ans) — Ans
| 7] = (X, (X, ||7l]) = Ans) — Ans
11011 =0
112 = 7| =1z = 7l
1ed] =z
[|all =a
[|fix zo(z1 ... zn)el| = £fix zo(o, 21, .., Tn, Tny1)|e](0, Tnt1)
|v[(o, ¢) = ¢(o, |[v]])

ler|(o, A(o1,y1).i1f y1 then |ez|(o1,c) else |es|(o1,c))
= lex|(o; A(o, 91). .-

lenl(on-1, A(on, yn).
Y1...Yyn) in

S Yn))) )
)

Fig. 4. Translation that enforces a security policy

2 Enforcing a Policy by Interpretation

A simple way to enforce safe execution is to incorporate a security automaton
into an interpreter or a translation. Before attempting a primitive operation, a
translated program steps the security state and checks whether the result is bad.

Figure [4 shows a translation to continuation-passing and state-passing style
[B0], augmented by stepping and testing of the security state. The translation
makes explicit the flow of control and of the current security state. Using Ans as
the type of answers, the translation acts on types as follows.

Proposition 2. If I'+e: 7 then ||| -

lef = |7].
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The translated program never violates the security policy if the operations
4(0) on the explicit state do not affect the state component in the operational
semantics. Formally, let S’ = (X, Op, Value, §', 09, bad) with Op' = Op U {5(0) |
0 € Op} U{halt} (regarding §(0) as the name of a new primitive) and, for all
0 € Op, §'(0) = 6(0) and §(4(0))(vy,v1-..0n) = vs. Let [halt]() = a, a fixed
constant signaling an error.

A translated expression is safe with respect to S’ and arbitrary o.

Proposition 3. If o, |e|(c, Ao, y)y) | o/, then o’ # bad.

If the original term delivers a result without entering a bad state then so
does the translated term.

Proposition 4. Suppose o,e | o' v. If o' # bad then o,le|(o,\(o,y)y) |
o', ol

If evaluation of the translated term leads to non-termination or to an unde-
fined primitive operation then so does evaluation of the source term.

Proposition 5. If there exist no o’ and v' such that o, |e|(c, A(o,y)y) | o', 0’
then there exist no o' and v’ such that o,e | o', 0.

Using this naive translation yields inefficient programs because every use of
a primitive operation is preceded by a run-time check of the security state.

3 Compiling Policies by Type Specialization

To submit the translation to a specializer, we retarget it to a two-level language,
indicating compile-time by overlining and run-time by underlining. Type spe-
cialization [I2] of the translated terms can remove the state component, o, and
the corresponding run-time checks completely, in certain cases.

We consider the two-level translation as an interpreter and specialize it with
respect to a source program. The specialized program can be shown to be safe in
two steps: Prove that translated programs are safe, and appeal to the correctness
of the specializer (Prop.[Il) to see that the specialized programs are safe.

3.1 First Steps

Specialization potentially generates code variants for each different security
state. Hence, it is only applicable if the set of states is finite. For further sim-
plification, we initially assume that the transition function does not depend on
the arguments but only on the name of the primitives. Hence, the compile-time

transition function, ¢, is well-defined and gives the full information:

- 5(0)(5) =7 if vlyl s yné(o)(ga Yi, - .- 7yn) = OJ)
— 0(0)(9) := bad if Yo' y1 ... yn.6(0) (0, Y1, .-, Yn) # 0.

Hence, the state becomes a compile-time value and all operations thereon
can be computed at compile-time. Figure [5] defines the translation. It follows
the basic strategy of Danvy and Filinski’s one-pass translation to continuation-
passing style [7,[6]. It avoids introducing administrative redexes by converting
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||BaseType||. = BaseType

(1, ;™) = 7lle = poly (X, [|mlle, ..., ||Tnlle; poly (&, ]|7lc)=>Ans)—Ans

I7]e = (2, (¥ I7lle)=Ans)=Ans

1101]e =0

1z 7] = 1le,z {7l

||l =z

llalle =a

[|£fix xo(z1...2n)elle = poly fix o(T,Z1,...,Tn, Tnt1)
‘€|e@(E7A(E,y)ASPeC x”+1@(67 y))

|v]e(@; c) = cQ(7, [|v]])

[(if e1 ex €3)]e(T,c) = |e1]cQ(T, A(@1,y1).- -
if y; then |e2|cQ(T1, ¢) else |es|.@Q(T1,¢))

0(er - en)]e(@or) = le1]e(Fos A@1y91)- -« lene Fam1, AT -

Iet ¢ =6(0)(Gn) in
if ' = bad then halt() else
let y = O(y1,.-.,Yn) in cQ(7,y))...)

leo@(er . ..en)le(T,c) = \eok@(axiﬁovyo)- . _
le1]c@(@0, A([@1, 1) - - - [en]e@(Tn—1, A(@n, yn).

spec Y0Q(Tn, Y1, .-, Yn, POLy A(T,%).cQ(7,y)))...))

Fig. 5. Two-level translation

A(o, file, c). poly A(o, file,c).
Tet 0’ = 6(read)(o) in Tet 0’ = §(read)(c) in
if =(o', bad) then HALT() else (1) if =(o’, bad) then HALT() else (2)
let y1 = read(file) in let y1 = read(file) in
C@(Ulv yl) spec (C)@((J'/, yl)

Fig. 6. Translated example

compile-time continuations to run-time ones, and vice versa, using eta-value
expansion. The relevant terms are in the translation of fix and application:
A(@,y).cQ(a,y) converts the compile-time continuation ¢ to a run-time value

and \(7,y).spec 2,41Q(7,y) converts the run-time continuation 2,1 into a
compile-time one.

Both the terms for fix and for application contain subterms of the form
A(@,x,...).... where a run-time function has a compile-time parameter, . This
violates the well-formedness restriction of traditional partial evaluation [I5] and
is the motivation for using type specialization altogether.
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3.2 Polyvariance Matters

To see, why the poly and spec annotations in the translation are required,
consider a simple example term

A(file)read(file) (3)
and its translation () in Fig.[6. It has specialized type
(S{before-read}, BaseType, (S{after-read}, BaseType)—Ans)—Ans
when called in state before-read and type
(S{after-read}, BaseType, (S{after-read}, BaseType)—Ans)—Ans

when called in state after-read. Since the types are different, the function cannot
be used at both types at once.

To overcome this restriction, Hughes introduced polyvariance. A polyvariant
expression gives rise to a tuple of specializations, one for every different type of
use. Hence the translation uses poly A(7,z,...).... which has specialized type
((S{o1},BaseType,...) = 71) x...x ((S{on}, BaseType,...) — 7/), for distinct
01y...,0n. The set {o1,...,0,} contains only those states that actually reach
a use of the polyvariant type. The specializer determines this set dynamically
during specialization. A term spec ... indicates an elimination point for a tuple
introduced by poly . It selects a component of the tuple, based on the required
type (i.e., the state at the elimination point).

Using poly in the translation of (B) yields () in Fig. Bl with specialized type

((S{before-read}, BaseType, (S{after-read}, BaseType)—Ans)—Ans) (@)
x ((S{after-read}, BaseType, (S{after-read}, BaseType)—Ans)—Ans)

and specialized code

(A(file,c)1let y1 = read(file) in cQ(y;) (5)
, A(file, ¢)let y; = read(file) in cQ(y)).

3.3 Properties of the Translation
The translation preserves typing.
Proposition 6. If I'+e: 7 then ||| F le|e : |T]e-

We state the relation to the naive translation (Fig. H) using the function
erase(). It maps a two-level term to a standard term by erasing all overlining
and underlining annotations as well as erase(1ift e) = erase(e), erase(poly e) =
erase(e), and erase(spec e) = erase(e).

Proposition 7. o,|e|(o, A(0,y)y) + o vl if and only if
o, erase(lele) (o, Ao, y)y) | o', erase(||v]|).
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0(ex - ea)]1 (30, ) )
= le1}; (@0, X(@1,11). . - Jenlt (Fat, T ).
Iet o' =46(0)(cn) in
if & # bad then cQ(7',0(y1,...,yn)) else
let 0 = §(0)(1ift On,y1,...,Yn) in
if g=1ift bad then halt() else
Iet {G4,...,0.} = A(0)(@) in
let y=O(y1,...,yn) in
if g=1ift o then cQ(v7,y) else
if o=1ift 5 then cQ(d%,y) else

..cQ(@,y)...)

Fig. 7. Revised heterogeneous treatment of primitive operators

To relate to the compiled/specialized program, we invoke the correctness of
the underlying specializer and conclude the safety of the compiled program.

Proposition 8. Suppose () - trans e (Go, \(G,y).y) ~ € : 7' where trans is
the program texzt defining | |.. The compiled program €' is safe wrt. o9 € X.

Technically, Hughes’s correctness proof applies to type specialization for a call-
by-name lambda calculus. This does not pose problems in our case, because we
are only specializing programs in continuation-passing style.

3.4 Achieving Generality

Up to now, the state transition function did not depend on the arguments to
the primitives. This restriction can be removed using the revised treatment of
primitive operators in Fig. [

The code first evaluates and checks the arguments of the operation. If it
can predict a potential security violation from the pre-computed security state,
o', then it generates a run-time test using an implementation, &, of the state
transition function applied to the run-time constant, 1ift &,, and the actual
arguments. The resulting run-time security state, o, is tested against bad at

run-time. Finally, it extracts a compile-time state from ¢ using

A(0)(o) ={6(0)(o,y1,---+Yn) | Y1,---,Yn € Base} \ {bad}

to estimate the set of possible non-bad outcomes of the run-time state transition
0(0) on the compile-time state &. Using this set, the code recovers the compile-
time value from the run-time outcome of the state transition by testing the latter
against all possible values and using the compile-time value in the continuation.
This is essentially “The Trick” [15], a standard binding-time improving trans-
formation. It is a further source of code duplication because the continuation ¢
is processed for each possible outcome.
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Specialized types (revised)

T/:::...|/\[T/...T/]

Kinding
! /
71 : INT 15 :INT
S : INT
{n} T+7g: INT
"VINT 7" :INT f o~ Lo~
T ; Z; Int ~ Int : * 7—1, TI, u /7/-2 7;? -
7~k TL =Ty~ Ty =Ty ik
(V1 <id,j Sn)7{ ~7) 0 % T~
INGEEARE Tk
Equality relation (additional rules)
=T ... Th=T
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Subtyping relation (extending equality)
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Additional specialization rules
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Fig. 8. Type specialization with intersections and subtyping

4 Compiling Policies Using Intersection Types

The code generated from the translation (Fig. B) can contain many identically
specialized versions of a single function. This section proposes a remedy against
this useless code growth.

For a concrete example, let’s look again at the translation of A(file)read(file)
in Fig.[6 (), its specialized types in () and terms in (§]). Despite the difference
in the specialization types, the code is identical. It turns out that the function
has an intersection type [513126127]:

/\ [(S{ before-read}, BaseType, (S{after-read}, BaseType) — Ans) — Ans,
(S{after-read}, BaseType, (S{after-read}, BaseType) — Ans) — Ans
(6)

This observation suggests an extension of type specialization with a restricted
notion of intersection types and subtyping. The restriction is that intersection
types can only be formed from structurally isomorphic types that differ in sin-
gleton types, as formalized in Fig.[8 with the judgement 7/ ~ 7 : x.

In the running example, specialization with intersection types generates the
same term A(file,c)let y; = read(file) in c@(y;) with type (@).

The extended syntax of specialized types contains finite intersections of types.
The rules defining 7/ = 7" make equality compatible with intersection. Subtyping
extends equality with the usual rules for intersection and function subtyping [26].



74 P. Thiemann

The additional specialization rules include the standard subsumption rule,
which eliminates intersection types where required. The introduction rule for
intersection types requires a special let x* = e; in ey construct because its
implementation incurs considerable expense. The type specializer processes the
term e; for each demanded type 7/ and checks that the resulting specialized term
€} is identical for each 7. If that is not possible, we must revert to polyvariance
and generate a new variant. Many functions are polymorphic with respect to the
security state. In this case, the intersection typing generates exactly one variant.

Finally, we have to extend the simulation result (Prop. [ to the enriched
language. Since there are no new reductions, it is sufficient to extend the proofs
of the substitution lemmas [13]:

Lemma 1 (Source substitution). If '+ ey~ €} : 7 and I'wy ~ €} : 7 F
eg ~r € 1 Ty then I'F egxy — e1] ~ b 1 75

Lemma 2 (Specialized substitution). Let 6 be a substitution that maps

variables in specialized terms to specialized terms. If I' b e ~ € : 7/ then
O e~ 0(e): 7.

5 Conclusions

We have shown that partial evaluation techniques are well-suited to translate
programs into safe programs that observe security policies specified by security
automata. We have exhibited a heterogeneous approach that eliminates most
run-time security checks, but can result in code duplication.

We have extended the type specializer by intersection types to avoid excessive
code duplication in this approach. This refined approach automatically achieves
all optimizations mentioned in Walker’s work [36]. A prototype implementation,
which has been used to validate the examples in this paper, can be obtained
from the author.

In future work we plan to address the restriction to finite sets of security
states by splitting them into compile-time and run-time components and to
integrate the translation with our earlier work on run-time code generation [33].
The resulting framework will provide just-in-time enforcing compilation and it
will serve for experiments with mobile code.
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Abstract. This paper presents a definition of secure information flow.
It is not based on noninterference, but on computational indistinguisha-
bility of the secret inputs, when the public outputs are observed. This
definition allows cryptographic primitives to be handled. This paper also
presents a Denning-style information-flow analysis for programs that use
encryption as a primitive operation. The proof of the correctness of the
analysis is sketched.

1 Introduction

When is a program safe to run? One aspect of safety is confidentiality, which
arises when the inputs and outputs of the program are partitioned into several
different security classes. The typical classification of data is into public and con-
fidential (of course, more complex classifications are also possible); for example,
data that is received from or sent to a network may be treated as public, and
data that is local to the site executing the program, as confidential. Our goal is
to verify that an attacker who can observe the public outputs of the program
cannot learn anything about the confidential inputs. In this case we say, that
the program has secure information flow.

What does it mean that an attacker can or cannot learn anything? There
exists quite a large body of literature studying different instances of secure
information flow, e.g., [BIAETITOITI2|T3IT4[I5/16]. With the notable excep-
tion of [I516], security is defined through noninterference, i.e., it is required
that the public outputs of the program do not contain any information (in the
information-theoretic sense) about the confidential inputs. This corresponds to
an all-powerful attacker who, in his quest to obtain confidential information, has
no bounds on the resources (time and space), that it can use. Furthermore, in
these definitions an “attacker” is represented by an arbitrary function, which
does not even have to be a computable function; the attacker is permitted es-
sentially arbitrary power.

The approach of defining the concept of “secure information flow” by means
of an all-powerful adversary does not allow for cryptographic primitives to be
treated easily, as they are usually only computationally secure, but not informa-
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tion-theoretically. Also, realistic adversaries are resource-bounded; hence this
should be reflected in our definitions, especially if we can show that more pro-
grams are secure by this means.

The contributions of this paper are as follows:

— A definition of secure information flow that corresponds to an adversary
working in probabilistic polynomial time (in the following abridged as PPT;
where “polynomial” means polynomial in a suitable security paramete).
Our definition of secure information flow is stated in terms of program’s
inputs and outputs only, in this sense it is similar to that of Leino and Joshi
[a).

— A program analysis that allows us to certify that the flow of information in
the program is secure in the aforementioned sense. The programming lan-
guage contains a binary operator “encrypt message x under the key k”H. The
analysis reflects that finding the message from the cryptotext is infeasible
without knowing the key.

2 Related Work

The use of program analysis to determine information flow was pioneered by
Denning [4/5]. She instrumented the semantics of programs with annotations
that expressed which program variables were dependent on which other program
variables. The definition of secure information flow was given in terms of these
instrumentations [5]. Also, she gave an accompanying program analysis.

Volpano et al. [I4] gave a definition of secure information flow without using
any instrumentations. They define a program to be secure if there exists a sim-
ulation of the program that operates only on the public variables and delivers
the same public outputs. They also give a type system for certifying programs
for secure information flow.

Leino and Joshi [10] give a definition of secure information flow that makes
use of programs’ inputs and outputs only. They define the program to be secure
if the values of its secret inputs cannot be observed from its public outputs.
Sabelfeld and Sands [T3] and Abadi et al. [T] have given generalisations of this
idea. However, none of these papers describes an accompanying mechanical ver-
ification tool.

Recently, Volpano and Smith [I5J16] have weakened the security definition a
bit (it is no longer noninterference) to handle cryptographic primitives, namely
one-way functions. However, there are two ways in which their definition might
be considered unsatisfactory:

— It is too restrictive in allowing the use of constructs that violate the nonin-
terference condition.

— The notion of security is too lax (in [I6] Volpano allows the adversary to
find out partial information about the confidential input value).

! by encryption, the security parameter is related to (and often defined to be equal
to) the key length
2 also contains a nullary operator “generate a new key”
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Work has also been done to define and handle the integrity properties of data
(e.g. [7IT1])). These questions are outside the scope of this paper.

Another work, which is not about secure information flow, but which has
influenced the current paper, is that of Abadi and Rogaway [2]. They provide a
computational justification of one part of the formal approach to cryptography
— namely to the construction of messages from simpler ones by tupling and
encryption. The construction of messages could be viewed as a straight-line
program; actually, if one only considers straight-line programs, then their results
subsume ours. Because of our treatment of control flow, we have seemingly more
restrictions on programs than they have.

3 Syntax and Semantics

The programming language that we consider is a simple imperative programming
language (the WHILE-language). Given a set Var of variables and a set Op of
arithmetic, relational, boolean etc. operators, the syntax of the programs is given
by the following grammar:

Pu=az:=o0(z1,...,2k)
| P1;P2
| if bthen Py else Py
| while b do Py,

where b, x,x1,... ,z; range over Var, o ranges over Op and P, Ps range over
programs. We assume that there are two distinguished elements in the set Op
— a binary operator Enc (Enc(k,z) is the encryption of the message = under
the key k) and a nullary operator Gen (generating a new key).

We also make use of flowcharts as the program representation. Each node of
the flowchart contains either an assignment statement or a test. Additionally, we
add an extra start- and an extra end-node to the flowchart. It should be clear,
how a program P is converted to a flowchart.

The semantics that we give for the programming language, is denotational
in style. If State is the set of all possible internal states of the program, then
the denotational semantics usually has the type State — State, , i.e. it maps
the initial state of the program to its final state. State; := Statew { L}, where
L denotes non-termination. Moreover, one usually defines State := Var — Val,
where Val is the set of all possible values that the variables can take. The set
Val is usually not specified any further.

Furthermore, for defining the semantics of programs one requires that for
each operator o € Op of arity k its semantics [o] : Val® — Val has already been
defined. We want that [Enc] and [Sen] satisfy certain cryptographic definitions,
namely the following:

Definition 1 (from [2]). An encryption scheme (Gen, Enc)Bl is which-key and
repetition concealing, if for every PPT algorithm with two oracles AC)C) | the
following difference of probabilities is negligible in n:

3 This tuple should also have the third component — the decryption algorithm, but
we do not need it for that definition
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Pr[k, K + Gen(1") : APne(" k). Enck ) (qm) — 1] —
PI‘[]C — Gen(l") . AEnc(l",k,O"'),Enc(l'”,k,Ol")(171,) — 1] ]

Here £(n) € Z[n] is a suitable length polynomial. An encryption system is thus
which-key and repetition concealing, if no (polynomially bounded) adversary can
distinguish the following two situations: There are two black boxes.

1. Given a bitstring as the input, the boxes encrypt it and return the result.
They use different encryption keys.

2. The black boxes throw away their input and return the encryption of a fixed
bit-string 0/"). Both boxes use the same encryption key.

From this definition we see, that the structure of the semantics has to be
more complicated than just having the type State — State . The issues are:

— According to Def. [l Enc and Gen are not functions, but are families of
functions, indexed by the security parameter n € N. Hence the semantics
also has to be a family of functions, mapping a program’s inputs to its
outputs. For each n we have to define a set State,, and the n-th component
of semantics would map each element of State,, to State,, | .

— The algorithms Enc and Gen operate over bit—stringﬂ. Therefore we specify
State,, := Var — Val,, and Val,, := {0, 1}*(").

— Clearly no family of deterministic functions satisfies Def. [[} the families
of functions Gen and Enc have to be probabilistic. Thus the semantics of
programs has to be probabilistic, too. Its n-th component maps each element
of State,, to a probability distribution over State, | . We denote the set of
probability distributions over a set X by D(X).

There is one more issue. We are not interested in program runs that take
too much time. The encryption scheme is defined to be secure only against
polynomially bounded adversaries. Thus we are interested in only “polynomially
long” program runs (i.e. the set of interesting runs may be different for different
values of the security parameter). We support this discrimination by defining a
previously described family of functions mapping inputs to outputs for each path
in the flowchart from the start- to the end-node. Also, the (intuitive) meaning
of 1 changes. Instead of denoting non-termination it now means “control flow
does not follow that path”.

To sum it all up, the semantics [P]patn of a program P has the type
Path — ], .y(State, — D(State, ,)), where Path denotes all paths in the
flowchart of P from start to end. Also

— for each operator o € Op of arity k the semantics of o is a family of (possibly
probabilistic) functions [o] : HneN(ValfL — D(Val,));
— ([Gen], [Enc]) is a which-key and repetition concealing encryption scheme.

4 this is not so explicit in the above definition, but it is the standard in complexity-
theoretic definitions of cryptographic primitives
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Fig. 1. Example for the semantics of paths

To explain the semantics of the program at a certain path, look at the pro-
gram P in Fig. [l Suppose that the semantics of the operator F1ipCoin is such,
that it returns either true or false with equal probability. Let the marked path
be P. For each iy, binit € Val,, we have

T+ Tinit + 2

1

s b — true 3

[[P]]Path(P)( _m.lt ) = X > Tinit + 2 1
b = bmlt —

b — false 8

1L 3

It should be clear from this example, how [P]pasn is calculated. We omit the
further specifications from this paper.

4 Confidentiality Definition

The confidentiality definition expresses that something holds for all (long
enough) polynomially long computations. This needs an exact definition of a
polynomially long computation.

Definition 2. A function 8§ : N— P(Path) is a polynomially long path-set, iff
there exists a polynomial g € Z[n], such that for all n, the length of the elements
(paths) of 8(n) is not greater than q(n).
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We denote the set of all polynomially long path-sets by PLP. The set PLP is
ordered by pointwise inclusion.

Given a program P and a polynomially long path-set 8, we can define, how
P behaves on 8.

[P] : PLP— | ] (State, — D(State,, ,))

neN
SnHPe%( )[[P]]Path<P)(Sn,S)(Sn)
PIOEn) =9 L 17 s [PIS)(Su)(S) [

Sn EState,,

where n € N, S, ,S,, € State,,. Thus the behaviour of P on a path-set is the
“sum” of its behaviours on the elements of this path-set. The probability, that
a final state .S, is reached over 8 is the sum of probabilities that this state is
reached over the elements of §(n). L means, that the control flow does not follow
any path in 8(n).

We are going to define, what it means, that certain outputs of the program
do reveal something about a part (the confidential part) of the input to the
program. What kind of object is this “part of the input”? In most general case
it is just a family of functions ¢ = {c, }nen, ¢n : State, —{0,1}*. For example,
if the set of variables has been partitioned into public and confidential variables,
then ¢,(S,) would return a tuple consisting of the values of all confidential
variables in the state S,,. As we are going to define computational security, we
require, that ¢ is polynomial-time computable, i.e. there exists an algorithm C
that works in polynomial time and €(1",5,,) = ¢,(Sn).

Definition 3. A part ¢ = {¢p}nen of the input, given to program P is recover-
able from the final values of the variables in Y C Var, given that the input to P
is distributed accordingly to Dy = {Dy, s }nen, Dn,s € D(State,,), iff there exists
a polynomial-time computable predicate B = { By }nen, Bn : {0,1}* —{0,1} and
a polynomially long path-set 8o € PLP, such that for all polynomially long path-
sets § € PLP, where § > 8¢, there exists a PPT algorithm A, such that for all
PPT algorithms B the following difference is not negligible in n:

Pr [Sn’s < Dy, s, Sn < [P](8)(Sns) = A(Q™, Sply) = Bn(cn(Sn,s))] —
Pr[S’n’s <D, : B1") = Bn(cn(Sn’S))] .

Let us explain some points of this definition a bit:

— We demand that after the program has run for long enough (but still poly-
nomial!) time (38yV8 > 8y), its behaviour “stabilises” in the sense that
nothing more will become or cease to be recoverable.

— We demand that after this stabilisation, a property that is similar to the
notion of semantic security (more exactly, to its negation) of encryption
systems must hold for [P](8), with regard to ¢ and Y. We require, that the
final values of the variables in Y tell us something about ¢, that we did not
know before. See [6, Sec. 5] (and also references therein) for the discussion
of semantic security.
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— The probability distribution of the inputs to the program has been made
explicit in our definition. It has not usually been the case in earlier works
(for example [4l11[14]), where one has implicitly assumed, that the input
variables are independent of each other.

— The definition of recoverability is termination-sensitive, as the value S, that
is picked accordingly to [P](8)(Sy,s) may also be L (in this case define the
contraction of L to Y to be L, too). However, it is not sensitive to timing.

We say, that the program P is secure for the initial distribution Dy, if the
secret part of its input is not recoverable from the final values of the set of the
public variables of P.

5 Program Analysis

We suppose that we have a fixed program P, the secret part of the input ¢ that
is calculated by the algorithm € in polynomial time, and the initial probabil-
ity distribution Dg. Before we present our analysis, let us state some further
constraints to the programs and to the details of the semantics, that we have
not stated before, because they had been unnecessary to give the definition of
recoverability. For some of these constraints it is intuitively clear that they must
be obeyed, if we talk about computational security. Some other constraints are
really the shortcomings of our quite simple analysis (comparable in its power to
the one in [B]) and removal of them should be the subject of further work.

— For each operator o € Op, the semantics of 0 must be computable in poly-
nomial time, i.e. there must exist a polynomial-time algorithm O, such that
[o]n(-) = O(1™,) for all n. Otherwise we could have an atomic operation
“crack the key” in our programming language ... . Thus the necessity of this
constraint should be obvious.

— The probability distribution Dy must be polynomial-time constructible, i.e.
there must be a PPT algorithm D, such that the random variables D,, ; and
D(1™) have identical distribution for each n. Without this requirement it
might be possible to use the initial distribution as an oracle of some sort and
thus answer questions that a PPT algorithm should be unable to answer.

— Keys and non-keys must not be mixed, i.e., each variable in Var should have
a type of either “key” or “data” and it is not allowed to substitute one for
another. The output of Gen and the first input (the key) of Enc have the type

“key”, everything else has the type “data”. This has several consequences:

e One may not use data as keys. This is an obvious constraint, because it
just means that the used keys must be good ones, i.e. created by Gen. An
extra constraint is that the initial values of the variables of type “key”
must be good keys, too.

e One may not use keys as data. This is a shortcoming of our analysis,
that for example [2] (almost) does not have. We believe that using their
techniques it is possible to get rid of that constraint.

e There is no decryption operator. Also a shortcoming. We believe that
by building definition-use chains between encryption and decryption op-
erators it is possible to keep track, what could be calculated from the
encrypted data, and to remove the shortcoming that way.



84 P. Laud

AT

Fig. 2. Auxiliary nodes to separate control dependency regions

— At each program point, it must be statically known, which keys are equal
and which are not. This is probably the biggest shortcoming of our analysis.
We defer its discussion to Sec.[7l For each node N of the flowchart and each
variable k with type “key”, we let E(V, k) C Var denote the set of keys that
are equal to k at the node N. If the program satisfies this requirement, then
one can compute E easily by using the methods of alias analysis, see, for
example [ Sec. 4.2.1 and 4.2.2]. Note that this requirement also generates
a constraint on Dy, similar to the case of requiring good keys.

— The program P must run in expected polynomial time. Although our security
definition is termination sensitive, our analysis is not.

To handle the implicit flows more comfortably, we add dummy nodes (we call
them merge-nodes) to the flowchart in those places where the control dependency
regions end. Figure [2] explains adding merge-nodes to branches and while-loops.
In this way the starts and ends of the control dependency regions are marked
in the flowchart (starts with if, ends with merge) and we do not have to treat
the edges going from one control dependency region to another differently from
those that start and end inside the same region.

The type of the analysis W is Node — fPU(iP(\’/'?aﬁ‘)), where Node is the set of

the nodes in the flowchart and Var = Var U Node;;, where Node;s C Node is
the set of all if-nodes. Here Py(X), where X is a partially ordered set, denotes
the set of all such subsets of X that are upper closed. We will also make use of
an operator cly(-) which, when applied to a subset of a partially ordered set,
returns its upper closure.

Y € W(N), where N € Node and Y C Var means that the analysis has
determined that at node N the secret part of the input of the program may
be recoverable from the values of the variables in Y N Var, if one also takes
into account that at the nodes in Y N Node; the branch leading to the node
N was chosen. Actually the if-nodes in Y are used to track the implicit flow
from the boolean variables that guard them. A better explanation can be given
after presenting the transfer functions for ¢f- and merge-nodes. The analysis may
erroneously report that the secret part of the input is recoverable from Y, when
in reality it isn’t. However, the analysis may not err to the other side.
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We continue with presenting the transfer functions [N]apstr, where
N € Node. The type of these functions is obviously Py (P(Var)) — Py (P(Var)).

We start by giving two auxiliary functions (of the same type). Let € Var,
X,Y C Var, X € Py(P(Var)).

kill[z] (X) = clu({Z| Z € X,z & Z})
flow[X = Y](X) = cly(XU{(Z\X)U{v}|Z e X,veY})

The meaning of the function Kkill [;v] should be obvious. The function
flow [X = Y] describes the flow of information from the variables in X to the
variables in Y. It says, that if an adversary can find something from the values
of the variables in the set Z, then after the information has flown, the properties
of the values of the variables in Z N X, that the adversary makes use of, may
also be derivable from the value of some variable in Y.

— The node N is labeled with = := o(x1,... ,x), where o # Enc. Assume
w.l.o.g. that x is different from z1, ..., x.

[N]abstr = flow [{xl, R {x}] o kill [:r]

— The node N is labeled with = := Enc(k,y). We again assume that = # y.
Let K C Var, such that all variables in K have the type “key”. Define one
more auxiliary function

flow[X & ¥Y](X) = cly (XU {(Z\X) U{v,k} | Z € X,v € Y,k € K}),

which describes the flow of information from X to Y, during which it becomes
encrypted with some key from the set K.

[N st = flow [{y} "2 {2}] o kill[2]
— The node N is labeled with if b.
[N]abstr = flow [{b} = {N}]

— The node N is a merge-node. Let the corresponding if-node be Nj. Let
Varasn € Var be the set of variables that are assigned to somewhere be-
tween N and N.

[Nlabste = kill[Ni¢] o flow [{Nit} = Varg,|

Here we see how the implicit flow from a boolean variable to those variables,
assigning to which it controls, is taken care of. (b = Nif = Varuegn)

— The transfer function for the end-node is the identity function.

— The node N is the start-node. What should be our initial analysis infor-
mation? It must describe the initial probability distribution Dg. For ex-
ample, if the secret part ¢ of the input is just the values of the variables
from the set Varc,,s+ and according to Dy, all input variables are inde-
pendent of each other, the initial analysis information must be at least
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clu({{z} |z € Varcont}). In general case (and formally), if Y1,...,¥; C Var
and there exist a polynomial-time computable predicate B = { B, }nen and
a PPT algorithm with an oracle A(), such that for each PPT algorithm B
there exists an 7, 1 <4 <[, such that

Pr[Sn,s — Dn,s : AB(ln)(an‘v Sn,S|Y1,) = B(Cn(S"79))] -
Pr[Sn,s — Dn,s : B(ln) = B(CTL(SH,S))}

is not negligible in n, then at least one of the sets Y7,...,Y; must be an
element of the initial analysis information.

The set iPU(iP(\,/;r)) is obviously ordered by inclusion and the least upper bound
is the set union. This completes the specification of the data flow analysis.

6 Proof of Correctness

Theorem 1. Let P be a program in the WHILE-language, let Var be its set of
variables and Nenq be the node labeled with end in its flowchart. Let ¢ be the
secret part of the input to P, let Dy be the probability distribution of the input,
let Y C Var. Let the requirements in the beginning of Sec. [5] be satisfied and
let W be the program analysis for P, ¢ and Dg. If ¢ is recoverable from the final
values of the variables in'Y, given that the input to P is distributed accordingly
to D, then' Y € W(Nepa)-

The theorem thus says that if one can find out something about the secret in-
put when observing certain outputs, then the analysis reports that these outputs
give away secret information.

We define some auxiliary notions to present a technical lemma. Let W :
P(Var) — Py(P(Var)) be such, that W(X), where X C Var, equals W(Npq)
if we take W(Nsiqart) to be equal to cly({X}) and calculate W(Nenq) by the
analysis given in the previous section. Thus W(X) is the set of sets of variables
that are “caused to be” in the analysis result for N.,4 by the presence of X in the
initial analysis information. For Y C Var let M(Y) := {X C Var|Y € W(X)}
and let M(Y) be the set of all maximal elements of M(Y).

Lemma 1. Let P be a program. Let its flowchart be annotated with the assump-
tions about the equality of keys (i.e. let E be fized). Let q € Z[n| and let § € PLP
be such, that a path P belongs to 8(n) iff |P| < ¢(n).

There exist PPT algorithms {Ax}xcvar, such that

— the input of Ax(1™,-) is a function of type X — Val,;
— the output of Ax(1™,-) is either L or a set Z C Var and a function f :
Z — Val,,.
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For all initial probability distributions Dy = {Dy, s tnen, which satisfies the
annotations of the program and for which the expected running time of the pro-
gram is bounded by the polynomial q, for all subsets Y C Var and all PPT
algorithms D the following difference is negligible in n:

( Z Pr[sn,s <_Dn,sv(Z»f) (_AX(]-naSn,s|X) :
XemM(Y)

YCZA @(1n75n,svfly) = ]‘}) -
Pr[Sps ¢ Dns, Sn <= [PI(8)(Sn,s) + DA™, Spe, Suly) =1] -

The lemma is proved by induction over the syntax of the WHILE-language.

The above lemma states an indistinguishability result ([6l, Sec. 5] discusses the
relationship between semantic security and indistinguishability). Intuitively, the
lemma claims that if we know only some of the program’s input variables, then
we can still simulate the run of the program, by computing only the values of
the variables that only depend on the values of known input variables. The final
set of variables, whose values the algorithm knows at the end of the program,
may depend on the chosen branches at if-nodes. Also, the lemma claims that the
sets Z that the algorithms Ax output, are in average not too small — for each
Y C Var there are sets X C Var, for which Ax outputs Z O Y with significant
probability. Moreover, we can recreate the distribution (S, s, Sn|y), where S, s
is the initial and .S,, the corresponding final state of the program, with the help
of the algorithms Ax (at least for a computationally bounded observer).

Ax works by executing the program (by following its flowchart). If the next

statement is * = o(z1,... ,x) and the algorithm currently knows z1,... , zy,
then it will also know x, otherwise it will forget =, except for encryptions, where
the algorithm randomly generates unknown inputs. At statement if b, if Ax
currently knows b, then it will enter the right branch, otherwise it will jump
directly to the corresponding merge and forget the variables in Var,ggn.
Proof (of the theorem). Suppose that the secret part ¢ is recoverable from the fi-
nal values of Y. According to the definition of recoverability, there exists an algo-
rithm A that does that. The lemma provides us with the algorithms {A x } xcvar-
For each X C Var we construct an algorithm A’ g{) as follows: on input (1", fo)
we first run Ax on the same input, which gives us a set Z and a function
f: Z—Val,. We then check whether Y C Z and

— if true, return A(1", f|y);
— if false, invoke the oracle and return whatever it returns.

Let {Y1,...,Y;} be the set M(Y). Let A'") be an algorithm, that on input

(1,4, fo), where 1 < ¢ < [ runs the algorithm A’g}i) on (1™, fo). Let B be any
PPT algorithm. We now claim that the following difference is negligible in n:
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l
(Z Pr[Sn,s — Dn,s : A/(i)(lnaiasn,shfi) - B(Cn(sng))]) —

i=1

(Pr[Su.s 4 Dosss S = PIS)(Sns) + A", Suly) = Bulen(Sns))] +

(I—1)Pr[Sys ¢+ Dpys + B(1™) = Bn(cn(Sn.,s))D :

Thus there exists an i that Pr[S,, < Dy, : ABAN A" 308, y) =

B(cn(Sy,s))] is greater or equal or only negligibly less than

TPE[Sns ¢ Do S - [PUS)(Sns) = A", Suly) = Balen(Sn.0))] +

-1
l

Pr[S, s« Dy + B(1") = By(cn(Sns))]

but this is significantly greater than Pr[Sn’S < D, :B1A") = B(cn(Sn,s))]
Thus there exists a j, such that Y; is in the initial analysis information. But
Y € W(Y;) and thus Y € W(Nepq).

The claim follows from

l
S Pr[Sp ¢ Das 0 A (174,80

=1

Yi) = B(CH(SW7S))] =

> Pr[Sus = Du(Z,f) = Ax(1", Shalx) -
XeM(Y)
Y CZAAQ", fly) = B(cn(Sns))] +

s

> Pr[Sn¢Dno(Z, ) Ax (1", Snslx) : YZZIB(1") = B(cn(Sn.s)]-
XeM(Y)

The lemma gives that the first summand is only negligibly different from
Pr [Sn’s <« Dy, s, Sn < [PI(8)(Sns) = A(Q™, Sply) = Bn(cn(Sn,s))] .

The second summand equals

Z Pr[Sn,s — Dn,s : B(ln) = B(C’ﬂ(sﬂ,s))] -
XeM(Y)
> Pr[Sn¢ Do (2, f)Ax (1", Snslx) : Y CZAB(1") =B(cn(Sn.s)],

XeM(Y)

where, according to the lemma, the second sum differs only negligibly from
Pr[S, s ¢ Dy s : B(1") = B(cn(Sn,s))] (and the first is [M(Y)| = times that).
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k1 := gen_key() kl := gen_key()

if b then 1sz tl_le; )
k2 := k1 ’
else
else

k2 := gen_key()
x1 := enc(kl, y1)
x2 := enc(k2, y2)

k2 := gen_key()
x := enc(kl, y)

Knowing the equality of keys Knowing, which key was used

Fig. 3. Example programs

7 Discussion

We have presented an analysis that, for a certain class of programs, can decide
whether these programs have computationally secure information flow. As an
example consider the program consisting of a single statement x := enc(k, y).
Suppose that the variables k and y are secret and x is public. In this case, our
analysis finds that the initial value of y can be recovered from the final value of
y or from the final values of x and k. However, both of these possibilities require
the knowledge of some secret output, and thus the program does not leak the
value of y.

Our analysis reports, that nothing about the initial value of y can be found
from the final value of x. On the other hand, the initial value of y obviously
interferes with the final value of x and thus an analysis using non-interference
as its security criterion must reject this program.

Statically knowing which keys are equal. We require that at all program
points we can statically answer the question “Which variables of type ‘key’ are
equal?” The reason for this requirement is that, by having a cryptotext and a
key, it is usually possible to determine whether this cryptotext was produced
with this key, because the encryption usually involves padding the message in a
certain way, see, for example, [8]. At least our definitions allow this determination
to be possible. As an example of using this information, see the program in the
left of the Fig.[3 In this case, the adversary can find the initial value of b from the
final values of x and k2, which our analysis does not reflect. The adversary has to
check whether x was generated by encrypting with k2 or not. The requirement
placed on E guarantees that this extra information is already statically known.

Intuitively, it may seem that as k2 is assigned to at statements whose execu-
tion is controlled by b, the variable k2 should be recorded to be dependent on
b after the if-then-else-statement. Actually k2 is just a newly generated key
at this place, thus, according to our semantics, it is not dependent on anything.
On the other hand, the pair (k1,k2) depends on b. Unfortunately we are not yet
able to handle such dependencies.

Still, we believe that even the class of programs satisfying all the constraints
given in the beginning of Sec. Alis interesting enough — and moreover, big enough
— to contain realistic programs.
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Requiring which-key and repetition concealedness. The question nat-
urally arises, why do we require such properties from the cryptosystem that we
use. The example in the right of Fig. [3] shows that which-key concealedness is
indeed necessary (at least when we use the analysis presented in Sec. H). If the
encryption was not which-key concealing, then the adversary might be able to
determine whether x1 and x2 were encrypted under the same key or not. This
allows him to find the initial value of b. The analysis does not account for this. A
similar example would show the necessity of repetition-concealedness. Although
Abadi and Rogaway [2] show that which-key concealedness is not hard to achieve,
it would be interesting to study what could be done (how should the analysis
look like) with weaker encryption primitives — especially with ones that are not
repetition-concealing.

Modeling secure information flow with noninterference. It is easy to
write down an information-theoretic analogue to the definition of recoverabil-
ity — it would look similar to Cohen’s [3] strong dependency, especially to its
deductive viewpoint. One can also give similar program analysis and prove the
corresponding correctness result. The analysis Wy would look identical to 'W;
the only difference would be the absence of the special handling of encryption.
The correctness proof would actually be simpler than the one presented in Sec.
Bl — the lemma [l would be easier to state, because the entities Ax, X C Var,
would not be constrained to be PPT algorithms.

Comparison to Denning’s and Myers’s abstract semantics. Observing

the analysis Wi, we see that the minimal elements of Wxi(N) € Py (P(Var))

are all one-element sets. Thus, we could replace the set Py(P(Var)) with

P(Var) (by identifying the set cly({{z1},... ,{zx}}) € Pu(P(Var)) with the set
{z1,...,2x} € P(Var)). We continue by replacing P(Var) with Var —{L, H}
by considering the characteristic functions X,, . ., : Var —{0,1} and identi-
fying 0 = L, 1 = H. This gives us Denning’s and Denning’s [5] information flow
analysis for the two-element lattice of security classes, also stated in their terms.

On covert flows. Our analysis is not termination-sensitive — it does not
detect that a program’s secret inputs may affect whether it terminates. Actually,
termination is an issue if the security of the information flow is defined through
noninterference. When using our definition, one needs to detect whether the pro-
gram runs in polynomial time or not. Reitman and Andrews [12] have presented
an axiomatic approach for checking the security of information flow, their method
is termination sensitive and the way it has been made termination-sensitive is
very explicit. Thus we should be able to apply their ideas to our analysis to
make it termination-sensitive (or “superpolynomial-running-time-sensitive”) as
well. Another possible covert channel that we do not address is how long the
program runs and what can be detected from its timing behaviour.

Acknowledgements. We are thankful to Reinhard Wilhelm and Thomas W.
Reps. Their comments have certainly made this paper more readable.
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Abstract. Languages for intensional type analysis permit ad-hoc poly-
morphism, or run-time analysis of types. However, such languages re-
quire complex, specialized constructs to support this operation, which
hinder optimization and complicate the meta-theory of these languages.
In this paper, we observe that such specialized operators need not be
intrinsic to the language, and in fact, their operation may be simulated
through standard encodings of iteration in the polymorphic lambda cal-
culus. Therefore, we may more easily add intensional analysis operators
to complicated languages via translation, instead of language extension.

1 Introduction

Consider a well-known inductive datatype (presented in Standard ML syntax [14]
augmented with explicit polymorphism):

datatype Tree = Leaf | Node of Tree * Tree
Treerec : Va. Tree -> a -> (a *a ->a) ->a

Leaf and Node are introduction forms, used to create elements of type Tree.
The function Treerec is an elimination form, iterating computation over an
element of type Tree, creating a fold or a catamorphism. It accepts a base case
(of type a) for the leaves and an inductive case (of type a * a -> a) for the
nodes . For example, we may use Treerec to define a function to display a Tree.
First, we explicitly instantiate the return type a with [string]. For the leaves,
we provide the string "Leaf", and for the nodes we concatenate (with the infix
operator ") the strings of the subtrees.

val showTree = fn x : Tree =>
Treerec [string] x
"Leaf"
(fn (sl:string, s2:string) => "Node(" ~ s1 =~ "," =~ g2 ")")

* This paper is based on work supported in part by the National Science Foundation
under Grant No. CCR-9875536. Any opinions, findings and conclusions or recom-
mendations expressed in this publication are those of the author and do not reflect
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As Tree is an inductive datatype, it is well known how to encode it in the
polymorphic lambda calculus [1]. The basic idea is to encode a Tree as its
elimination form — a function that iterates over the tree. In other words, a Leaf
is a function that accepts a base case and an inductive case and returns the
base case. Because we do not wish to constrain the return type of iteration, we
abstract it, explicitly binding it with Aa.

val Leaf = Aa. fn base:a => fn ind:a * a -> a => base

Likewise, a Node, with two subtrees x and y, selects the inductive case, passing
it the result of continuing the iteration through the two subtrees.

val Node (x:Tree) (y:Tree) =
Aa. fn base:a => fn ind:a * a -> a =>
ind (Treerec [a] x base ind) (Treerec [a] y base ind)

However, as all of the iteration is encoded into the data structure itself, the
elimination form only needs to pass it on.

val Treerec = Aa. fn x : Tree => fn base : a =>
fn ind : a * a -> a => x [a] base ind

Consequently, we may write Node more simply as

val Node (x:Tree) (y:Tree) =
Aa. fn base:a => fn ind:a * a -> a =>
ind (x [a] base ind) (y [a] base ind)

Now consider another inductive datatype:

datatype Type = Int | Arrow of Type * Type
Typerec : Va. Type > a -> (a*a ->a) -> a

Ok, so we just changed the names. However, this datatype (or at least the in-
troductory forms of it) is quite common in typed programming languages. It is
the inductive definition of the types of the simply-typed lambda calculus.

Tu=ant | T =T

Just as we may write functions in ML to create and manipulate Trees, in
some languages, we may write functions (or type constructors) that create and
manipulate Types. These functions over Types must themselves be typed (we
use the word kind for the types of types). If we use Type (notated by (2) as the
base kind, we get what is starting to look like the syntax of the kinds and type
constructors of Girard’s language F,, [8].

(kinds) K
(type constructors) T

N|k—k
int |7 =7 |a| kT | TT

The language A} [9] adds the elimination form Typerec to this type con-
structor language. Because Typerec may determine the structure of an abstract
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(kinds) K u= 2] k1 — kK2

(type constructors) ¢, T = a | Aa:k.c|crez | int | 71— 72 |
| Typerec|k] T ¢; c—

(types) o= T(7)| R(7) | 01 = 02 | Vauk.0

(terms) ex=1i|x | rio.e]|eres

| Aa:k.eleld | R; | R—
| typerec|c] e e; e

Fig. 1. Syntax of of the source language, Ar

type, its operation is called intensional analysis. Furthermore, A\}'* also allows
the definition of a fold over a Type to create a term, with the special term
typerec. With this term, A}* supports run-time type analysis, as the identities
of type constructors affect run-time execution. For example, just as we defined
a function to print out trees, we can define a function to print out types at run
time.

val showType = Aa:(2.
typerec [string] a
llintll
(fn (sl:string, s2:string) => "(" ~ sl =~ " -> " =~ g2 =~ "M

Even though the type constructor Typerec and the term typerec are very
specialized operators in A}*, they are just folds over an inductive data struc-
ture. And just as we can encode folds over Trees in the polymorphic lambda
calculus, we can encode folds over Types. Note that to encode the type construc-
tor Typerec, we will need to add kind polymorphism to the type constructor

language.

In the rest of this paper, we will demonstrate how to encode a language
with intensional type analysis operators into a variant of F,, augmented with
kind polymorphism. The fact that such an encoding exists means that the spe-
cialized operators typerec and Typerec do not need to be an intrinsic part of a
programming language for it to support intensional type analysis. Therefore, we
may more easily add these operators to complicated languages via a translation
semantics, instead of through language extension.

The rest of the paper is organized as follows. Formal descriptions of the
source and target languages appear in Section 2, and we present the embedding
between them in Section 3. Section 4 describes the limitations of the translation
and discusses when one might want an explicit iteration operator in the target
language. Section 5 discusses related work and concludes.
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Constructor Typerec Term typerec
Formation Formation

A TNFe: 02— 02

AbT:0 A;TEe: R(T)
Al k A;TE e T(e(int))
AFci k= K=K AT E el i Yar2NB:02. T(ca — ¢8 = c(a — 3))
AF Typereck] T ¢; ¢ kK A; I'F typerec|c] e e; e, : T(cT)
Constructor equivalence Operational semantics
AF Typerec[k]int ¢; co» =¢; : k typerec[c] R; e; e, — e;
A& Typerec[k)(1 — T2) ¢; ¢ = typerec[c] (R [71][T2] v1 v2) €; e —
¢ (Typereclk] 71 ¢; c—) e [mi][r2] (typerec[c] v e; e—)
(Typerec|k] T2 ¢; c—) : k (typerec|c] va €; e)

Fig. 2. Typerec and typerec

2 The Languages

Instead of directly presenting a translation of AM* we instead choose as the

)

source language Crary et al.’s Ap [5]. Because we will define two elimination
forms, typerec and Typerec, we will need to separate type information used at
the term level for run-time type analysis from that used at the type constructor
level for static type checking. The language A\ exhibits this separation by using
terms that represent type constructors for analysis at run time, reserving type
constructors for type-level analysis. A translation from A} into A, provides term
representations (suitable for typerec) for each type constructor abstracted by the
source program.

To avoid analyzing quantified types, the core of Ay is a predicative variant of
F,,. The quantifier Ya:k.o ranges only over “small” types which do not include
the quantified types. Therefore, the syntax (Figure 1) is divided into four syn-
tactic categories: type constructors described by kinds, and terms described by
types. By convention we use the meta-variable 7 for constructors of kind 2 (those
equivalent to unquantified types) and ¢ for arbitrary constructors. A constructor
7 of kind 2 may be explicitly coerced to a type with 7(7).

The semantics of Ay includes judgments for type constructor formation A
c : k, type constructor equality A F ¢; = ¢o : k, type formation A + o, type
equality A F o1 = 09, term formation A; I' F e : ¢ and small-step operational
semantics e — ¢’. In these judgments, A and I" are contexts describing the kinds
and types of the free constructor and term variables.

The semantics of the type constructor Typerec and term typerec appears in
Figure 2. Unlike A}*, the argument to typerec is a term representing a type
constructor, not the type constructor itself. The type R(7) describes such a
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term representing 7. The type is singular; for any 7, only one term inhabits
R(7). Therefore, once the identity of a term of type R(7) is determined, so is
the identity of 7. For example, if z : R(«) and z matches the representation of
the type int, denoted R;, then we know o must be int.

Arrow types in A, are represented by the R_, term. This term requires the
two types of the subcomponents of the arrow type and the two terms representing
those types.

R, :Ya:2¥B:02. R(a) = R(B) = R(aw = 3)

For example, the type int — int is represented by the term
R-[int][int] R; R;

One extremely useful property of typerec not illustrated by the showType
example from Section 1, is that the types of the e; and e_, branches to typerec
may depend on the identity of the analyzed type. If the argument to typerec is
a term of type R(7), the result type of the expression is T(e¢7), where ¢ may
be an arbitrary type constructor. (The typerec term is annotated by ¢ to permit
syntax-directed type checking.) However, instead of requiring that the e; be of
type T(cr), it may be of type T(cint), reflecting the fact that in e; branch we
know 7 is int. Likewise, the return type of the e_, is T'(c(a — )), for some «
and S.

There are several differences between A, presented in this paper and the
language of Crary et al. [5]. To simplify presentation, this version is call-by-
name instead of call-by-value. Also, here the result of typerec is annotated with
a type constructor, instead of a type. However, we make two essential changes to
support the embedding presented in this paper. First, we prevent R-types from
appearing as an argument to typerec or Typerec, by making R a part of the type
language, and not a type constructor. We discuss in the next section why this
restriction is necessary.

Second, although typerec and Typerec usually define a primitive recursive fold
over kind (2 (also called a paramorphism [12,11]), in this language we replace
these operators with their iterative cousins (which define catamorphisms). The
difference between iteration and primitive recursion is apparent in the kind of
c—, and the type of e_,. With primitive recursion, the arrow branch receives four
arguments: the two subcomponents of the arrow constructor and two results
of continuing the fold through these subcomponents. In iteration, on the other
hand, the arrow branch receives only two arguments, the results of the continued
fold.! We discuss this restriction further in Section 4.1.

The remainder of the static and operational semantics for this language, and
for the primitive recursive versions, typerecP” and Typerec?”, appear in Appen-
dices A.1 and B. For space reasons, we omit the formation rules for types and
type constructors, as they may be inferred from the rules for equality.

! Because we cannot separate type constructors passed for static type checking, from
those passed for dynamic type analysis in A", we must provide the subcomponents
of the arrow type to the arrow branch of typerec. Therefore, we cannot define an
iterative version of typerec for that language.
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(kinds) Kk == Q| k1 = k2| x| Vx-E

(con’s) ¢, 7= a|dak.c|ciea | Ax.c| c[x]
| int | 71 — 72 | Vaik.T

(terms) e ==1i|x|AziTe | ere2
| Aa:k.e | elc]

Fig. 3. Syntax of the target language, AU~

The target language of the translation is AU, the language F,, augmented
with kind polymorphism at the type constructor level (Figure 3). As the target
language is impredicative, both types and type constructors are in the same
syntactic class. In Section 4.2 we discuss why we might want alternate target
languages not based on impredicative polymorphism. The static and operational
semantics of AU~ appear in Appendices A.2 and C.

3 The Translation

The translation of Ay into AU~ can be thought of as two separate translations:
A translation of the kinds and constructors of A into the kinds and constructors
of AU~ and a translation of the types and terms of A\ into the constructors and
terms of AU ™. For reference, the complete translation appears in Figure 4.

3.1 Defining Iteration

To define the translation of Typerec we use the traditional encoding of inductive
datatypes in impredicative polymorphism. As before, we encode 7, of kind (2 as
its elimination form: a function that chooses between two given branches — one
for ¢;, one for c_,. Then Typerec[k] T ¢; c—, can be implemented with

[DI=11 Teil fe-]

As 7 is of kind type, we define [£2] to reflect the fact that [7] must accept
an arbitrary kind and the two branches.

2] =Yxx—=>(X—=Xx—=X) =X

Accordingly, the encoding of the type constructor int just returns its first argu-
ment (the kinds of the arguments have been elided)

[int] = (Ax. At Aa.e)

Now consider the constructor equality rule when the argument to Typerec is
an arrow type. The translation of the arrow type constructor —, should apply
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the second argument (the c_, branch) to the result of continuing the recursion
through the two subcomponents.

[r1 — 2] = Ax e aa([m]]x] ¢ @) ([r=][x] ¢ @)

A critical property of this translation is that it preserve the equivalences that
exist in the source language. For example, one equivalence we must preserve from
the source language is that

[Typerec|k] (11 — 72) ¢; c—] = [e— (Typerec[k] 71 ¢; c—)(Typerec[k] T2 ¢; ¢)]

If we expand the left side, we get
(Ax-Avdaca([r]x] ¢ a)([r]x] ¢ @) [[5]] [ei] [e-]

This term is then (-equivalent to the expansion of the right hand side.

[e=] (Imdllslledle-1) (Trdllslile]le-])

Because type constructors are a separate syntactic class from types, we must
define [T(7)], the coercion between them. We convert [7] of kind [{2] into a
AU~ constructor of kind {2 using the iteration built into [7].

[T(T)] =1[7] [£2] int Aa:2.23:2.a0 = )
For example,

[T(int)] = [int][2] int (Aa:2.\3:02.a0 — 3)
= (Ax.Ae.Aa)[2] int (A 2.08:2.00 — )
=B nt

We use a very similar encoding for typerec at the term level, as we do for
Typerec. Again, we wish to apply the translation of the argument to the trans-
lation of the branches, and let the argument select between them.

[typerecicle e; e~] as  [e] [[c]] [es] [e~]

The translations of R; and R_, are analogous to those of the type con-
structors int and —. However, there is a subtle point about the definition of
R(7), the type of the argument to typerec. To preserve typing, we define [R(7)]
as:

Vy:[92 = Q][ T (v int)]
= Va:2V3:02. T(va) = T(v8) = T(y(a — 58))]
= [T(y7)]

Here we see why R cannot be a type constructor; if it were, we would have
an additional branch for it in the translation of 7" mapping the R constructor
to the R type. So the definition would be

[7(D)] =[] [2] int Aa:2.23:2.ac = B) (A:02. R(c)) (WRONG)

causing the definition of [R(7)] to be recursive.
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Kind Translation

[2]

[[Iil — HQ]]

Constructor Translation

]

[o
[ha:k.c]
[erea]
[int]

[[7'1 d Tgﬂ

[ Typerec|s] T ¢; ¢=]

Type Translation

[int]
[[0'1 — 0'2]]
[Va:k.o]

Term Translation

|

[=
[Az:0.€]
[ere2]
[Aca:k.€]
[e
[

[c]]
Ri]

[R-]

[typerecic] e e; e]

= da:[k].[]
= [a][e:]
= Ax.Aux. Aoy = x = XL
= Ax.Auxdaxy = x = .
a ([r] [x] ¢ a) ([r2] [x] ¢ )
= [71 [[«]] [e:] [e-]

[7] [£2] int Aa:213:2.ac — B)

Vy:[2 = Q][ T (v int)]
— [Va:2VB:02. T(va) = T(vB) = T(v(a — B))]
= [T(y7)]

=
~

([
<= .

0'1]] — [[0'2]]

a:[&].[o]

Az:[o].[e]
[ex][ez]
Acc[s] [e]
[eDllc]
(Av:[02 — 2].Ni:[ T (v int)].
Aa:[Va:2.93:02. T(ye) = T(v8) = T(v(a — B))].i)
Ac:[2]. AB:[ 2] Az 1:[R(e)] . Az2:[R(B)]
(Ay:[2 — Q2] X[ T (v int)].

Aa:[Va:2NB:02. T(va) = T(y8) = T(v(a — B))].

a [a][f(z1[7] i a) (z2[r] i a))
= [e]llelle:] [e-]

Fig. 4. Translation of Ag into AU~
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3.2 Properties of the Embedding

The translation presented above enjoys the following properties. Define [A] as
{a:[A()] | @ € Dom(A)} and [I'] as {x:[I'(x)] | z € Dom(I")}.

Theorem 1 (Static Correctness).

0+ <]

If A& c: K then [A] &[] : []-

If At c=c :k then [A] F [c] =[] : [&]-
If At o then [A] & [o] : £2.

If Ab o =0 then [A]F [o] = [0'] : 2
If AsT'ke:o then [A; T F [e] : [o].

S SIS Lo do =

Proof is by induction on the appropriate derivation.

Theorem 2 (Dynamic Correctness). If ) F e : o and e — € then [e] —*
[e'T-

Proof is by induction on § - e : o.

4 Discussion

Despite the simplicity and elegance of this encoding, it falls short for two reasons,
which we discuss in this section.

4.1 Extension to Primitive Recursion

At the term level we could extend the previous definition of typerec to a primitive
recursive version typerecP” by providing terms of type R(«a) and R(S) to e—. In
that case, [R(7)] must be a recursive definition:

Vy:[92 = Q][ T (v int)]
= [Va:2.¥5:02. R(a) = R(B) = T(ye) = T(v6) = T(v(a — B))]
= [1(y7)]

We have defined [R(7)] in terms of [R(a)] and [R(8)]. We might expect that
a realistic term language include parameterized recursive types. In that case, the
definition of typerecP” is no more difficult than that of typerec; just supply the
extra arguments to the arrow branch. In other words,

[R=] = Aa:[02].AB:[2] Ax1:[R(a)]-Ax2:[R(5)]-
Av:[2 = 2] Niha.
ala][B] @1 @2 (x1[y)ia)(z2[v]ia)
However, we cannot add recursive kinds to implement primitive recursion at

the type constructor level without losing decidable type checking. Even with-
out resorting to recursive types, there is a well known technique for encoding
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primitive recursion in terms of iteration, by pairing the argument with the result
in the iteration.? Unfortunately, this pairing trick only works for closed expres-
sions, and only produces terms that are Sn—equivalent in the target language.
Therefore, at the term level, our strong notion of dynamic correctness does not
hold. Using this technique, we must weaken it to:

IfQFe: o and e — € then [e] is fn-convertible with [e'].

At the type-constructor level, Bn-equivalence is sufficient. However, for type
checking, we need the equivalence to extend to constructors with free-variables.
The reason that this trick does not work is that AU~ can encode iteration over
datatypes only weakly; there is no induction principle for this encoding provable
in AU~ . Therefore, we cannot derive a proof of equality in the equational theory
of the target language that relies on induction. This weakness has been encoun-
tered before. In fact, it is conjectured that it is impossible to encode primitive
recursion in System F using fn-equality [22]. A stronger equational theory for
AU, perhaps one incorporating a parametricity principle [19], might solve this
problem. However, a simpler way to support primitive recursion would be to
include an operator for primitive recursion directly in the language [13,18,3,4].

4.2 Impredicativity and Non-termination

Another issue with this encoding is that the target language must have impred-
icative polymorphism at the type and kind level. In practice, this property is
acceptable in the target language. Although, impredicativity at the kind level
destroys strong-normalization [2],% intensional polymorphism was designed for
typed-compilation of Turing-complete language [9], and impredicativity at the
type level is vital for such transformations as typed closure conversion. Further-
more, Trifonov et al. show that impredicative kind polymorphism allows the
analysis of quantified types [23]. Allowing such impredicativity in the source lan-
guage does not prevent this encoding; we can similarly encode the type-erasure
version of their language [21].

However, the source language of this paper, A, is predicative and strongly-
normalizing, and the fact that this encoding destroys these properties is unsat-
isfactory. It seems reasonable, then, to look at methods of encoding iteration
within predicative languages [16,7]. In adding iteration to the kind level, strict
positivity (the recursively bound variable may not appear to the left of an arrow)
may be required [3], to prevent the definition of an equivalent paradox.

5 Related Work and Conclusions

Bohm and Berarducci [1] showed how to to encode any covariant datatype in
the polymorphic lambda calculus. A variant of this idea, called dictionary pass-
ing, was used to implement ad-hoc polymorphism in the language Haskell [17]

2 See the tutorials in Meertens [11] and Mitchell [15] Section 9.3

3 Coquand [2] originally derived a looping term by formalizing a paradox along the
lines of Reynolds’ theorem [20], forming an isomorphism between a set and its double
power set. Hurkens [10] simplified this argument and developed a shorter looping
term, using a related paradox.
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through type classes [24]. In Standard ML [14], Yang [25] similarly used it to
encode type-specialized functions (such as type-directed partial evaluation [6]).
Because core ML does not support higher-order polymorphism, he presented his
encoding within the ML module system.

At the type constructor level, Crary and Weirich [4] encoded the Typerec
construct with a language supporting product, sum and inductive kinds. Their
alm was to support type analysis in type-preserving compilation. Because various
intermediate languages do not share the same type system, they needed some
way to express the analysis of source-level types within the target language.

In this paper we demonstrate that all of these encodings are related, and
have the implementation of iteration at their core. While intensional type anal-
ysis seems to require highly specialized operators, here we observe that it is no
more complicated to include than iteration over inductive datatypes. Though we
have implemented such iteration via the standard encoding into the polymorphic
lambda calculus, other constructs supporting iteration suffice. In fact, alterna-
tive operations for iteration may be necessary in situations where impredicative
polymorphism is not desirable.

Acknowledgments. Thanks to Robert Harper, Bratin Saha, Karl Crary and
Greg Morrisett for much helpful discussion.
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A Operational Semantics

Al A
(Aazz.e)e’ — ele’ /]
(Aa:k.e)[c] — (e[c/a))

i
€1 — e e e

eres > eles elc] — €'[d]

typerect"[c] R; e; e— — e

typerec?” [c] (R—[m1][m2]e1 e2) €; e +—
e [Ti][m2] e1 ez
(typerec?"[c] e1 €; e—,)
(typerecP"[c] e2 e; e—)

e e

typerec’”[c] e e; e, —
typerec?”[c] €' e; e,

A2 XU~
(Az:c.e)e’ > ele’ /]

e1— e}

e1eq > eles
(Aa:k.e)[c] — (e[c/a))

e e
elc] — €[]
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B Static Semantics of A\ B.2 Type Equivalence

B.1 Constructor Equivalence

AF T(e1) = T(c2)

Ak’ Fer ik Al co: K AL or — o
a & Dom(A) a=¢c'k

Al_R C :R C
AF ()\OCZH,.Cl)CQ = 01[02/04 ‘K /( 1) ( 2) /
Ak o1 =01 AF oo =05

Al oy — 02 =0 — b

AbFc: k1 = Ko
a & Dom(A) Al T(int) = int
AF diki.ca=c: K1 — Ko Al o1 = T(c1) Al oy = T(c2)
AbF o1 —o2=T(c1 — c2)

AokbFcec=c K

Aaklbo=o0
AFVak.oc = Vaik.o'

AR dk.c=dak.c ik — K

Abc=c kK =k AbFco=ch: K AbFo
Al cico =clich: K AFo=o
Ao =0
Abc=c K =k AbFco=ch: K Abo=0

AFcp —ca=c —ch: 02 AFo=¢ Ao =d"
AFo=0"
Alc:k

Abc=c:k .

B.3 Term Formation
AbFcd =c: &

AFc=c &k AFcd =k

AFc=c":k AT Fitint
Abci kK I'z)=o0
Abce,: 2> > k= K=K ATrz:o
AF Typerec? [k](int) (¢;y ) =¢i : K AT zos e o1
AT oo x & Dom(I")
AbFci: 2 AFco: 2 AFci: Kk AT F Aziog.e : 02 — 01

AP 203Kk Al er:00 =01 A TFey:or

A Typerec” [k](c1 — c2) (¢i,c—) = A; T F eres ;o1
e c1 ¢z (Typerec” [kler (¢i, ¢)) A T'Fe:Vako A;T'Fce:k
(Typerec™”[Klez (ci e=)) : v 7 AT Feld : a[é/a]

ATk e o x & Dom(I")

AbFc=cd : 2
Abe,=c K AT+ Aack.e : Vaik.o
Abc,=c,: RN Kk—>Kk—=k AilFe:oa A TFor =02

A& Typerec? [k] ¢ (¢;,c—) = A;INFe:or

Typerec?" [k] ¢’ (c},c,) i k

A; '+ R; : R(int)
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A;T'E R - Va:2.¥3:0.
R(a) = R(B) = R(a — B)

A;TEe: 02— 02
A;T'Fe: R(T)
AT ey T(e(int))
AT e : Va:2V6:02. R(a) = R(B)
— T(c(a) = ¢(B) = c(B— 7))

A; T+ typerecP"[c] e e; e—s = T(cT)

C Static Semantics of A\ U™

C.1 Kind Formation

E,xFx

EFQ
EFF Kk EF ko
EF k1 — ko
Exkk
EFVx.k

C.2 Constructor Equivalence

E;AFc=(:k ‘

E;A k' Fe ik
E;AFcy:w
a & Dom(A)

E; AF (Qack’.c1)ea = cifea/a]  k

E;AF c: k1 — kea & Dom(A)

E;AF da:ki.ca=c: K1 — Ka

E;A akbce=c : K

E;AF ke = dak.c ik — K

E;AFci=c:k =k
E;Abca=ch: K

/!
E: Al cico =cich i k
) 162

Ex;AkFc: K

E; Al Ax.clr] = c[s/x] : £'[K/X]

E;AFc: VX .k
E;AF Ax.clx] = c: VX .k

Ex;Alc=c:k
E;AF Ax.c= Ax.c :Vx.k

E;AFc=c :Vx.k
E; At ck] =[] : £'[k/X]

E;AFci=c:k =k
E;:AlFco=ch: K
E;AFc s ca=c) —ch: 02

E:AakkFo=0
E; A Vok.o =Vak.o!

E;AbFc:k
EAFd =c:k
E:AFc=(:k
E;AFc=c:k E;ARd ="k
E;AFc=c":k

C.3 Term Formation

AT icint
I'z)=o0
ATkz:o
A; N x:oe e oy
A;TE o z & Dom(I")
A;T'E Ax:oz.e i 02 — 01
A;'Fer:00 =01 A T'Fes:oe
A; T F eres: o1
A TFe:Vako A;T'Fce:k
A; T Feld] : ofe/al
ATk Fe:o x g Dom(ID)
A T'F Aack.e : Vaik.o
A;'Fe:o2 3AFo1=02: 12
A;TFe:or
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Abstract. Many functions on context-free languages can be expressed
in the form of the least fixed point of a function whose definition mimics
the grammar of the given language. This paper presents the basic theory
that explains when a function on a context-free language can be defined
in this way. The contributions are: a novel definition of a regular algebra
capturing division properties, several theorems showing how complex
regular algebras are built from simpler ones, and the application of fixed
point theory and Galois connections to practical programming problems.

1 Introduction

A common technique for solving programming problems is to express the prob-
lem in terms of solving a system of mutually recursive equations. Having done so,
a number of techniques can be used for solving the equations, ranging from sim-
ple iterative techniques to more sophisticated but more specialised elimination
techniques.

A relatively straightforward and well-known example is the problem of finding
shortest paths through a graph. The distances to any one node from the nodes
in a graph can be expressed as a set of simultaneous equations, which equations
can be solved using for example Dijkstra’s shortest path algorithm [Dij59]. An-
other, similar but much less straightforward, problem is that of finding the edit
distance between a word and a (context-free) language — the minimum num-
ber of edit operations required to edit the given word into a word in the given
language. In the case that the language is defined by a context-free grammar,
the problem can be solved by constructing a system of equations in the edit
distances between each segment of the given word and each nonterminal in the
given grammar [AP72]. This set of equations can then be solved using a simple
iterative technique or Knuth’s generalisation [Knu77] of Dijkstra’s shortest path
algorithm.

A stumbling block for the use of recursive equations is that there is often a
very big leap from a problem’s specification to the algorithm for constructing the
system of simultaneous equations; the justification for the leap almost invariably
involves a post hoc verification of the construction. Thus, whereas methods for
solving the equations, once constructed, are well-known and understood, the
process of constructing the equations is not. The example of edit distances just
given is a good example. Indeed, the theory of context-free languages offers
many examples [JS94JJS95] — determining whether the language generated by

D. Sands (Ed.): ESOP 2001, LNCS 2028, pp. 107-[121] 2001.
© Springer-Verlag Berlin Heidelberg 2001
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a given grammar is empty or not, determining the length of a shortest word in a
context-free language, determining the FIRST set of each of the nonterminals
in a grammar, and so on.

In this paper we present a general theorem which expresses when the solution
to a problem can be expressed as solving a system of simultaneous equations. We
give several examples of the theorem together with several non-examples (that
is, examples where the theorem is not directly applicable). The non-examples
serve two functions. They highlight the gap between specification and recursive
equations —we show in several cases how a small change in the specification
leads to a breakdown in the solution by recursive equations— and they inform
the development of a methodology for the construction of recursive equations.

Section @ summarises the mathematical theory underlying this paper — the
theory of Galois connections and fixed point calculus. The novel contribution
begins in section [Bl We propose a novel definition of a regular algebra, chosen
so that we can encompass within one theorem many examples of programming
problems, including ones involving computations on context-free grammars as
well as the standard examples on finite graphs. Several theorems are presented
showing how complex regular algebras can be constructed from simpler ones.
Section Ml introduces the notion of a regular homomorphism and specialises the
fusion theorem of section [Zin the context of regular algebras. Section Blis about
extending “measures” on the elements of a monoid to measures on the elements
of a regular algebra. A measure is some function that imposes a (possibly partial)
ordering on the elements of its domain. In order to apply the fusion theorem of
section [4 we require that measures preserve the regular algebra structure. The
main theorem in section Bl provides a simple test for when this is indeed the
case for the proposed extension mechanism. The section is concluded by several
non-trivial examples of measures on languages.

For space reasons, proofs, further examples and extensive references have
been omitted; see http://www.cs.nott.ac.uk/ rcb/papers instead.

2 Galois Connections and Fixed Points

This section summarises the (standard) mathematical theory needed to under-
stand the later sections. The notation we use follows the recommendations of
Dijkstra and Scholten [DS90]. In particular, angle brackets delimit the scope of
bound variables so that (x:R:F) denotes the function that maps a value x in
the range given by predicate R to the value denoted by expression FE . Also,
function application is denoted by an infix dot.

2.1 Galois Connections and Fixed Points

Definition 1 (Galois Connection).  Suppose A=(A,C) and B=(B, =)
are partially ordered sets and suppose F € A« B and G€ B+ A . Then (F,G)
is a Galois connection between A and B iff, for all x€B and y€A,

FzCy=x2=<Gy .
We refer to F' as the lower adjoint and to G as the upper adjoint.
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The concept of a Galois connection was introduced by Oystein Ore in 1944
[Ore44] and was first used in computing science in 1964 [HS64]. The concept
is now widely known particularly in the field of abstract interpretation [CC77,
CCT9|. Elementary examples of functions having Galois adjoints include negation
of boolean values, the floor and ceiling functions, the maximum and minimum
operators on sets of numbers, and weakest liberal preconditions.

We assume familiarity with the notion of supremum and infimum of a (mono-
tonic) function. Following the tradition in regular algebra to denote binary
suprema by the symbol “+”, we use X f to denote the supremum of f.

The following existence theorem is often used to determine that a function
is indeed a lower adjoint.

Theorem 1 (Fundamental Theorem). Suppose that B is a poset and A
is a complete poset. Then a monotonic function F' € A«B is a lower adjoint in
a Galois connection equivales F' is supremum-preserving.

The next theorem on Galois connections is described by Lambek and Scott
[LS86] as “the most interesting consequence of a Galois correspondence”.

Theorem 2 (Unity of Opposites). Suppose F'€ A«+B and G € B+.A are
Galois connected functions, F' being the lower adjoint and G being the upper
adjoint. Then F.B and G.A are isomorphic posets. Moreover, if one of A or
B is complete then F.B and G.A are also complete.

Suppose A= (A,LC) is a partially ordered set. Assuming A is complete, we
denote the least prefix point of f by uf.

Theorem 3 (u-fusion). Suppose f€ A<« B is the lower adjoint in a Galois
connection between the complete posets (A, C) and (B, <) . Suppose also that
ge(B, =)« (B, =) and he(A,C)« (A, C) are monotonic functions. Then

J-ug = ph <= fog=hof .

We call this theorem g -“fusion” because it states when application of func-
tion, f, can be “fused” with a fixed point, ug, to form a fixed point, ph . The
fusion rule is the basis of so-called “loop fusion” techniques in programming: the
combination of two loops, one executed after the other, into a single loop. The
theorem also plays a central role in the abstract interpretation of programs —
see [CCT7ICCT9].

2.2 Applying Fusion: Example and Non-example

This section discusses two related examples. The first is an example of how the
fusion theorem is applied; the second illustrates how the fusion theorem need not
be directly applicable. Later we return to the second example and show how it
can be generalised in such a way that the fusion theorem does become applicable.

Both examples are concerned with membership of a set. So, let us consider
an arbitrary set U . For each = in U the predicate (xz€) maps a subset P
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of U to the boolean value true if z is an element of P and otherwise to
false . The predicate (xz€ ) preserves set union. That is, for all bags S of subsets
of U, xeUS = J(P: PeS:x€P) . According to the fundamental theorem, the
predicate ( z€ ) thus has an upper adjoint. Indeed, we have, for all booleans b,

zeS=b = S Cifb—UD=b — U\{z}fi

Now suppose f is a monotonic function on sets. Let uf denote its least fixed
point. The fact that (z€ ) is a lower adjoint means that we may be able to apply
the fusion theorem to reduce a test for membership in pf to solving a recursive
equation. Specifically

(zeuf =pg) <« V(SuzefsS=g(xel))

That is, the recursive equation with underlying endofunction f is replaced by
the equation with underlying endofunction ¢ (mapping booleans to booleans)
if we can establish the property V(S: x € f.§ = g.(x€S)). An example of
where this is always possible is testing whether the empty word is in the language
defined by a context-free grammar. For concreteness, consider the grammar with
just one nonterminal S and productions

S == aS | S8 | e

Then the function f mapsset X to {a}-X U X-X U {e} and the function g
maps boolean b to (e€{a} Ab) V (bAD) V e€{e} . Note how the definition of
g has the same structure as the definition of f . Effectively set union has been
replaced by disjunction and concatenation has been replaced by conjunction. Of
course, g can be simplified further (to the constant function true) but that
would miss the point of the example.

Now suppose that instead of taking x to be the empty word we consider any
word other than the empty word. Then, the use of the fusion theorem breaks
down. This is because the empty word is the only word x that satisfies the
property z € XY = z€ X AzeY forall X and Y . Indeed, taking = to be
a for illustration purposes, we have

a € p(X:{a}-X U X-X U {e}) = true , but

b (ae{a} AND) vV (bAD) V ae{e}) = false .

This second example emphasises that the conclusion of p-fusion demands
two properties of f, ¢g and h, namely that f be a lower adjoint, and that
feg=hef . The rule is nevertheless very versatile since being a lower adjoint is far
from being uncommon, and many algebraic properties take the form fog=hof
for some functions f, g and h. In cases when the rule is not immediately
applicable we have to seek generalisations of f and/or g that do satisfy both
properties. Example @ shows how this is done in the case of the general mem-
bership test for context-free languages.
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3 Regular Algebra

In this section we propose a novel definition of a regular algebra, motivated by
a desire to exploit to the full the calculational properties of Galois connections.
We give several examples of regular algebras and theorems showing how more
regular algebras can be built up from simpler algebras.

Our view of a regular algebra is that it is the combination of a monoid (the
algebra of composition) and a complete poset (the algebra of choice), with an in-
terface between the two structures. The interface is that composition distributes
through choice in all circumstances; in other words, the product operator of the
monoid structure admits left and right “division” or “factorisation” operators.

Various axiomatisations of regular algebra have been given in the past, in par-
ticular several by Conway[Con71]|. Conway introduced (left and right) factors in
the context of regular languages, exploiting implicitly the fact that concatena-
tion functions ( L-) and (-L), for given language L, are both lower adjoints.
Some remarkable results in his book make significant use of the existence of
factors. However, Conway did not base any of his axiomatisations on this fact.
Other axiomatisations (for example, Kozen [Koz91]) are too weak to encompass
all the applications considered in this paper.

3.1 Definition and Examples

Our definition of a regular algebra is a combination of a monoid and a complete,
universally distributive lattice.

Definition 2 (Regular Algebra). Suppose A= (A4, <) is a complete lat-
tice. (This means that the suprema and infima of all monotonic functions exist,
whatever the shape set.) Denote the binary supremum operator on A by &.
Then A is said to be universally distributive if, for all a€ A, the endofunction
(®a) is the upper adjoint in a Galois connection of the poset A with itself.

A regular algebra is a 5-tuple (A, ® , @, < ,0,1) where

(a) (A, ®,1) isa monoid,

(b) (A, X, ®,0) isa complete, universally distributive lattice with least
element 0 and binary supremum operator @& ,

(c) for all acA, the endofunctions (a® ) and (®a ) are both lower adjoints in
Galois connections between (A, <) and itself.

The standard example of a complete, universally distributive lattice is a
power set lattice — the set of subsets of a given set ordered by set inclusion.
The main application of universal distributivity is predicting uniqueness of fixed
points. This however will not be an issue in this paper.

Where necessary, we use the notation ( @\ ) and ( /a ) for the upper adjoints of
the functions (a® ) and ( ®a ), respectively. Thus the rules are: for all  and y,
aRr 2y =z =<a\y and z®a <y =z <y/a. The operators \ and / are called
division operators, and we often paraphrase requirement [A(c) as product admits
(left and right) division.
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Ezxample 1 (Bool). The set B containing the boolean values true and false
is the carrier of a regular algebra. The ordering is implication, summation is
disjoint sum and product is conjunction. The zero of product is false and its
unit is true. This algebra forms the basis of decision problems. Although very
simple, we shall see in example [5] that this is not a primitive regular algebra.

Ezample 2 (Min Cost Algebra). A regular algebra that occurs frequently in
problems involving some cost function has carrier the set of all positive real
numbers, R=? | augmented with a largest element, oo . (That is, the carrier is
R=%U{co}.) This set forms a monoid where the product operation is defined
by

TRY = if z=ocoVy=00 —
O x#c0Ay#o00 — x4y
fi
and the unit of product is 0. Ordering its elements by the at-least relation, where
by definition oo >z for all x, the set forms a complete, universally distributive
lattice. The supremum is minimum. Henceforth, we denote the minimum of x

and y by zly and their maximum by xty. Moreover, the product operation
admits division. The upper adjoint of ( ®y ) is given by

zly = if y=o00 — 0
O y#ooAz#oco — (z—y) 10

O y#coAz=00 — o0
fi

Ezample 3 (Bottleneck Algebra). Bottleneck problems are problems with a
max-min requirement. For example, if it is required to drive a high load under
a number of low bridges, we want to find the maximum over all different routes
of the minimum height bridge on the route. A regular algebra fundamental to
bottleneck problems has carrier the set of all real numbers, augmented with
largest and smallest values, oo and —oo respectively. The addition operator is
maximum (so that the ordering relation is at-most) and the product operator is
minimum. The minimum operator is easily seen to satisfy the property

xly<z = xz<z/y ,where

zly = if y<z > co O y>z — z fi

That is, the product operator in the algebra admits division.
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3.2 All Solutions

When solving optimisation problems, where we are not just interested in the
optimum value of the cost function, but in determining some value in the domain
of solutions that optimises the cost function, we consider an algebra of pairs,
where the first element is the cost and the second element is a set of values that
have that cost. An algebra of pairs is also appropriate for decision problems,
where a simple yes/no answer is insufficient, and when two criteria for optimality
are combined. For example, we may wish to determine among all least-cost
solutions to a given problem, a solution that optimises some other criterion, like
size or weight. Theorem [4] is the basis for the use of regular algebra in such
circumstances. The theorem details the construction of an algebra of pairs in
which the pairs are ordered lexicographically. In general, it is not possible to
combine arbitrary regular algebras in this way; the first algebra in the pair is
assumed to be a cost algebra, as defined below.

Definition 3. A cost algebra is a regular algebra with the property that the
ordering on elements is total and, for all y#0,
(@y)/y=a/y-y=z=y-y\v=y\(yz)
It is easy to verify that the algebras of examples [ and Bl are cost algebras.

Theorem 4 (Cost Algebras). Suppose R; and R, are both regular al-
gebras. Suppose further that R; is a cost algebra. Define the set P to be the
set of ordered pairs (z,r) where x € Ry, r€Ro and £=0;=r=05. Order P
lexicographically; specifically, let

(z,7)=(y,s) = z<y V (x=yArCs)

where < is the ordering in algebra R;, C is the ordering in algebra Ro,
and = is the ordering in P . Define the product operation on elements of P
coordinatewise:

(m,r)@(y,s) = (x~y, TOS)

the products z-y and ros being the products in the appropriate algebra. Define
addition by

(z,r)®(y,8) = if z<y— (z,71)
x=y — (x, r+s)
y<z — (y, s)
fi
Then (P,®,®,=<,(01,02),(11,15) ) is a regular algebra.

Example 4.  Suppose we consider a network of cities connected by a number
of roads. Each road has a certain length and along each road there is a low
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bridge. It is required to drive a high load from one of the cities to another by an
“optimum” route (a route being a sequence of connecting roads).

One criterion of optimality is that we choose, among the shortest routes, a
route that maximises the minimum height of bridge along the route. A second
criterion of optimality is that, among the routes that maximise the minimum
height of bridge along the route, we choose a shortest route.

The construction of theorem [lis applicable to the first criterion of optimality.
The elements of the algebra are ordered pairs ( distance, height). A route with
“cost” (d,h) is better than a route with “cost” (e,k) if d<e or d=e and
h >k . As this is a regular algebra, it is possible to apply the standard all-pairs
path-finding algorithm to determine, for all pairs of cities, the cost of a best
route between the cities.

The construction of theoremMlis not applicable to the second criterion of opti-
mality; an attempt to embed the lexicographical ordering on ( height , distance )
pairs in a regular algebra fails because product does not distribute through ad-
dition and optimal routes may be composed of suboptimal parts.

3.3 Vector Algebras

Recursive equations typically involve several unknowns, possibly even an infinite
set of unknowns. This situation is modelled in a straightforward and standard
way. We consider a collection of equations in a collection of unknowns as a
single equation in a single unknown, that unknown being a vector of values.
And a vector is just a function with range the carrier set of a regular algebra.
The set of functions with domain some arbitrary, fixed set and range a regular
algebra forms a regular algebra if we extend the operators in the range algebra
pointwise.

Theorem 5 (Vector Algebras). Suppose A = (A,x,+,<,0,1) is a reg-
ular algebra and suppose B=(B,L) is an arbitrary poset. Then A«B =
(A~B,x,+,<,0,1) is a regular algebra, where product, addition and or-
dering are deﬁned pomtw1se and 0 and 1 are the constant functions returning
0 and 1, respectively.

3.4 From Monoids to Regular Algebras

Some important examples of regular algebras are power set algebras. These are
introduced in this section.

Lemma 1. Every monoid can be extended to a power set regular algebra in
the obvious way: monoid ( A,-,1) is extended to a regular algebra with carrier
set 24, partial ordering the subset relation, and multiplication extended to sets
in the usual way with {1} as the unit.

Ezample 5 (Bool). The simplest possible example of a monoid has carrier
{1} . The subsets of this set are the empty set and the set itself. The power set
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regular algebra is clearly isomorphic to the booleans. Choosing to map the empty
set to false and {1} to true, the product operation of the regular algebra is
conjunction, and the addition operator is disjunction. This is example[d] discussed
earlier.

Ezxample 6. A language over alphabet T is a set of words, i.e. a subset of T% .
The power set regular algebra constructed from the monoid (T* , -, € ), where
the infix dot denotes concatention of words and ¢ denotes the empty word, has
carrier the set of all languages over alphabet T .

3.5 Graph Algebras

If regular algebra is to be applied to path-finding problems then it is vital that
the property of being a regular algebra can be extended to graphs/matrice
[BCT5).

Often, graphs are supposed to have finite dimensions. In the present circum-
stances —the assumption of a complete lattice— there is no need to impose this
as a requirement. Indeed if we are to include the algebra of binary relations over
some given, possibly infinite, set in the class of regular algebras then we certainly
should not require graphs to have finite dimension. Other applications demand
a very general definition of a graph. In the following, a binary relation is just a
set, of pairs.

Definition 4. Suppose r is a binary relation and suppose A is a set. A
(labelled) graph of dimension r over A is a function f with domain r and
range A . Elements of relation r are called edges.

We will use M,.A to denote the class of all labelled graphs of dimension r
over A.If f is a graph and the pair (i,7) is an element of r, then #(f)j will
be used to denote the application of f to the pair ().

Definition 5 (Addition and Product). Suppose R=(4,x, + ,<,0,1)
is a regular algebra. Then zero and the addition and product operators of R
can be extended to graphs as follows. Two graphs f and g of the same di-
mension r can be ordered according to the rule: for all pairs (i,j) in r,
f<g = Y,j:i(f)j <i(g)j). The supremum ordering is just pointwise. In
particular, f and ¢ of the same dimension r are added according to the rule:
for all pairs (i,7) in r, i(f+g)j = i(f)j + i(g)j. Two graphs f and g of di-
mensions r and s can be multiplied to form a graph of dimension ros according
to the rule: for all pairs (4,7) in ros,

i(fxg)j = Z(k: (i,k)er A (k,j)€s: i(f)k x k(g)])
Finally, the zero graph, denoted by 0, is defined by: for all pairs (i,7) in r,
i(0)j = 0.

! For us, the words graph and matriz are interchangeable. In some applications
“graph” is the word that is traditionally used, in others “matrix” is more conven-
tional. For consistency we use “graph” everywhere throughout this paper.
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Henceforth, we use M, A to denote the class of all graphs of dimension r
over A.

Theorem 6 (Graph Algebras). Suppose R=(A4,x, + ,<,0,1) is a reg-
ular algebra with carrier A, and suppose r is a reflexive, transitive relation.
Define an ordering, addition and product operators as in definition Bl Define the
unit graph, denoted by 1, by

i(1)j = ifi=j = 10i#j — 0 fi

(Note that M, A is closed under the product operation and contains 1 on
account of the assumptions that 7 is transitive and reflexive, respectively.) Then
the algebra M, R = (M,A,x,+,<,0,1) so defined is a regular algebra.

There are several important examples of graph regular algebras. The binary
relations on some set A is one example. The underlying regular algebra is the
booleans B, and the edge relation is the cartesian product A x A. The relation
represented by graph f is the set of pairs (i,%) such that i(f)k . Graph addition
corresponds to the union of relations, and graph product corresponds to the
composition of relations. The divisions f/g and f\g are called residuals [Dil39]
in the mathematics literature and weakest pre and post specifications [HH86] in
the computing science literature.

Path problems on finite graphs provide additional examples of graph algebras.
The standard example is shortest paths: the underlying algebra is the minimum
cost algebra introduced in definition

4 Regular Homomorphisms and the Main Theorem

In this section we specialise the fusion theorem of section [2] to systems of equa-
tions with the structure of a context-free grammar.

Definition 6 (Regular Homomorphism). Let R = (R,o,1z) and § =
(S, ,1s) be monoids. Suppose m is a function with domain R and range S.
Then m is said to be compositional if m.(z-y) = m.xom.y, for all x and
y in R. Also, m is said to be a monoid homomorphism from R to S if m
is compositional and preserves units: m.lp = 1lg. Now let R = (R,o, ® , =<

,0r,1g) and S = (S,-, + ,<,05,1g) be regular algebras. Suppose m
is a function with domain R and range S. Then m is said to be a regular
homomorphism if m is a monoid homomorphism (from ( R,o,1g ) to (S, ,1s))
and it is a lower adjoint in a Galois connection between the two orderings.

For m to be a regular homomorphism it must be compositional and pre-
serve the unit of R . However, the latter requirement is redundant if we re-
strict attention to the values in the image of R under m . After all, we have
m.x = m.(xolg) = m.x-m.lg and, similarly, m.y = m.(1gey) = m.lg-m.y
so that (m.R,-,m.1g) is a monoid, where m.R denotes the image of the set
R under m . In more complicated applications this observation becomes impor-
tant. Formally, we combine the observation with the unity-of-opposites theorem
in the following theorem.
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Theorem 7 (Range Algebras). Let R = (R,o, &, < ,0g,1lg) and S
= (8,,+ ,<,0s,1s) be regular algebras. Suppose m is a function with
domain R and range S that is compositional and is a lower adjoint in a Galois
connection between the orderings. Let m.R be the image of R under m and
let m! denote its upper adjoint. Then m.R = (m.R,-, B , <, 05 , m.1g)
is a regular algebra, where By = m.(m*.z @ mf.y). Moreover, m is a regular
homomorphism from R to m.R.

Regular homomorphisms are lower adjoints and are compositional. These
are exactly the conditions we need to apply the fusion theorem to systems of
equations with the structure of a context-free grammar.

Theorem 8 (Fusion on Languages). Suppose G is a context-free gram-
mar, and R and & are regular algebras. Suppose also that m is a regular
homomorphism from R to S. Suppose g is the endofunction obtained in the
obvious way from G by interpreting concatenation and choice by the product
and addition operators of R, and by giving suitable interpretations to the sym-
bols of the alphabet. Suppose h is obtained in the same way using S instead
of R. (See section 2.2 for an example.) Then m.ug = ph.

5 Measures

On its own, theorem [§ is difficult to use because the requirement of being a
regular homomorphism is quite strong. However, the sort of functions m that
we usually consider are defined by extending a function on words to a function
on languages. We call such functions “measures”. The sort of measures we have
in mind are the length of a word, the first k£ symbols in a word, and the edit
distance of a word from some given word. For example the length function on
words is extended to the length-of-a-shortest-word function on languages.

In this section we show that the standard mechanism for extending a mea-
sure to a set results in a homomorphism of regular algebras, the only condition
being that we start with a measure that is compositional. This makes theorem
relatively easy to use.

Theorem 9 (Monoidal Extensions). Suppose that ( M ,-, 1) is a monoid
and that R = (R,-, + ,<,0gr, 1lg) is a regular algebra. Suppose m is a
function with domain M and range R . Consider the power set algebra (2M . U

, C ,¢,{1y}) as defined in theorem [[. Define measure, the extension of
m to subsets of M (elements of 2 ), by measure.S = X{r:x€S:m.z) . Then
measure is a regular homomorphism if m is compositional.

We consider several examples.

Ezample 7 (Test for Empty).  Suppose we wish to determine whether a lan-
guage is empty or not. Consider the regular algebra B (definition [I). Define
the measure m of a word to be true. Then the extension measure of m to
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sets of words tests whether a language is empty or not. Specifically, by defini-
tion measure.S = F(u:u€S:true) . That is, measure.S = S # ¢ . The measure
m is clearly compositional and so measure is a regular homomorphism, and
theorem 8] can be applied.

Ezample 8 (Membership).  We return to the membership problem discussed
in section[Z2. Consider the regular algebra B (definition[). Given a word X ,
define the measure m of a word u to be u=X . Then the extension, measure
of m to sets of words tests for membership of x in the set. Specifically, by
definition measure.S = F(u:ueS:u=X). That is, measure.S = X&S . This
measure is a regular homomorphism if measure m is compositional. But m is
compositional equivales ¢ =X . So the only example of a membership test on
sets of words that is a regular homomorphism is the so-called nullability test:
the test whether the empty word is in the set. So only in this case can theorem
be applied directly.

The next two examples involve graph algebras. Note how example [9 gener-
alises example

Ezample 9 (General Context-Free Parsing). The general parsing algorithm
invented by Cocke, Younger and Kasami exploits a regular homomorphism. (See
[AT72), p332] for references to the origin of the Cocke-Younger-Kasami parsing
algorithm.)

Let X be a given word and let N be the length of X . The motivating
problem is to determine whether X —the input string— is in a language L
given by some context-free grammar.

We use X to define a measure on words and then we extend the measure to
sets and then to vectors of sets. The measure of word u is a graph of Booleans
that determines which segments of X are equal to wu. Specifically, let us index
the symbols of X from 0 onwards. The edge relation of the graph is the set of
pairs (4,7 ) such that 0<i<j <N and will be denoted by seg. Note that this
is a reflexive, transitive relation. For brevity we omit this constraint on 7 and
j from now on.

Now, with ¢ and j satisfying 0<i<j< N, let X [4..j ) denote the segment
of word X beginning at index 4 and ending at index j—1. (So X [i..7) is the
empty word.) Now defindd m.u = (i,j:: X[i..j)=u). This defines m.u to be
a boolean graph with dimension the set of pairs (4, j ) satisfying 0<i<j<N.
The extension of the measure m to sets is

measure.S = (i, j:: HwueS: X[i..j) =u))

so that
O(measure.SYN = XeS .

Crucial to the correctness of the Cocke-Younger-Kasami algorithm is that m is

compositional. This is proved as follows.

2 Recall that (i,j:: X [i..5) =u) denotes a function mapping pair (4, j ) (implicitly)
satisfying 0<i<j <N to the boolean value X [i..7) =u.
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m.u X m.v
= { definition of m  }
(6,4 X[i..j) =u) x {i,j:: X[i..])=0)
= { definition of graph product in algebra M,.4,B '}
(t,7:0 ke X[ik)=uANX[k..j)=0))
= { word calculus  }
(i,j:: X[i..7) =uv)
= { definition of m  }
m.(u-v)

We conclude that theorem [8 can be applied. Thus testing whether X is an
element of the language generated by a context-free grammar G involves solving
a system of order N2xk equations where k is the number of nonterminals in
the grammar.

The final example is the most complicated, and requires a more complicated
justification.

Ezxample 10 (Error Repair). A general technique for error repair when parsing
languages is to compute the minimum number of edit operations required to
edit the input string into a string in the language being recognised [AP72].
The technique involves a generalisation of the Cocke-Younger-Kasami algorithm,
similar to the generalisation that is made when going from Warshall’s transitive
closure algorithm to Floyd’s all-shortest-paths algorithm.

Let X be a given word (the input string) and let N be the length of X . As
in example @l we use X to define a measure on words and then we extend the
measure to sets. The measure of word w is a triangular graph of numbers that
determines how many edit operations are required to transform each segment of
X to the word wu.

Transforming one word to another involves a sequence of primitive edit op-
erations. Initially the input index, 7, is set to 0; the edit operations scan the
input string from left to right, transforming it to the output string. The allowed
edit operations and their effect on the input string are

Insert(a) . Insert symbol a after the current symbol in the output string.
— Delete . Increment the index ¢ .

— ChangeTo(a) . Increment the index ¢ and add symbol a to the end of the
output string.

OK . Copy the symbol at index ¢ of the input to the output. Then increment
7.

(We will see that the choice of allowed edit operations is crucial to the correctness
of the generalised algorithm.)
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Let dist(u,v) denote the minimum number of non-OK edit operations needed
to transform word w into word v using a sequence of the above edit operations.
Now define

ma = (4,5 dist(X[i..j),u))

This defines m.u to be a graph of numbers. The numbers, augmented by oo,
form the min-cost regular algebra discussed in example 2] Thus graphs over num-
bers also form a regular algebra. Taking this as the range algebra, the extension
of the measure m to sets is

measure.S = (i,j: | (w:ueS:dist(X[i..5),u)))

so that O(measure.S)N is the minimum number of edit operations required to
repair the word X to a word in S.

Crucial to the correctness of the generalised Cocke-Younger-Kasami algo-
rithm is that m is compositional. This follows from

dist(X[i..j) , uv) = | (kudist(X[i..k),u)+dist(X[k..j),v))

which is a non-trivial property of the chosen collection of edit operations

To see that the property is non-trivial, suppose we extend the set of edit
operations to allow the transposition of two adjacent characters. (Transposing
characters is a very common error when using a keyboard.) Then the edit dis-
tance function is not compositional as, for example, dist (“ab”,“ba”) is 1 —it
takes one transposition to transform the word “ab” to the word “ba”— but this is
not equal to the minimum of dist (“ab”,“b”) + dist(e,“a”) and dist (“a”,“b”)
+ dist (“b”,“a”) and dist(e,“b”) + dist (“ab”,“a”) —which it should be if the
function m were to be compositional. Indeed, computing minimal edit distances
for context-free languages is very difficult if the possibility of transpositions is
included in the analysis.

This is the first example where m is compositional but not a monoid ho-
momorphism. In an algebra of graphs with underlying algebra minimum costs
the (4,7 )th entry in the unit graph is co whenever ¢ #j. The (4,5 )th entry in
m.e , on the other hand, is the cost of deleting all the symbols of X [i.. 7). This
is an instance where theorem [flis really needed. The extension measure of m
is indeed a regular homomorphism; its domain is the algebra over languages and
its range is the algebra of graphs in the image set of measure.
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Abstract. Many modern programs provide operating system-style ser-
vices to extension modules. A Web server, for instance, behaves like a
simple OS kernel. It invokes programs that dynamically generate Web
pages and manages their resource consumption. Most Web servers, how-
ever, rely on conventional operating systems to provide these services.
As a result, the solutions are inefficient, and impose a serious overhead
on the programmer of dynamic extensions.

In this paper, we show that a Web server implemented in a suitably ex-
tended high-level programming language overcomes all these problems.
First, building a server in such a language is straightforward. Second,
the server delivers static content at performance levels comparable to a
conventional server. Third, the Web server delivers dynamic content at
a much higher rate than a conventional server, which is important be-
cause a significant portion of Web content is now dynamically generated.
Finally, the server provides programming mechanisms for the dynamic
generation of Web content that are difficult to support in a conventional
server architecture.

1 Web Servers and High-Level Operating Systems

A Web server provides operating system-style services. Like an operating system,
a server runs programs (e.g., CGI scripts). Like an operating system, a server
protects these programs from each other. And, like an operating system, a server
manages resources (e.g., network connections) for the programs it runs.

Some existing Web servers rely on the underlying operating system to im-
plement these services. Others fail to provide services due to shortcomings of
the implementation languages. In this paper, we show that implementing a Web
server in a suitably extended functional programming language is straightfor-
ward and satisfies three major properties. First, the server delivers static con-
tent at a performance level comparable to a conventional server. Second, the Web
server delivers dynamic content at five times the rate of a conventional server.
Considering the explosive growth of dynamically created Web pages [7], this
performance improvement is important. Finally, our server provides program-
ming mechanisms for the dynamic generation of Web content that are difficult
to support in a conventional server architecture.
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The basis of our experiment is MrEd [11], an extension of Scheme [15]. The
implementation of the server heavily exploits four extensions: first-class mod-
ules, which help structure the server and represent server programs; preemptive
threads; which are needed to execute server programs; custodians, which man-
age the resource consumption of server programs; and parameters, which control
stateful attributes of threads. The server programs also rely on Scheme’s ca-
pabilities for manipulating continuations as first-class values. The paper shows
which role each construct plays in the construction of the server.

The following section is a brief introduction to MrEd. Section [ explains the
core of our server implementation. In section B] we show how the server can be
extended to support Scheme CGI scripts and illustrate how programming in the
extended Scheme language facilitates the implementation of scripts. Sections Bl
and M also present performance results. Section Bl discusses related work. The
final section summarizes our ideas and presents areas for future work.

2 MrEd: A High-Level Operating System

MrEd [11] is a safe implementation of Scheme [15]; it is one of the fastest existing
Scheme interpreters. Following the tradition of functional languages, a Scheme
program specifies a computation in terms of values and legitimate primitive
operations on values (creation, selection, mutation, predicative tests). The im-
plementation of the server exploits traditional functional language features, such
as closures and standard data structures, and also Scheme’s ability to capture
and restore continuations, possibly multiple times.

MrEd extends Scheme with structures, exceptions, and modules. The module
system [I0] permits programmers to specify atomic units and compound units.
An atomic unit is a closed collection of definitions. Each unit has an import and
an export signature. The import signature specifies what names the module ex-
pects as imports; the export signature specifies which of the locally defined names
will become visible to the rest of the world. Units are first-class values. There
are two operations on unit values: invocation and linking. A unit is invoked via
the invoke-unit /sig special form, which must supply the relevant imports from
the lexical scope. MrEd permits units to be loaded and invoked at run-time. A
unit is linked—or compounded—via the compound-unit/sig mechanism. Pro-
grammers compound units by specifying a (possibly cyclic) graph of connections
among units, including references to the import signature; the result is a unit.

The extended language also supports the creation of threads and thread
synchronization. Figure [ specifies the relevant primitives. Threads are created
from O-ary procedures (thunks); they synchronize via counting semaphores. For
communication between parent and child threads, however, synchronization via
semaphores is too complex. For this purpose, MrEd provides (thread) parame-
ters. The form

(parameterize ([parameterl valuel]...) bodyl...)

sets parameterl to valuel for the dynamic extent of the computation body1
...; when this computation ends, the parameter is reset to its original value. New
threads inherit copies of their parent’s parameter bindings, though the parame-
ter values themselves are not copied. That is, when a child sets a parameter, it
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tep-listen : Nat [Nat] — Tcp-listener
;; Teserves a port to accept connections, optionally specifying the
;; maximum number of clients that may wait for a connection

tep-accept : Tcp-listener =™ Input-port Output-port
;; creates I/O ports for a connection request via the listener

thread : (— Void) — Thread
;; spawns a thunk as a thread

make-semaphore : Nat — Semaphore
;; creates a semaphore with specified number of tokens

semaphore-post : Semaphore — Void
;; posts a semaphore and releases waiting threads

semaphore-wait : Semaphore — Void
;; waits (and possibly suspends) for a semaphore

make-custodian : — Custodian
;; creates a custodian

custodian-shutdown-all : Custodian — Void
;; shuts down all threads in custodian and reclaims all resources

Fig. 1. MrEd’s TCP, thread and custodian primitives

does not affect a parent; when it mutates the state of a parameter, the change
is globally visible. The server deals with only two of MrEd’s standard parame-
ters: current-custodian and exit-handler. The default exit-handler halts the entire
runtime system. Setting this parameter to another function can cause conditions
that would normally exit to raise an exception or perform clean up operations.

Finally, MrEd provides a mechanism for managing resources, such as threads
(with associated parameter bindings), TCP listeners, file ports, and so on. When
a resource is allocated, it is placed in the care of the current custodian, the value
of the current-custodian parameter. Figure [1] specifies the only relevant opera-
tion on custodians: custodian-shutdown-all. It accepts a custodian and reaps the
associated resources: it kills the threads in its custody, closes the ports, reclaims
the TCP listeners, and recursively shuts down all child custodians.

3 Serving Static Content

A basic web server satisfies HTTP requests by reading Web pages from files.
High-level languages ease the implementation of such a server, while retaining
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efficiency comparable to widely used servers. The first subsection explains the
core of our server implementation. The second subsection compares performance
figures of our server to Apache [2], a widely-used, commercially-deployed server.

3.1 Implementation of the Web Server’s Core

The core of a web server is a wait-serve loop. It waits for requests on a particular
TCP port. For each request, it creates a thread that serves the request. Then
the server recurs:
;; server-loop : Tcp-listener —+ Void
(define (server-loop listener)

(let-values ([(ip op) (tcp-accept listener)])

(thread (lambda () (serve-connection ip op))))
(server-loop listener))

For each request, the server parses the first line and the optional headers:
;; serve-connection : Input-port Output-port — Void
(define (serve-connection ip op)
(let-values ([(meth url-string magjor-version minor-version)
(read-request ip op)])
(letx ([headers (read-headers ip op)]
[url (string—url wurl-string)]
[host (find-host (url-host url) headers)])
(dispatch meth host port url headers ip op))))

;; read-request : Input-port Output-port =* Symbol String String String
;; to read a request from ip, to parse it, and to determine the

;; request method (get, put), URL, and protocol versions

;; effect: raises an exception and closes the ports, if parsing fails
(define (read-request ip op) ...)

A dispatcher uses this information to find the correct file corresponding to
the given URL. If it can find and open the file, the dispatcher writes the file’s
contents to the output port; otherwise it writes an error message. In either case,
it closes the ports before returningE

3.2 Performance

It is easy to write compact implementations of systems with high-level con-
structs, but we must demonstrate that we don’t sacrifice performance for ab-
straction. More precisely, we would like our server to serve content from files
at about the same rate as Apache [2]. We believed that this goal was within

! Jlet-values binds names to the values returned by multiple-valued computations such
as tcp-accept, which returns input and output ports.

2 The server may actually loop to handle multiple requests per connection. Our paper
does not explore this possibility further.
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Connections/Second

1kB file 10kB file 100kB file
Clients MrEd|Apache| Ratio|MrEd|[Apache| Ratio|MrEd|Apache| Ratio
2| 967.5| 1557.9|62.1%| 655.1| 771.6|84.9%| 105.2| 113.2| 92.9%
4(986.7| 1623.4/60.8%| 772.0| 1084.4|71.2%| 110.2| 115.7| 95.2%
8] 997.9| 1607.0(62.1%| 752.9| 1099.0|68.5%| 116.0| 115.8{100.2%
16| 982.8| 1597.0(61.5%| 782.6| 1101.3|71.1%| 116.5| 116.1(100.3%
32| 923.8| 1551.0(59.6%| 760.7| 1104.0/68.9%| 116.7| 116.3{100.3%
64| 917.6| 1577.2|58.2%| 787.1| 1093.0{72.0%| 115.1| 116.5| 98.8%
128| 946.3| 1547.8(61.1%)| 769.4| 1104.1|69.7%| 116.7| 116.5(100.2%
Ratio = MrEd/Apache

The client and server software each ran on an AMD Athlon 800MHz processor
with 192 Mbytes of memory, running FreeBSD 4.1.1-STABLE, connected by
a standard 100 Mbit/s Ethernet connection.

Fig. 2. Performance for static content server

reach because most of the computational work involves parsing HTTP requests,
reading data from disk, and copying bytes to a (network) port B

To verify this conjecture, we compared our server’s performance to that of
Apache on files of three different sizes. For each test, the client requested a
single file repeatedly. This minimized the impact of disk speed; the underlying
buffer cache should keep small files in memory. Requests for different files would
even out the performance numbers according to Amdahl’s law because the total
response time would include an extra disk access component that would be
similar for both servers.

The results in figure [J show that we have essentially achieved our goal. The
results were obtained using the S-client measuring technology [5]. For the his-
torically most common case [4]—files between six and thirteen kB—our server
performs at a rate of 60% to 80% of Apache. For larger files, which are now
more common due to increased uses of multimedia documents, the two servers
perform at the same rate. In particular, for one and ten kB files, more than four
pending requests caused both servers to consume all available CPU cycles. For
the larger 100 kB files, both servers drove the network card at full capacity.

4 Dynamic Content Generation

Over the past few years, the Web’s content has become increasingly dynamic.
USA Today, for instance, finds that as of the year 2000, more than half of the
Web’s content is generated dynamically [7]. Servers no longer retrieve plain files

3 This assumes that the server does not have a large in-memory cache for frequently-
accessed documents.
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from disk but use auxiliary programs to generate a document in response to a
request. These Web programs often interact with the user and with databases.
This section explains how small changes to the code of section Bl accommodate
dynamic extensions, that the performance of the revised server is superior to
that of Apache and that it supports a new programming paradigm that is
highly useful in the context of dynamic Web content generation.

4.1 Simple Dynamic Content Generation

Since a single server satisfies different requests with different content generators,
we implement a generator as a module that is dynamically invoked and linked
into the server context. More specifically, a CGI program in our world is a unit:

(unit/sig () (import cgi") (def+exp) ... (exp))

It exports nothing; it imports the names specified in the cgi” signature. The
result of its final expression (and of the unit invocation) is an HTML page.ﬁ
Here is a trivial CGI program using quasiquote [22] to create an HTML
page with unquote (a comma) allowing references to the TITLE definition.
(unit/sig () (import cgi")
(define TITLE "My first web page")
‘(html (head (title ,TITLE))
(body
(p (center ,TITLE))
(p "Hello, World!™))))

The script defines a title and produces a simple Web page containing a mes-
sage.

The imports of a content generator supply the request method, the URL, the
optional headers, and the bindings:

(define-signature cgi” (

method ; (union ’get ’post ’head)
url ; Url
headers ; (listof (cons Symbol String))

bindings ; (listof (cons Symbol String))

To add dynamic content generation to our server, we modify the dispatch
function from section [l to redirect requests for URLs starting with “/cgi-bin/”.
More concretely, instead of responding with the contents of a file, dispatch loads
a unit from the specified location in the file system. Before invoking the unit,
the function installs a new current-custodian and a new exit-handler via a pa-
rameterize expression:

* Apache outperforms most other servers for CGI-based content generation [I.

® To be precise, it generates an X-expression, which is an S-expression representation
of an XML document. The server handles other media types also; we do not discuss
these in this paper.
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;3 in dispatch:

(if (egi-url? wurl)
(let ([cust (make-custodian)])
(parameterize
([current-custodian cust]
[exit-handler (lambda (z) (custodian-shutdown-all cust))])
(let ([cgi-program (cached-load (url-path url))])
(output-zhtml (invoke-unit/sig cgi-program cgi”)))))

The newly installed custodian is shut down on termination of the CGI script.
This halts child threads, closes ports, and reaps the script’s resources. The new
exit-handler is necessary so that erronious content generators shut down only
the custodian instead of the entire server.

4.2 Content Generators Are First-Class Values

Since units are first-class values in MrEd, the server can store content generators
in a cache. Introducing a cache avoids some I/O overhead but, more importantly,
it introduces new programming capabilities. In particular, a content generator
can now maintain local state across invocations. Here is an example:
(let ([count 0])
(unit/sig () (import cgi”)
(set! count (add!l count))
‘(html (head (title "Testing Persistent State of Counter"))
(body (p "This is a cgi generated web page.")
(p "The current count is " ,(number— string count))))))

This generator maintains a local count that is incremented each time the
unit is invoked to satisfy an HTTP request. Its output is an HTML page that
contains the current value of count.

4.3 Exchanging Values between Content Generators

In addition to maintaining persistent state across invocations, content generators
may also need to interact with each other. Conventional servers force server
programs to communicate via the file system or other mechanisms based on
character streams. This requires marshaling and unmarshaling data, a complex
and error prone process. In our server architecture, dynamic content generators
can naturally exchange high-level forms of data through the common heap.

Our dynamic content generation model features a simple extension that per-
mits multiple generators to be defined within a single lexical scope. The current
unit of granularity in the implementation is a file. That is, one file may yield an
expression that contains multiple generators. The expression may perform arbi-
trary operations to define and initialize the shared scope. To distinguish between
the generators, the server’s interface requires that the file return an association
list of type

(listof (cons Symbol Content-generator))
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For instance, a file contain two content generators:

(let* ([data-file ...]
[lock (make-semaphore 1)])
‘((add . ,{Content-generator))
(delete . ,(Content-generator)s)))

This yields two generators that share a lock to a common file. The distin-
guishing name in the association is treated as part of the URL in a CGI request.

4.4 Interactive Generation of Content

In a recent ICFP article [23], Christian Queinnec suggested that Web brows-
ing in the presence of dynamic Web content generation can be understood as
the process of capturing and resuming continuations[q For example, a user can
bookmark a generated page that contains a form and (try to) complete it sev-
eral times. This action corresponds to the resumption of the content generator’s
computation after the generation of the first form.

Ordinarily, programming this style of computation is a complex task. Each
time the computation requires interaction (responses to queries, inspection of
intermediate results, and so forth) from the user, the programmer must split
the program into two fragments. The first generates the request for interaction,
typically as a form whose processor is the remainder of the computation. The first
program must store its intermediate results externally so the second program can
access and use them. The staging and marshaling are cumbersome, error-prone,
slow, and inhibit the reuse of existing non-CGI programs that are being refitted
with Web-based interfaces. To support this common programming paradigm,
our server links content generators to the three additional primitives in figure Bl

send/suspend : (Url = Html-page) — (list Method
Url
(listof {cons Symbol String))
(listof (cons Symbol String)))
send/finish : Html-page — Void
adjust-timeout : Nat — Void

Fig. 3. Additional content generator primitives

The send/suspend function allows the content generator to send an HTML
form to the client for further input. The function captures the continuation and
suspends the computation of the content generator. When the user responds,
the server resumes the continuation with four values: the request method, the
URL, the optional headers, and the form bindings.

5 This idea also appears in Hughes’s paper on arrows [14].
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To implement this functionality, send/suspend consumes a function of one
argument. This function, in turn, consumes a unique URL and generates a form
whose action attribute refers to the URL. When the user submits the form,
the suspended continuation is resumed. Consider figure d which presents a sim-
ple example of an interactive content generator. This script implements curried
multiplication, asking for one number with one HTML page at a time. The two
underlined expressions represent the intermediate stops where the script displays
a page and waits for the next set of user inputs. Once both sets of inputs are
available it produces a page with the product.

(unit/sig () (import cgi")

5 get-input-w/-short-form : String — (String — Html-page)
(define (get-input-w/-short-form which-one)
(let-values ([(method url headers bindings)
(send/suspend
(lambda ([h-url )
‘(html (head (title ,which-one " number"))
(body
(form ((method "post") (action ,))
"Enter the " ,which-one " number:" nbsp
(input ((type "text") (name ,which-one)))
(input ((type "submit") (name "submit"))))))))])
(eztract which-one bindings)))

;; string-multiply : String String —  String

‘(html (head (title "Product"))
(body (p "The product is: "
J(string-multiply (get-input-w/-short-form “first")
(get-input-w/-short-form "second"))))))

Fig. 4. An interactive CGI program

In general, this paradigm produces programs that naturally correspond to
the flow of information between client and server. These programs are easier
to match to specifications, to validate, and to maintain. The paradigm also
causes problems, however. The first problem, as Queinnec points out, concerns
garbage collection of the suspended continuations. By invoking send/suspend, a
content generator hands out a reference to its current continuation. Although
these references to continuations are symbolic links in the form of unique URLs,
they are nevertheless references to values in the server’s heap. Without further
restrictions, garbage collection cannot be based on reachability. To make matters
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worse, these continuations also hold on to resources, such as open files or TCP
connections, which the server may need for other programs.

Giving the user the flexibility to bookmark intermediate continuations and
explore various choices creates another problem. Once the program finishes in-
teracting with the user, it records the final outcome by updating persistent state
on the server. These updates must happen at most once to prevent catastrophes
such as double billing or shipping too many items.

Based on this analysis, our server implements the following policy. When the
content generator returns or calls the send/finish primitive, all the continuations
associated with this generator computation are released. Generators that wish
to keep the continuations active can suspend instead. When a user attempts to
access a reclaimed continuation, a page directs them to restart the computation.
Furthermore, each instance of a content generator has a predetermined lifetime
after which continuations are disposed. Each use of a continuation updates this
lifetime. A running continuation may also change this amount by calling adjust-
timeout. This mechanism for shutting down the generator only works because the
reaper and the content generator’s thread share the same custodian. This illus-
trates why custodians, or resource management in general, cannot be identified
with individual threads.

4.5 Implementing Interactive Generation of Content

The implementation of the interactive CGI policy is complicated by the (natural)
MrEd restriction that capturing a continuation is local to a thread and that a
continuation can only be resumed by its original thread. To comply with this
restriction, send/suspend captures a continuation, stores it in a table indexed
by the current content generator, and causes the thread to wait for input on a
channel. When a new request shows up on the channel, the thread looks up the
matching continuation in its table and resumes it with the request information
in an appropriate manner. A typical continuation URL looks like this:

http://www/cgi-bin/send-test.ss;id38,k3-839800468

This URL has two principle pieces of information for resuming computation: the
thread (id38) and the continuation itself (k3). The random number at the end
serves as a password preventing other users from guessing continuation URLs.
The table for managing the continuations associated with a content generator
actually has two tiers. The first tier associates instance identifiers for content
generators with a channel and a continuation table. This continuation table
associates continuation identifiers with continuations. Here is a rough sketch:
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generator instance table

instance-id |channel X continuations-table

instance-id |channel X continuations-table

\‘ continuations table

continuation-id|continuation

continuation-id|continuation

When a thread processes a request to resume its generator’s continuation, it looks
up the content generator in one table, and extracts the channel and continuation
table for that generator. The server then looks up the desired continuation in
this second table and passes it along with the request information and the ports
for the current connection.

The two-tier structure of the tables also facilitates clean-up. When the time
limit for an instance of a content generator expires or when the content generator
computation terminates, the instance is removed from the generator instance
table. This step, in turn, makes the continuation instance table inaccessible and
thus available for garbage collection.

4.6 Performance

We expect higher performance from our Web server than from conventional
servers that use the Common Gateway Interface (CGI) [19]. A conventional
server starts a separate OS process for each incoming request, creating a new
address space, loading code, etc. Our server eliminates these costs by avoiding
the use of OS process boundaries and by caching CGI programs.

Our experiments confirm that our server handles more connections per second
than CGI programs written in C. For example, for the comparison in figure [5]
we clock a C program’s binary in CGI and FastCGI against a Scheme script
producing the same data. The table does not contain performance figures for
responses of 100 kB and larger because for those sizes the network bandwidth
becomes the dominant factor just as with static files.

The table also indicates that both the standard CGI implementation and our
server scale much better relative to response size than FastCGI does. We con-
jecture that this is because FastCGI copies the response twice, and is thus much
more sensitive to the response size. Of course, as computations become more
intensive, the comparison becomes one of compilers and interpreters rather than
of servers and their protocols. We are continuing to conduct experiments, and
intend to present the additional performance measurements in a future edition
of this paper.

4.7 Modularity of the Server

Web servers must not only be able to load web programs (e.g., CGI scripts) but
also load new modules in order to extend their capabilities. For example, requir-
ing password authentication to access particular URLs affects serving content
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CGI FastCGI | MrEd Full [MrEd Lite
Clients| 1kB|10kB| 1kB|10kB| 1kB|10kB| 1kB|10kB
8]161.1|158.7|742.7|551.6|766.5(665.9|851.4|742.6
16(157.6|156.9|728.8(547.2{759.6/659.3|847.3|727.9
32(153.4/153.1|720.7|544.4|733.8(627.4|837.8|721.4

MrEd Full is the server described in this paper. It includes the continuation reaper
described at the end of section 4.4, whose implementation is currently quite inefficient.
MrEd Lite disables this reaper (rendering send/suspend less usable), making its services
more directly comparable to those of CGI and FastCGI.

Fig. 5. Performance for dynamic content generation

from files and from all dynamic content generators. In order to facilitate billing
various groups hosted by the server, the administrator may find it helpful to
produce separate log files for each client instead of a monolithic one. A flexi-
bly structured server will split key tasks into separate modules, which can be
replaced at link time with alternate implementations.

Apache’s module system [25] allows the builder of the Web server to replace
pieces of the server’s response process, such as those outlined above, with with
their own code. The builder installs structures with function pointers into a
Chain of Command pattern [I3]. Using this pattern provides the necessary ex-
tensibility but it imposes a complex protocol on the extension programmer, and
it fails to provide static guarantees about program composition.

In contrast, our server is constructed in a completely modular fashion using
the unit system [10]. This provides the flexibility of the Apache module system
in a less ad hoc, more hierarchical manner. To replace part of how the server
responds to requests, the server builder writes a compound unit that links the
provided units and the replacement units together, forming an extended server.
Naturally, the replacement units may link to the original units and delegate to
them as desired.

Using units instead of dynamic protocols has several benefits. First, the server
doesn’t need to traverse chains of structures, checking for